MHWHVCTEPCTBO 3KOHOMUYECKON M MHBECTULIMOHHOM ITOJIMTHUKU
TAMBOBCKOM OBJIACTH

IIPNKAS3

r. Tam60B No L4
1405 2044

O6 omnpenenenny yrpo3 6e30MacHOCTM TEePCOHATbHBIX NAHHBIX, AKTYaJbHBIX IIPU
06paboTKe IePCOHANIbHBIX JaHHbIX B MHGOPMALVOHHBIX CHCTEMax I[epPCOHA/IbHbIX
JaHHBIX, 3KCIUIYaTUPYEMbIX MMHUCTEPCTBOM JIKOHOMMUUYECKOM ¥ MHBECTUIMOHHONM
nonuTuky Tamb60BCKOM 0b6acTy

B coorBercTBuu ¢ wacteio 5 crateu 19 @epepanbHoro 3axkoHa ot 27.07.2006
Ne 152-@3 «O mepcoHaNbHBIX JaHHBIXY, C IIeIbl0 06eCIIeYeH s eIMHOrO MOAX0na K
OTpeNesieHnIo yrpo3 06e30MacHOCTM IePCOHANBHBIX [JaHHBIX, AKTYaJbHbIX IIPK
00paboTKe NepCOHANTbHBIX JAHHBIX B MH(POPMALMOHHBIX CUCTEMax IepPCOHAIbHBIX
JAHHBIX, 3KCIUIyaTHPyeMbIX MMHUCTEPCTBOM SKOHOMMYECKOM M MHBECTUIMOHHOM
oKy Tam6oBckoit obnactu (nasnee - Munncrepcrso), [IPUKA3BIBAIO:

1. OmpepemuTb yrpossl 6e30MACHOCTY ITePCOHATBHBIX JAHHBIX, aKTyasbHble IIpK
06paboTKe MePCOHAIBHBIX JAHHBIX B MHGOPMALMOHHBIX CHUCTEMax IepCOHAIbHBIX
JaHHbBIX, SKCIUTyaTupyeMbiX MUHMCTEPCTBOM, COIVIACHO IIPUIIOKEHMIO.

2. Ony6mmroBath HacTosmuii npuxas Ha «O(uUManbHOM MHTEpHeT-TIopTae
paBoBOM MHQOpMaLuyu» (WWW.pravo.gov.ru) ¥ Ha CaiiTe CeTeBOro M3aHus
«TamboBckas xusHb» (www.tamlife.ru).
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[TPUJIOJKEHUE
K MIPUKA3y MUHUCTEPCTBA SKOHOMMUYECKON U
MHBECTUIIMOHHO MOMUTUKM TamboBCKo 061acTi

or« 1+» 05 2024 1. Ne 24

Yrpos3sl
6e30MacHOCTY NMEPCOHATBHBIX JaHHbIX, aKTyaabHbIe 1Py 06pabOTKe MePCOHAIbHbBIX
J@HHBIX B MH(MOPMALIMOHHBIX CHCTEMAX MEPCOHATBHBIX JaHHbIX, IKCIUTYATUPYEMbIX
MVUHVCTEePCTBOM SKOHOMMYECKOM ¥ MHBECTULIMOHHON ITOJIUTHUKN
TamboBckoi obacTu

1. Obine nonoskeHus

1.1. Yrposs! 6e30macHOCTY ITEPCOHAIBHBIX JAHHBIX, aKTYabHBIX IIPU 06paboTKe
MEePCOHANLHBIX JAHHBIX B MHGOPMAIMOHHBIX CUCTEMax ITepCOHAJIBHBIX HAHHbIX,
SKCIUTYaTUPYeMbIX MMHMUCTEPCTBOM SKOHOMMWYECKON U MHBECTUIMOHHON ITOJIMTUKI
TamboBckoit obsactu (manee - AKTyanbHble yrposel 6esornacHoctu MCITIH,
MuHKCTEPCTBO), OTpeie/ieHbl B COOTBETCTBIM C YaCThio 5 cratbu 19 MemepanbHOro
3akoHa oT 27.07.2006 Ne 152-®3 «O mepcoHaabHBIX AAHHBIX», MOCTAHOBJIEHUEM
IMpaBurenscrea Poccuiickoi ®enepaupu or 01.11.2012 Ne 1119 «O6 yTBepskaenun
TpebOBaHMII K 3allMTe I[IePCOHAJbHBIX [AHHBIX Ipu uX 06paboTke B
MH(POPMALIMOHHBIX CUCTEMAaxX MEePCOHANbHBIX NAHHBIX», Npukasom DenepasbHO
CITy>KOBI TI0 TEXHUYECKOMY M IKCIIOPTHOMY KOHTposo (manee - ®CTOK Poccun) or
11.02.2013 Ne 17 «O6 yrBepskuenun Tpeboammii o0 sammre uHPOpPMAaIMy, He
COCTaBJSIIOLEM TOCYHAPCTBEHHYIO TaliHy, COIepsKalleiicd B TOCyJapCTBEHHBIX
MHQOPMAaIMOHHBIX cucTeMax», npukasom OCTOK Poccun or 18.02.2013 Ne 21 «O6
yTBepskaeHnyu CocTaBa M COmEpsKaHMS OPraHM3alMOHHBIX M TEXHUYECKUX Mep II0
obecrnieuennio 6e30MaCHOCTY TE€PCOHANBHBIX [AHHBIX IIpM MX 06paboTke B
MHQOPMALMOHHBIX CUCTEMax I1ePCOHANBHBIX OaHHbIX», npukasom @DenepanbHOI
cnysk6b1  6esonacHocTu  Poccmiickoin @epepaumn  (manmee - ®CB  Poccun) or
10.07.2014 Ne 378 «O6 yrBepskaennn CocTasa 1 copepskaHus OpraHn3alOHHbIX U
TEXHUYECKUX Mep MO obecrieueHnI0 Ge30MMacHOCTM MePCOHAbHbIX JaHHbIX IPU UX
obpaboTke B  MHOOPMALMOHHBIX  CUCTEMAX  IIePCOHAJbHBIX  [JAHHBIX C
MCMOAb30BAHMEM  CPEeACTB  Kpunrorpaguyeckom  3ammThl  MHpOpManmu,
HeOOXOOMMBIX [IJI1 BBITIOJHEHMSI YCTaHOBJIeHHbIX I[IpaBurenbcTBoMm Poccuiickon
Qepepauyy TpebOBaHMII K 3alllMTe II€PCOHAIbHBIX HAHHBIX [JI KakKOOrO U3
VPOBHE! 3alUMIIeHHOCTV», MeToAMYeCKMMM peKOMeHJAUMAMM II0 paspaboTke
HODMATMBHbBIX  NpPaBOBBIX AaKTOB, OIpENesiolINX  yIPo3bl  6Ge30IaCHOCTHI
IIEPCOHA/IbHBIX [AaHHBIX, aKTyaJibHble IPU OOpPaBGOTKe MMEPCOHANBHBLIX JAaHHBIX B
VMH(QOPMALUMOHHBIX CUCTEMAX MEPCOHANBHBIX [AaHHBIX, 3KCIUIYAaTUPYeMbIX IpK
OCYIIECTBJIEHMM COOTBETCTBYIOLUIMX BUAOB HEATEIBHOCTM, YTBEPKIEHHBIMU
pyrosoacTtBoM 8-ro llentpa ®CB Poccun or 31.03.2015 Ne 149/7/2/6-432, BasoBoii
MOIE/NBIO Yrpo3 0e30MacHOCTM TEPCOHAIbHBIX JAHHBIX NpuU KUX 06paboTke B



MHPOPMALMOHHBIX  CHCTEMaxX  IIePCOHAJbHbIX  [JaHHBIX,  YTBEPKIEHHOM
samecturenem gupekropa @CTIOK Poccum 15.02.2008, BaHromM [aHHBIX YIpoO3
6esonacHoCT MHbOpPMaIMy, pasMelieHHbIM Ha odummanbHoMm caiite OCTOK
Poccun (http://bdu.fstec.ru) » mocraHoBaeHMeM agMMHMUCTpanuy TaMOOBCKOIA
obnactu or 18.12.2017 Ne 1248 «O6 omnpemenenuu yrpos 6e30MacHOCTH
TIePCOHANIbHBIX [aHHBIX, aKTyaJbHBIX IpU 0OOpabOTKe MePCOHAIBHBIX AHHBIX B
VMH(POPMALIMOHHBIX CHCTEMax MepPCOHAIbHBIX JAHHBIX B OPTaHax MCIOIHUTENILHOM
BacTy 00aCTM U B TIOABEIOMCTBEHHBIX MM OPraHu3alsax».

1.2. AkryanbHble yrposel  6esomacuoctu  MCIIIH  comepskaT ImepeueHb
aKTyaJIbHbIX Yrpo3 06e30macHOCTY IEPCOHAJbHBIX MAHHBIX IIpM MX 0OpaboTKe B
MHQOPMALIMOHHBIX  CUCTEMAaxX  IePCOHAIbHBIX  JAHHBIX,  9KCIUTyaTHPYeMbIX
Munncrepcrsom (manee - UCIITOn).

1.3. O6perTamyu mHbOpPMATH3ALMKY I€PCOHANBHBIX [aHHBIX B MMHMCTEPCTBE
BBICTYNAIOT MHGOPMaLMOHHbIe cucteMbl (manee - MC), umeromme CXOTHYIO
CTPYKTYDPY ¥ ONHOTOYEYHOE MOAK/IIOUEHMEe K CeTsIM OONIEero IMojb3oBaHms u (1in)
MHQOPMAaLIMOHHO-TEIEKOMMYHMKAUMOHHOM cetu  «MHaTepHer» (masee - ceThb
«VlHTepHeT») uepe3 BbIIENEHHYIO MHGPACTPYRTYPY - MEKBELOMCTBEHHVIO CETh
repefauy NaHHbIX TamOOBCKOV 06/1IaCTM, KOTOPhIE SKCIUTYATUPYIOTCS PAOOTHUKAMMU
MunycTepcTBa B IIpoiiecce OCYIIECTBAEHMs ero 1eaTeIbHOCTH.

1.4.B 3aBucMMOCTM OT KOHKpeTHOro obObexta wunHpopmarusaumu HCIIIH
JeJaTCs Ha IBa BUIA:

jnokanbHag KC, paboume mecrta u 06ashl JAHHBIX KOTOPOM PAacCIOJIOXKEHbI B
rpenenax OIHOrO 3aHMs;

pacnpenenensas VC, paboume MecTa KOTOpPOM paCIIOIOKEHBI B IIpenesiax
OIHOrO 3[aHMs, a 6asbl JaHHBIX XPAHATCS U1 06pabaTsiBaioTcsa B LlenTpe 06paboTKM
naHHbIX [IpaButenbcrBa TamboBckoi obmacTu.

1.5. Bassl gauHbIX MHGOPMALINY, C UCIIONI30BAHMEM KOTOPBIX OCYILIeCTBIISIOTCS
cbop, 3anmuch, CUCTEMATM3alMs, HAKOIUIEHEe, XpaHeHue, yTouHeHue (OGHOBJIeHue,
M3MEHEeHMe) IePCOHAIBHBIX JaHHBIX rpakaad Poccuiickort Demepaumy, HaxXOmATCS
Ha Tepputopun Poccuiickon @enepauyn.

1.6. Beon nmnepcomanpubeix paHHbix B MC wu BpBom pmanHbix wu3s UC
OCYIIECTB/SIIOTCS € MCIOJb30BAaHMEM OYM@KHbIX ¥ 3JEKTPOHHBIX HOCUTEJIEN
nHpopMmauyuy. B KauecTBe 3/M€KTPOHHBIX HOCKUTENeN MH(POPMAUMM MUCIIOIb3YIOTCS
YUTE€HHbIE€ CbeMHble HOCUTeSM MHOOPMALIMM M ONTHMYeCcKMe Iucku. Jloctym K
WCIIIH orpannueH mepeuHeM paBGOTHMKOB MuHMCTEpPCTBa, PABOTHUKOB OPraHOB
rOCyIapCTBeHHOM BiacTv, Bkmwouas IlpasurenbctBo Tambosckoit  06acTy,
spisonuxcss  BraagenbuemM MG, a  rTakke  pabGOTHMKAMM — OpraHmsaiiuii,
OCYLIECTB/SIIOIMX agMuHMcTpupoBanme VIC, B yCTaHOB/IEHHOM 3aKOHOIATEIbCTBOM
TTOPSIKE.

1.7. Ilepenaya 1mepCcOHaNbHBIX MHAHHBIX B [OPYrMe OpraHusauuu U B
T€PPUTOPHAJIbHBIE OpraHbl (pefepayibHbIX OPraHOB MCIIOJIHUTEILHOM BACTU IO
ceTaM oOO1ero mnonb3oBanus U (wiu) cetu «VIHTepHeT» OCYIIECTBISETCH C
VICIIO/Ib30BaHMeM CepTUMUIMPOBAHHBIX IIM(PPOBAJIbHBIX (KPUIITOrpaduuecKix)
cpencTs 3awmThl MHGopMaumu (nasee - CK3M).
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1.8. Kontpormpyemoit 3onoit MC  saBisercs agMUHMCTPAaTUBHOE 3[aHue, B
KOTOPOM pPacIioOKeHO MMHMCTepCTBO U OT[esbHbIE TOMEIIeHNs, KOTOPbie OHO
3aHMMaeT. B 1Ipesenax KOHTPOJMPYEMONM 30HbI HAxO#ATCsl paboume MecTa
I10/Ib30BaTesiel], CepBephl, CETEBOE M TeJeKOMMYHMKALMOHHOe obopynosanue MC
(npy Ha;mumy). BHe KOHTPONMPYEMO¥i 30HbI HAXOOATCS JMHMAYM Tlepefauy JaHHbIX U
TEJIEKOMMYHMKALMIOHHOe 000pyIOBaHMe, MUCIIONb3yeMoe i1 MH(POPMALMOHHOTO
obMeHa 110 ceTsM OBILEro Mmosb3oBanus u () cetu «HTepHeT».

1.9. B agMuHMCTPaTUBHOM 3IaHNM, B KOTOPOM PacloNoKeHo MuHMCTepCcTBO:

JOJ/DKHO OBITh MCKITIOUEHO HEKOHTPOIUPYEMOE IPebbIBaHMe TIOCTOPOHHMX JIULL I
HEKOHTDPOJIMPYeMOe IepeMenieHye (BbIHOC 33 IIpefesibl 30aHus) KOMIbIOTEPOB U
OPI'TEXHUKHA;

IIOMELLEeHSI CO CpeACTBAMM  BBIUMCIUTEILHOM TEXHUKM JO/KHBI OBITh
060pYIOBaHbI 3ANMPAIOLIMMUCS JBEPAMY;

JOTIOJIHUTE/IbHO MOKET ObITh OPraHM30BaHO BUIEOHAO/IONEHe B KOPUIOPaX.

1.10. 3ammra  mepconampHbix  gauHbix B MC,  9KCIUIyaTMpyembIx
MunucrepcTBoM, ¥ cersix OOIIErO IOJMb30BaHMS, MOJKIKOUAEMBIX K CeTU
«VuTepHeT», a TakKe coOMOneHe TPeGOBaHMI HACTOAIMX AKTYaJdbHBIX YIPO3
6esonacHocty UCIT[IH obecrieunBaeTcs C y4eTOM CYIIECTBYIOWEN B MUHUCTepCTBe
opranmsauyyu MHQOpMaUMOHHOM 06e30MacCHOCTM B paMKax B3aUMMOLENHCTBUS C
TOI'BY «PUTL» B npemenax yCTaHOBJIEHHOJ KOMIIETEHLIMYM CPENCTBAMM 3alMTHI
nHpopmanuy (nanee - C3U):

C3M oT HeCaHKUMOHMPOBAHHOIrO mocTyna, ceprubuuupoBanHsiMy DCTIK
Poccun, He Hmke 4 ypOBHS KOHTPOJSA OTCYTCTBUSL HENEKJIapVPOBAaHHBIX
BO3MOXHOCTeN (manee - HIB);

CpenCcTBaMy aHTUBUPYCHOM 3amuThl, cepruduimpoBanubivy @CTIK Poccun,
He HIDKe 4 KJacca;

Me)kceTeBbIMM SKpaHamu, cepruduimpoBanabiMy OCTIOK Poccun, He Huke
3 kmacca; ,

CK3H, hopMUPYIOILIMU BUPTYasbHbIE YacTHbIe ceTun (VPN),
cepruduumpoannbiMu OCB Poccun no knaccy KC 1 u Boie;

cucTeMaMy OOHapY)KeHUST BTOPSKEHMST He HIpKe 4 Kiiacca;

CPeNCTBOM TOCYIAPCTBEHHOM CHUCTEMbI OOHApYKeHMs, MPemyIpeKIeHus u
JIMKBUIALMM IIOC/IE€ACTBMI KOMITBIOTEPHBIX aTak Ha MHOOPMAalLMOHHbBIE DPECYPChI
Poccuiickoir @epepariym.

2. XapakTepucTuky 6e30macHoCTy MHPOPMALMOHHBIX CUCTEM
TePCOHATBHBIX JAaHHbIX

2.1. OcHOBHBIMM CBOVICTBaMM 6e30MaCHOCTY MH(DOPMALMY SIBIIIOTCS:

KOHOUAEHIMAIbHOCTD - 06513aTe/IbHOE 1)1 COOMIONEHS OIIepaTopOM WM MHBIM
MOMYYMBIUMM JOCTYII K IIePCOHAIbHBIM JaHHBIM JIMIIOM TPeBOBaHME He NOITYCKaThb
MX pacrnpocTpaHeHus 6e3 cornacusi CyObeKkTa IepCoHaNbHbIX JAHHBIX WM HAINYMSA
JMHOTO 3aKOHHOT'O OCHOBAaHMS,

LEJIOCTHOCTh - COCTOSIHME 3alIMIIEHHOCTM MHOOpMAaLNUM, XapaKTepusyemoe
cniocobnocThio IC 0becrieunBaTh COXPAHHOCTD M HEM3MEHHOCTh MHGOPMAaLMK NIPK
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TIONbITKaxX HeCAaHKIUMOHMPOBAHHbBIX BO3MEMCTBUIM Ha Hee B Ipoiecce 06paboTky miam
XpaHeHusI;

JOCTYIIHOCTb - COCTOsIHME MH(pOpMAanuM, TIPM KOTOPOM CYOBEKTbI, MMEOILL/e
I1paBa JOCTYyIa, MOT'YT Peaan30BaTh UX OeCIPensTCTBEHHO.

2.2.Tlon axTyanmpHBIMM Yrpo3aMy Oe30MaCHOCTY ITePCOHAIbHBIX IAHHBIX
TOHMMAEeTCSI COBOKYIHOCTh YCJOBUM ¥  (PAKTOpPOB, CO3JAIOIIMX aKTYaJbHYIO
OINACHOCTb HECAHKUMOHMPOBAHHOIO, B TOM 4YuMC/Ae CJIYy4alHOro, MJOCTyIla K
IePCOHAILHBIM JaHHBIM IIpu ux obpabdotke B MC, pe3ynbraroM KOTOPOTO MOLYT
CTaTb YHMUTOXEHME, M3MeHeHMe, OJIOKMPOBaHMe, KOIMPOBAaHME, MPENOCTaB/IeHNe,
PacrnpoCcTpaHeHue TEePCOHANbHbIX [JaHHBIX, a TaKXKe WHbIe HelpaBOMepHbIe
IeCTBUSI.

2.3. B 3aBucumocTM OT cocraBa 06pabaThiBaeMbIX ITEPCOHAIBHBIX TaHHBIX U
TUINA aKTYQIbHBIX YIPO3 HEOOXOOMMbBIM YPOBEHb 3alMILEHHOCTH IIe€PCOHAJIbHbIX
nauHbix g kaxpoi UCITIH onpenenseTcs MHAMBUIYAJIbHO.

24. Ins UCII[JH opraHoB BiacTVM axkTyaJbHbl yIpoO3bl Oe30MacHOCTU
TEPCOHAJIbHBIX JAHHBIX TPETbEro Tula, HEe CBI3aHHble ¢ Haauuuem HIB B
CUCTEMHOM M TIPUKJIQJHOM TporpaMmHoM obecrneueHun (manee - I10),
ucnonezyemoMm B MC.

3. [IpumenHenme cpencTB Kpuntorpagmuueckoi 3auThl MHGOpMALM
B MH(OPMALIMIOHHBIX CHUCTEMAaX IePCOHAIbHbIX TAaHHbIX

3.1. AxryanbHocth ipumenenus B ICIT/IH, skcIutyatpyeMbIx MUHUCTEPCTBOM
CK3U1 omnpepensiercs HeOGXOOMMOCTBIO 3allMThl MEPCOHAIBHBIX NAHHBIX, B TOM
qucie npy MHGOPMAaLVIOHHOM OOMeEHE 1O CETSIM CBSA3M O6IIEro moib30BaHmus 1 (Mn)
cetu «/IHTepHET».

3.2. CK3U npenuasHaveHsl 1719 3a1UThl MHPOPMALUM OT JeMCTBUM CO CTOPOHBI
JI/LI, He MMEeIOLIMX MPaBo JOCTYNa K 3TOM MH(GOpMAaIin.

3.3. [lpyHATbIMM ~ OpPraHM3alMOHHO-TEXHUYECKMMM MepaMy [JO/DKHA ObiTh
MCKJIIOYeHa BO3MOKHOCTb HECAHKIUJMOHMPOBAHHOIO [OCTYIIA IIOTEHLMATILHOIO
Hapyuurens K kiaodeBoi nHpopmaunyu CK3U.

3.4.ITpu  skcrryatanymy CK3UW gomkubl  cobmiomarhcd  TpeboBaHUS
IKCIUTyaTalMOHHO-TexHnuecko gokymeHtauuu Ha CK3WM wu  TpeboBanms
IDEeJICTBYIOIUMX HOPMAaTMBHBIX TIPABOBBIX 4KTOB B 061aCTM peanusauuyu U
skcrryaranyu CK3HU.

3.5. [Ing obecrieuenus 6e30MaCHOCTH IIePCOHABbHbIX JaHHBIX NIPU UX 06paboTKe
B ICI1[IH nomxkub! ucnosnbsosarbess CK3U, nporieninme B yCTaHOBIEHHOM MTOPIIKE
NpOLIeNYPY OLEHKY COOTBETCTBUS.

3.6. O6vekramu 3amutel B UCITIH asngrorcs:

TepCOHAIbHbIE JAHHbIE;

cpencTBa KpunTtorpaduyeckon 3aiuThl MHGOpMaI;

cpena ¢yuxkunonuposauus CK3U (manee - CD);

MHQOpMaUMsI, OTHOCAILASCI K KpUITOrpaduuyecKkoy 3alipuTe IIePCOHaIbHBIX

OAHHBIX, BKJIIOUAS KIIOYEBYIO, [TAPOJIBHYIO U ayTeHTUDUIIMPYIOLIYIO MHPOPMALIO
CK3y;
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INOKYMEHTBI, Jiefid, KypHa/Ibl, KAPTOTEKM, M3MAHMSI, TEXHUUYECKME ITOKYMEHTHI,
paboume marepuanbl M T.II., B KOTOPbIX OTpa’keHa s3aimiuaeMas uHboOpMaLys,
orHocauasicsi kK MCIIJJH u  wmx Kpunrorpapuueckor 3aiiuMTe, BKIKOYas
mokymenTtauyioo Ha CK3UM u Ha TexHuuecKue U IMporpaMMHbIE KOMIIOHEHTBI CpPeIbl
dyukumonnposanmns CK3U;

HOCUTENnM samumuiaemMoy uHdopmaimyu, ucnonbsyemble B MC B mponecce
Kpuntorpaduyueckoi 3alllUThl TMEPCOHATBHBIX [TAHHBIX, HOCUTEIM KIIIOUEBO,
IIaponbHOM M ayteHTuumupyomen uadopmanmn CK3UM n mopsmoxk mocryma K
HUM;

UCIIO/Ib3yeMble MH(MOPMAIMIOHHOM CUCTEMOM KaHaJbl (JIMHMM) CBSI3M, BKIIFOYAs
KabesIbHbIE CUCTEMBI;

[IOMEIeHNs, B KOTOpBbIX HaxoaaTcs pecypcbl MC, mMmerolime OTHOILIEHME K
Kpunrorpaduyeckoil 3aiuTe MepCOHaIbHbIX JAHHbIX.

3.7. Peanuzaiius yrpos 6e301acHOCTH! MepCOHAJIbHBIX JaHHbIX,
obpabarsiBaembix B VICII[IH, onipegensercss BOSMOKHOCTSIMM MCTOYHMKOB arak. Ha
OCHOBAHMM MCXOOHBIX JAHHbBIX 00 OOBEKTAX 3allUThl M MCTOYHMKAX aTak B Tabmuile
1 nnga MunucrepcTBa onpeeneHsl 060611eHHbIE BOSMOKHOCTM MCTOYHYKOB aTax.

Tabnuua 1
O606111eHHbIE BO3MOKHOCTHM MCTOYHMKOB aTak Ha/Het
1 2
1. BO3MOKHOCTb CaMOCTOSTEIBHO OCYIUECTB/IATh CO3aHue CII0COBOB
arak, IIOATOTOBKY 1 MPOBEIEeHMe aTaK TONBKO 3a IpenesiaMu Ha

KOHTPOJIMPYEMOM 30HbI

2. BO3MOKHOCTb CaMOCTOSITENIBHO OCYLIeCTBISATh CO37laHMe CIIOCOB0B
arax, MOATOTOBKY U IIPOBENEeHME aTaK B Mpeesax KOHTPOJIMPYEMON 30HbI,

Ha
HO 0e3 ¢pm3MUeCcKoro AOCTYIIA K annaparHbiM cpeacrsam (gaiee - AC), Ha
KoTopbix peanmmsoBanbl CK3U u cpena nx QyHKUMOHMPOBAHMS
3. BO3MOXKHOCTB CaMOCTOSITE/IbHO OCYIIECTBIIATh CO3IaHue CrIoco60B
arak, IOATOTOBKY U MPOBEIEeHMe aTak B Mpejesiax KOHTPOIMPYEeMO 30HbI C Her

dusmyeckum goctynom K AC, Ha kotopsix peammsobanbl CK3U u cpena ux
(GYHKIMOHMPOBaHUS

4. BO3MOKHOCTb IIPMBJIEKaTh CTelaliCTOB, MMEIOLIMX OIbIT Pa3spaboTKy
u ananmmza CK3MU (Brirouas crienyaamMcros B 06/1aCTH aHaIM3a CUIHAIOB
JIVHEVHOM nepeaauy ¥ CUTHAIOB IIOOOYHOIO JIEKTPOMArHUTHOIO
usnyyenus u HaBogok CK3H)

Her

5. BO3MOKHOCTB NPUBJIEKATH CIIELMAIMCTOB, MMEIOILMX OIIbIT PaspaboTKu
u aHanm3a CK3U (Brirouasi cnenmanyicToB B 06/1aCTH UCITOIb30BAHMS [JIs
peanu3auyy aTak HeTOKYMEHTMPOBAHHBIX BO3MOKHOCTEN MTPUKITATHOIO
IIPOrPaMMHOr0 obecrieueHnsl)

Her

6. BO3MOXHOCTD MIPUBJIEKATH CHEIMAIMCTOB, MMEIOIIMX OIIBIT pa3paboTKy

Het
u a"aym3sa CK3U (Bxitouas crienaamucToB B 061aCTH MCIIOIb30BaHMS IS




peanunsanuy aTak HeOKYMEHTUMPOBAHHbBIX BO3MOKHOCTEN alapaTHOro U
MIPOTrPaMMHOIO KOMIIOHEHTOB cpefpl GyHkimonuposanms CK3N)

3.8. B cootBercTBUM € OBOOILIEHHBIMM BO3MOXKHOCTSMM MCTOYHMKOB aTak
(tabmuua 1) onpenesieHsl [Be aKTyaJIbHbIE YTOUHEHHbIE BOSMOSKHOCTH HapyILMTe el
" HallpaBJieHMd aTak (COOTBETCTBYIOILME akTyaabHble yrpo3sl ais MC) (tabnuua 2).

Tabnuua 2

YTouHeHHbIe
BO3MOKHOCTH
HapyILIUTeNeNn 1
HarpaBJieHus aTak

AKTYanbHOCTh
MCIIOTb30BaHMS
(mpuMeHeHMs)
L7151 TIOCTPOEHMS

O6ocHoBaHMe OTCYTCTBUS

(COOTBETCTBYIONIME | ¥ peaau3alum
aKTyaJIbHbIE aTak
YI'pO3bl)
1 2 3
1. I[Tposenenne HeakTyansHo IIpoBomaTcs paboTe! IO rOAGOPY
araky npu repcoHaia;
HaXOKIEHUN B IIpeNCTaBUTENN TEXHUYECKIX,
npenesnax OBCTYKUBAIOIIMX U OPYTUX
KOHTPONUPYEMOM BCIIOMOTaTe/IbHbIX CIYKO IIpu pabore B
30HBI TIOMEILEHMSIX (CTOMKAX), ITe PaciOIOKEHbI

CK3MU, n coTpyaumku, He SIBJITIOLIMECS
niosib3oBaressivy CK3U, HaxomaTcst B 9TUX
TIOMELLIEHVSIX TOJIBKO B TIPUCYTCTBUA
COTPYIHMKOB T10 SKCIUTyaTali;
COTPYIHMKY, SIBJITIOLIMECS TIOJIb30BaTEISIMU
NCI1IH, HO He SBJISTIONLINECS
nonb3oBarensvu CK3U,
poMHGOPMMUPOBAHBI O MIPaBuIax paboThI B
UCII/[IH 1 OTBETCTBEHHOCTH 33
HeCOoOITIoNIeHNe TIPaBuI 0becIIeueHnst
6e3omacHOCTH MHGOPMALIUN;
nonb3oBaresn CK3U npoundopmupoBanbl 0
nipaBuiax pabotel B UCITIH, mpaBuiax
pabotsl ¢ CK3U 1 oTBeTCTBEHHOCTH 3a
HeCcOoOTIoeHIe TIPaBUIT ObecreueHns
6esomacHoCTH MHGOPMAIIN;

TIOMEILIEHMSI, B KOTOPBIX PaCIIO/IaraioTcs
CKB3HU, ocHalleHbl BXOIHBIMU IBEPHMHA C
HaJe>KHBIMM 3aMKaMy, 0OeCIieyeHo
TTOCTOSTHHOE 3aKPBITHE ABepen IMOMeIeHUN
Ha 3aMOK, ¥ X OTKPBITHE OCYILECTB/ISIETCS




TOJIBKO [IJI CAHKIMOHMPOBAHHOI'O MMPOX0/a;
YTBEPKIEH TepeyeHb JIMI, MMEIOIIX TIPaBO
NOCTYIIa B TIOMEIIEeHMs], TJIe Paclo/araloTcs
CK3y;

OCYILECTBJISIETCS] pasrpaHuyeHne u
KOHTPOJIb IOCTYIIa IIO/Ib30BaTeNeNn K
3alMIIaeMbIM PECYpCaMm;

OCYLLUECTBJISIETCS] PETUCTPALVS U VUET
IencTBuii nonb3osatesnein ¢ [11x;
OCYILIECTBISeTCS KOHTPOJIb 1I€JIOCTHOCTH
CpenCTB 3alNThI;

Ha APM u cepBepax, Ha KOTOPBIX
ycraHossiensl CK3U, cnone3yrorcs
cepruduimpoBanusie C3U ot
HECaHKIMOHMPOBAHHOI'O JOCTYIIA ([asiee -
HCI);

UCTIONB3YIOTCS CepTUULIMPOBaHHbIE
CpenCcTBa aHTVMBUPYCHOM 3alUThI

2. lposenenne Heakryaneho ITpoBopsiTcs paboTh! 110 noxbopy

aTak Ha JTare IIepCOHAIa;

JKCIUTYaTalun noxkymenTtauust Ha CK3U xpanurcs y
CK3H na orBeTcTtBeHHOro 38 CK3U B MeTaymmueckom
CIIeyIOLIe ceiide;

OOBEKTHI: ITOMeEIIIeHMsI, B KOTOPbIX PaCIIOIaraioTCs
JOKYMEHTAIMIO Ha nokymentauus Ha CK3M, CK3U1 n

CK31 u koMroHeHThl CD, oCHaIIeHbl BXOIHbIMMI
KoMItoHeHTh CD; IBEPbMI C HAIEKHBIMM 3aMKaMH,
TIOMEeNIeHMs, B 0obecrieueHo MOCTOSHHOE 3aKPhITHE IBepei
KOTOPBIX HAXOOUTCS ITOMEIEHNI Ha 3aMOK, ¥ UX OTKPbITHE
COBOKVITHOCTb OCVIIECTBJISIETCS TOMBKO JIJIS
ITPOrPaMMHBIX U CaAHKIIMOHMPOBAHHOTO ITPOX0O/a;
TEXHUYECKUX YTBEPKIEH NepeueHb JIMII, UMEIOIIX IIPaBo
37IEMEHTOB CUCTEeM OOCTYIIa B IOMEIEeHNS

06paboTKM TaHHBIX,

CIIOCOBHBIX

(QYHKUIMOHMPOBATH

CaMOCTOSITE/IbHO

WJIX B COCTaBe

CpencTB

BBIUYMCIUTETbHON

TeXHUKHU (fasee -

CBT)u Co

3. Ilonyuenne B AKTYyanbHO

paMKax




TIPeIOCTABIEHHbBIX
ITOJTHOMOYMH, a
TaK>Ke B Pe3yJIbTare
HaOJIIogeHN I
CJIeTYIONIeH
MH(pOpMaLn:
CBeIEeHMI O
dusmyecknx mepax
3alLUThI OOBEKTOB, B
KOTOPBIX
pasMelieHbl
pecypcal
MH()OPMALIMOHHO
CUCTEMBI;
CBe[leHMiT 0 Mepax
10 06eCIeueHnIO
KOHTPOIUPYEMOM
30HBI O0BEKTOB, B
KOTOPBIX
pasMenieHbl
pecypchl
MHPOPMALIMOHHOM
CUCTEMBI;
CBEJIEHMIT O Mepax
T10 pasrpaHnyeHnIo
IOCTyIa B
TTOMEILIEHs, B
KOTOPbIX HaXOIATCS
CBT, Ha KoTopbIX
peanmnsoBansl CK3U
u Co

4. WUcnonbsoBaHue
LITaTHBIX CPENCTB
UCIIdx,
OrpaHMYeHHOe
MepaMmu,
peaa30BaHHbIMU B
MHOOPMAIMOHHOM
CucTeMe, B KOTOPOi
UCIIONBb3YeTCs
CK3U, n
HaIrpaB/IEHHbIMM Ha
TpenoTBpalleHye 1
TpeceyeHme

AKTYyanbHO




HECaHKIIMOHMPOBaH
HbBIX IeNCTBUIA

5. @usnueckuin HeaxTyanbHo ITpoBopsTca paboTsl 110 OGOy

nocryn K CBT, na IepcoHaa;

KOTOPBIX TIOMeNIeH s, B KOTOPBIX PacIIoiararTcs

peasiM30BaHbl CBT, na kotopbix pacrionaratorces CK3U u

CK3U u Coh C®, ocHalleHb! BXOTHBIMU JIBEPbMI C
3aMKaMM, 06eCreynBaeTCs MOCTOSHHOE
3aKpBITHE JBEPeN IIOMEIIeHMI1 Ha 3aMOK U
VX OTKPBITUE TOJIbKO JIJISk
CaHKIMOHMPOBAHHOTO IIPOXOa

6. Bo3aMORHOCTD HeaxkrtyanbHo [TpoBopsiTca paboTel 110 oxbopy

BO3[I€/ICTBOBATh HA repcoHasIa;

arraparHbie TIOMeleH)S, B KOTOPBIX PacriosiaraloTes

xomrtoHeHTsl CK3U CK3U u C®D, ocHaieHbl BXOLHbIMU

u CO, IBEpPbMM C 3aMKamu, obecrieurBaeTcs

OrpaHMYEeHHAs MIOCTOSIHHOE 3aKpBITHE JBepeil ToMeleH i

Mepamu, Ha 3aMOK M UX OTKPBITHE TOJIBKO JIJIS

peain30BaHHbIMIY B CaHKIMOHMPOBAHHOTO IIPOXOJa;

MHPOPMALIMOHHON NIpeICTaBUTENN TEXHUUYECKIX,

CuCTeMe, B KOTOPOIA OBCTY;KMBAIOIIMX U IPYTUX

VICIIO/Ib3YETCS BCIIOMOTaTeJIbHBIX CJIY3KO IIpu pabore B

CK3U, u MTOMeIIeHNSIX (CTOMKAX), Iie PACIIONOKEHbI

HaIIpaBJIeHHbIMM Ha romroHeHTsl CK3U u CO, n corpymumky,

NpefoTBpallieHue 1 He sBJistonecs rosnb3oparensamu CK3U,

ripecevyeHue HaXOMISITCSA B 9TUX ITOMEILEHMSIX TOJIBKO B

HeCaHKIMOHUPOBAH TIPUCYTCTBUM COTPYIHUKOB IO

HbIX JIEVCTBUM IKCIUTyaTalum

7. Cospganue Heakryanpho He ocyiectsisiercs o6paboTka CBeOeHN,

CriocoboB, COCTaBJIIOIVX FOCYTApPCTBEHHYIO TalHY, a

TIOATOTOBKA U
TpOBENEHME aTaK C
TIPUBJIEYECHMEM
CITeIAJIACTOB B
obnacTy aHanmsa
CUTHAJIOB,
COIIPOBOXKIAOLINX
YHKUMOHMPOBAHM
e CKBUuCO,us
obsactu
MCTIONIb30OBAHUS JJI51
peanu3aluy araxk
H/B npuknaguoro
1o

TAK)Ke MHBIX CBEIeHMI, KOTOPbIE MOT'YT
TIPEACTaBISITh MHTEPEC [IJI peannsanumn
BO3MOXKHOCT;

BBICOKas CTOMMOCTD ¥ CJIOKHOCTh
IIOArOTOBKM Peasu3aiiy BOSMOKHOCTH;
TIPOBOIATCSA PaboThI IO TIOA60PY MTePCOHAa;
TIOMEIIEHNS, B KOTOPBIX PaCIIOjIararoTcs
CK3U u C®D, ocHaieHbl BXOOHbIMUI
IBEpPbMM C 3aMKaMM, 0OecIieunBaeTCs
ITOCTOSTHHOE 3aKPhITHE [IBEPEN ITOMEeILeHII
Ha 3aMOK M VX OTKPBITUE TOJIBKO JJIsT
CAHKIMOHVPOBAHHOIO MPOXOLa;
IIpeACTaBUTENM TEXHNYECKUX,

OBCTYKMBAIOIINX U IPYTUX
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BCIIOMOTaTe/IbHbBIX CJTY3KO Ipu pabdore B
MOMelleHNIX (CTOMKax), IIe Paclo/IOKeHbI
komrioHeHTbl CK3U u CD, n coTpymHnky,
He sBysioimmecs noab3oparensmy CK3U,
HaXOJSATCS B 9TUX MOMEILEHMSIX TOJIbKO B
IIPUCYTCTBUM COTPYIHMUKOB I10
9KCIUTyaTalNy;

OCYILECTBI/ISIETCS PasrpaHuyeHne u
KOHTPOJIb TOCTYIIA MOJIb30BaTeIeN K
3aIMIIAEMBIM pecypcam;
OCYILUECTB/ISETCS PETUCTPALMS U YUeT
IeCTBUII TIONIb30BATeIeH;

VICTIONB3YIOTCS CepTUMMIIMPOBAHHbIE
CpencTBa aHTUBUPYCHOM 3allUThI

8. Ilposenenne
JIabopaTOpPHbBIX
MCCIeNOBaHUN
CK3U,
MCIIOJIb3YEMbIX BHE
KOHTPOJIMPYEMOI
30HBI,
OrpaHMYEeHHOE
Mepamu,
peayiM30BaHHBIMM B
MH(pOPMALIMOHHOM!
cucTeMe, B KOTOPOI
UCTIONb3YeTCS
CK3U, u
HaIpaBJIeHHbIMY Ha
TIpeAOTBpalleHe U
TpecevyeHe
HeCaHKIMOHUPOBAH
HBIX JeMCTBUN

HeakryanbHo

He ocymecTsisiercs o6paboTka CBeIeHMN,
COCTABJIAIONIMX IOCYIapCTBEHHYIO TallHy, a
TAKKe MHbIX CBEIEHMM, KOTOpPbIe MOT'YT
MIPeCTABJISTh MHTEPEC IJI peannsaniu
BO3MOXKHOCT;

BBICOKAst CTOMMOCTD U CJIOSKHOCTD
TIOATOTOBKY Peam3alii BO3MOKHOCTH

9. IIpoBenenue
paboT Mo CO3TaAHMIO
CrocoboB U
CpencTB aTak B
HAy4YHO-
UCCIeN0BaTEeIbCKMUX
LIEHTPaX,
CHeMaIM3UPYIOLIH
XCs1 B 061acT
paspaboTKu u
aHaymmza CK3U u

HeakryansHo

He ocyiecTtisgercst 06paboTka CBeneHmi,
COCTaB/SIIOLIUX rOCYIapCTBEHHYIO TalHY, a
TaKkyKe MHbIX CBeleHNI, KOTOPbIE MOTYT
IIPeACTAaBIATh MHTEPEC U pean3aiynn
BO3MOYKHOCTH; "

BBICOKAs CTOMMOCTD M CJIOKHOCTh
MOATOTOBKY peann3alny BO3MOKHOCTH
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C®, B TOM unciie ¢
MCIIO/Ib30BaHMEM
MICXOIHBIX TEKCTOB
Bxopsiero B CO
npukaagHoro I10,

HEeIOCPEICTBEHHO

MCTIOJIb3YIOLIETO

BbI30BbI

TIPOTPaMMHbBIX

¢yuxmm CK3U

10. Co3nanne HeakTyanpho He ocyiectsinsercs 06paboTKa CBeIEHN,

CIIoco60B, COCTaBJISIONIMX TOCYIAPCTBEHHYIO TallHY, a

TIOATOTOBKA 1 TAK)Ke MHbIX CBEIeHMII, KOTOPbIe MOTYT

TIpOBeJIeHIe aTaK C MIPeACTaBISATh MHTEPeC IJI peaansainn

TIPUBJIEUEHUEM BO3MOYKHOCT;

CITeLIMAJICTOB B BBICOKAas CTOMMOCTb U CJIOYKHOCTD

obnactu TIOATOTOBKY peayn3allifi BOSMOXKHOCTY;

VCIIOIb30BaHMUS JIJISI MPOBOASITCS pabOTHI 110 NTOAOOPY MepCoHaNa;

peanu3aimun ataxk MTOMEIEHMST, B KOTOPBIX PacIio/araoTcs

HIB cucremuoro CK3U u C®, ocHailleHbl BXOTHbIMHA

1o IBEPHBMU C 3aMKaMy, 00eCIieunBaeTCs
TIOCTOSIHHOE 3aKpbITUE ABepel MoMeILeHnn
Ha 3aMOK M UX OTKPBITHE TOJIBKO JJIST
CaHKIMOHMPOBAHHOIO IIPOX0La;
MIPENCTAaBUTEIM TEXHNYECKUX,
OBCTYRMBAIOLINX U IPYTUX
BCIIOMOTaTe/IbHbIX CJIYKO TIpu paboTe B
NOMelLeHusIX (CTOMKaxX), IIe pacioIOKeHbI
rkomrtioHeHTbl CK3U 1 CD; 1 coTpymHUKY,
He gJisromyecs nosyb3opatensvu CK3U,
HaxXOIATCA B 9TUX MOMEIIEHMSIX TOJBKO B

[IPUCYTCTBUM COTPYIHUKOB IO

SKCIUTyaTalyu; ;
OCYILECTBIISIETCS PasrpaHnyeHne u
KOHTPOJIb JOCTYIIA ITOIb30BaTeNeN K
3aIIUIIAEMbIM PecypcaM;
OCVILECTB/ISIETCS PETUCTPALMI U YUEeT
JEeMCTBUM MOJIH30BATENIeN;
MICTIONB3YIOTCS CepTUdUIIMPOBAHHbBIE
CpenCcTBa aHTUBYMPYCHOI 3aILThI

11. Bosmosknocte | HeakTyanbho He ocymectisercss 06paboTKa CBeIeHUN,

pacrosnararb
CBeIeHMAM,
COIEPSKALUMMUCS B

COCTaBJISIONIMX TOCYIapPCTBEHHYIO TallHYy, a
TaKsKe MHBIX CBeIeHMI, KOTOPbIE MOTYT
IIPEACTaBJISATh MHTEPEC [JI peaan3alun
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KOHCTPYKTOPCKOM BO3MOYKHOCTH
JOKYMEeHTalUuM Ha
annaparHbie U
MIPOrpaMMHBbIE
KomMroHeHThl CD

12. BosmoxkHocTh | HeakTyanbHo He ocyiuecTsisercst 06paboTKa CBEOeHMI,
BO3EMCTBOBATh HA COCTaBJIIOLIMX FOCYIAaPCTBEHHYIO TalHy, a
JII00OBIE TaK)Ke MHbIX CBEJIeHUI, KOTOPhIE MOT'YT
komnoHenTsl CK3U [IPe[CTABJIATh UHTEpEeC IJI peaan3almn

n CO BO3MOKHOCTHA

4. Onpenernenne akTyaJbHbIX YIPO3 630MaCHOCTH [1€PCOHABHbIX
IJaHHBIX B MHQOPMAIMOHHBIX CUCTEMAX II€PCOHAIbHBIX JaHHbIX

4.1. Ha ocHoBe mpoBemeHHOro aHanM3a GaHKa JAHHBIX YIPo3 0e30MacHOCTH
uadopmammy  (www.bdu.fstec.ru) ¢ yuetoM  CTPYKTYPHO-(PYHKUMOHAIBHBIX
xapakTepuctuk TunoBbix MC, a Takke NpumeHsieMbIX B HMX MH(OPMALMOHHbIX
TEXHONOTMIA U ocobeHHocTeir (yHKImMoHMpoBauus, B MC, 3KCIuyaTupyeMbixX
MuHKCTEpCTBOM MOTYT ObITh aKTYaJbHbl CJIEAVIOIME YIpO3bl OE30MaCHOCTH
NCTTTu:

VYBUW.3 Yrposa aHanmsa Kpuiitorpabmyeckux aJrOpuTMOB U UX Pean3aLiy;

VYBU.4 Yrposa annaparsoro c6poca naposs BIOS;

YBU.6 Yrposa BHenpeHus KOna UM SAHHbIX;

VYBW.7 Yrposa Bo3neicTBMs Ha IPOrPaMMBbl C BBICOKMMMU IIPUBUJIET MSIMIA,

YBN.8 Yrposa BoccTaHOBIEHNUS ayTeHTU(PUKALMOHHOM MHPOPMALINIA;

VYBW.9 VYrposa BoccTaHoOBIeHUS NIpeabinyinei ya3sumoii sepcun BIOS;

YBU.12 Yrposa necTpyKTUBHOIO M3MEHEHUS KOHMUTYPaL/CPenbl OKPYKEHVSI
IIpOrpaMm;

VBU.13 Vrpo3a  [1eCTPYKTMBHOIO MCIIONTb30BaHMS IeKIapyPOBAHHOTO
dbyuxumonana BIOS;

VYBU.14 Vrposa [OnuTeNbHOrO  yOepsKaHMs  BbIYMCJIMTENBHBIX — PECypCOB
T10JIb30BaTEISIMMA;

VBU.15 Vrposa pmocryma K sampanaembiM  GaiiyiaM € MCIIOIb30BaHMEM
OBXOIHOIO MyTH;

YBN.16 Vrposa gocTyiia K JIOKaabHbIM (aiiiam cepsepa npyu nomoiy URL;

YBU.17 Vrposa gocryna/mepexsara/usmenenus HTTP cookies; |

VYBH.18 Yrposa 3arpyskyu HelITaTHOM ONepaLOHHOM CUCTEMbI;

VYBU.19 VYrposa sapaskennss DNS-kea;

VYBU.22 Vrpo3sa u36bITOYHOIO BbIZEIEHUS ONIePaTUBHOM MaMITH;

VYBW.23 Yrposa usMmeHeHus: KOMIIOHEHTOB CYCTEMbI;

YBU.26 Yrposa uckaxeuus XML-cxembr;

YBW.27 Vrpo3a wuCKakeHUS BBOOMMOM ¥ BbIBOAMMON Ha nepudepuliiHbie
YCTPOMCTBA MHPOPMALINYK;

YBU.28 Yrposa 1cIionb30BaHMs aJIbTEPHATUBHBIX ITyTel AOCTYIA K Pecypcam;
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YBN.30 Vrposa MCIIO/Ib30BaHMS nHbopMaLyn
VIeHTHQUKAUMY/ay TeHTU)MKALMN, 3aJaHHOM 10 YMOIYaHUIO;

YBbHM.31 Yrposa uCHoab30BaHMs MEXaHM3MOB aBTOPU3alMM [JI IIOBBILICHNS
TIPUBUJIET UM,

YBW.32 Yrposa ucronb30BaHus MOnaeIbHBIX b poBbix nogmuceii BIOS;

VYBW.33 Yrposa ucrnons3oBanus caabocTeli KOgupOBaHs BXOIHbIX JaHHbIX;

VYBU.34 VYrposa uCIoap30BaHus C/1aboCTell MPOTOKOJIOB CETeBOr0/JI0Ka/IBHOTO
obGMeHa JaHHbIMY;

YbBbH.36 Yrposa nccienoBanusi MeXaHu3MOB paboThl IPOrPaMMbl;

YBU.37 Yrposa uccienoBaHus MPUIOKEHNUS Yepe3 OTYEThI 06 OMINOKAX;

VYBU.39 Vrposa mucuepranusi 3arnaca Kjruel, HeOOXOOMMbIX AJ11 OOHOBJICHMS
BIOS;

YBU.41 Vrposa MesRCaTOBOrO CKPUIITHHIA,;

YBU.42 Yrposa MeskcaiiTOBOI MOAIeIKA 3a1poCa;

YBW.45 Yrpo3sa napyienns usosauumu cpensl ucnonudenus BIOS;

VBU.49 Yrposa HapyieHus 1e/IOCTHOCTY JaHHbIX Kella;

VBU.51 Vrposa HeBO3MOKHOCTM BOCCTaHOBJEHMS ceccuu paborsl Ha [1DBM
TIPY BBIBOJIE U3 IPOMESKYTOYHBIX COCTOSIHUI ITUTAHUS,

VBU.53 Yrposa HEBO3MOKHOCTHM YIIpaBIeHus npaBamu nonb3osareneii BIOS;

VBU.59 Yrposa HEKOHTPONMPYEMOrO pOCTa YMCAA 3ape3epBUPOBAHHBIX
BBIUMCITUTEIIbHBIX PECYPCOB;

YBU.62 Vrpo3a HeKOPPEKTHOrO MCIIOIb30BaHMS TIPO3PAYHOIO MPOKCHU-CEpPBEpPa
3a CYyeT IUIarMHOB Opaysepa;

VBU.63 Yrpo3a HEKOPPEKTHOIO MCIIO/Ib30BaHMs (PYHKLMOHAIA MIPOrPAMMHOIO
obecrieuyeHus;

YBU.67 Yrposa HeIpaBOMEpPHOTO O3HAKOMJIEHMS C 3aIMILaeMON
mnHpOpMaLMes;

YBU.68 Yrposa HenpaBOMEpHOIO/HEKOPPEKTHOIO MCIIONb30BaHus mHTepdeiica
B3aMMOJIEMICTBUS C ITPUJIOKEHMEM;

VYBU.69 Yrposa HenpaBoMepHbIX Je/CTBUI B KaHa/IaX CBA3M;

VBU.71 Yrposa  HECaHKUMOHMPOBAHHOIO  BOCCTAHOBJEHMS  YIAJIEHHOM
3aluiaeMon nubopMmalnm;

YBW.72 Yrposa HeCaHKLMOHMPOBAHHOIO BBIK/IIOUEHMS WM OBXONa MEeXaHMU3Ma
3ammThl ot 3anucu B BIOS;

VBWU.74 Yrposa HeCaHKUMOHMPOBAHHOIO HOCTYNA K ayTeHTU(UKALMOHHOM
nHbOpMaILINK;

YBW.86 Vrposa HECAHKIMOHMPOBAHHOIO M3MEHEHMsl ayTeHTU(QUKALMOHHOM
nHbOpPMAaLINY;

VYBHN.87 Yrposa HeCaHKUMOHMPOBAHHOIO MCIO/Ib30BaHMS IIPUBUIETMPOBAHHbIX
dynxumiz BIOS;

VYbUN.88 Yrposza  HeCaHKUMOHMPOBAHHOI'O KOIIMPOBAHMS 3aUIMILaeMon
nHpOpMaINy;

YBW.89 Yrposa HeCaHKIMOHMPOBAHHOTO PeJaKTUPOBAHMS PEeCTpa;

VBU.90 Yrposa  HeCaHKIMOHMPOBAHHOIO  CO3NAHMs  VUETHOM  3armucu
ITOJIb30BATEJIS;
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VYBH.91 VYrposa HeCaHKIMOHMPOBAHHOIO yAaAeHNs 3a1MLaeMol MHpopManuy;

YBW.93 Yrposa HeCaHKIMOHMPOBAHHOIO YIIpaBieHus 6ydepom;

YBU.94 Vrposa HeCaHKUMOHMPOBAHHOIO VIIPABAEHMSI CHUHXPOHM3ALMENH WU
COCTOSIHUEM;

YBI.95 Yrposa HeCaHKUMOHMPOBAHHOIC YIIPABICHUS YKa3aTe/sIMUy;

YBI.98 Vrpo3a oOGHapyKeHMs OTKPBITBIX IIOPTOB ¥  WAEeHTMQUKALMU
IIPUBS3aHHBIX K HEMY CETeBbIX CJIYKO;

YBU.99 Vrposa obHapysKeHNUs XOCTOB;

VBU.100 Yrpoza  ofxoma  HEKOPPEKTHO  HACTPOEHHBIX  MEXaHU3MOB
ayTeHTUdUKAIUY;

VBUM.102 Yrposza omnocpemoBaHHOIO VIIpaBJeHMsi TPYIIIOH IPOrpaMm uepes
COBMECTHO UCTIOJIb3yeMbI€ JaHHbIE;

VBUW.103 Yrposa omnpeneseHus TUIIOB OObEKTOB 3aLLNThI;

YBW.104 VYrposa onpenenieHus TOIOAOI MM BhIUMCIUTEILHOM COTH;

VYBU.107 Yrposza OTR/IOUEHMS] KOHTPOJIbHBIX JATUMKOB;

YBU.109 Yrposa nepe6opa Bcex HACTPOEK U IIAPaMETPOB IIPUJICKEHNS,

VBH.111 Yrposa nepenaun JaHHBIX [T0 CKPBITHIM KaHAIaM;

VYBWM.113 Vrpo3a mnepesarpy3kmu amnmapaTHbIXx ¥ IIPOrPaMMHO-aIapaTHbIX
CpenCTB BbIUMCIUTEIBHON TEXHUKIMA,

VYBU.114 Vrposa nepenoaHeHns HeI0UMCIEHHbIX T€PEMEHHBIX;

VBU.115 Vrposa mepexBara BBOAMMOJ M BBIBOOMMOM Ha IepudepuiiHbie
YCTpOMCTBA MHPOPMALINHK;

VYBU.116 Yrposa nepexsaTa JaHHbIX, lTepeIaBaeMblx 10 BBIYMC/IATEIbLHON CeTw;

VYBHN.117 VYrposa nepexsaTta NpUBUIEIMPOBAHHOIO MIOTOKA;

YBU.118 Yrposa nepexsara MpuBUIErMPOBAHHOTO IPOLIECCA;

YBHM.121 Yrpo3sa noBpeskaeHus CUCTEMHOIO PeecTpa;

YbBU.122 Yrpo3a NoBbIILIEHNS TPUBAJIEI U,

YBU.123 VYrpo3sa nogbopa maposns BIOS;

YBI.124 Vrpo3sa nogaenky 3amnmceit )KypHaia perucTpanuy CoObITH;

YBbU.127 Yrpo3a nomMeHbl AeiICTBUS TI0/Ib30BaTe IS ITyTeM 0OMaHa;

VBHN.128 Yrposa nogmeHbl JOBEPEHHOIO M10JIb30BaTEI; ‘

YBU.129 Vrposa momMeHbl Pe3EpBHON KOMMM IPOrPAMMHOIO ObeCredeHus
BIOS; '

YBU.130 Yrpo3sa nogmeHb! COnepsKMMOro CeTEBbIX PECYPCOB;

YBU.131 Yrposa rnomMeHbl CyGbheKkTa CEeTEBOrO AOCTYIIA;

YBU.132 Yrposa mnonyueHuss IpemBapuTesibHOM uHpoOpManymu 06 obbexTe
3aIIUTHI;

YBU.139 Vrpo3sa npeoponenns (pu3ndecKo 3a1uThl;

VBW.140 Yrposa npuseneHust CUCTEMbI B COCTOsIHME "OTKA3 B OOCTYKMBaHUN;

VYBW.143 Yrpo3a mnporpaMMHOIO BbIBEIEHMST U3 CTPOSL CPENCTB XpaHeHus,
0b6paboTky U (M1) BBOLA/BIBOLA/Iepenauy MH(GOpMaLIy;

YBW.144 Yrposa niporpammuoro c6poca naposa BIOS;

VBU.145 Yrpoza  mpomycka — IPOBEPKM  LEJIOCTHOCTM  IPOrPaMMHOIO
obecrieueHus;
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VBUN.149 Vrpoza c6oss 06paboTKM CHenuajbHbiM 00pasoM  M3MEeHEHHBIX
(daitnios;

YBW.152 Yrposa yganenus ayTeHTGUKAIMOHHON MH(POPMAL;

VBI.153 Vrposa ycuneHust BO3NENCTBMS HA BbIUMCAUTENbHbBIE PeCcypChl
I10JIb30BaTeseN TPy TOMOILM CTOPOHHUX CEPBEPOB;

VBU.154 Vrposa yCTaHOBKM YA3BMMBIX BEpPCHII OOHOBJEHMSI IPOrPaMMHOTO
obecmneuenns BIOS;

VBU.155 Vrposa yTpars! BbIUMCIIUTENILHBIX PECYPCOB;

YBU.156 Yrposa yrparsl Hocuresneir nHGopMaLmy;

VBU.157 Yrposa ¢usmyeckoro BbIBeNeHMS M3 CTPOS CPEACTB XpPaHeHud,
0b6paboTku u (1K) BBOIA/BhIBOIA/TIepenaun nHGOPMALINY;

VYBU.158 Vrposa bopmarupoBanus HocuTeseil naHbopMaLmm;

VYBU.159 Yrposa «popcupoBaHHoro Be6-6paysmHrar;

VBU.160 Yrpoza xuileHMst CpencTB XpaHeHus, o6pabotku u  (uin)
BBOJa/BbIBOMa/TIepenauy HpopManuy;

YBU.162 Yrposa skcrnyaraimm udpoBoii HOAIIMCH IIPOrPAMMHOIO KOIA;

YBU.163 Yrposa mepexBara MCKIIOUEHMS/CUIHAIA U3 TPUBMWICIUPOBAHHOTO
6stoKa QYHKILMI;

VYBWN.167 Yrpo3sa 3apaskeHusi KOMIIbIOTEpa Py MOCEIIEHMY HebIaroHamesKHbIX
CalTOB;

VYBU.168 Yrposza «Kpasku» y4eTHOI 3ammucy JOCTYIIA K CEeTEBhIM CepBUCaM;

YBUM.170 Yrpo3sa HenpaBoMepHOro 1 poBanus uHGopMaLmy;

VYBHN.171 Yrpoza CKpBITHOIO BKJIIOUEHMSI BBIYMC/IMTEIBHOIO YCTPOICTBA B
cocTaB 60T-ceT;

YBbHN.172 Yrpo3sa pacnpocrpaHenus "TIOYTOBBIX YyepBei ' ;

YBU.173 Yrposa «crama» Be6G-cepBepa;

YBW.174 Vrpo3sa «papmunra»;

YBU.175 Yrposa «puimmnara»;

VYBHN.176 Yrposa HapylieHus TEXHOIOIMYECKOTO/IPOMU3BOACTBEHHOIO MPOLecca
13-3a BpEMEHHbBIX 3aJI€PKEK, BHOCMMBIX CPEICTBOM 3alLMThI;

YBU.177 Yrpo3a HemoaTBepsKIEHHOIO BBOLA JAHHBIX ONEPAaTOPOM B CUCTEMY,
CBSI3aHHYIO C 6e30MaCHOCThIO;

VBU.178 Yrpo3a HECAHKIMOHMPOBAHHOIO MCIIOb30BAHUSA CUCTEMHBIX U
CeTeBbIX YTUJINT;

VBbM.179 Yrpo3a  HECAHKIMOHMPOBAHHON  MOAMGMKALMM  3aILMILIAEMONM
nabopManuy;

YBU.180 Yrposa oTkasa moacucreMbl 0O6eCeueHs TEMIIePaTypPHOTO PEXUMA;

VBUM.181 Vrpoza mepexBata OZHOPAa3OBBIX IHApOJel B pEXKUME pPeajbHOro
BpEeMEH;

YBU.182 Vrpo3sa ¢pusnueckoro ycrapeBasms aninapaTHbIX KOMIIOHEHTOB;

VBU.183 Vrposa mepexsara yIIpaBJe€HMs aBTOMAaTU3MPOBAHHON CUCTEMON
YIIpaB/IeHUS TEXHOJIOTMYECKMMM TIPOLIeCCaMiL;

YBU.185 Yrposa HeCaHKIMOHMPOBAHHOIO M3MEHEeHMs IIapaMeTPOB HAaCTPOVKM
CpenCTB 3aluUThl MHpOpMaLny;
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YBWN.186 Yrposa BHempeHus: BpeIOHOCHOIO KOZA 4epe3 peKiaMy, CepPBUCHI U
KOHTEHT;

YBH.187 Yrpo3a HeCaHKLMOHMPOBAHHOIO BO3AENCTBMS Ha CPENCTBO 3allMThI
MHGpOpMaLINY;

YBU.189 Yrposa mackupoBaHus AeiCTBUI BPeLOHOCHOTO KOIa;

VYBW.190 Yrpoza BHegpeHMS BPEeJOHOCHOTO KOLA 3@ CYeT IOCeIeHMs
3apa’keHHbIX CanToB B ceTu MHTepHerT;

VBUM.191 Vrpoza  BHempeHuss  BPeOOHOCHOIO  Koga B OUCTPUBYTUB
IIPOrpamMMHOr0O 0beCIeueH s,

VBUN.192 Yrposa  uCronmb30BaHMs — YA3BUMBIX — BEepCMIT  IIPOrPaMMHOIO
obecrieyeHns;

VBU.193 Vrposa yreuky MHGOpPMAUUM 33 CYET NPUMEHEHUS BPeJOHOCHBIM
IPOrpaMMHBIM OOecrieueHreM aaropuTMOB 1 poBaHus Tpaduka;

YBU.197 Yrposa xuieHust ayTeHTU(HUKALMOHHON MHPOPMALMKU U3 BPEMEHHbBIX
dannos cookie; ,

YBU.198 Yrpo3sa CKpBITHONM perucTpauyy BpegoHOCHOM IPOrPaMMHOI YUETHbIX
3anmmucei afMUHUCTPATOPOB;

YBHN.201 Yrposza yTeuky I10/Ib30BATEABCKMX HAHHBIX IIPU MCIOIL30BAHUM
(bYHKUMIA aBTOMAaTMYECKOrO 3allO/IHEHMs ayTeHTUM(PUKALMOHHON uHPOpMALuUM B
6paysepe;

- YbW.203 VYrposa yreukn nHpopMaumy ¢ He MOIK/IOYEHHbIX K ceTi MurepHer
KOMITbIOTEPOB;

YBU.204 Vrposa HeCaHKIMOHMPOBAHHOIO M3MEHEHMS BPEIOHOCHOM
IpOrpamMmonn 3HAUEeHUN rapameTpoB PO PAMMUPYEMBIX JIOTUYe CKMX
KOHTPOJIJIEPOB;

VYBI.205 Yrposa Hapyiuenns paboThl KOMIBIOTEPA M GIOKMPOBAHMA LOCTYIIA K
€ro JaHHbIM M3-32 HEKOPPEKTHOM paboThl YCTAHOB/IEHHBIX Ha HEM CPENCTB 3alllMATHI.

4.2. Yrpozamu 6e30MaCHOCTM IepPCOHANbHBIX HAHHBIX IPU UX 06paboTke C
ucnonb3oBanvem CK3U apistorcs:

4.2.1. cozganme Cnioco60B, MOAIOTOBKA M NPOBeNeHMe arak 6es3 NpuUBJIeYeHMs
CIIela/MCTOB B 0bnacTu paspadborku u ananmusa CK3U;

4.2.2. cosnanme criocoboB, IOATOTOBKA M IIPOBENEHME aTaK Ha pas/iMyuHbIX
stanax xusHeHHoro 1ukaa CK3M. K sranam skusnensoro mukiia CK3U otHocsaTcs:
paspaboTka (MozepHM3aLMsl) YKa3aHHbIX CPENCTB, MX IPOM3BOACTBO, XPaHEHMe,
TPAHCIIOPTMPOBKA, BBOA, B  3KCIUlyaraumioo  (ITyCKOHAJaJO4YHble  paboThi),
IKCIUTyaTalus;

4.2.3. mpoBeieHNe araky, HAXOHSICh BHE IIPOCTPAHCTBA, B Ipeneax KOTOPOro
OCYLIECTBJIIETCSL KOHTPOJIb 3a IpeObiBaHMEM W HeUCTBUAMM Jini, u  (Win)
TPAaHCIIOPTHBIX  CPeNCTB  (Hmasiee -  KOHTpoiupyeMas  30Ha). ['paHuieit
KOHTPO/NMPYEMOM  30HbI  SBJSIETCS  [IePUMETD  OXPaHseMOro  BbIJEJIEHHOIO
TIOMeIIeH NS,

4.2.4. mpoBefeHMe Ha ITarax paspaborkyu (MomepHM3aLMM), IIPOU3BOICTBEA,
xpanenus1, tpaHcnoptupoBku CK3WM u srame BBoma B akcrutyaraumio CK3U
(myckoHanaovHbie paboThl) CAENYIONMX aTaK: :
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BHECEHMEe HeCaHKUMOHMpPOBaHHbIX u3MeHeHMit B CK3U u (111) B KOMIIOHEHTbI
anrnaparHbiX UM TNPOrPaMMHBIX CPEeNCTB, COBMECTHO C KOTOPBbIMM IHTATHO
dyuxkumonnpytor CK3M, B coBokymHocty mnpexacrasmomye CXD, KoTopble
CIIOCOOHBI TIOBNIMATH HA BbITIOIHEeHKe npenbasiseMbix K CK3U tpebosanuii, B ToM
4JMCJIe C UCIIOIb30BaHMEM BPEIOHOCHbIX ITPOrPaMM;

HalpaB/JIeHHbIX HA  BHECEHMEe  HEeCAHKUMOHMPOBAHHBIX  M3MEHEHUl B
TeXHMYECKME ¥ OpraHM3alMOHHO-pacrnopsaauTeabubie mokymentsl Ha CK3U u
KomnoHeHTs CD;

4.2.5. npoBesienne arak Ha stane sxcrtyarauyn CK3U Ha:

NIepCOHAJIbHBIE HAHHbIE,;

KJIIOYEBYIO, ay TEHTU(DMUMPYIOUIYIO U ITaposibHyio uHpopmaiio CK3U;

nporpaMmmubie komroHeHThl CK3U;

anmnaparHbie komrnoHeHTsl CK3U;

rporpamMmMHble kKoMmnoHeHTbl CO, Bkrouas rnporpammMmuoe obecrieyenue BIOS;

arnapaTHbie KOMIOoHeHTb CD;

IlaHHbIe, TTepeaBaeMbie IO KaHajaaM CBSI3Y;

4.2.6. nonyueHne 13 HAXOASILIMXCSA B CBOOOLHOM JOCTYIIE MCTOUHMKOB (BK/IIOUASA
MH(POPMALIMOHHO-TEIEKOMMYHIMKALMOHHbBIE CETH, JOCTYII K KOTOPbIM HEe OrpaHuyYeH
OIpee/IeHHbIM KPYyrom Jinl, B TOM yycse MHGOPMALMOHHO-
TEJIEKOMMYHUKAUMOHHYIO ceTb «MHTepHer») unbopmauuu o6 HMC, B xoTopoi
ucnosibzyetrcs CK3U:

obume cepenns 06 VC, B koropoii ucnonbsyercas CK3U (HasHauenme, cocras,
oneparop, 0OBeKThI, B KOTOPBIX pasmewieHsl pecypesl MC);

cBefeHust 00 MHGMOPMALMOHHBIX TEXHONOIUAX, 0Oasax pnaHHbix, AC, TI0,
ucnonbsyemblx B KMC coBmectHo ¢ CK3M, 3a wucCKIIO4eHMEM CBeIeHMI,
COOEpPsKAIIMXCSL TOJbKO B KOHCTPYKTOPCKOM IMOKYMEHTAUMM Ha WHOOPMAaUMOHHbIE
TexHonoruu, 6asel ganusix, AC, I10O, ncnonssyemsoie B UC cosmectno ¢ CK3Y;

comepskaHye HaxOOMAIeNncsd B CBODOOHOM [OOCTYIIE [JOKYMEHTauuy Ha
anmnaparHbie 1 nporpammubie komroneHTsl CK3U un CO;

oblye CBefeHMs O 3aAIMIAEMON MHGOPMAUMM, MCIOIb3YeMONM B IpoLecce
akcnnyaraiun CK3H;

CBeeHMs O KaHajaX CBS3M, IO KOTOPBIM IepemaioTcs 3amminaembie CK3U
IIepCOHAJIbHBIE TaHHbIe (JIayiee - KaHas CBSI3N);

4.2.7. npuMeHeHMe HAXOASIIMXCS B CBOOOIHOM JOCTYIIE MM UCIIOIb3YEMbIX 3a
npepenamyu  KoHTponupyemonn 30oHbel AC u [1O, Briouas anmnapaTHbie U
rporpaMmmusie komroHeHTsl CK3U 1 CO;

4.2.8. nomyyenne B pamMKax INPENOCTaBJIEHHBIX IIOJIHOMOYMIL, a TaKXke B
pesyJibTare HaOMIOMEeHUH ClIeyIoLe MHpOpMaLn:

cBefeHMt O GU3MYECKuX Mepax 3alluTbl OOBLEKTOB, B KOTOPBIX pPa3MeIeHbl
pecypcel C; '

CBEJEHMI O Mepax IO OOeCIeYeHMIO KOHTPOJMPYEMON 30HbI OOBEKTOB, B
KOTOPBIX pasmelileHbl pecypchl MIC;

CBeEeHUM O Mepax MO pa3rpaHM4YeHyIO AOCTYIa B ITOMEIEeHMs, B KOTOPBIX
HaxogsaTcs CBT, Ha xotopbix peaymsoBanbsl CK3U u COD;
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4.2.9. ucnionnsopanue HITAaTHBIX CpencTB, OrpaHMyYeHHOoe Mepamu,
peaymmsoBanHbiMu B VIC, B kotopoit mcnonbsyercs CK3M, u Hanpas/ieHHbIMM Ha
IIPeOTBpAlLlieHe Y NTpeceueHye HeCaHKIMOHMPOBAHHbBIX JeMCTBUIA.



