VIPABJIEHUE IIO 'OCYJIAPCTBEHHOU OXPAHE OBBbEKTOB
KYJIbTYPHOI'O HACJIEAUSI TAMBOBCKOU OBJACTH

ITPUKA3

ALy &7 20181 r.Tam6oB No &

O06 ompenenerun yrpos 6e301MacHOCTH [IEPCOHANIBHBIX HAHHBIX, aKTyaJIbHEIX TIPH
00paboTKe NepCOHANBHBIX JaHHBIX B MH(QOPMAIIHOHHBIX CUCTeMaX IIepCOHAIBHEIX
AQHHBIX B YIPABICHHU I10 TOCYHApCTBEHHOH oOxpaHe OOBEKTOB KyIBTYPHOTO
Hacieaus o0IacTu

B coorBeTcTBMM ¢  [OCTaHOBIEHWEM — AIMUHHCTPAIM  O6IacTH
ot 18.12.2017 No 1248 «O6 ompenenennu yrpo3 6e30IacHOCTH IIE€PCOHATBHBIX
AaHHBIX, aKTYaJIbHBIX IPH 00pabOTKe NEePCOHANBHBIX TaHHBIX B HH(GOPMAI[MOHHbIX
CHUCTEeMaxX MEPCOHAIBHBIX NAaHHBIX B OpraHaxX HCIIOJIHHUTENBHBIX BIACTH 0OJacTH U
B NOJBEJOMCTBEHHBIX MM opranuzanusx» [IPYIKA3BIBAIO:

1. Onpenenuts yrposs! 6€301aCHOCTH EPCOHATBHBIX AAHHBIX, aKTyalbHBIE
npy  0bpaboTKe NEPCOHANBHBIX JAHHBIX B HH(QOPMAIMOHHBIX CHCTEMAX
IepCOHATPHBIX NAHHBIX B YNpPAaBIEHUH IO TOCYNAapCTBEHHOM OXpaHe OGBEKTOB
KyNBTYPHOTO Haclieis 00IacTH, COITIACHO MIPUIIOKEHHIO.

2. PasmecTuTs HacTOMIUI IprKa3 Ha OQUUMATBHOM caifTe YIIPABICHUS I10
rOCYyNapCTBEHHOM  OxpaHe  OOBEKTOB  KYJABTYDPHOIO  HAacjHelus  OONAcTH
(masee - VYmpaBneHHe) B WH()OPMAIHOHHO-TETEKOMMYHHKAIIOHHON CETH
«Hurepuer» (Wwww.pam.tmbreg.ru).

3. Omy6nuxoBaTh HaCTOAMHUM prKa3s Ha « OQUIMATEHOM HHTEPHET-TIOPTAIIe
IPaBoOBO¥ HMHQOpPMaMW» (WWW.Pravo.gov.ru) M Ha caifTe ceTeBOrO H3NaHUs
«TamboBckas xu3Hb» (Www.tamlife.ru).

4. KoHTponb 3a WCIONHEHHEM HACTOSINETO IIPHKa3a BOIOKHTH Ha
3aMECTUTE/Id HadaJlbHUKa YIpaBlIeHUs, HadallbHUKA OTAeNa KOHTponsd 3a
COCTOSSHMEM M HCIIONB30BaHHEM OOBEKTOB KyIBTYPHOTO HACIeIus YIIPaBICHHSL
HN.IT.Yemepuesny.

HavansHuk ynipasnesus B.M1.Konpiios




VTBEPYKJIEHBI
IPUKA30M YIIPaBICSHHUS TI0 TOCYIapCTBEHHOM

OXpaHe OOBEKTOB KYJILETYPHOIO HaC/JIe,Z[I/ISI oOacTu
oT” oA OF 257 Ne &

Yrpo3sl
0e30acHOCTH HePCOHATBHBIX JAHHBIX, aKTyalbHEIE npu 00paboTke
TIIEpCOHANBHBIX NAHHBIX B HH(QOPMAIMOHHBIX CHCTEMAX NIEPCOHATBHbIX JaHHBIX B
YUPaBICHUH 10 TOCYIAaPCTBEHHOW OXpaHe 0OBEKTOB KyJIBTYPHOTO HACIE M
obnactu

1. Obuue nonoxewus

1.1. Yrposel 6e30acHOCTH IEPCOHANBHBIX JaHHBIX, aKTyaJbHBIE IIpH
00paboTKe MepPCOHANBHBIX NaHHBIX B MHMDOPMAIHMOHHBIX CHCTEMax IIEPCOHABHBIX
JI@HHBIX B YUPABICHUM IO TOCYIApCTBEHHOH OXpaHe OOBEKTOB KYyIETYDHOIO
Hacjemus odnacTe (mamee - AKTyaibHble yrposer 6esomacroctn MCIIn),
OIIPCACJICHBI B COOTBETCTBHH C 4YacTbiO 5 crarbu 19 DenepanbHOrO0 3aKoHa
or 27.07.2006 No 152-®3 «O [ICPCOHANBHBIX [aHHBIX», HMOCTAHOBIICHUEM
IIpaButensctBa  Poccuiickoii ®enmepanu ot 01.11.2012  Ne 1119
«O0  yTBepXIEHHH TpeGOBAaHWN K 3amTUTe IICPCOHANBHEIX MAHHBIX IIPH HX
00paboTke B MHOMOPMAIHOHHBIX CHCTEMaX NEePCOHAIBHEIX JAHHBIXY, IPHKA30M
DenepanbHO C1yxOB 1O TeXHUUYECKOMY H OKCIIOPTHOMY KOHTPOJIO (Haiee -
OCTIK Poccun) ot 11.02.2013 Ne 17 «O6 yTBepxaeHun TpeGoBanuii 0 3ammre
MHQOPMAIlK, HE COCTaBJISIOLIE TOCYNapCTBEHHYIO TalHy, CoOmepamieiici B
TOCYNAapCTBEHHBIX HMH(YOPMAUMOHHBIX CHCTeMax», TphKazoM DCTIK Poccnu
or 18.022013 N 21 «O6 yreepxnemmu CocraBa u CoLepKaHUs
OpPTaHHM3alMOHHBIX M TEXHHYECKHX Mep II0 OOECIICYeHHI0 6e30IacHOCTH
IIEPCOHANBHBIX NAHHRIX IIPH KX 00paboTke B UHPOPMAIMOHHBIX CHCTEMAX
[ICPCOHATBHBIX ~ NaHHBIX», IpukazoM @enepansHoit CIyxObl 6e30MACHOCTH
Poccuiickoit ®enepanum (gamee - DCB Poccum) or 10.07.2014 Ne 378
«06 yreepxaennn CocTaBa u Coep anus OpraHH3alHOHHBIX H TEXHHIECKUX MEp
0 0becIeYeHn0 Ge30MacHOCTH HepCOHaTBHBIX JaHHBIX npy ux o6paboTke B
MH(DOPMALIMOHHEIX CHCTEMaX TIEPCOHAIBHBIX NAHHBIX C HCIOMB30BAHMEM CPEICTB
KpPHOTOTpaQuieckolt 3ammursl MHGbOPMALKH, HEOOXOMMMBIX IS BEINOTHEHMS
ycrarnosieHHbIX [Ipasurensctsom Poccuiickolt ®enepariin TpeGoBanmit K 3amure
HEPCOHANIBHBIX NAaHHBIX I KaXIOTO M3 ypPOBHEHN 3aIUIEHHOCTHY, MeToamKoil
OUPCACTICHUA aKTyalbHBIX YTPO3 GE30IaCHOCTH HEPCOHANBHBIX NAHHBIX IIPU KX
00paboTke B HHGOPMAIHOHHBIX CHCTEMAX [IEPCOHATBHEIX NaHHBIX, YTBEPIKICHHOH
samectuTeneM  gupekropa @®CTOK  Poccum  14.02.2008, Meronmueckumu
PCKOMEHIAIMAMHY 110 Pa3pabOTKe HOPMATHBHBIX [PABOBBIX aKTOB, OMPEIEIISIOIIX
Yrpo3sl Oe30IACHOCTH IepCOHANBHBIX JAHHEIX, aKTyajlbHEIE npu obpaborke
IIEPCOHANBHBIX NaHHBIX B HHQOPMAIIMOHHBIX CHCTEMAX IIEPCOHANBHBIX JAHHEBIX,
OKCIUTYyaTHPYEMBIX IIPY OCYINECTBICHUH COOTBETCTBYIOIUIMX BHIOB AEATEIHHOCTH,
YTBEPXKICHHBIMH PYKOBOZICTBOM 8-T0 LlenTpa ®Ch Poccun



IIponmomxenne npuIoXeHus

or 31.03.2015 Ne 149/7/2/6-432, Ba3oBoli MONENBIO YIPO3 OE30MACHOCTH
IICpCOHANBHBIX NAHHBIX IPUH HUX 00paboTke B WHPOPMAIMOHHEIX CHCTEMax
[IE€PCOHATBHBIX JAHHBIX, YTBEPXKIEHHOH 3amectuteneM mupekropa OCTIK
Poccum 15.02.2008, m BaHKOM HaHHBIX yrpo3 06e30omacHOCTH HHPOPMAIUH,
pasMEleHHBIM Ha odurmmanbaoM caiite ®CTOK Poccun (http://bdu.fstec.ru).

1.2, AxryanbHple yrpossl 6e30macHOCTH HUCII[Ia comepxar mepeveHs
AKTyalbHBIX yIpo3 0E30IaCHOCTH NEPCOHANBHBIX NAHHBIX IPH UX 00paboTke B
MHQOPMAIMOHHEIX  CHCTEMAX IICpCOHANPHBIX MaHHBIX (manmee - MCIIIH)
YUpPaBJICHHs. IO TOCYTapCTBEHHOHW OXpaHe OOBEKTOB KyNETYPHOIO HACIENHS
obactu (anee — Yrpasnenue).

1.3. AxtyasnpHble Yrpo3sl 6e30macHOCTH WCIIIs mommexar ajmanTanud B
XOme  paspaboTku VYhpaBieHHEM 4YacTHBIX —Mojeneit yrpo3 6e3onacHocTH
[ICPCORAJIBHBIX NaHHBIX sk KaXXTO0H MHGOPMAMOHHOMN CHCTEMBI (nanee — HIC).

1.4. I'lpu pa3spaGoTke gacTHBIX Momemeit YIpo3 0€30MacHOCTH MEPCOHATBHBIX
AAHHBIX IIPOBOJUTCS aHAJU3 CTPYKTYpPHO-(YHKIHOHAIBHEIX xapakrepuctuk HC,
SKCILTyaTUPYyeMOM MPH OCYIIECTBICHHUN YipasnenneM QyHKUMH W DOTHOMOUM,
a TaKKe IPUMCHAEMEIX B Hell MHPOPMAIMOHHEIX TEXHONOTHH ¥ 0COBEHHOCTeH ee
QYHKLMOHMPOBAHUS, B TOM YHCIE C HCIONL3OBAHIEM banka naHHBIX yrpos
0e3omacHoCTH UHpOpManuy.

1.5. B wyactHOM Momenu YTPo3 0€30IIaCHOCTH NEPCOHANBHBIX JAaHHbBIX
YKa3bIBAIOTCS

omucanue ICITIH u ee cTpyKTypHO-(YHKIHOHATEHBIX XapaKTepUCTHK;

OIHCAaHHE yrpo3 0e30MaCHOCTH MEPCOHANBHBIX JAHHBIX C y4eTom
COBOKYIHOCTH IPEATIONOXEHHH O CrI0co0ax, IOArOTOBKE U POBEICHAN arax;

ONHCAHUE BOSMOXHBIX ysassumoctelt MIC, crnoco6oB peanusanmm yrpo3
GesomacHocTH MHQOPMANHMH W TOCHeNCTBHI HapylieHu#  0e30macHoCTH
HHpOPMAIVH.

1.6. O6pexTamu uHGOpPMATH3AIHH B Ynpasnennu Beictynarot YIC, umeromme
CXOIHYIO CTPYKTYpY M ONHOTOMEYHOE IIOAKIIIOYEHHE K CETSIM OOIIEro HOTB30BAMMS
1 (umn) HH(OPMAITHOHHO-TENIEKOMMY HUKAIIHOHHOH CeTH «HuTepHEeT” (Hanmee -
ceTh «MHTepHeT») depe3 BEIIETEHHYIO MH(PaCTPYKTypy - MeXBENOMCTBEHHYIO
CeTh nepeaadr NaHubIXx TamMmOoBCKolt 00macTy.

1.7. B 3aBUCEMOCTH OT KOHKpETHOTO 06HeKTa uHopmarmsanuu UIC oprana
BJIACTH JENATCS HA JBa BUJA:

noxanpHas VIC, pabourme Mecta u 6a3ssl maHHBIX KOTOPOH pacITOJIOKEHbl B
IIpefieNiaX OMHOTO 3MaHMNs;

pacupenenennas MC, paGoume Mecra KoTOpoil pacroioskeHbl B npeznenax
OAHOTO  31afwus, a 0asbl NAHHEIX XpaHATCE M 00paGaTBIBAIOTCS B IlenTpe
00pabOoTKK TaHHEIX aIMHUHHCTPALIAH OBIACTH.

1.8.  Ba3el  mamHbIX HHGOPMAIlMH, C  HCIOJB30BaHHEM KOTOPBIX
OCYIIECTBIAOTCA  COOp, 3aIMCh, CHCTEMATH3AIMs, HAKOILICHEE, XpaHEeHHe,
yTouHeHHe (OCHOBNEHHE, W3MEHEHHE) IIePCOHANBHBIX MAHHBIX TpaKIaH



IIponomxenue MPHIOKEHISL

Poccniicko#t Menepaiyy, HaXomsTCsl Ha Teppuropun Poccuiickoit Denepanuy.

1.9. Bson mnepconampurix maHgblx B MC u BeBOm gaHaerx w3 HC
OCYIIECTBIAIOTCS C WCHONB30BAHMEM OYyMaXKHBIX ¥ 3JIEKTPOHHBIX HOCHTENEH
uHQOpManuyU. B kavecTBe 3IeKTPOHHBIX HOCHTENeH MH(pOpMAImu UCIIONB3YIOTCS
YITCHHBIC CHEMHBIC HOCHUTCIM HHQOpMAaLMM M ONTHYeCKHe ucku. JlocTym K
HCIIIH orpanvyes mepedHeM IOCYIapCTBEHHBIX TPAXKIAHCKAX CIIy>Kallux WITH
pabOTHUKOB OpraHu3aImi, ABNTIONIHXCS Bragenbiem VC.

1.10. Ilepenawa mnepcoHambHBIX MAHHBIX B IpPYTHE OpraHu3allid H B
TCPPUTOPHANIBHBIC OpraHbl (elepalbHBIX OpPraHOB MCHOJHUTEIBHOM BIACTH IO
CeTAM OOLIEro IIONB30BaHWA M (WIH) CeTH «HTEpHET» OCYINEeCTBIIETCS C
HCIIOJIb30BaHNeM CePTU(QUIMPOBAHHBIX H(GPOBATHLHEIX (xpunrorpaduyeckux)
CPEACTB 3amuThl HH(popManuH (nanee — CK3H).

1.11. Konrponupyemoit 30on0it IC sisioTcs aIMUHHUCTPATUBHOE 3MaHME,
B KOTOPOM DAacCIONIOXKEHO YIpaBlIeHHe M OTHEeNbHBIE IOMEIIeHHS, KOTOpBIE OHO
3aHMMaeT. B mpenemax KOHTpONmMpyeMO# B30HBI HAXOATCS paboune Mecra
TIONIB30BATENIeH, CEPBEPEI, CETEBOE U TETEKOMMYHUKAIMOHHOE obopynopauune HC.
BHe xoHTponmpyemoil 30HBI HAXONATCS  IUHHH nepefayd  JaHHBIX |
TEIEKOMMYHUKAMOHHOE 00OpYIOBaHKE, WCIIOMB3yeMOe IS HHQOPMAITHOHHOIO
oOMeHa O CeTsM OOIIETO ITOTb30BAHMS U (umm) cern «MuTepHETY.

1.12. B anMuHUCTpaTMBHOM 31aHMH, B KOTOPOM PacIIOIOKEHO YIIpaBiIeHHUE:

JOJKEH OBITh OPTaHW30BaH MPOITY CKHOM pexumM;

AOJDKHO OBITH MCKJIFOUEHO HEKOHTPOIHPYEMOe npeOpIBaHUEe TOCTOPOHHUX
JHIL M HEKOHTPOIMPYEMOe IiepeMelleHHe (BBIHOC 3a IIpejelibl 3aHUA)
KOMIIBIOTEPOB U OPITEXHHUKH;

[IOMEIICHUS CO CPEeNCTBAMHU BBEIYUCIWUTENBHONR TEXHUKU IOJDKHBEL OBITH
060pYA0BaHBI 3aIUPAIOMUMHUCS IBEPIMHE 0 OITeYaTHIBAIOIHAMY YCTPOUCTBAMU,

AOLOTHUTEIBHO MOXET OBITh OpPraHH30BaHO BHUACOHAONIONEHHE B
KOpUIOpax, BECTHOIONSAX 1 XOJUTax.

1.13. 3ammra mepcoHansHBIX naHHbIX B MC Vipasienus u ceTsx o6mero
TONB30BAHNA, MONAKIFOYAEMBIX K CeTH «MHTepHeT», 06ecneunBaeTCs CpencTBaMu
3alIUTHL HH(pOopMaimy (nanee - C3H):

C3U oT HecaHKIMOHUPOBAHHOIO noctyna, ceprudunmposanabiMa OCTOK
Poccrn, me mHmwxe 4 yposus KOHTPOJS OTCYTCTBHMSA HEAEKIapUPOBAHHBIX
BO3MOXHOCTeH (nanee - HIIB);

CPEICTBAMM aHTUBUPYCHOH 3aIlUTHI, cepTuduImpoBaHHEEME OCTIK
Poccun, He HKe 4 Kacca;

MEXCETEBRIMU  dKpaHamy, cepruduumpoBarasivu OCTIK Poccuu, He
HIYDKe 3 Kiracca;

CK3M, odopmupyrommMm  BHpTyanbHEIE  9acTHBE  CeTH (VPN),
cepruduruposanasiMu PCB Pocen 1o knaccy KC 1 u BBILIIE;

CHCTeMamu 00Hapy’KeHHs BTOPKeHHs He Huxe 4 Kiacca;

CPEACTBOM TOCYNAapCTBEHHOW CHCTEMBI OOHApYKEHWS, TPEXyNpesKIeHHs U



[Iponomxenue IpANOKEHAS

TUKBUIALKY ITOCICICTBAN KOMIBIOTEPHBIX aTaK Ha MH(MOPMAIMOHHBIE PeCYPCHI
Poccuiickolt @enepariun.

2. XapakTepuCTHKH Oe301aCHOCTH HHMOPMAIMOHHEIX CHCTEM
IIEPCOHANIBHBIX JaHHBIX

2.1. OcHOBHBIME CBOMCTBAMHU G€30MACHOCTH HHGMOPMALIIH SIBISIOTCS:

KOH(UICHIIMAIBHOCTE -~ 00A3aTeNbHOe VIS COGIIONEHHS OIlepaTopoM HITH
HHBIM TIONYYHBIIAM JNOCTYI K IIePCOHANBHBIM IJaHHBIM JHIIOM TpeGoBaHHe He
AOTYCKaTh UX paclpoCTpaHEHMs 0e3 CcomIachs CyObeKTa IEpCOHAIBHBIX TAHHBIX
WA HaIWIUs HHOT'O 3aKOHHOTO OCHOBAHHS,

HCJIOCTHOCTE - COCTOSHHME 3alMIEHHOCTH MHGOPMALINH, XapaKTepHU3yeMoe
cnocobrocTei0 MIC obecreduBarh COXPaHHOCTS M HEH3MEHHOCTD uHOpMaHH
TpH  TOIBITKAX HECAHKI[MOHHPOBAHHBIX BO3NEMCTBHM Ha Hee B Ipolecce
00pabOTKH WIH XpaHEeHHUS;

AOCTYIHOCTS - COCTOAHME MHQOPMALMH, IIPK KOTOPOM CyOBEKTHI, HMEIOIIIHe
IIpaBa J0CTyMa, MOTYT Peaiu30BaTh HX GeCIpelsTCTBEHHO.

2.2. llon aKTyalbHBIMH yTpo3amH 6e30HacHOCTH IIEPCOHAIBHBIX AHHBIX
TOHAMACTCsl  COBOKYIHOCTb YCIOBHM H (aKTOPOB, CO3NAOLINX aKTyaJbHYIO
ONACHOCTL  HECaHKIMOHMPOBAHHOIO, B TOM YHCIE CIIy4aiHOro, JOCTyIa K
IICPCOHAIBHBIM NAaHHBIM IIpH uX obpaborke B WIC, pesyiasratom KOTOPOTr'0 MOTI'YT
CTaTk YHMHYTOXCHUE, U3MEHEeHUe, ONOKHpOBaHMe, KOIIMPOBAHHE, IIpeIOCTaBIEHHE,
PacClIpOCTPaHCHHE II€PCOHANBHBIX JAHHBIX, a TakXe HHBIe HEenpaBOMEpHEIE
JeUCTBUS.

2.3. B 3aBUCHMOCTH OT cOCTaBa 06pabaTHBAEMBIX NICPCOHANBHBIX TaHHBIX U
Thna aKkTyalbHBIX YIPO3 HEOOXONUMBIN YPOBEHb 3AllMIICHHOCTH HEPCOHAIBHBIX
AaHHBIX 171g kaxnoi MCITIH oupenengercs HHIUBUYATBHO.

2.4. Jlng WUCII[IH opraHoB BIacTH aKTyallbHBl yIpo3sl 0e30I1aCHOCTH
IICPCOHATBHBIX NAaHHBIX TPETHEr0 THUIA, HE CBA3aHHLIE C HATHIHEM H/IB B
CHCTCMHOM M IPUKIAJHOM IPOrpaMMHOM OOecIedeHHH (mamee - I10),
ucnonszyemom B HIC.

3. llpumerenue cpencTs Kpunrorpaguaeckol 3amuTs “H(pOpMaHH
B MH(MOPMAITMOHHEIX CHCTEMAX IIePCOHATBHBIX TAHHEIX

3.1.  AKTyalbHOCTH IPHMCHEHHS B HCIIOs VYopasnenmns CK3U
ONPE/NACTCS. HEOOXOMUMOCTBIO 3aIIUTHl TIEPCOHANBHBIX JAHHBIX, B TOM UHCITE
IpU HHPOPMANKOHHOM OBMEHE 10 CeTSM CBA3H o0IIero momp30BaHus U (WIIH)
cetu «MHTepHETY.

3.2. CK3U mnpennasHaueHb! st 3alATHI uHbOpMaI OT NeHCTBUH co
CTOPOHBI JIUL, HE MMEIOIHX NIPaBo ZOCTyIa K 3TOM MH(BOPMAIIHH.

3.3. IlpHMHATBIMH OpraHM3aI[MOHHO-TEXHAYIECKIME MepaMH B Opragax



HpO)IOJDKeHI/Ie TIPUITOXKCHUA -

BIIACTH JIOJKHA OBITh HCKITIOYEHA BO3MOXKHOCTH HECAHKIMOHMPOBAHHOTO JIOCTYIIA
IIOTCHLMAIBLHOrO HapyIIATENS K KiroueBoi nHbopmarmu CK3U.

3.4. Ilpu oskemmyarammn CK3U  momxHbl  cobmromarhes TpeOOBaHUS
SKCIITyaTallHOHHO-TEXHUYECKOH gokymentarmu Ha CK3U u TpeboBaHus
AEHCTBYIOIMX HOPMATHUBHBIX IPAaBOBEIX aKTOB B OBNACTH peanuzanug 1
sxcmyaramuu CK3U.

3.5. Jlna obecreyenus 6e300aCHOCTH IIEPCOHANBHBIX MAaHHBIX IIPH HX
obpaborke B MCII[IH UCIONB3YIOTCS CK3H, npoumienmue B yCTaHOBICHHOM
IIOPSIIKE MPOLENYPY ONEHKH COOTBETCTBHS.

3.6. O6wexramu 3ammtsl B UCTT (1 sBisoTes:

IIepCOHAIbHbIE JaHHEIE,

CPEICTBA KPHIITOI PapUUECKOH 3aIHUTh! MH(DOPMALIHH;

cpena ¢ynxuroruposanus CK3MU (nanee - Co);

HHGOPMANUsA, OTHOCSINASC K KPHUIITOrpa(uIecKol 3aliTe NepCcoHATBHEIX

AQHHBIX, BKIIOYAS KIIOYEBYIO, NAPOIBHYIO U ay TeHTHOUITHPYFOLIY IO

uHpopmanmio CK31;

AOKYMEHTEI,  NIeNla, IKYPHAlBl, KapTOTeKM, W3IAHWS, TeXHHICCKHe
AOKYMEHTEI, pabo4yne MaTepuansl M T.II., B KOTOPBIX OTpakeHa 3alluINaeMast
HHQOPMAIKS, OTHOCSIIASCS K UCIJln u wmx xpunTorpadudeckoit 3aluTe,
BKO4as  noxymeHtanmio Ha CK3UM u ma TexHumueckuwe wu [IpOrpaMMHEIe
KOMITOHEHTHI cpensl ¢yHknuonuposanus CK3U;

HOCHUTEIH 3allMIlaeMOd HH(pOpPMAIMH, ucrnonssyemsle 8 UC B mpolecce
KPUIITOTPaQHIECKOH 3alMTE HepCOHATHHBIX NaHHBIX, HOCHTENH KIIOYEBOH,
[IapOJBHOH U ay TEHTHQHUITHPYrOLe it uabopmanru CK3U u IIOPSATOK AOCTYIIAa K
HUM;

HCTIONB3yEeMBIE  MH(OPMAIMOHHON CHCTEMON KAHAJIEL (MHEUHM) CBA3W,
BKJItO4as KabeJlbHbIe CHCTEMEL,

TTOMEIEHMS, B KOTOPBIX HAXomaTcs pecypckl MIC, uMeromme oTHOIEHHE K
KPHOTOrpapuueckol 3aluTe HepCOHATLHEIX TaHHELX.

3.7. Peanuzamus yIrpo3  0e30IacHOCTH NIEpCOHANBHEIX  JaHHEIX,
obpabarsiBaemsix B UICIT/Ix, OIIPENIEJIAETCS. BO3SMOXKHOCTIMH MCTOYHHUKOB arak. Ha
OCHOBaHHM HCXONHBIX NaHHBIX 00 00BEKTaX 3aIMHTHl U HCTOYHUKAX aTak B
Tabnuie 1 nia Yipasnenus onpenenens: 0000IIeHHbIE BO3MOKHOCTH HCTOYHHKOB
arax.

Tabmuma 1
O6o0ImeHHbIe BO3MOKHOCTH HCTOYHHKOB aTaK Ha/Het
1 2
I. BO3MOXHOCTE CaMOCTOSTENHHO OCYIIECTBIIATh CO3JaHHE CIIOCOOOB aTak, Ha
IIOATOTOBKY ¥ IIPOBEEHHE aTak TOJBKO 3a IIPeJIe/IaMH KOHTPOIHPYEMOI 30HbI




HpOIIOII}I(CHI/IG IIPUTOZKCHU A

2. BO3MOXHOCTh CaMOCTOSTEILHO OCYIIECTBIATH CO3NAHHE CIIOCOBOB arak, Ha
IOArOTOBKY M IIPOBENCHHME aTak B Ipefelax KOHTPONHPYEMOM 30HBI, HO 03
(H3HYECKOro JOCTyNa K allapaTHbIM CpeicTBaM (iajee - AC), Ha KOTOpBIX
peanusosansl CK3U u cpena ux byHKimoRupoBaHms

3. BO3MOXHOCTE CaMOCTOSITEILHO OCYyUIeCTBIATL CO3JaHUE CIIOCO00B aTax, Her
IIONTOTOBKY W TPOBEJCHHE arak B Ipefelax KOHTPOJIMPYeMOH 30HEI C
dusuaeckaM noctymom k AC, Ha KOTOPHIX peanusosansl CK3U u cpema ux
GYHKITHOHUPOBAHUS

4. BO3MOXHOCTB IIPUBJIEKATH CIIENHAIMCTOB, WMEFOIIUX OIBIT pa3paboTKu U Her
anamusa CK3M  (BKmOYash CHENMATHCTOB B OGNACTH aHATH3a CHTHAJIOR
JMHEHHOH NepeliaYn U CUTHANOB NOGOYHOTO 3IeKTPOMATHUTHOTO M3IYYECHUS U
Hasonok CK3I1)

5. BO3MOXHOCTE NPHBIEKATD CIICIHAINCTOB, MMEFOIIUX OIIBIT pa3zpaboTku u Her
ananmmsa CK3UW (Bkmrowas cHenmamicToB B O6GNACTH HCHOMb30BAHMIS Inig
peallf3aliii - aTak  HENOKYMECHTHDOBAHHBIX BO3MOXKHOCTEHM HPHKIALHOIO
IPOTPaMMHOr0 00ECIeYeHNUS)

6. BO3MOXHOCTE HpHBIEKaThH CICIUATHCTOB, UMEIOMMX ONBIT Pa3spaboTKH H Her
anammsa CK3U (Bxmrouas crenuanucIoB B 06NIaCTH MCIOJB30BAHUS UL
peali3aiiy aTak HeHOKYMEHTHPOBAHHBIX BO3MOXKHOCTEH anmaparHoro M
POTPaMMHOI0 KOMIIOHEHTOB cpens! dyrxuonnposanus CK3)

3.8. B cooTBeTcTBHE ¢ 060GHIEHHBIME BO3MOXXHOCTSIMM HMCTOYHHUKOB AaTaK
(rabmuma 1) ompenemensl  age aKTyaJlbHbl€ YTOYHEHHBLIE BO3MOXKHOCTH

HAPYIIUTENCH M HALPaBIeHHS aTak (COOTBETCTBYIOIIHE aKTyambHBIE YTPO3BI I
HC) (Tabnuua 2).

Tabmumna 2

Y TOYHEHHBIE BO3MOXHOCTH AXTyanpHOCTE Ob6ocHOBaHME OTCYTCTBHS
HapyIIUTe/IeH U HallPpaBlIeHUs | HCIIONb30BAHUS
arak (COOTBETCTBYIOIIHE (mpumeHenus) s
aKTyallbHBIE YTPO3HI) IIOCTPOEHHS U
peanu3anyy arax

1 2 3

1. Ilposenenue araku mpu Heaxtyamsro | IlpoBoasTcs paGoTsl o nonbopy
HaxOXKICHHM B  TIpejelax IIEpCOHaNa;

KOHTPOIHPYEMOU 30HEI IPEJICTaBUTENIN TEXHNIECKUX,

00CITy>XKMBAIOINKX U JPYTHX
BCIIOMOTaTeNNbHBIX CIIyK0 mpH paboTe B
[IOMEIIEeHHAX (CTOMKAX), T/IE PACIIONIOKEHE]
CK3U, u coTpynHuKH, He ABJIAIONIAECS




ITponomkenye TpUIOXeHUS

nosap3zoBareasmu CK3W, maxonsarcs B 5Tux
MIOMEIIEHUSX TOJIBKO B IIPUCYTCTBUHU
COTPYZHHKOB II0 3KCILTyaTaluy;

COTPYIHUKH, ABJSTIOLIHECS TTOIB30BATEIAMHU
HCIITH, HO HE ABISIOIIHECS
nons3osaremsmua CK3U,
IPOMH(GOPMHUPOBAHEL O IIpaBmiIax paboTEl B
WCI1/I# 1 OTBETCTBEHHOCTH 3a
HECOOIOEHNE IPaBIT 0DeCcIIeueHns
OesomnacHOCTH HHGOPMAIHH;

none3osareny CK3U npoundopmuposans
o npasunax pabotsl B MICIT/Ty, npapuiax
pabotsl ¢ CK3M 1 0TBETCTBEHHOCTH 3a
HECOOIIONEHNE IPaBHIIT 0OECIIEUEHHUS
6e3zonmacHOCTH HHGOPMALIAH;

IIOMEIICHH S, B KOTOPBIX PAcHOJIaratoTcs
CK3H, ocuainessl BXOIHBIME JBEPEMH C
HadeXHBIMH 3aMKaMHu, 00ecIiedeHo
IIOCTOSIHHOE 3aKPBITHE ABEPEH mOMEIenuil
Ha 3aMOK, ¥ HX OTKPBITHE OCYIIECTBIIETCA
TOJNBKO AT CAaHKITMOHUPOBAHHOTO IPOXOZIA;

YTBEPXKIEHBI IPaBHJIA IOCTYA B
noMertenus, rue pacnonararorcs CK3U, B
pabodee 1 Hepaboyee BpeMs, a TAKKE B
HEINTATHBIX CUTYALUIX;

YTBCPKICH NCPCUCHD JIHL, UMEIOMINX IIpaBo
AOCTyIla B IOMCIICHU, [JIE pacnonararrcsd
CK311;

OCYIIECTBIIACTCS pasTpaHUdeHue H
KOHTPOJIb JOCTYIIA ITOJb30BaTeIed K
3alIuIaeMbBIM pecypcam;
OCYIIECTBIICTCS PETHCTPaAlUs U YUET
Ae#cTui nonk3oBarenei ¢ [T1x;

OCYIIECTBIIIETCS KOHTPOJb ETOCTHOCTH
CPEACTB 3alIUTHL;

Ha APM m cepBepax, Ha KOTOPEIX
ycranosiersl CK3Y, ucrons3syrores
ceprudunmposannsie C3U or
HECAHKIIMOHMPOBAHHOIO HOCTYIIa (Hajee -
HCID);

HCIIONB3YIOTCS CEPTHQUITNPOBAHHEIE
CpPENCTBA aHTUBUPYCHOM 3aImUThHI

2. IlpoBenenue arak Ha srame
akciryarauun CK3U Ha
CIIEYIOIIHe O0BEKTHI:

Heaxryansuo

IIposonsres paboTs! o moxbopy
HepcoHala;

noxymenTtarus Ha CK3U xpanurcs y
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HoxymernTanmo ga CK3U u
xommoHeHTsl CO;
IIOMEINEHH, B KOTOPBIX
HaXOIUTCS COBOKYITHOCTD
IIPOTPaMMHEIX H
TEXHUYECKHX DIEMEHTOR
cucteM o0paboTku

JAHHBIX, CIIOCOOHBIX
(QYHKIFOHUPOBATE
CaMOCTOSTEIBHO WIN B
COCTaBe CPENCTB

BBIYUCIIATENBHOH TEXHUKH
(manee - CBT) u Cd

otBercTBeHHOro 3a CK3H B MeTannnyeckoM
cetide;

IIOMEIIEHHS], B KOTOPBIX PACIIOIAraroTCs
noxymenTanus za CK31, CK3U u
KoMitoHeHTH C®, OCHAINEHE] BXOAHBIMHU
IBEPHMH C HaJICKHBIMU 3aMKaMH,
obecreyeno NOCTOSHHOE 3aKPBITHE JBepeit
IIOMEIEHHH Ha 3aMOK, ¥ UX OTKPLITHE
OCYIIECTBIIIECTCS TOJBKO IS
CaHKIIMOHHPOBAHHOTO IIPOXOAa;

YTBCPXKICH NCPEUYCHB JIHI, HMEIOIHNX IIpaBo
JO0CTyIIa B IOMECINECHUA

3. Ilonyuenne B pamxax
IIPEIOCTABIEHHBIX
HOJIHOMOYHH, a TaKXXe B
pe3ynsrare HabmoneHuH
crenyromei nHGopManuu:
CBEACHMH O QU3HUECKUX
Mepax 3allMTEl OOBEKTOB, B
KOTOPBIX pasMeIleHbI
pecypcrl HEGOPMAaIHOHHOH
CUCTEME];

CBEICHHH O Mepax Io
obecrnedeHunio
KOHTPOJIMPYEMOM 30HbI
0OBEKTOB, B KOTOPBIX
PasMEIEeHbI pecypehl
HH(OPMAIFOHHOM CHCTEMEL;
CBEJICHUI O Mepax 10
PasTpaHHYeHHMIO [OCTyIA B
IIOMEIIEHHS, B KOTOPBIX
naxoznstcs CBT, Ha xoTophIX
peammsosansl CK3U u CO

AKTyaiibHO

4. Vicnionp30BaBye MTATHEIX
cpencts MCI1 Ty,
OrpaHUYEHHOE MEpaMH,
pearu30BaHHLIMH B
HHGOPMAIMOHHOH CHCTeME,
B KOTOPOH MCIIONIB3YETCH
CK3W, u sanpapieHHBIME Ha
[IPENOTBPAIleHHE |
[Ipecedenue
HECAHKI[MOHUPOBAHHEIX
JeACTBHH

AKTyansHO
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5. Guspgeckuil JOCTYII K Heaxtyamsro | ITpoBomsTcst paboThI IO mORGopy

CBT, Ha xoTopsIx epcoHaa;

peanusoansl CK3U1 u CO IIOMENIEHHUs], B KOTOPRIX pacIONararoTCs
CBT, na xoropsix pacrnonarazorcs CK3U u
C®, ocHamens BXOTHEIMU IBEPBMHU C
3aMKaMHM, 00eCIIEYNBAETCS IIOCTOSHHOE
3aKpBITUE ABEPEH NIOMEIICHUH Ha 3aMOK U
UX OTKPBITHE TOJIBKO UL
CaHKIMOHUPOBAHHOTO IPOX0Ja

6. Boamosknocts Heaxryamero | IIposomarcs paGoTst mo noabopy

BO37eHCTBOBATEL Ha [epcoHana;

AlllapaTHBIC KOMITIOHEHTHI TIOMEIIEHNS, B KOTOPBIX PACHOIararoTcs

CK3UW u CO, orpanmyennas CK3U u C®D, ocHAIIEHE BXOTHLIMY

MEpaMH, PeaTM30BAHHBIMH B NBEPBMH C 3aMKaMH, 0OeceunBaeTcs

HHGOPMANMOHHOM cHCTeMe, [IOCTOAHHOE 3aKPBITHE IBEPEH MOMEIEHME

B KOTOPOH HCIIONE3yeTCs Ha 3aMOK M UX OTKPBITHE TONBKO JULL

CK3H, n nanpasnennemm na CaBKIHOHUPOBAHHOIO IIPOXOJA;

IPENOTBpAIlEHHE 1

IpeceucHue IIPEACTABUTENN TEXHHYECKHX,
00CITy KHBAFOIMX M IPYTHX

HECaHKUMOHUPOBAHHEIX

PE—. BCIIOMOI‘&T@JII:HBIXVCJIY)KG npu pabote B
TIOMEMIEHNUSAX (CTOMKaX), T/ie PACIIOTOKEHEL
xomroneHTs! CK3U u CD, u corpynmuky,
HE ABIArOIIHECs nojb3oparenivu CK3MU,
HaXOIATCS B 3THX NOMEIEHUIX TONBKO B
IIPUCYTCTBUH COTPYLHHUKOB 110
OKCILTyaTaluy

7. Cozpanue croco6os, Heaxryansno | He ocymecrtaisgercs 06paboTKa CBeeHHit,

IIOATOTOBKA U IPOBELCHUE
aTak ¢ IpPUBJICYCHUEM
CIIEIHAIMCTOB B 00acTu
aHaJIM3a CUTHAJIOB,
COIIPOBOXKTAOIIIX
¢yrximonnposarre CK3U u
C®, u B obnactu
HCIIOIB30BaHMS IJis
peaymsanuu atak HJ{B
npuxnagaoro [10

COCTaBIIAIOIHUX TOCYNapCTBEHHYO TaifHy, a
TAKKE HHBIX CBEICHHH, KOTOPEIE MOIYT
NPEACTABNATS HHTEPEC NI peau3alliy
BO3MOXXHOCTH;

BBICOKast CTOEMOCTE U CJIOXHOCTD
HOATOTOBKH pealu3aiiuu BO3MOXHOCTH,

TPOBOISATCS pabOTHI IO IOAGOPY
IepcoHaa;

IIOMEIIEHHS, B KOTOPBIX PacIIoNararoTcs
CK3H u C®, ocHaueHb BXOIHBIMEA
ABEPBMH C 3aMKaMH, obecreanBaercs
IIOCTOSHHOE 3aKPBITHE JTBEPEl IIOMEIeHu
HA 3aMOK H HX OTKPBITHE TOJBKO JUIS
CaHKIIHOHUPOBAHHOTO IIPOXOJa;

IIPEICTABUTENN TEXHHUECKHUX,
06CITy )KUBAIOIINX W APYTHX
BCIIOMOTATETIBHEIX CIIyxk0 Ipu paboTe B
IIOMEINEHMAX (CTOHKAX), TIIe PaCIIOIOKEHBI
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HpozlomerHe TIpATOXKCHUA

xomuoHeHTsl CK3U n CO, u coTpynuukm,
He ABIAomuecs nonas3osareisyvu CK3U,

HaXOAATCS B TUX IIOMEIIEHHUIX TOIBKO B
IIPUCYTCTBHH COTPYIHHUKOB IO
9KCILTyaTalluy;

OCYILECTBILIETCS pa3sTpaHUYEeHHE U
KOHTPOJIb JOCTyIa [TOJIB30BAaTEIeH K
3alIMIIAaeMBIM pecypcam;
OCYIIECTBJIAETCS PETHCTPAIMS B YYET
JEeHCTBUM MONB30BATEIIEH;

Ha APM u cepBepax, Ha KOTOPBIX
ycranosnedsl CK3U: ucnonssyrorcs
ceprupumposansbie C3U or HCJI;

HCTIONB3YIOTCS CEpTHOUITPOBAHHEIE
CPENCTBA AaHTUBUPYCHOM 3aIHTHI

8. Ilposenenue Heaxryamseo | He ocymecrtensercs 00paboTka ceeneHui,
1ab0paToOpHEIX COCTaBJIFOLINX OCYAaPCTBEHHYIO TaliHy, a
uccnenosanuit CK3U, TaX>Ke MHEIX CBEIEHUH, KOTOPEIE MOTYT
HCIOIb3YEeMbIX BHE IPENCTaBIATS HHTEPEC IS PeaM3aIii
KOHTPOJIHPYEMOU 30HEL, BO3MOXHOCTH;

OTPaHHICHHOE MEPaMH, BBICOKAs CTOMMOCTE U CIOXHOCTH
PEATH30BAHHBIME B TIOATOTOBKH PEajM3alli BO3MOMXKHOCTH
MH(DOPMAIHOHHOM CHCTeMe,

B KOTOPOH HCIOJIB3YETCH

CK3U, u HanpapIeHHBIME Ha

HIpeIOTBpalle e U

IpeceyeHre

HECaHKIUOHUPOBAHHEIX

el CTBUH

9. IlpoBenerne pabot mo Heaxryansrno | He ocymectsisiercs 00paboTKa cBeeH i,

CO3HaHHIO CIOCO00B H
CPEICTB aTak B HAyYHO-
HCCJIEN0BATEILCKUX IIEHTPAX,
CIEUHAU3APYIOIHXCS B
obiacTy paspaboTku u
ananusa CK3U u CD, B ToMm
YUCTIE C UCIIOIb30BAHUEM
HCXONIHBIX TEKCTOB
Bxoxsmero B CO
npukiaxgoro 110,
HEIOCPENCTBEHHO
HCITOJI3YOIIETO BHI3OBEI
IIPOTpaMMHBIX QYHKIHH
CK3U1

COCTaBILTIOIIMX IOCYAapCTBEHHYIO TaiHy, a
TaKKE HHBIX CBENCHHMH, KOTOPBIE MOTYT
IPEACTAaBIIATh HHTEPEC U PEATM3aIA
BO3MOXHOCTH,

BBICOKaA CTOMMOCTE 1 CIIOXKHOCTE
IIOATOTOBKH peaIM3aITii BOZMOXHOCTH

10. Cozpanue cnocobos,

Heaxryansuo

He ocymecrrisiercs 06paboTka cBegenuit,




11

ITpomomxenue npuioXenus

[IOArOTOBKA M NPOBEICHUE
aTax ¢ IPHUBICYCHHIEM
CIELHUATIUCTOB B 001acTH
HCIIOJIB30BAHMS IS
peanusauuu ataxk HIB
cuctemuoro 10O

COCTaBJISIOIIUX TOCYAAPCTBEHHYIO TallHy, a
TaXKe MHBIX CBEIEHUH, KOTOPHIE MOIYT
IIPEACTaBIATH MHTEPEC VIS Pean3alun
BO3MOXHOCTH,

BBICOKasA CTOMMOCTD U CHOXXHOCTBE
TIIOAT'OTOBKH pealnu3aiiu BO3MOXHOCTH;

[POBOASTCS pabOTEI IO HOxGOpY
IIepcoHaia;

IIOMEIIEHH, B KOTOPBIX PACHOIAraloTCs
CK3H u CO, ocHalmeHs! BXOJHEIMA
JABEPHMH C 3aMKaMH, 00eCIIeUBACTCS
IOCTOSHHOE 3aKPHITHE BEPEH IOMEIICHHIH
Ha 3aMOK ¥ MX OTKPBITHE TONLKO IS
CaHKI[MOHUPOBAHHOTO IIPOXOJa,;

IPEeNICTABUTENH TEXHHYECKHUX,
00CIYKUBAOIIMX B JPYTHX
BCIIOMOIaTeNbHEIX CIIyk0 1pu paboTe B
IIOMEIIEHHAX (CTOHKAX), TIE PACIIONOKEHb]
komrronenTsl CK3U u C®, u corpymamky,
He sBIisnomyecs nons3osarensvu CK3H,
HAXOIATCA B 3TUX IOMEIIEHUAX TOILKO B
IPUCYTCTBUH COTPYIHUKOB I10
SKCILTyaTalliHy;

OCYUIECTBIIETCS pasrpaHHYeHIE U
KOHTPOJIb HOCTYIIA IIOJIb30RATENEH K

3aIMIIaEMBIM pecypcaM;
OCYIIECTBISIETCS PETUCTPAIINS H YIeT
JACACTBUH TOJIB30BaTENEIH;

Ha APM 1 cepBepax, Ha KOTOPBIX
ycranosnenst CK3U, ncnonssyrorcs
cepru¢unimposannsie C3U or HCII:
HCIIOJIB3YIOTCS CEPTUHIMPOBAHERIE
CPEACTBa AHTUBUDPYCHOM 3aIUTEHI

11. BosmoxuocTs Heaxryamsro | He ocymecTrasercs o6pabotka cBesieHuiH,
pacronarars CBeNEeHHIMH, COCTaBJIAIOMIUX TOCYIAPCTBEHHYIO TalHy, a
COJEPKAIMUMUCS B TaKOKe HHBIX CBENECHUH, KOTOPBIE MOTYT
KOHCTPYKTOPCKOH IPEACTABIATE HHTEPEC I PEATH3AIAN
MOKYMEHTAITHHY Ha BO3MOKXHOCTH

anmapaTrHele i IPOrpaMMHELe

koMmI1o0HeHTE CO

12. BoamosxrOoCTS Heaxryamsno | He ocymecrtensercs 00paboTKa cBeneHH I,

BO3EUCTBOBATE HA JIOOLIE
xommouenTsl CK3U u COD

COCTaBJIIOLINX TOCYIAPCTBEHHYIO TalHy, a
TaKXK€ HHBIX CBEICHUH, KOTOPEIE MOTYT
IPEICTaBIATE HHTEPEC A peaTH3aua
BO3MOXHOCTH
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4. Onpesesienre akTyanbHbIX YIPO3 O€30MIACHOCTH TIEPCOHAILHEIX
JAHHBIX B HH(QOPMAIMOHHBIX CHCTEMaX MePCOHANBHBIX JaHHBIX

4.1. Ha ocHOBe mpoBeieHHOr0 aHANH3a GAHKA TAHHBIX yrpo3 0e30macHOCTH
uEpopMaimu  (www.bdu.fstec.ru) ¢ yuerom CTPYKTYPHO-GYHKITHOHAILHEIX
XapakrepucTuk THHOBRIX MC, a Tarke IpHMeHAEMBIX B HUX MHMOPMALMOHHBIX
TEXHOJIOTUH 1 ocobenHocTel QynKimonnposanus, B VIC YipasieHus MOI'YyT OBITh
aKTyaJIbHbI CIIENYIOINe yIpo3sl Oe3omacuocta MCITTx:

YBI.3 Yrpoza anannsa Kpunrorpagueckux aJITOPUTMOB U HX PEATH3alIY;

YBW.4 Vrposa ammaparsoro c6poca naposs BIOS;

VYBH.6 Vrposa BHENIPEHMS KOJa HIIU MaHHBIX;

YBW.7 Yrposa BosfeficTBus Ha [IPOrpaMMBbI C BEICOKMMM IIPUBHIIET UM,

YBM.8 Yrposa BoccTaHOBIEHAS ay TeHTH()UKALMOHHON HHPOPMAIIHH;

YBH.9 Yrposa BoccTanosienus IpensIIy e ysa3BuMoit Bepcun BIOS;

YBI.12  Vrposa [ecTPyKTHBHOIO M3MEHEHHS KOH(UTypanuw/cpest
OKPYXKEHHUS ITPOTPaMM;

YBU.13  Vrposa mecTpyKTHBHOTO HCIIONB3OBAHUS JIEKJIApHPOBAHHOIO
dyrKImonana BIOS;

YBM.14 Vrposa mmurensHOro YOCPXKaHHA BBIYHCIUTENBHBIX PECYpPCOB
TI0JIB30BATEISIMU;

YBH.15 Vrposza AOCTya K 3aluigaeMeiM QaiiiaM ¢ HCIIONB30BAHHEM
00XOTHOTO Iy TH;

YBI.16 Yrposa noctyna K TOKaisHBIM daiinam cepepa mpu momomu URL;

YBU.17 Yrposa noctyna/mepexsara/usmenesus HTTP cookies;

YBU.18 Yrposa 3arpys3xu HenrrarHoit OTIEPAlOHHON CUCTEMBI;

YBH.19 Yrposa 3apaxernus DNS-kerua;

YBHM.22 VYrposza u36erroanoro BBIJCIICHHS OTICPAaTUBHOM MaMsITH;

YBH.23 Yrposa u3MeHEHHI KOMIOHEHTOB CUCTEMFI;

YBI.26 Yrposa uckaxerus XML-cXeMbl;

YBU.27 Yrposza uckaxeHHs BBOIMMON M BEIBOIUMON Ha nepudepuiinsie
YCTpO#CTBa HHbOPMALINY;

YBH.28 Vrposa wucmooiszosamus ANbTEepHAaTHBHEIX IIyTed JmocTyma K
pecypcam;

YbM.30  VYrposa  ucmons3oBaHmSA MHQOPMallUl  HieHTHpHKAITHH/
ay TEHTU()HKAIIMY, 3aaHHOMN 110 YMOTYAHHUIO;

YbI.31 Yrposa ucrnons30BaHus MeXaHU3MOB aBTOPHU3ALMHU JUII IIOBBINICHUS
NIPUBUIICTHH;

YBI.32 Yrposa ucnons3oBapys NOAJEeNbHBIX IM(POBLIX noanuceit BIOS;

YBU.33 VYrposa ucnonszoBanns crabocreit KOJWPOBaHUS BXOIHBIX JAHHEIX;

YBU.34 Vrposa wucnons3osaHus —ciabocrei IIPOTOKOJIOB  CETEBOIo/
JOKaNbHOro oOMeHa JaHHBIMU;



13

IIponomkeHue IPUITOKEHHAS

YBI.36 Vrposa nccnenoBaHus MEXaHU3MOB pabOTHI IPOTPAMMEL,

YBM.37 Yrposa uccienoBanus IPUIOKeHHs qepe3 OTIEThI 06 OIMIHOKaX;

YBU.39 Vrposa wucuepnanms 3amaca Kmodel, HEOOXOMAMBIX  IUIA
obHoBnenus BIOS;

YBI.41 Yrposa MexcaifToBOro CKpHITHHT,

YBU.42 Yrposza MexcalToBOH monnenKu 3amrpoca;

YBI.45 Yrpoza HapyIeHus d30IAIHH Cpebl MCIOTHEHHS BIOS;

YBI.49 Vrposa HapyIeHus [el0CTHOCTH TAaHHBIX Kela;

YBI.51 Vrposa HeBO3MOXHOCTH BOCCTAHOBIEHHS CECCHI paboTel Ha
TI9BM nipm BBIBOLIE M3 MIPOMEKYTOIHBIX COCTOSHHI [IUTaHUS;

YBHW.53 Vrposza HeBO3MOXHOCTH yOpaBlIeHUs IIpaBaMHU IIONB30BaTeNIeH
BIOS;

YBU1.59 Vrposa wmekonTpommpyemoro pocTa 4YHCla 3ape3epBUPOBAHHEBIX
BBIYHCIIATENBHBIX PECYPCOB;

YBI.62 Vrposa HEKOPPEKTHOIO HCIIONB30BAHHS IIPO3PaYHOIo IPOKCH-
CepBepa 3a CueT IJTaruHoB Opaysepa;

YBHM.63  YTposa  HEKOPPEKTHOro  HCIIONB30BAHUS byHKIIHOHANA
[IPOTPaMMHOT0 0OeCTIeYeH S,

YBH.67 VYrpoza HCIIPAaBOMEPHOTO  O3HAaKOMJIEHWS C  3aldIIaeMoi
MH(QOpMAIHeH;

YbU.68  Vrposza HEIPaBOMEPHOIO/HEKOPPEKTHOIO  KCTIOIB30BAHMI
HHTepdelica B3auMOIeHCTBHS ¢ IIPHIOKEHUEM;

YBU.69 Vrposa HenpaBoMepHBIX feiiCTRII B KaHATAX CB3H;

YBH.71 Yrposa HeCaHKIMOHMPOBAHHOIO BOCCTAHOBJIEHHS YIOAJIEeHHON
3allUIIaeMOd HHPOPMalnH;

YbU.72 Vrposa HecaHKIIMOHMPOBAHHOTO BBIKIIOUCHHS MM obxona
MeXaHu3Ma 3alluThl oT 3anucu B BIOS;

VYBU.74 Vrposza HECaHKIMOHHUPOBAHHOTO JOCTYIIA K ayTeHTH()UKAIMOHHOH
MHOpMAaLHH;

YBI.86 Yrposa HeCaHKIHOHMPOBAHHOTO M3MEHEHMS ay TEHTH(UKAIIHOHHON
uHbopMauum;

YBN.87 VYrposa HECaHKUMOHUPOBAHHOIO HCIIONIb30BaHHS
IPUBMIIETUPOBAaHHEIX QyHKIui BIOS;

YBH.88  Vrposa HECaHKUHOHUPOBAHHOIO KOIMPOBAHHS  3aIlUAIIAEMOL
UH(pOPMAaLIHH;

VYBI.89 Vrposa HECaHKIHOHUPOBAHHOIO PENaKTHPOBAHUS PEECTPA;

YBM.90 VYrpoza HECaHKIMOHMPOBAHHOIO CO3JaHHUs YYEeTHOM 3amucu
II0JIB30BATEIS;

YBU.91  Vrposa HECaHKIHOHUPOBAHHOIO  yHaJeHHs  3aIIAIaeMOid
HH(pOpMalnH;

YBU.93 Yrposa HecaHKIMOBHPOBAHHOTO yHpasiieHus Oydepom;

YBU.94 Vrposa HecaHKIHOHMPOBAaHHOIO YIpaBJIeHus CUHXPOHM3AIHEH H
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COCTOSHUEM;
YBIL.95 Yrposa HecaHKIMOHUPOBAHHOTO YIIPABIEHHUS YKa3aTeI MU,

YBUM.98 Vrposza oGHapyKeHHS OTKDPBITBIX IIOPTOB ¥ HACHTUQHUKAIHN
NPUBSI3aHHBIX K HEMY CETEBBIX CIIyX0;

YBI.99 Vrpoza o6HapyKeHHs XOCTOB;

YBHM.100 Vrposza ofxoma HEKOPPEKTHO HAaCTPOEHHBIX MEXaHHU3MOB
ay TeHTU(DHUKALINHY;

YBI.102 Yrposa orocpenoBaHHOTO YIPaBICHUS TPYIIION IporpamMM depes
COBMECTHO HCIIOJIB3yEMbIe JAHHBIE;

YBU.103 Yrposa OIPENETICHUS TUIIOB OOBEKTOB 3allUTEL,

YBbH.104 VYrposa OIIpEeNeICHMs TOIIOJIOTMH BEIYUCITHTENBHOM CETH;

VYBH.107 Yrposa orkmouenys KOHTPOJIBHBIX TaTYHKOB;

YBU.109 Yrposa nepe6opa Beex HaCTPOEK U IapaMeTPOB MPHIOKEHMNS,

YBU.111 ¥Yrposa nepenadu qauusIx mo CKPBITBIM KaHaJIaM;

YBU.113 Vrposa mepesarpysku afrapaTHbIX U IPOrpaMMHO-aIlapaTHAIX
CPEACTB BBIYUCIUTEIBHON TEXHIKH,

YBU.114 Vrposa mepenonHesus MenoqHcIeHubIX IIEPEMEHHBIX;

YBUL.115 Yrposa mepexsara BBOTHMOI u BBIBOIIMMON Ha InepudepuiHbie
YCTPOHCTBa HHPOPMALHY,

YBU.116 Yrposza mepexsara MaHHBIX, MEPENaBaEMBbIX IO BEIYUCIUTEILHOM
ceTy;

YBU.117 Yrposa nepexsara [IPUBUTIETUPOBAHHOTO ITOTOKA,

YBU.118 Vrposa nepexsara IPUBUIICTHPOBAHHOTO TIPOLIECCa;

YBU.121 Yrpo3sa noBpexneHns CACTeMHOTO peecTpa;

YBU.122 Vrposa nossimenus IIPUBAIETHIA;

YBH.123 Vrposa mox6opa mapois BIOS;

YBU.124 Vrposa nmoxnenku 3amuceit XKypHasia perucTpaliii COOBITHI;

YBH.127 Yrposa nmoaMeHs! NefCTBUS MOIB30BATENS myreMm obMana;

YBM.128 Vrposa mogmens: JIOBEPEHHOTO I10JIB30BaTEI;

YBHM.129 Vrposa noxmens PE3EPBHOM KOIMHU IIPOTPaMMHOIO 0OeCIedeHus
BIOS;

YBH.130 Yrposa mommensr COIEPIKUMOTO CETEBBIX PECYPCOB;

YBU.131 Yrposa rnoamens! cy6beKTa CeTEBOro JIOCTyIa;

YBM.132 Vrposa monyuenus IPEABAPUTETBHON HHbOpMAIK 006 0OBeKTe
3alTUTEL,

YBW.139 Yrposa npeononenns (QU3MIECKO 3aIUTEI;

YBH.140 Vrposa mnpuBeneHus CHCTEMBI B  COCTOSHIE "oTkaz B
o0cnyxuBanun";

YBH.143 Vrposza mporpaMMHOTro BEIBeNeHUS 13 CTPOsI CPENCTB XpaHeHus,
00paboTky u (win) BBOJla/BBIBOJIA/TIepeadi HEQOPMALIUK;

YbJ.144 Yrpo3a mporpammuoro c6poca napons BIOS;

YBU.145 VYrposa mpomycka IIPOBEPKH  IEJIOCTHOCTH IPOTPAMMHOIO
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obecneyenus;

YBH.149 Vrposa c6os 00paGOTKM CIIEIMaNbHEIM 06pa3soM H3MEeHEHHBIX
dbaiinos;

YBI.152 Vrposa ynanesus ayTeHTHOHKAIHOHHON uHbOpMAaITIH;

YBU.153 VYrposza ycuneHHs Bo3neiicTBAS Ha BLIYHUCIHTEILHLIE pecypcel
TIOJIE30BATENCH IPH TIOMOLIM CTOPOHHKX CEPBEPOB;

YBI.154 ¥Yrpo3a ycTaHOBKH YS3BHMBIX BEpCHM OOHOBJIEHHUS IIPOrPaMMHOIO
obecneuenus BIOS;

YBU.155 Yrposa yTparsl BEMHCIHTEIBHBIX peCypcoB;

YBM.156 Yrposa yrpars! Hocuteneit HHbOpMaITHY;

YBU.157 VYrposa (u3uueckoro BEIBEIECHHS W3 CTPOs. CPENCTB XpaHEeHMS,
obpaborku u (v BBOJIa/BBIBOMA/TIEpE Al HHDOpMAIIHH;

YBI.158 Vrposa popmaruposanus HocHTe el HHbOpMAaINH;

YBI.159 VYrposa «dopcuposantoro BeO-Opay3uHra»;

YBI.160 VYrposa xwmmesms cpencts XpaHeHus, o0paborku u (wim)
BBOJ1a/BBIBOJIa/IIEpeiavl HHDOPMALIUK;

YBU.162 Yrposa SKCILIyaTanuy NA(POBOH MOANHCH HIPOTPaMMHOTO KOJ4;

YBU.163 Yrposa nepexpara MCKIIOYeHNs/CHTHANA U3 IIPHBHJIETMPOBAHHOIO
Omoxa Gy HKIHIA;

YBU.167  VYrposa  3apaxenus KOMIIBIOTEpa  IpPH  IIOCEILECHUH
HeOarOHaxeKHBIX CafiToB;

YBI.168 Yrposa «xpaxm» yueTHOMH 3amucu AOCTyTIa K CETEBBIM CEPBUCAM;

YBH.170 Vrposa HempaBoMepHOro IIH(POBAHUS HHOOPMALHH,

YBHM.171 VYrposa CKpHITHOTO BKIIOYEHHS BEIYHCIATENBHOIO YCTPOMCTBA B
cocTas 00T-ceTH;

YBU.172 Yrposa pacnpocrpaneHus «Io9TOBbIX yepBeiy;

YBH.173 Vrposza «cnamar BeO-cepBepa;

YBU.174 Yrposa «bapmumray;

YBU.175 Yrposa «dummmray;

YBU.176  Vrposza Hapymenus TEeXHOJIOIHYECKOTO/TIPOH3BOACTBEHHOIO
IpOLecca u3-3a BpEMEHHBIX 3a1€PIKEK, BHOCHMBIX CPECTBOM 3aIIUTHI

YBU.177 VYrposa HEIIOATBEPKICHHOIO BBOLA HAaHHBIX OIIEPATOPOM B
CHCTEMY, CBSI3aHHYIO C 6€30I1aCHOCTEIO;

YBU.178 Vrposa HECaHKIUOHMPOBAHHOTO MCHOJIb30BAHUSA CHCTEMHBIX U
CETEBbIX YTHIINT;

YBHU.179 Vrposa HCCaHKIHOHUPOBAHHON MOIMMDHUKAIAL 3aIHMINaeMoil
HHDOpMAIHHY;

YBUM.180 VYrposa oTkasa MONCHCTEMBI 06eCHeYeH s TEMIIEPATyPHOTO
pexuMa;

YBU.181 VYrposa mepexsara ONHOPA3OBEIX MAPOJIEH B PeXHMe peajbHOIo
BpEMEHH;

YBI.182 Vrposa dusuyeckoro yerapesanus arapaTHbeIX KOMIIOHCHTOB;
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YBU.183 VYrposza mepexsara ynpaBleHHS aBTOMATH3WPOBAHHOM CHCTEMO
YHPaBJICHHS TEXHOIOIHMYSCKUMU IIPOIECCAMMU;

YBH.185 Vrposa HECaHKIMOHHPOBAHHOTO H3MEHEHHS IapaMeTpOB
HaCTPOHKHU CPEACTB 3aTUTH UH(DOPMALINH;

Yb.186 Vrpoza BHeNpeHNs BPEIOHOCHOTO KOJIa Yepe3 PeKIaMy, CepBHCH I
KOHTEHT;

YBHM.187 VYrpoza HECAHKUMOHUPOBAHHOTO BO3JEHCTBHUS Ha CPEIACTBO
3aIIU Tl HHPOPMAIUH;

YBI.189 Yrposa mackupoBanus AeffCTBHI BpEIOHOCHOTO KO,

VBH.190 Vrposa BHEAPCHUS BPENOHOCHOIO KOAAa 3a CYET IIOCEIEHUS
3apaXCHHBIX CalToB B ceTH HTepHET;

YBI.191 Vrposa BHelpeHms BpeZOHOCHOIO Koma B IACTPUOYTUB
IIPOrpaMMHOr0 odecIieueHus;

VBM.192  Vrposa wucnomgs3oBauusg YS3BUMBIX BEPCHH IIPOTPaMMHOIO
obecreuenus;

YBH.193 VYrposa yreuxkn mudopMamu 3a caer TIPEMEHEHMS! BPEJOHOCHBIM
IPOTrPaAMMHEIM 00eCIIEYeHHEM aITOPUTMOB IIH(GPOBAHMUS Tpadwuka;

YBU.197 Vrpoza xuimenus ayTeHTUQHUKAIMOHHON HMHPOPMAIMH U3
BpeMEHHEIX (aiinos cookie;

YBU.198 Vrposza ckprrrHOlt PETHCTPalld BPENOHOCHOH IIpOrpaMMHOM
YHCTHBIX 3allUCEH aIMUHUCTPATOPOB;

YBI.201 VYrposa yTedxu HONB30BATENBCKUX TAHHBIX IIPH UCIIONB30BaHUHU
QYHKIME aBTOMATHYECKOrO 3aIIOIHEHHUS ayTeHTHOHUKAIMOHHOM WH(OPMAIHA B
Opay3epe;

YBM.203 Vrposa yreuks wuHObOpMAaLHM ¢ He TOTKIIOYCHHBIX K CETH
HuTepHET KOMIBIOTEPOB;

YbI1.204 Vrposa HeCaHKIMOHMPOBAHHOTO H3MEHEHHS BPENOHOCHOM
IpOTPaMMOH  3Ha4eHUMH  [apamMeTpoB NPOTPaMMUPYEMBIX  JIOTHYECKHAX
KOHTPOJLIEPOB;

YBM.205 Vrposza wuapymenus paboTEl KOMIIBIOTEpPA H OOKUpOBaHMS
AOCTYIIA K €TI0 NaHHBIM H3-32 HEKOPPEKTHOM paGoTHl yCTAHOBIEHHBIX HA HEM
CPENCTB 3aIUTHI.

4.2. Yrposamu 6€30IIaCHOCTH HePCOHANBHEIX JAHHBIX pu ux o6pabotke ¢
ucnons3osanrem CK3U sasisrores:

4.2.1. co3maHde CIIOCOGOB, [TOArOTOBKA M IIpoBeNeHUEe arak 0Oe3
HPUBJICICHUS CIIEIUATTMCTOB B 00J1aCTH paspaboTku u ananusa CK3U;

4.2.2. co3nanne crnoco6oB, TIOATOTOBKA U IIPOBEEHNE aTaK Ha PasIMYHBIX
orallax xmsHeHHoro mukiaa CK3M. K osramam sxmsmennoro mmxna CK3U
OTHOCATCA: pa3paboTka (MOOEPHHU3AIMS) YKa3aHHBIX CPEICTB, X IPOM3BOJICTBO,
XPpaHCHME, TPAHCIIOPTUPOBKA, BBOJ B KCILTyaTallMIo (IlyCKOHATAMOYHEIE paboTh),
OKCILTyaTaIus;

4.2.3. mpoBeneHHe araky, HAXOISICh BHE IPOCTPAHCTBA, B IIpeleiiax
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KOTOPOIO OCYILISCTBIIAETCSA KOHTPONb 3a NPeObIBAHNEM U ASHCTBUSMHY UL ¥ (AIN)
TPaHCHOPTHBIX ~ CPENCTB  (Halee - KOHTponupyemas 30Ha). [ panmieit
KOHTPOIMPYEeMOH 30HBI MOXET OBITB: IEPUMETP OXPaHAEMOHM TEPPUTOPHH
OpraHv3alyy, OrpaKAaollye KOHCTPYKLUHMH OXPAaHSEMOTO 3[aHUs, OXPaHsIeMoi
JaCTH 3/1aHMsl, BEIACIEHHOIO IIOMEIICHHUS

4.2.4. mposesieHye Ha dTamax paspaboTKH (MONEPHU3ALNY), IPOU3BOACTEA,
XpaHeHuns, TpaHcnoprupoBku CK3M um srame BBoma B skcmuyaranmo CK3U
(IycKoHamamouHble paboThl) CIEXYIOIIMX aTaK:

BHCCCHME HECAaHKUMOHUpOBaHHbIX u3MeHeHH#t B CK3W w (wm) B
KOMIIOHEHTBI aNIIapaTHBIX X IPOTPAMMHBIX CPEICTB, COBMECTHO C KOTOPHIMH
mratHo  dynkumonupyior CK3M, B COBOKYIHOCTH IIPEJCTABIAIOIINE CPEny
¢yuxupormposarus CK3V, koTopbie CHOCOGHBI MOBTHATH HA BHIIOTHEHHE
npenbsiBigeMbx K CK3M tpe6GoBanwii, B TOM YHCIE C WCIOMB30BAHIEM
BPCIIOHOCHBIX TIPOrPaAMM;

4.2.5. mposenenye arak Ha srane skciutyaramuu CK3U Ha:

IIepPCOHAaIbHBIC JaHHbIE;

KIFOYCBYI0, ay TEHTHQUIUPYIONTYIO 1 [aponbHyro uH(opMarmo CK3U;

IIporpaMMHbIe KomrnonenTsl CK3U;

annapatasle KoMnorenTs CK3H;

[IpOrpaMMHeIe  KOMIOHeHTH! C®M, BKIIOYas NpPOrpaMMHOe obecreueHue
BIOS;

anmaparHeie komnonenTs! CO;

JaHHBIC, IIepelaBaeMble 110 KaHajlaM CBSI3HL,

4.2.6. momy4eHWe W3 HAXOIAIIUXCH B CBOBGOIHOM JIOCTYIIE HCTOYHHUKOB
(BKIFOYas HH(OPMalMOHHO-TeNeKOMMY HUKATIOHHbIE CEeTH, JOCTYII K KOTOPhIM He
OTPaHHYCH  ONPCACTCHHBIM KPYITOM JIHI, B TOM YHCIE HH(DOPMAIHOHHO-
TCTICKOMMY HUKaIMOHHY0 ceTh «MuTepHeT») mH(opMammu 06 WC, B Kotopoit
ucnonssyercs CK3U. Ipu aTom Moxet GbITh TIOTydeHa CIenyromas nHpopMarus:
obrme ceenernust 06 YIC, B xotopoit ucnonesyercs CK3U (wazmavenue, cocTas,
OIIEPATOP, OOBEKTHI, B KOTOPBIX Pa3MEIIEHE! PeCypChl UcCy;

CBeeHUsS 00 UH()OPMAIMOHHBIX TEXHOJOIUAX, 6asax mammex, AC, IIO,
uermonbsyeMeix B MIC  coBmectHo ¢ CK3U, 3a HCKIIOYeHHEM CBEJICHHH,
COACPKAIMXCA TONBKO B KOHCTPYKTOPCKOH JOKYMEHTAIWHM Ha HHOOPMALHOHHEIE
TEXHOJIOTUH, 6a3pl mauusbx, AC, I10, ucnonssyemsie B MIC comectro ¢ CK311;

COACPKAHUE HAXONAIIEHCss B CBOOOOHOM [HOCTyNlEe MJOKYMEHTAMH Ha
allllapaTHele 1 porpaMMHbie komnoHeHTe! CK3U u CO;

obIIHe CBENEHNA O 3allMIIaeMoil HHOPMAIHH, HCIIOIB3YyEeMOH B ITpolriecce
akcruryaranuu CK3H;

CBEACHMS O KaHallaX CBsI3H, II0 KOTOPBIM Iepenarorcs 3ammiaeMmbie CK3U1
[IEpCOHANBHBIE NaHHbIE (Jajee - KAaHAN CBI3H);

4.2.". npuMeHeHHe HaXOMIIUXCS B CBOGOIHOM JTOCTYIIE MIIH HUCTIONB3YEeMBIX
3a Tpenenamu KoHrposnupyemon 3oHel AC m IIO, Bkirodas ammapaTHble H
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nporpaMMubie KoMoHeHThl CK3M u CO;
4.2.8. nomydenuie B paMKax IpeJOCTaBIEHHBIX ITOTHOMOYHH, a TaKkXe B
pesyinsrare HaOMIONeHUH cienyrolmeil UHGOPMALIHHN

CBEJICHUHA O QU3MYECKUX Mepax 3alllUThl OOBEKTOB, B KOTOPHIX PasMeIIeHb!
pecypcerl MC;

CBEJICHUH O Mepax Mo 06ecHeYeHHIO KOHTPOIMPYEMOM 30HBI OGBEKTOB, B
KOTOPBIX pasMeleHs! pecypcsl MC;

CBENEHHH O Mepax IO pa3sTpaHUYeHHIO TOCTYNA B ITOMEIIEHHUS, B KOTOPEIX
Haxonarcs CBT, na xotoprix peanusosanst CK3U 1 CO;

4.2.9. HUCTIONB30BaHHE INTATHEIX CPENCTB, OIPaHMYEHHOE MEpaMH,
peanusoBanHbME B MIC, B kotopoit ucnonssyercss CK3U, u HallpaBJICHHEIMHA Ha
IIPENOTBPAIEHHE U NPECEYCHUE HECAHKIIMOHUPOBAHHBIX JeHCTRHIIA.



