AMHUHHCTPAIUSA KOCTPOMCKOI OBJACTH

IIOCTAHOBIJIEHMHME
oT « 3 » anpeJigi 2017 roma Ne 137-a

r. Koctpoma

006 onpenenennn yrpo3 6e30nacHOCTH NEPCOHATbHBIX JAHHBIX,
aKTyaJbHbIX NPH 00paboTKe NepCcOHATbHBIX JaHHBLIX B HH(POPMAIHOHHBIX
CHCTEeMAaX NepPCOHAJIbHBIX JaHHBIX agiMuHucTpanuu KocTpomckoii o6macTu

B cooTtBeTcTBUH ¢ YacThio 5 cTaThu 19 ®enepaibHOTO 3aKOHa OT 27 HIONA
2006 roga Ne 152-03 «O mepcoHaNBHBIX AAHHBIX», C LENBIO OOECIIeYeHUs
€AMHOI0 TOAX01a K OIpeeIeHHIO YIpo3 0€30IIaCHOCTH MePCOHANBHBIX TaHHEIX,
aKTyalbHBIX IpH 0OpabOTKe MNEPCOHANBHBIX MJAHHBIX B HH(POPMAIOHHBIX
CUCTEMaX IIEPCOHAIBHBIX JAaHHBIX UCIOJHHUTENBHBIX OPraHOB I'OCYIapCTBEHHOM
Bractd KocTpomckoli o6nacTd, B3aUMOJEHCTBYIOIMX C HHGOPMAIMOHHBIMU
CHCTEMaMU NepCOHAJBHBIX JaHHBIX aMUHUCTpaIi KocTpoMckoii o6macTy,

aamuHKcTparus Koctpomckoit obmactu IIOCTAHOBJIAET:

1. Onpexgenuts yrpo3sl 06€30MaCHOCTH II€PCOHAIBHBIX  JAHHBIX,
aKkTyalbHble IIpH 00paboTKe NEepCOHANBHBIX MAAaHHBIX B HH(GOPMALMOHHBIX
CHUCTEMaX MEPCOHAIBHBIX OaHHBIX aaMmuHHcTpanuu Koctpomckoii obnacrwy,
COTJIACHO MPUJIOKEHHUIO K HACTOSAMIEMY TIOCTAHOBIIEHHIO.

2. VicionHUTENBHBIM OpraHaM TroCyAapcTBEHHOM BiacTH KoctpoMmckoit
obnactu:

1) ompenemuth yrpo3sl 0E€30MACHOCTH IEPCOHANBHBIX  JAHHBIX,
aKTyaJIbHBIE IIpH 00paboTKe MEPCOHAIBHBIX NAHHBIX B HCIOJIB3YEMBIX HMMH
MHGOPMAIMOHHBIX CUCTEMAaX NEePCOHANBHBIX JaHHBIX;

2) pYKOBOJICTBOBaThCS HACTOSIIAM ITOCTAHOBJICHHEM IIPU OIpEIeIeHUH
yrpo3 06e30MacHOCTH INEPCOHAIBHBIX MAHHBIX, aKTyalbHBIX IpH 06GpaboTke
IIEPCOHANBHBIX NAHHBIX B HCIONB3YyeMBIX MMM HHGOPMAIMOHHBIX CHCTEMAaX
IIEPCOHANBHBIX  J@HHBIX, B3aUMOJCHCTBYIOIMX € HHGOPMAIHOHHBIMHU
CHUCTEMaMM IEPCOHANIBHBIX JAHHBIX aqMuHUCTpanuu KoctpoMckoii obmacTH.

3. VYmpaBieHumro uHbOpPMAaTH3allil ¥ CBS3M  aJMHHHCTPAIUH
KocTtpomckoii 061acTi pa3MecTHTh HACTOSIIEE TOCTAHOBIICHUE

Ha o(pHUIMATEHOM caiiTe agMUHUCTpanuu KocTtpoMckoit o6nactu

B HMHGOPMALMOHHO-TEIEeKOMMYHUKAIIMOHHON cetn «MHTepHeT» B



TeyeHne 10 gHel co OHSA ero NpUHSTHA.
4. Hacrosiiee moCTaHOBIEHHE BCTyHaeT B CHIYy CO [OHS €ro
o(ULIMATIBHOTO OITyOIHKOBAHHS. |
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C. CUTHHKOB




IIpunoxeHue

K IOCTaHOBIICHHIO aAMHHUCTPALUH
Koctpomckoit obnactu
oT «_3 » anpeJs 2017 r. Ne I137-a

YI'PO3bI BE3OITACHOCTHU ITEPCOHAJIbHBIX TAHHBIX,
aKTyaJlbHBIe IIpH 00paboTKe MEePCOHATBHBIX JaHHBIX B HHPOPMAIIHOHHBIX
CHCTEeMaXx IIEPCOHAIBHBIX NaHHBIX aaMUHUCTpanuu KoctpoMckoit o6nactu

I'masa 1. O6ume nomoxeuus

1. Yrpo3sl 0e€30IaCHOCTH NEPCOHAJBHBIX MJaHHBIX, aKTyaJlbHbIE
npu o0paboTke NEepCOHAIBHBIX MAaHHBIX B WH(GOPMAaIHWOHHBIX CHCTEMax
IIepCOHAIBHBIX TaHHBIX aJIMUHHACTPALIHA KocTtpomckoit obmactu
(manee — AxtyanbHbeie yrpossl OesomacHoct MCII[IH AKO), paspaboTraHb
B COOTBETCTBMHM C 4YacTblo 5 crtarthul 19 DenepanpHOro 3akoHa OT 27 HIOJA
2006 rona Ne 152-®3 «O nmepcoHAIBHBIX TAHHBIX).

2. AxrtyanpHple yrpos3sl ©OesomacHoctn UHCIIJn AKO coxepxar
nepeyeHb aKTyaJbHBIX YIpo3 0e30IacHOCTH  IEepPCOHANBHBIX  JaHHBIX
npu ux o0paboTke B MHGOPMAIMOHHBIX CHCTEMAax IIEPCOHATBHBIX IJaHHBIX
(manee — UCIIdx) ammuaucTpanuu Koctpomckoit o6nacTy.

3. Ilpu paspabotke AkTyampHBIX yrpo3 OesomacHoctu MCII[Ja AKO
UCIIOJI30BaHbl HOPMATHUBHBIE [IPABOBEIE AKTHI:

1) ®enepanvupiii 3akoH ot 27 wmromn 2006 roma  Ne 149-03
«O6 nHbopMaIy, THPOPMALMOHHBIX TEXHOIOTUIX U O 3aluTe HHGOPMAIIHI»;

2) OepepanbHblii  3akoH ot 27 wmrong 2006 roma Ne 152-®3
«O mepCcOHANBHBIX TaHHBIXY;

3) Vxa3 Ilpesunenrta Poccuiickoit @eneparuun ot 17 mapra 2008 roxa
Ne 351 «O wMepax 1o obecnieyeHUt0o WHOOPMAIMOHHOM 0€301aCHOCTH
Poccutickoi Denepanuu IIpU HCIIONB30BaHUN UHPOPMaIMOHHO-
TEIECKOMMYHHUKAI[MOHHBIX ~ CceTell  MeXIyHapOAHOro  HH(OPMAIIHOHHOTO
oOMeHa;

4) Vxa3 Ilpesunenta Poccuiickoit ®enepanun oT 22 mas 2015 roma
Ne 260 «O HexoTopbIx Bompocax nHbopManmoHHoOH Ge3onacHoctr Poccutickoit
®enepauun»;

S) mocTaHOBIIEHHE IIpaBuTeNECTBA Poccuiickoit ®enepanuu
or 1 HosOps 2012 roma Ne 1119 «O6 ytBepxkaeHuH TpeGOBaHW K 3alIUTE
IePCOHANBHBIX MaHHBIX IpH UX 00paboTke B HMH(OPMAIMOHHBIX CHCTEMax
NePCOHABHBIX JAHHBIX);

6) npuka3z DemepanbHON CIyX OBl MO TEXHUIECKOMY H S3KCIIOPTHOMY
xkoutpomo (manee — OCTOK Poccum) or 18 despans 2013 roma Ne2l
«06 ytBepxaeHnu CocTaBa U COJEpXKAaHUS OPTraHU3AIMOHHBIX U TEXHHYECKHX
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Mep 1o obecriedeHnIo 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX MPH UX 00paboTKe
B MH(QOPMAIMOHHBIX CHUCTEMax NEPCOHANBHBIX NaHHBIX» (manee — IIpmkas
®CTIK Poccun);

7) mnpukaz @DenepanbHoil  cayx6p1  OezomacHoctH  Poccuiickoi
®epepanun (manee — POCBb Poccum) or 10 wmroms 2014 roma Ne 378
«O6 ytBepxpaenun CocTaBa W COAEP)KaHUS OPraHU3alMOHHBIX U TEXHUIECKUX
Mep 1o obecriedeHnto 0e30MacHOCTH MTEPCOHANBHBIX TaHHBIX MPH UX 00paboTKe
B MHGOPMAIIMOHHBIX CHCTEMaX IEPCOHATBHBIX MaHHBIX C HCIOJIh30BAHUEM
CpeINCTB  KpuUnTorpapuieckoid  3amuUThl  HHGOpPMAUUH, HEOOXOAMMEIX
JUIs. BBIIIOJIHEHUs ycTaHOBJIeHHBIX IIpaButensctBoM Poccuiickoli @epeparuu
TpeOOBaHMI K 3aluMTe I[ePCOHANBHBIX MAHHBIX MJIS KaXXIOro W3 YypOBHEMH
samumeHHocT» (manee — [Ipuka3z ®Ch Poccun);

8) mpukaz @®CB Poccum or 9 deBpans 2005 roma Ne 66
«O6 ytBepxaeHun l[lomoxxeHus o pa3paboTke, MPOU3BOJCTBE, peaU3aLUAU
M 9KCIUTyaTallid IMH(POBAIBHBIX (KPUNTOrpapuIecKnX) CpPeACTB 3alIMThI
undopmanyu (Ilonoxenune ITK3-2005)»;

9) Mertonuuyeckne peKOMEHIAlUd IO pa3paboTKe HOPMAaTHBHEBIX
IIPaBOBBIX aKTOB, OIPEAENAIOIMX YIpo3sl Oe30IMacHOCTH IE€PCOHAIBHEBIX
OaHHBIX,  aKTyaJgbHble  TpH  00paboTKe  MEpPCOHATBHBIX  JaHHBIX
B HH(MOPMAIMOHHBIX CHCTEMaX MNEPCOHANBHBIX MaHHBIX, IKCILUTyaTHPYEMBIX
IpU OCYINECTBICHHUN COOTBETCTBYIOIIMX BUIOB IEATEILHOCTH, YTBEPKICHHEIE
pyxoBozactBoM 8 Llertpa ®CB Poccuu ot 31 mapta 2015 roma Ne 149/7/2/6-432
(nanee — Meroauueckue pekomeHnauun ®Ch Poccun mo paszpabotke HITA);

10) Meronuka ompeneleHuss akKTyalbHBIX Yrpo3 0Oe3o0macHOCTH
IIEpCOHANBHBIX JaHHBIX IpU HX 00paboTke B HMHGOPMAIMOHHBIX CHCTEMax
[IEPCOHANBHBIX JaHHBIX, yTBepxkaeHHass DCTOK Poccuu ot 14 despans
2008 rona;

11) BazoBas Mogzenp yrpo3 ©O€30HaCHOCTH II€PCOHANBHBIX JaHHBIX
npu uX o0paborke B MH(OPMALMOHHBIX CHCTEMAaX IEPCOHAIBHBIX NAHHBIX,
yrBepxaeHHas OCTOK Poccunm ot 15 dempans 2008 roxa (manee — bazoas
MOJIENE YTPO3).

4.  VYrpo3sl 6e30IIaCHOCTH MEPCOHANBHBIX HaHHBIX, 00pabaTbiBaeMEIe
B HWCIIlax agmuauctpanmum  KocTtpomcko#t  obmacTv, NpHBeIEHHBIE
B AkTyansHbIX yrpos3ax OesomacHoctu MCII[In AKO, mommexar amanTamuu
B XOZe pa3paboTKu YacTHBIX Mopened yrpo3 0e30macHOCTH MepCOHANBHBIX
JaHHBIX.

5. YactHas Mopens yrpo3 O€30MacHOCTH II€PCOHANBHBIX ITaHHBIX
pa3pabaThIBaeTCs B COOTBETCTBHM C ba30Boif MOMENbI0 yrpo3 U C y4eToM
tpebosanuil [Ipukaza ®CTIK Poccuu u [Ipukaza ©®Cb Poccuu.

6. Ilpm pazpaboTke uyacTHBIX MoJeNed yrpo3 O€30mMacHOCTH
NEPCOHANBHBIX JAHHBIX ITPOBOJUTCS aHalIN3 CTIPYKTYPHO-(YHKIHMOHAIBHBIX
xapakTepucTuk koHkpetHoi MCII/IH 1 npuMeHseMbIX B Hel HHPOPMallMOHHBIX
TEXHOJIOTHH, a TakXke OCOOEHHOCTEeH ee (YHKLMOHHPOBAHUS, B TOM YHCIE
C WCIONB30BaHMeM OaHka MJaHHBIX Yrpo3 Oe3omacHoctd HH(pOpManuy
(www.bdu.fstec.ru).
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7. B dactHOM Mogzenu yrpo3 06e30nacHOCTH IePCOHAIBHBIX JaHHBIX
YKa3bIBAIOTCH:

1) ommcamme HCIIlH u ee  CIPYyKTypHO-QYHKIIMOHAIBHBIX
XapaKTEPUCTHK;

2) ommcanme yrpo3 0Oe30macHOCTH HH(MOPMAIMH, BKIIOYAIOIIEe
omcaHHe BO3MOXKHOCTE! HapyIIuTeneH (MOICTh HapyIIATENS );

3) ommcanue Bo3MOXHEIX ys3BuMocted MCIT/IH, crioco6oB peanuzannu
yrpo3 0e30macHOCTH WHGOpMalyu W IOCIEACTBUA OT HapyIICHHS CBOWMCTB
6e30macHOCTH HH(pOPMAIUH.

8. IlepconanbHble JaHHBIE CYOBEKTOB TIE€PCOHANBHBIX  JTAHHBIX
oOpabaTeIBalOTCSI C ILEJNBI0 OOECIeueHuss JesSTeJPHOCTH aJIMHHHUCTPAIMH
KocTtpomckoil 061acTé U MCHIONMHUTEIBHBIX OPraHOB TOCYIApCTBEHHOHN BIACTH
Koctpomckoit o6mactu (nanee — MOI'B).

9. AkxTyanbHble yrpo3bl 0e30MacHOCTH MEPCOHAIBHBIX  JaHHBIX,
obpabateiBaembie B WCIIH, comepkamuecss B AKTyalbHBIX yIrpo3ax
6esonacHocty UCIT[IH AKO, yTOYHSIOTCS U JOMOJNHSIOTCS 10 MEpE BBISIBIICHHUS
HOBBIX MCTOYHHKOB yIpo3, Pa3BUTHS CIIOCOOOB M CPEACTB pealm3aIlid Yrpo3
OezomacHOCTH  MepcoHaNbHBIX JNaHHBIXx B VCIIJIlH  agMuHHMCTpaImu
Koctpomckoit obnactu. Yka3zaHHbIe M3MeHeHHs coriacoBeiBaroTcs ¢ OCTOK
Poccun u @Cb Poccuu B ycTaHOBIIEHHOM TOPSIKE.

10. UCIT[In apmusMcTpanun KocTpoMckod 00NacTd XapaKTepH3yIOTCs
TEM, YTO B KayecTBe 0OBEKTOB MHPOPMATH3AIINN BBICTYIAIOT PaCIpe/IeIeHHbIE
UCTIs, uMeroIyre HOJKIIIOYCHUE K UH(GOpPMaLMOHHO-
TEJEKOMMYHHMKAMOHHBIM CeTAM OOILEro MOJIb30BaHUA (Zajee — CETH OOILEro
IONB30BaHKs) W (WiIM) HHGOPMAIMOHHO-TEIEKOMMYHHKAITAOHHON  CETH
«HuTepreT» (nanee — cetb «MHTEpHET).

11. HUCII[Iz MOI'B xapakTepu3yrOTCs Te€M, YTO B KadyecTBE OOBEKTOB
HH(OpMaTU3alMK BHICTYIAIOT aBTOMATH3HPOBaHHEIE paboune MecTa, UMEIOIIHE
noaxmoyenre Kk MCII[H agmunuctpauuu KocTpoMckoif o0acTd, a Takxe
HOAKIIIOYEHHUE K CETSIM OOIIero Moabp30Banus U (uin) ceTr «IHTepHeT.

12. HUCI1Oua ammunnctpanuu Koctpomckoit obmactu u UCITIa OT'B
HMEIOT Pa3sin4HyIO CTPYKTYPY, SBISIOTCS Pa3HOIUIAHOBBIMH CHCTEMAaMH.

13. Beox mepcomansHbIXx paHHbiXx B MCII/IlH  agMuHECTpaIuu
Koctpomckoit obnacty u UCII[la MOI'B, a Takxe BeIBOX AaHHBIX M3 MICIIIH
anmuaucTpanuu Koctpomckoit ob6mactu u UCIIAH HMOI'B ocymiecTBiseTcs
C HCIONb30BaHHEM OyMaXKHBIX M OJIEKTPOHHBIX HOCHTENeH HHGPOPMAIHH.
B kaudecTBe 31EKTpOHHBIX HOcUTeNleld MH(MOPMAaIMHA HCIOIb3YIOTCS YYTEHHEIE
HOCUTeNY UHGOPMAIMH, B TOM YHCJI€ H KOMIIAKT-IUCKH.

14. MudopmaunoHHbII OOMEH NEPCOHANBHBIMH MOaHHBIMH IO CETIM
obmero monb3oBaHus u (wm) cetd  «VIHTEpHET»  OCYIIECTBISETCS
C HCITOJIb30BaHUEM cepTUGHUIIUPOBAHHBIX G POBATHEHBIX
(xpunTorpaduueckux) cpeAcTs 3amuThl nHbopMmarwmu (nanee — CK3HM).

15. Texmmyeckue cpencrea MCII[lx ammunmctpanum Koctpomckoit
obmactu m WCII[la UOI'B pasmemarorcss Ha Tepputopun Poccuiickoi
®enepanyn.
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16. ba3sl pmaHHBIX HHGOpPMAalMM, C HCIOIB30BAHUEM KOTOPBIX
OCYILECTBISIOTCA cOOp, 3amuch, CHUCTEMaTHU3alls, HAaKOIUIEHWE, XpaHeHHe,
yrouHeHue (OOHOBJIEHHWE, HW3MECHEHHE), W3BICUYCHHE IePCOHANBHBIX JTaHHBIX
rpaxaaH Poccuiickol ®Penepanuu HaxonaTcs Ha Tepputopuu Poccuiickoit
Qenepauyu.

17. Kontpomupyemoit 3onoit MCIIJIn agmunuctpanuu Koctpomckoit
obmacty u UCIT/In MOI'B sBnsitoTcss aAMUHUCTPATUBHBIE 31aHUSI U OTJCIbHBIE
noMelieHns. B mpemenax KOHTpOJHUPYeMOH 30HBI HaXonsATcs paboume Mecra
MOJIb30BaTeNel, CcepBephbl CHCTEMEBI, CeTeBOe M TeleKOMMYHUKAIMOHHOE
obopynoBanue HCII[H agmuaucTpanuu Koctpomckoii obmactu u HCIIH
NOI'B. BHe KOHTpOJIMpyeMOH 30HBl HAaXOHATCS JIMHUM Tepefadd JaHHBIX
7§ TEIeKOMMYHHUKALIMOHHOE oGopynoBanue, HCITOJIB3yEeMOe TUTSI
HHGOPMAIIMOHHOTO O0MeHa 1O ceTssM OOIero mMoJb30BaHHA W (WJIM) CETH
«AHTEpHET.

18. B agMUHUCTpPATMBHBIX 3JaHUSAX OCYIIECTBISIETCS IIPOITYCKHOMH
peXHM, HEKOHTPOJIUpYeMOe npeObIBaHKe ITIOCTOPOHHHUX JIUIY
1 HEKOHTPOJUpyeMoe nepeMelieHre (BEIHOC 3a IIpeIelIbl 3/JaHKHs ) KOMITBIOTEPOB
U OpITEXHUKHU 3ampelieHo. llomemieHus o0O6GOpyHOBaHBI 3aITHPAIOIIAMUCS
IBEPSIMHU.

19. 3ammra mnepconansHbIX JAaHHeX B HMCII[IH agMuHBCTpanuw
Koctpomckoit ob6mactu u HMCITJJH MOI'B u cersax oOmiero mojas30BaHuUd,
HOJKIIIOYaeMbIX K ceTH «MHTepHeT», obecrnednBaercsi CpejCTBAMH 3aIUTHI
uHpopmarmu (naiee — C3U):

1) cpenctBaMM  aHTUBHPYCHOM  3aIlUTHL, CEePTUGHUIMPOBAHHBIMMU
OCTOK Poccun, He HIXKE 4 KlTacca;

2) MexceTeBBIMH 3KpaHamu, ceptuduiupoanasiMu @CTIOK Poccun,
He HIXe 3 KJiacca,

3) CK3H, ¢opmupyromumMu BHpTyadsHble dYacTHble ceTd (VPN),
cepruduimpoanHeiMu OCh Poccun no xnaccy KC1 u Bhine;

4) cpencTBoM rocyAapCTBEeHHOU CHUCTEMBI oOHapy XeHus,
OpEeNynpeXxXIeHUss W JUKBUAAIMH T[OCIEACTBHH KOMIIBIOTEPHBIX — aTak
Ha nH(popManunoHHbIe pecypchl Poccuiickoit denepanmm.

I'nmaBa 2. Yrpo3sl 6e30macHOCTH HHGOOPMAIIHOHHBIX CUCTEM
NePCOHANBHBIX JaHHBIX

20. YuuteiBasi ocobeHHOCTH 00pa0OTKH IEPCOHAIBHBIX  JaHHBIX
B aaMuHuctpauuu KocTtpomckodl obnactv, a Takxke KaTeropuro U OO0BeM
obpabareiBaeMbix B MCIIJIH agmumucrpanum Koctpomckoit  obiactu
IEPCOHANBHBIX JIaHHBIX, OCHOBHBIMH XapaKTepUCTUKaMHU O€30IacHOCTH
ABISIOTCA KOHQUIEHIIMAIBHOCTD, LIEIOCTHOCTE U JJOCTYIIHOCTb.

KonduneHuumansHocTh — 00s3aTe€NbHOE AN COOMIOAECHUS ONEpaTopoM
WY UHBIM TOJTYYHBIIMM JOCTYT K TIEpCOHANBHBIM JaHHBIM JIMLIOM TpeOOBaHHE
He JOIYCKaTh MX pacrpocTpaHeHus Oe3 cornacusi cyOBEKTa MEPCOHATBHBIX
JAHHBIX WK HAJTUYUsS HHOTO 3aKOHHOT'O OCHOBaHUS.



IlenocTHOCTB - COCTOSIHUE 3alMIIEHHOCTH “HOpMaIuy,
xapaktepuzyemoe crnocobHocteio UCII[In ammunauctpamuu Koctpomckoit
obnacTu obecrneunBaTh COXPAaHHOCTh U HEU3MEHHOCTH MEPCOHANBHBIX JAaHHBIX
IpY MOIBITKAX HECAHKIWOHUPOBAHHBIX BO3ACHCTBUH Ha HUX B IpoLecce
00paboTKH HITH XpaHEHHSI.

JIOCTYmHOCTE — COCTOSIHME IIE€PCOHANBHBIX JAHHBIX, IMPH KOTOPOM
CyOBeKTBI, HMEIOIIMe TNpaBO  JOCTyla, MOIYT  peaju30oBaTh  €ro
OecnpensaTCTBEHHO.

21. Mox yrpozamu 6e30MaCHOCTH IMEPCOHANBHBIX NAHHBIX MMOHHUMAeTCs
COBOKYITHOCTb YCIOBHH W ()aKTOpOB, CO3JAIOIIMX aKTyaJbHYK) OIIaCHOCTH
HECaHKI[MOHHPOBAHHOTO, B TOM YHCJIe CIy4aifHOro, MOCTyIa K MepPCOHATbHBIM
na"HBIM IIpH ux o6pabotke B MICIT/In anmunauncTpamuu KoctpoMckoii obnacty,
pe3yJIbTaTOM KOTOPOro MOTYT CTaTh YHHUTOXeHHe, H3MeHeHHe, OJIOKUpOBaHUE,
KOIMPOBaHHE, IPEAOCTaBIeHHEe, pPACIpPOCTPaHCHWE IEPCOHANBHBIX NAHHBIX,
a TaK)Ke WHBIe HellpaBOMEpPHEIE NeHCTBHUS.

22. Ina UCIT[Jn anmmunucTpanuu KocTpoMckoil o61acTd akTyalbHBI
yTpo3bl 6€30IacHOCTH IEePCOHANBHBIX JAaHHBIX TPETHErO THIIA, HE CBSA3aHHEIE
C HaJlH4heM HeJIOKyMEHTHPOBAHHBIX (HEIEKIApUPOBAHHBIX) BO3MOKHOCTEH
(manee — HJIB) B cuCTeMHOM M IPUKIAJHOM IIPOrPaMMHOM OOecIedeHn
(manee — IIO), ucmonssyemom B HWCII/IH ammunmctpanuu KocTpomckoii
obmnactu.

23. UCI1Ar apmunuctpaumn KocTpomckoit ob6mactH 0OpabaThIBarOT
IIEpPCOHAJIbHBIE JaHHBIE COTPYIHUKOB aaMmuHHcTpanuu KocTpomckoii obiacTu
¥ (MH) UHbIe KaTeropuy IMepcoOHANBHBIX NaHHBEIX MeHee deMm 100 000 cyOnekToB
IICpCOHANBHBIX JaHHBIX, HE SBISIOMUXCA COTPYIHUKAMH aIMHHHCTPALHH
Koctpomckoit obnactu.

24. Ucxons u3 coctaBa o00pabaThIBAEMBIX IEPCOHANBHBIX JAHHEBIX
U TUIA aKTyaJIbHBIX YI'PO3 ONpeAeNsercs, YTo s obecredeHns 0e30IacHOCTH
nepcoHanbHbIX AaHHBIX B VICIT[IH agmunmcrpammm KocTtpomckoit obiacTu
HeoOX0auMo obecriedyeHHe YeTBEPTOro YPOBHS 3aIlMINEHHOCTH NMEPCOHATBHBIX
naHHEBIX (Y3 4).

25. OcunoBro#t nenpro npumeHenuss CK3U B MCII[{H agMuHHCTpaIvy
KocrpoMmckoli 06macTy sBIsieTcs 3allidTa IepCOHANbHBIX NaHHBIX, B TOM YHCIIE
Ipu HHGOPMaUUOHHOM OOMEHE IO ceTAM OOIIEero IMoJIb30BaHHS U (W) CETH
«HTEpHET.

26. OOBEKTaMU 3aILUTHI SIBISIOTCS

1) mepcoHanbHEIE JaHHBIE;

2) CK3y;

3) cpena ¢yaxumnonupoBanus CK3U (nanee — CD);

4) wundopmanus, OTHOCSINAsACS K Kpumrorpaduyeckoi  3ammure
MePCOHAJIBHBIX JAHHBIX, BKJTIOYASI KITFOYEBYIO, MTapOJIbHYIO
¥ ayTeHTU(GHUIUpYromyo uapopMaiuo CK3U;

5) HokyMmeHTHI, HAeina, XypHaJbl, KapTOTEKH, W3JaHWs, TEXHUYECKUe
IOKYMEHTHI, paboume Marepuanbl, B KOTOPBIX OTpaXkeHa 3alluIaeMas
nHpopmanus, otHocsamasics k MCI1Ju agmunnctpanmu Koctpomckoit obmactu
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U UX KpunTorpaguueckod 3ammre, BKIouYas JgokyMmenranuro Ha CK3U
U TEXHUYECKHE U MPOrpaMMHbIEe KOMIIOHEHTHI CD;

6) Hocutenu 3ammmaemMod wHbopmauuu, ucrnoinsdyemele B MCIIIH
anMuHKcTpanu  KocTtpoMcko# obnacTé B mpouecce KpunTorpadudecKoit
3allMTBl  NEPCOHANBHBIX  JAHHBIX, HOCHUTEIHM KIIFOYEBOM, IApOJIbHOMN
U ayTeHTHOHIMpYyrowei napopmann CK3M 1 mopsAmIoK JOCTYIIA K HUM;

7) ncnome3yemble HCII[ln agmuamctpanma Koctpomckoit o6nactu
KaHabl (JMHUM) CBS3M, BKIIIOYAs KaOeNbHEIE CHCTEMBI;

§) TIoOMelleHUs, B KOTOpPHIX Haxomarcs pecypcsl  VCII/IH
aAMUHUCTPALUU Koctpomckoit obiacTH, UMEIOIIHE OTHOIIIEHHE
K KpUITOrpaduyuecKoif 3aluTe nepCoOHaNbHBIX JaHHEIX.

27. OcHOBHBIMH BHJaMU Yrpo3 G6e30MacHOCTH JUIf IEPCOHABHEBIX
nanseix B UCII/IH apmuancTpanmu KoctpoMckoii o6nacTu SABISIOTCS

1) yrpossl yreuxu nHGOpPMAITUH 110 TEXHUYECKMM KaHAIaM:

YTPO3BI yTEYKH aKyCTHYECKOH (pedeBoii) nHpopMaIliu,

YIpO3Bl YyT€UKU BUJOBOM WHGMOPMAIUH;

yTpO3bI YTE€UKHU uHbOpMaITIu o KaHaJlaM no00YHOTO
3JIEKTPOMArHUTHOT'O U3TYUYeHUS U HAaBOIKU,

2) yrpo3sl HECaHKIHMOHHPOBaHHOTO moctynma (mamee — HCII)
K UHpOpMaIuu:

YIpO3bl  YHHYTOXEHHs, XHIIeHWsd anmnapatHelx cpenacts  HCITH
HocHTeNer nHbopMalun myTeM puzndeckoro goctyna K anemenram UCTIH:

Kpaka NEPCOHANBHOM 3JIEKTPOHHO-BBIYUCIUTEIFHON MAIMHEL (Jajiee —
II9BM);

KpaXka HocHTeNel nHhopMaIuy,

Kpaxka KJIro4eil oCTyIa,

Kpaxka, MOAM(HUKALNS, YHHUTOXKEHHE HH(OOPMALIKH;

BBIBOJ U3 CTpos y310B [I9BM, xaHaa0B cBsI3H;

HeCaHKIIMOHUpOBaHHOe oTKoueHue C3U;

YTPO3EI XUIIeHUS, HECaHKIIMOHUPOBAaHHOH MoauduKaIu
win GnokupoBanus MHGopManmu 3a cuer HCJI ¢ mpuMeHeHHeM NMporpaMMHO-
almapaTHBIX H TNPOrPaMMHBIX CPEACTB (B TOM dYHCIE IPOTPaMMHO-
MaTeMaTHYECKUX BO3ICICTBUIA):

JENCTBUA BPEJOHOCHBIX IPOrpaMM (BHPYCOB);

ycranoBka IIO, He CBA3aHHOTO C UCIIONHEHHEM  CIIY>Ke€OHBIX
00s13aHHOCTEN;

yIPO3bI HepeaHaMepPEeHHBIX NEeUCTBUI MOJIb30BaTeNneH
U HapyuieHu# G6e3onacHocty QyHKinonnpoBanus MCIT/[H u cucTeMBI 3alIUThI
MEePCOHAIBHBIX JaHHBIX B €€ cocTaBe u3-3a cboeB B [10, a Takxke OT yrpos
HEAHTPOIIOreHHOTro (cO0eB anmapatypsl W3-3a HEHAIEKHOCTH 3JIEMEHTOB, c0OeB
3IEKTPONMTAHUSA) M CTUXHUMHOTO XapakTepa (yoapoB MOJHUM, II0XapoB,
HaBOJHEHHH):

yTpaTa KIrouel U aTpuOyTOB HOCTYIIA;

HenpenHaMepeHHas  Moauukanus — (YHUYTOXKEHHE)  HMHGOPMAIUH
COTPYIHUKAMU;
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HelpeiHaMepeHHoe oTkmodenne C3H;

BBIXOJI U3 CTPOS anmapaTHO-IIPOrPaMMHBIX CPEICTB,;

c6O# CHCTEMBI AIEKTPOCHAOKEHHUS;

CTUXHIHOE OeJICTBHE;

yrpo3sl IpeJHaMepeHHbIX AeHCTBUN BHYTPEHHUX HapyIIUTENIeH:

JocTyn K uHGopManuy, MoIu(pUKaLWs, YHUYTOXKEHHE JHUIaMH,
He OIIyIIeHHEIX K ee 00paboTKe;

pasrialieHue uHbOpMalH, MoubuKaIys, YHUYTOXEHHE
COTpYIHUKAMHU, TOMYILIEHHBIMU K ee 00paboTke;

yrpo3sl HCJ/I o xaHanam CBsI3U:

yrpo3a «AHaIU3 CeTeBOro Tpadukay ¢ IepexBaTOM IMepeaaBacMoOi H3
NCTI/la u npuHUMaeMO# U3 BHEIIHUX ceTeil mHPOopMaIuu:

IepexBaT 3a IMepeaeaMu ¢ KOHTPOJIHPYeMOU 30HEL;

nepexsarT B IIpeienaxX KOHTPOIUPYEMO# 30HbI BHEIITHUMH HapYIUTEISIMHE,

nepexBaT B Ipenenax  KOHTPOIUPYEeMOH 30HBI  BHYTPEHHUMH
HapyHIUTEIsIMY,

yIpo3bl CKaHUPOBaHHUs, HallpaBlI€HHbIC HA BBIABICHUE TUIA WU THUIIOB
UCIONB3yEeMBIX ONEPAalMOHHBIX CHUCTEM, CETEBBIX aapecoB pabouMx CTaHIIMM
NCI1/lH, TOMONIOTHH CETH, OTKPBITEIX OPTOB M CITYXO0, OTKPHITHIX COeTUHEHHI
¥ 1Ip.;

yIpo35lI BEISBICHUS MapONei Mo CeTH;

yIpO3bI HaBA3BIBAHUE JI0OXKHOTO MapIIpyTa CeTH;

yTpO3BI HOAMEHBI JOBEPEHHOT0 00BEKTa B CETH;

yrpo3bl  BHeApeHHs  JoxHoro  obvekta kak B MCIIJIH,
TaK ¥ BO BHEIIHUX CETIX;

yrpo3sl Tuna «OTka3 B 00CIyKUBaHUNY,;

yIpo3bl YIAJIEHHOT'0 3aITycKa NPUIIOKEeHUI;

yTPO3BI BHEJPEHUS IO CETH BPEJOHOCHBIX IPOTPaMM.

28. OcHOBHEIE IleJieHallpaBlieHHble JEeWCTBUS C  KCIOJNB30BAaHHEM
anmapaTHeIX M (WIM) IPOrPaMMHBIX CPEACTB C IeJbl0  HapyIIeHUS
OesonacHoctn 3amumaemeix CK3W mepconambHbIXx maHuelx B MCIT/IH
agMuHUCTpauuu KocTpomckoll o6nacTv WM cO34aHUSl YCJIOBHE IIA 3TOTO
(manee — araka), Ipu CO3TaHUHU CIIOCOOOB, TOJTOTOBKE M IIPOBEACHUN KOTOPBIX
HCITOJIB3YIOTCS BO3MOXKHOCTH U3 YHCHA CIEAYIOMIHX

1) cozmanume  cmoco6oB, MOArOTOBKA W MpPOBEIJEHHWE  aTak
0e3 nmpuBJeYeHUs CIIEUATUCTOB B 00nacTh pa3paboTku U aHann3a CK3H;

2) cozpaHue cIocoOOB, MOATOTOBKA W NPOBEJCHUE aTaK Ha Pa3IHYHBIX
sranax xu3HeHHoro nukia CK3U;

3) mpoBeneHHE aTakh, HAXOISCh BHE KOHTPOJIHPYEMOU 30HBI;

4) mpoBeieHHe Ha dTanax pa3paboTku (MOAEpPHU3AIMH), TIPOU3BOJICTBRA,
xpaHeHus, TpaHcnoptupoBku CK3U m stame BBoma B skcmryaraumo CK3U
(myckoHanagao4HbIe paboTHl) CIeAYIONINX aTaK:

BHECEeHHE HeCaHKIMOHUpoBaHHEIX H3MeHeHnii B CK3U wu (wim)
B C®, KoTOpHIE CITIOCOOHBI MOBIMATH Ha BBINOJIHEHHE npeabapnseMbix k CK3U
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TpeOOBaHMH, B TOM 4YHCJI€ C HCIIOIb30BaHUEM BpPEIOHOCHBEIX IIPOrPaMM
(BupycoB);

BHECEHHE HECAaHKUUOHUPOBAHHBIX M3MEHEHHH B  OKYMEHTALMIO
Ha CK3U u xomnonentsl CO;

5) npoBeneHue atax Ha dTamne 3kcruryaranuy CK3U na:

[IEpCOHAJIbHBIE TAaHHEIE,;

KIIFOYEBYIO, 8y TCHTU(QULIHUPYIOLIYIO ¥ TapoibHyro uHpopmaimio CK3U;

nporpamMmusle komnoHeHTsl CK3U;

anmnapartHele komnoHeHTs! CK3H;

nporpammusle komnoneHTsl C®, Bkirtouas [10 BIOS;

annapartHble KOMIOHEHTH CD;

JIlaHHBlE, NIepeaBaeMble 110 KaHalaM CBI3H;

MHBIE  OOBEKTHI, KOTOpPHIE YCTAaHOBICHBI IpPH  (OPMUPOBAHHH
COBOKYIIHOCTH  INPEIJIOKEHHH O  BO3MOXHOCTSAX, KOTOPEIE  MOIYT
UCIIONIb30BaTECs TP CO3JaHUU CIOCOOOB, TOATOTOBKE M IIPOBEIEHHH aTaK
C YYETOM IPHMEHAEMBIX B HH(MOPMAIMOHHON CcHcTeMe HHGOPMAIMOHHEIX
TEXHOJIOI'MM, anrapaTHeIX cpeacts (nanee — AC) u I10;

6) nomydYeHWe W3 HaxXOIJNMXCA B CBOOOAHOM MIOCTYIlE HCTOYHHKOB
(BKIIOYas CeTH OOLIEero moib3oBanus U (Mmm) ceth «MHTepHET») HHPOPMALHIH
06 UCI1H, B xoTopoii ucnoms3yercst CK3U. Tlpu 3ToM MoxeT GBITH MonydeHa
clenyromas uHGopMaIus:

obmme cBemenus o6 MCIIJIH, B xotopoii mcmomssyercs CK3U
(HasHayeHHWe, COCTaB, OIEPaTOp, OOBEKTE, B KOTOPHIX PasMENIEHBI PECYPCHI
UCTIIn);

cBeZleHUs 00 MHGOPMaLMOHHBIX TEXHONOTHAX, 6asax maHHbIX, AC, I1O,
ucnons3dyemsix B MICII[In coBmectHo ¢ CK3U, 3a mckiroueHueM CBeICHH,
coepxalmxcs TOJIBKO B KOHCTPYKTOPCKOH JOKyMEHTAaITu|
Ha MH(GOpPMAIMOHHBIE TexHojoruu, 6aspl jaaHHbIX, AC, I1O, ucmomb3yeMble
B ICIIu coBmectHO ¢ CK3U;

CoZEepKaHNe KOHCTPYKTOpcKoi nqokymenTanuu Ha CK3H;

COACP)KaHWE HaXOoIsIleiics B CBOOOJHOM JOCTyNEe JHOKYMEHTAaLMH
Ha amnmapaTHbIe U IIporpaMMHble KoMnoHeHTEl CK3U u CO;

obimme cBeleHHA O 3alMINacMoi HHGOPMAUWH, HCHOIb3yeMOi
B IIponecce 3kcrutyaranuu CK3U;

CBEICHMS O KaHalax CBfA3HM, 10 KOTOPHIM IepedaroTCs 3alliIlacMbIe
CK3MU nepcoransHble faHHEIe (aliee — KaHal CBA3H);

BCE BO3MOXHbIE [aHHBlE, IIepelaBaeMble B  OTKPHITOM  BHJE
II0 KaHajaM CBs3W, He 3ammmieHHeIM oT HCJ k  uHdopmanuu
OpraHU3allMOHHBIMYU U TEXHUYECKUMHU MEPAMHM;

CBelleHHss 000  BCeX  TPOSBIAIOMIUXCS B  KaHalax  CBS3H,
He 3amuieHHsX oT HCJI x uHbopManmy opraHu3aldOHHBIMY U TEXHUYECKUMHU
MepaMH, HapymeHusx npasui skcmryatanun CK3U1 u CO;

CBeleHHs 000  BceX  MNpOSBIAIOIMXCS B KaHalax  CBS3H,
He 3amuineHHsX oT HCJ x nHpopMaluy opraHu3alldOHHBIMHA M TEXHUYECKUMU
MepaMH, HEUCIIPaBHOCTIX U c6osx arnmapaTHeix koMmmoneHToB CK3U u CD;
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CBEJIEHWs, MOJIy4YaeMble B pe3yjsTaTe aHajih3a JIOOBIX CHIHAJIOB
oT annaparHelX KoMroHeHToB CK3U u CO;

7) npUMeHeHHE:

HaxXOAAIIMXCA B CBOOOJZHOM  JOCTyIle  HWIH  HCIIOJIB3YEMBIX
3a mpenenamu KoHTpoimupyemod 30HEl AC wm IIO, Brmowas ammaparHbie
1 mporpaMMuslie komnoHeHTsl CK3U u CO;

crnenuanbHo paspadoranHbx AC u I1O;

8) HCIONB30BaHUE Ha dTaIe HKCIUTyaTallud B Ka4eCTBE Cpelbl IEPEHOCa
oT cybmexkta Kk 00BeKkTy (OT OO0BEKTa K CYOBEKTY) araku [IeHCTBUM,
OCYHIECTBIISIEMBIX IIPYU NIOATOTOBKE U (MJIM) IPOBEIEHHH aTaKu:

KaHamoB  CBsA3M, He 3anmmeHHelx or HCJ x  wabopmanun
OpraHU3allMOHHBIMH U TEXHUYECKUMU MEPaMH;

KaHaJIOB pacnpocTpaHeHHs CUTHAJIOB, COIPOBOXKIAFOIIIMX
dynkumonupoBanue CK3U u CO;

9) nmnpoBeneHme Ha 3Tame OKCIUTyaTallud arTakd M3 ceTedl obmiero
mons3oBanusd u (mnm) cetw «MHTepHeT», ecnmu HMCII[IH, B KOTOPHIX
ucnonb3ytorcs CK3M, uMeroT BRIXOJ B 3TH CETH,

10) wmcmons3oBaHme Ha JTare 3KCILTyaTaluu HaXOIAIINXCSA
3a npexpenamu KoHTpoaupyemon 3086l AC u I1O u3 cocrasa cpencts UCII/IH,
NpUMeHsAeMbIX Ha MecTax skciyaranun CK3U (nanee — mraTtHbIe cpencTsa);

11) mpoBeneHue aTakul IpH HaXOXAEHHH B MpeleiaX KOHTPOIHPYEMO
30HBI;

12) nposenenue arax Ha sTame akcmuryaranmd CK3U ma cnenyromue
OOBEeKTEI:

noxkymeHntauuio Ha CK3U u komnonenTs CD;

IIOMEIIEHHs, B KOTOPBIX HAxXOAMTCS COBOKYIIHOCTH IPOrPaAMMHBIX
H TEXHHYECKUX OJEMEHTOB CHCTeM oOoOpabOTKH [aHHEBIX, CIOCOOHBIX
(GYHKIMOHMPOBAaTE CaMOCTOSTENIBHO WM B COCTaBe JPYTHMX CHCTEM
(manee — CBT), Ha xoTopsix peanuzoansl CK3U u CD;

13) mnomydyeHwe B paMKax MNpPeNOCTAaBIEHHLIX ITOJHOMOYHMII, a TakoKe
B pe3yJibTaTe HablrofeHui cnemyromeii nadopMaruu:

CBEIEHMH O (U3NYECKHX Mepax 3alluThl OOBEKTOB, B KOTOPBIX
pasMenensl pecypcbl UCITH;

CBEJIEHUH 0 Mepax II0 00ecleueHHI0 KOHTPOIHUPYEMOii 30HEI 0OBEKTOB, B
KOTOPBIX pa3meiensl pecypcsl MCIT/IH;

CBEIEHMH O Mepax II0 pa3TpaHUYEHHIO [OCTYIla B IIOMEIIEHHS,
B KoTOpbIX Haxonaatcs CBT, Ha koTopeix peannzoBansl CK3U u CD;

14) wucrnonb3oBaHHE INTATHBIX CPEACTB, OrPAaHHYEHHOE MEpaMH,
peanuzoBagueiMu B MCIIJlH, B  xotopoii  mcmomb3yercs CK3H,
Y HalpaBJIEeHHLIMH Ha IIPEJOTBpAIlleHHe U NpecedeHre HeCAHKIIMOHUPOBAHHBIX
JEeHCTBUM,

15) ¢usuueckuit noctym k CBT, Ha koTophix peanuzosausl CK3U u CD;

16) BO3MOXHOCTH pacHoNaraTh amnapaTHeIME KomroHeHTamu CK3U
u CO, orpannyeHHas wmepamu, peanm3oBaHHbIMH B HCIIIH, B KoTopoi
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ucnonssyercs CK3H, u HampaBileHHBIMH Ha NMpPeNOTBpAIleHHE M IIpecedyeHHe
HCL;

17) cosmaHme  cmoco®OB, TONrOTOBKA W  IPOBEJEHHME  aTak
C  MNpUBIEYEHHEM  COENMAIUCTOB B  O0JNIaCTM  aHauW3a  CHUCHANOB,
conposoxaaromux ¢ynkuuonupoBanne CK3M uw CO, um B obmactu
HCIIONIB30BaHus i peanusauuy arak H/IB npukiagnoro I10;

18) mposenenue naboparopHbix ucciaemoBanuii CK3U, ucmons3yeMsix
BHE KOHTPOIHPYEMOM 30HBI, OIpaHHYEHHOE MepaMH, pealn30BaHHBIMU
B HCIIIH, B «xotopoit wucmomesyercs CK3W, wu HanpaBIeHHBIMU
Ha npenoTBpaiuenue u npeceuenre HCJI;

19) mposemenue paboT IO CO3MAHUIO CIIOCOGOB M CPEACTB  aTak
B HAy4YHO-HCCIENOBATENIbCKUX LEHTPax, CICHHATH3UPYIOMUXCI B 00IacTu
paspaborku U aHanu3a CK3U u CO, B ToM 4mcIIe ¢ HCIONB30BaHHEM HCXOIHBIX
TeKCTOB  Bxogsmero B CO mpuknmagHoro [IO, HemocpencTBEeHHO
HCII0JIB3YIOIIErO BRI30BBI MporpaMMHBIX pyHkuit CK3H;

20) cosmamme  cmoco0OB,  [OATOTOBKA W IPOBEJEHHE  aTak
C NPUBIEYEHUEM CIIELUHATMCTOB B OONACTH HCIIONB30BAHUA IS DPealn3aliy
atak HJIB cucremnoro I10;

21) BO3MOXKHOCTH  pACIONaraTtb  CBENEHUAMH,  COJAEPXKAIIAMIUCS
B KOHCTPYKTOPCKOW JOKYMEHTallMH Ha alapaTtHele M I[POrpaMMHEIE
KoMmIioHeHTHI CD;

22) BO3MOXHOCTh pacIoONiaraTh BCEMH AallllapaTHBIMM KOMIIOHEHTAMH
CK3U u CD.

29. Vrposel, 1nepeuyncleHHBIE B IyHKTe 28 AKTYalbHEIX yIpo3
6esonacHoctn MICI1/IH AKO, xoTopsie MOryT OBITH HEHTPATHN30BAHBL TONBKO C
nomompio CK3H, yunTeiBaroTcs npH paspaboTKe YacTHBIX MOJENeH yrpo3
0€e30MaCHOCTH IIEPCOHANBHBIX JIAHHBIX B COOTBETCTBHH C PasfgeioM 3
Meroanyecknx pexomernanuii ®Chb Poccun mo paspaborke HITA.

.

I'maBa 3. AxtyanbHble yrpo3sl 6e3onacHocta VICITIa AKO

30. AktyansHbiME yrposamu Oeszomacuoctd MCIIJIH AKO sBistoTes
yrpo3sl HCJ[ x nepcoHaIbHbBIM JaHHbIM:

1) nmeHcTBUS BpeIOHOCHBIX IPOTPaMM (BUPYCOB);

2) yTparta Kmodeit u aTpuOyTOB HOCTYIIa;

3) mnepexsar mepemaBaemoil w3 VICIIJ[4 ¥ NpuHMMaeMOd M3 BHEIIHHX
ceTeil MHpOpMAaINH 3a ITepeesiaMu KOHTPOIUPYEMOM 30HEI;

4) HC]I uepes cets «HTEpHETY);

5) HC]I 9epe3 nOKaJIbHYIO BEIMHUCIUTENBHYIO CETh OPraHM3alUY;

6) yrteuka aTpuOyTOB JOCTYIIA;

7) yrpo3sl CKaHHUpPOBaHWS, HaIpaBJI€HHBIE HAa BBLIBICHHE THUIA
WJIA THIIOB HCIOJB3YEMBIX OIEPALIMOHHBIX CHUCTEM, CETEeBBIX apecoB pabodmx
cranuuit MICII/IH, TOIOJIOTMM CEeTH, OTKPHITBIX TOPTOB M CIYXO, OTKPBITHIX
COEVMHEHUH U JIp.;

8) Yrpo3bI BBISBIEHHUS MAPOJIEH O CETH;



11

9) yrpossl moaMeHBI JOBEPEHHOTO 00BEKTA B CETH;

10) yrpo3sl  BHenmpeHuss JoxHOro obbekta kKak B MCII/H,
TaK U BO BHEIITHUX CETSX; '

11) yrposs! tuna «OTKa3 B 00CITyKUBAHUL;

12) yrpossl yaaleHHOTO 3aITycKa MPUIOKEHHIL;

13) yrpo3ssl BHeApeHus O CeTH BPEIOHOCHBIX IPOTPaMM.,

31. AktyansHeiMu yrpo3amu OeszomacHoctn HMCIT/Ja AKO co CK3HU
SIBJIAFOTCS aTaKy, [IPYA CO3AaHUU CIIOCOOO0B, MOATOTOBKE ¥ MPOBEACHUU KOTOPHIX
HCIONB3YIOTCS BO3MOXXHOCTH M3 YHCIIA CIIENYIONINX

1) cosgaHue  cmoco0oOB, TIOATOTOBKA W IPOBENEHHE  aTak
0e3 npuBJeYeHUs CIELUATUCTOB B 06macTh pa3paboTku u ananuza CK3U;

2) co3gaHue crnoco0oB, MOATOTOBKA U MPOBEAEHHE aTaK HA Pa3sIUYHBIX
aTanax xu3HeHHoro nukina CK3H;

3) mnpoBefeHHe aTaKW, HAXOASCH BHE KOHTPOIHUPYEMOM 30HE;

4) 1npoBeleHHe Ha dTanax pa3paboTku (MOIAEPHHU3AIINH ), IPOU3BOJICTBA,
xpaHeHus1, tpaHcnoptupoBkd CK3W u srame BBoma B skcinryaramuio CK3U
(myckoHanmago4yHble pabOTHI) aTakd IO BHECEHHIO HECAHKIIMOHUPOBAHHBIX
m3MeHeHudd B CK3M u (wmu) B C®, xoropble CHOCOOHBI ITOBJIMSITH
Ha BelmojgHeHWe npenpsaBasieMbix Kk CK3U TpeGoBammii, B TOM dYHCIE
C MCIIOJIb30BaHUEM BPEJOHOCHBIX IPOrpaMM (BHPYCOB);

5) npoBeneHue arak Ha dTane 3kcruryaranun CK3U Ha:

IIEpCOHATIFHBIE JIaHHEIE,

KIIOUEBYI0, ay TCHTU(HLMPYIOLIYIO U apoibHyio nHpopMamnmo CK3H;

nporpammMuslie komnoHeHTh CK3U;

annapatubele komnoneHTsl CK3U,

nporpammusle komnoHeHnTsl C®, Bkimogas [10 BIOS;

anrnapaTHble KOMNOHEeHTEl CO;

JlaHHBIe, IepegaBaeMble TI0 KaHalaM CBSI3H;

6) TDoIy4YeHHE W3 HAXOMSAIIUXCS B CBOOOJHOM IOCTYIIE HMCTOYHHKOB
(Bxiroyas ceTu obmiero nonas3oBaHus U (win) ceTh «MHTepHET») HHDOpMaLUK
06 UCI1H, B xoTopoit ucnonszyercss CK3U. IIpu sToM Moxet GBITH mOIyYeHa
clenyromas uHopMaIus:

obmue cBenenus o6 UCIIJs, B koTtopoit wucnoms3dyercs CK3U
(Ha3Ha4yeHHe, COCTaB, OIEPAaTOp, OOBEKTHI, B KOTOPBIX pPa3MeIeHbl PeCypCh
UCI1In);

cBeZieHUs1 00 MHPOPMALMOHHBIX TEXHOJNOTHIX, O0a3ax manubix, AC, T10,
ucnonb3dyeMblx B MCIIHu coBmectHo ¢ CK3H, 3a HCKIIOYEHHEM CBEJCHMIA,
colepxalmxcs TOJIBKO B KOHCTPYKTOPCKOH JOKYMEHTaIlu{
Ha HMH(QOpMalMOHHBIE TexHojoruw, 0a3el nmaHHbX, AC, 1O, ucmonb3yemebie
B UCI1JIu coBmecTHo ¢ CK3U,

COJlep)KaHUWEe HaxoJdIeiics B CBOOOJHOM JOCTyNe JAOKYMEHTAIUH
Ha arnapatHble U mporpaMMHsbie koMmoHeHTH CK3U u CO;

obmue CBeleHMs O 3alluniaeModl HUH(QOpMAIMM, HCIONB3yeMO
B nporecce skcmryaranun CK3U;

CBEICHHS O KaHaJIaX CBS3M;
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7) TpUMEHEHHE HaXOISAITIXCS B CcBOOOTHOM IOCTyIIE
WIN UCHONBb3yEMBIX 3a npenenaMu KoHTponupyemor 3061 AC u I10, Biroyas
anmnapatHelie U mporpamMusie kKoMroHeHTh CK3U u CD;

8) mpumeHeHre cnenuanbHO pa3paboTanHbx AC u I10;

9) nmpoBemenue Ha J3Tane SKCIUTyaTalldd aTakd W3 CeTel o0Imiero
nons3oBanus u (wm) cetu «UaTepHer», ecnmm MCII/[H, B KOTOpBIX
ucnons3yrotcss CK3M, IMeroT BEIXOM B 3TH CETH;

10) ucnons3oBaHME  HAa  3Tame  JKCIUIyaTalluM  HaXOIIHMIUXCS
3a npegenamu koHTponupyemoit 30HbI AC u I10 u3 cocTaBa IITATHRIX CPEACTB.




