MHUHHUCTEPCTBO HUPPOBOI'O PAZBUTHUA
KAMYATCKOTI'O KPAA

ITPUKA3

10.07.2026  Ne 6-H
r. [lerponaBnopck-KamuaTckuit

006 yrBep:xkaennu IoJMTUKY 110 OPraHN3alMM U IPOBEACHUI0 padoT
1o obdecnevennro dezonacHocTu nHpopmauumn npu ee oo6padorke
B MH()OPMALMOHHO-TEJIEKOMMYHUKALIMOHHOM CeTH
HCNOJHUTEIbHBIX Opranos Kamuarckoro kpas

B cootBercTtBUM co cTatbedi 16 dDeaepanbHOro 3akoHa ot 27.07.2006
Ne 149-®3 «O6 wunbopmauu, WHOOPMAIMOHHBIX TEXHOJOTUSAX M O 3alIUTC
nHbOpMAaITII

ITPUKA3LIBAIO:

1. YrBepautes IloauTuky 1O  oOpraHvM3alMd W MOpPOBEAEHUIO  padoT
1o obecneyeHuro 6€30nacHOCTH HHPOPMAaLMK IIpH ee 00padoTKe B MHPOPMALIMOHHO-
TEIEKOMMYHUKAIIUOHHON CETH HCIOJHUTENbHBIX OpraHoB KaMuaTckoro kpas
COTJIaCHO MPUJIOKEHUIO K HACTOSIIEMY MTPUKA3Y.

2. Hacrosmmii mpuka3 BCTyMaeT B CHJIYy Tocle JHS €ro OQUIHaIbHOTO
onyOJIUKOBAHUSI.

Munuctp JIOKYMEHT TTOJIITHCAH I'.B. bongapenko

SJIEKTPOHHOI MTOAMHCEHIO

Cepmuurar  6FBIE3D77B641C85049195E227B60S4E
Biazeren Boungapenko I'puropuii Baaamymuposn+

Heticterrener ¢ 27.11.2025 mo 20.02.2027




[Tpunoxenue K npukKazy
MuHKnCcTEpCTBA THPPOBOTO Pa3BUTHS

Kamuarckoro kpas
or 10.07.2026 Ne 6-H

[TosimTHka
10 OpraHU3aIluy U MPOBEICHUIO PaboT 1Mo odecnedeHno 6€301macHOCTH HHPOpMaIUn
pu ee 00paboTke B UHPOPMAITMOHHO-TETICKOMMYHUKAITMOHHON CETH
MCIIOJIHUTENBHBIX opranoB Kamuarckoro kpas

1. O6une monoxeHns

1. Hactosimas Ilonutrka 1O OpraHu3aiud W MPOBEICHUID paboT 1o
oOecrieueHnto 0e30MacHOCTH MH(poOpMauuu npu ee oOpaboTke B MHPOPMALMOHHO-
TEICKOMMYHUKAIIMOHHON CETH HUCIOJHUTENBHBIX OpraHoB KamMuyaTckoro kpas
(manee — [lonuTuka) ompeaensacT MEPONPUATHS, MPOIEAYPHl U MpaBUia IO 3allUTe
nHdopmaluu B MHGOPMAIIMOHHO-TEIICKOMMYHUKAITMOHHOM CETH HCITOJIHUTEIBHBIX
opranoB Kamuarckoro kpas (naisee — U'TKC).

2.B Hacrosmel IlonuTuke OPUMEHSIIOTCS  CICAYIOIIME TEPMHUHBI U
ONIPEACIICHUS:

1) ynonHomouennsiii opran UTKC — ucnonautensHbiii opran Kamyarckoro
Kpasi, YIIOJIJHOMOUYEHHBI Ha KOOPJWHALHUIO AESITENBHOCTU MO CO3/IaHHIO, PA3BHUTHUIO,
MoaepHusauuu, skcrryaranun UTKC, perynupoBanue BONPOCOB NMOAKIIOUEHHS K
UTKC wu BompocoB mnpenoctaBiieHusa pecypcoB UTKC, a Ttakxke BOMpocoB
obecnieueHuss MHGOPMALMOHHONW  OE30MACHOCTM U TEXHUUYECKOH  3allUThl
unpopmanuu B UTKC;

2) onepatop HUTKC — ynonHoMOuyeHHass OpraHu3alus, OCYIIECTBISIONIAS
co3JlaHue, pa3BUTHEe, MojepHu3almio, sxkcruyatanuioo MTKC, obecneunBaromas ee
ycToiiunBoe (YHKIIMOHUPOBAHUE, a TakKe HH(OpPMAIMOHHYIO O€30MacHOCTh H
TexHu4ecKyro 3amuty uapopmannu B UTKC;

3)abonear WTKC — wucnonautenbHbli  opran Kamuarckoro — kpas,
rocyaapcTBeHHbld opran Kamuarckoro kpas, MOJBEIOMCTBEHHOE UM YUYpEXKACHHUE,
WHOE I0pUIMyecKoe 1o, noakaouyeHHoe k UTKC;

4) UTKC — nadhopmarimoHHO-TENEKOMMYHIUKAIIUOHHASL CETh, TTPEACTABIISIIONTAS
co00l pacnpeneneHHy0 CUCTEMY B3aMMOCBI3aHHBIX MEPCOHANBHBIX KOMITBIOTEPOB

(paboumnx CTaHUMK), CEPBEPOB, KOMMYTAllMOHHOTO 000opyI0BaHUA,
CTPYKTYpHUPOBaHHOHN KaOEIbHOU CeTH U IPYTHX CPENICTB BHIYUCITUTENEHON TEXHUKH;
5) monw3oBatenb — PpabOTHUK W (WIM) JUIO, HUMEKIIee JOCTYN K

UH(OPMAITMOHHBIM, TTPOTPAMMHBIM H amnmapaTHeIM pecypcam MTKC;

6) pabOTHUK — (PU3NYECKOC JUIO0, BCTYIHUBIICE B TPYJAOBBIC OTHOIICHUS C
pabotonarenem (Abonentom UTKC);

7) 6e3omacHOCT, MHGOOPMALIMM — COCTOSHUC 3alIUIICHHOCTH HHMOpMAIIHH,
XapaKkTepU3yeMoe CIIOCOOHOCTBIO  II0JIB30BATEICH, TEXHHYCCKUX CPEIACTB H
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MH(OPMAITMOHHBIX TEXHOJIOTHH 00CcCIeUnTh KOH(PUICHIMAIBHOCTD, IICJIOCTHOCTh U
JOCTYITHOCTH MHGOPMAIIHH TTPH €€ 00padoTKe B HHGOPMAIIMOHHON CUCTEME;

8) 6mokupoBaHue WHGOPMAIIMM — BPEMEHHOE WpeKpalieHne o0padboTKu
uHpopmaruu (32 HCKIIOUYEHHEM CiIy4daeB, eciau o00paboTka HeoOxoamma aiis
yTOYHEHUS HH)OPMALIUH);

9) BUpyC (KOMIIBIOTEPHBIM, MPOTPAMMHBIN) — HCIIOMHAEMBIM MPOrpaMMHBIHI
KOJl WJIM HWHTEPINPETUPYEMBbI HAO0Op HHCTPYKUMHA, oOMafalolmiuii CcBoMCTBaMU
HECAHKIIMOHUPOBAHHOTO PACIPOCTPAHEHHUs] M camoBocrpou3BeneHus. Co3gaHHbIE
NyOauKaThl KOMIIBIOTEPHOTO BHpyca HE BCETJa COBMAJIAIOT € OPUTHHAIOM, HO
COXpaHSIOT CIOCOOHOCTH K JaNbHEHIIIEMY pacpocTpaHCHUIO "
CaMOBOCTIPOHU3BEICHUIO;

10) rpymmma pearupoBaHusl Ha MHIIUACHTHI HHPOPMAIMOHHON 0€301MacHOCTH —
rpynmna KBaJU(UIHUPOBAHHBIX H JIOBEPCHHBIX JIMIl, KOTOpas  BBIIIOJHSICT,
KOOPJMHUPYET W TOJACPKABAET PearupoBaHUE HA HaPyIIeHUS WHOOPMAIMOHHOU
0e30macHOCTH, 3aTparuBamoniyie WHOOPMAIMOHHBIE CHCTEMBI B  Mpejenax
ONPEIEICHHOM 30Hbl OTBETCTBEHHOCTH;

11) noctyn k uHpOpManMK — BO3MOXKHOCTH MOJIYy4YeHUs] MH(POpPMALUM U €€
UCIIOJIb30BAHUS;

12) noctynHocTh HH(pOpPMALIUK — CBOMCTBO 0€30MacHOCTH MH(MOPMALMK, TPH
KOTOPOM CYOBEKTBI JOCTyMNa, UMEIOIIUE MpaBa JIOCTYIa, MOTYT OeCpensaTCTBEHHO
UX peaan30BaTh;

13) zamumaemas uHdopMaius — uHGOpMAIUs, SBISIOMIAICT MPEIMETOM
COOCTBEHHOCTH U TOJICKalIas 3allUuTe B COOTBETCTBUU C TPECOOBAHUSIMU TIPABOBBIX
JIOKyMEHTOB WM TPEOOBAHUSIMU, YCTAHABIMBACMBIMH COOCTBCHHUKOM UH(OPMAIIUK;

14) upentudukanuss — NOPHCBOCHHC CyObEKTaM HM OOBCKTaM JOCTyIIa
uacHTUdUKATOpa U (WIK) CPABHCHHUE TIPCIBABIACMOTO HICHTU(PUKATOPA C TICPCUHEM
MIPUCBOCHHBIX HACHTH(PUKATOPOB;

15) nunpopmarmonHass cuCTeMa — COBOKYIIHOCTb cojiepxainieicas B 0azax
JAHHBIX WHGOpMAMK W O0ECHeYNBAOMINX €€ 00paboTKy HHGOPMAIIMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJICTB;

16) nunopmaiimonHasi CcHCTEMa MEPCOHAJIBHBIX JAaHHBIX — COBOKYMHOCTD
cojaepkaluxca B 0azax JNaHHBIX MEPCOHANBHBIX JAHHBIX U OOECMEUMBAIOIIUX UX
00paboTKy MHPOPMAITHOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEJICTB,;

17) uHpOpMaITMOHHO-TEIEKOMMYHHUKAIIMOHHAS ~CE€Th —  TEXHOJOTHYECKast
cucTeMa, mpeHa3HauCHHAS IS Mepe/lauu 10 JIMHUSAM CBS3U UH(POpMAIUH, JIOCTYT K
KOTOPOI OCYIICCTBISICTCS C UCTIONB30BAHUEM CPEJICTB BHIYUCIUTEIBHON TEXHUKHY;

18) nadopmanus — cBejieHHs (COOOICHUS, JAaHHBIC) HE3aBUCHMO OT (POPMEBI NX
IIPCJ/ICTABIICHNUS,

19) xonbuaeHITMATFHOCTh HH(pOPMANHMK — 00s3aTEIbHOE IS BBITTOJHEHHS
JUIIOM, TIONYYMBIIMM JOCTYIl K OmpeneieHHor wHopmaiuu, TpeOoBaHHE He
nepenaBaTh TaKyr0 HHHOPMAITUIO TPETHUM JIMIIAM 0€3 coTyiacus €€ 00JIaaTens;

20) MexkceTeBOM  dKpaH  —  JoKanbHo€  (OJHOKOMIIOHEHTHOE)  WJIHU
(yHKIHOHATBHO-pacpeieIEHHOE MPOrpaMMHOE (mporpaMMHO-anmapaTHOE)
CPEACTBO (KOMILIEKC), pealiu3yIolllee KOHTPOIb 3a MHGOpMaluel, mocTynariieil B
HH(POPMALIMOHHYIO CUCTEMY U (MJIN) BBIXOJAIIEH U3 HHOOPMAIIMOHHON CUCTEMBI;
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21) mapyumurens 6e30macHOCTH MH(pOpMAIMu — GU3AYCCKOE JIUIO, CIyYaiHO
WM TPEeAHAMEPEHHO COBEplIalollee JEHCTBUS, CIEACTBUEM KOTOPBIX SIBISETCS
HapymieHue Oe3omacHOCTH WH(OpMAlUu Tpu €€ o0paboTke TEeXHUYECKUMU
cpencTBamMu B HH(GOPMAITMOHHON CUCTEME;

22) HEeCAaHKIIMOHUPOBAHHBIM JTOCTYyN (HECAHKIIMOHUPOBAHHBIE NCUCTBUA) —
JOCTYIl K HMH(pOpMaUUd WIH ACUCTBUSA C WH(pOpManume#, Hapyllapllue NpaBuia
pasrpaHuYeHMs] AOCTyNa C MCHOJb30BAHUEM IITATHBIX CPEICTB, MPEAOCTABIIIEMbIX
UH(OPMAITMOHHBIMU CUCTEMAMU;

23) Hocutenb uHpopMalui — GUHIECKOE JIUIIO WK MaTepUaIbHbIH 00BEKT, B
TOM 4YHCIie (PU3NYECKOe TMoJie, B KOTOPOM MH(GOpMAaIIUs HAXOJIUT CBOC OTPaKCHHUC B
BUJIC CHMBOJIOB, OOpa3oB, CHUTHAJIOB, TEXHUYCCKUX PpCIICHUH U MPOIIECCOB,
KOJIMYCCTBCHHBIX XaPAKTCPUCTUK (PU3MUCCKUX BEINYNH;

24) o6c3MMYMBaHUE — JICHCTBHSI, B pPE3yJbTare KOTOPBIX CTAaHOBUTCS
HEBO3MOXHBIM 0€3 HCTOJB30BAHUS JIOMOJHUTEIRHON WHGOPMAIIMHN OINPEACIUTh
MIPUHAIIEKHOCTH IAaHHBIX KOHKPETHOMY CYyOBEKTY;

25) onepaTop — TOCYNApCTBEHHBIA OpraH, MYHMIMIAIbHBIA  Opras,
IOPUAMYECKOE WU (PUINUYECKOE JIMLO, CAMOCTOSITENBHO WJIM COBMECTHO C JPYTUMH
JULAMH  OpraHu3yonme U (Win) OocyulecTBisAonme o0padoTKy HHpopmaluu, a
TaK)Ke OmNpefessomue uead o0paboTku uHpOpManuu, cocTaB HHGOPMAalKH,
MoJJIeKAIUX 00padoTKe, NeUCTBUA (Onepalyn), COBepIIaeMble ¢ HH(opMaIHe;

26) nepcoHanbHble JaHHbIE — t00asg UHGOPMALIHS, OTHOCALIASACS K MPSIMO WU
KOCBEHHO OIIPEACIIEHHOMY WM ONpenensieMoMy (U3NYECKOMY JIHIY (CYOBEKTY
TICPCOHATTBHBIX JAHHBIX);

27) mpaBWia  pa3rpaHMUCHUA  JOCTyNa —  COBOKYIIHOCTH  IpaBHII,
PErIIaMEHTHPYIONIUX MPaBa JOCTyIa CyObEKTOB JIOCTYIIA K OOBEKTaM JIOCTYIIA;

28) pacupocTparcHre HHPOPMAIIMH — JICHCTBUS, HAIIPABICHHBIC HA PACKPBITUC
nH(GOPMAITUH HEOMIPEIEICHHOMY KPYTY JIHII,

29) cpenctBa kpunTorpadudecKod 3amuThl  MHGOPMAIMH — CPEACTBA
mupoBaHus, CpPEICTBA HMMHUTO3AMIMTHI, CPEACTBA KOAMUPOBAHMS, CPEICTBA
3JIEKTPOHHON LHU(POBON MOANKCH, CPEACTBA M3TOTOBICHHUS KIIOUEBBIX JOKYMEHTOB
(He3aBUCHMO OT BHMJa HOCHUTENS KIHOYEBOH MH(pOpMAaIu), KIOYEBBIE JOKYMEHTHI
(HEe3aBUCHMO OT BHAA HOCUTEINS KIOUYEBON MHPOPMALIHH);

30) cpencTBa mMQpPOBaHMS — anmaparHble, NPOTPAaMMHBIE U amlapaTHO-
IPOrpaMMHBIE CPE/ICTBA, CUCTEMBI M KOMIUIEKCHI, PEAU3YIOIINE aJITOPUTMBI
Kpunrorpaguyeckoro mnpeodpazoBaHus HWHGOPMAIIMM M TNPCIHA3HAUCHHBIC MJIs
3allluThl MHGOpMALIMK TIpU TIepefauc MO KaHajgaM CBS3M U (WIM) JJs 3allUThI
nH(}pOopManyu OT HECAaHKIIMOHMPOBAHHOTO JOCTYIIA IIPH €¢ 00pabOTKEe U XPaHCHUH;

31) cpejcTBa BBIYUCIMTEILHON TEXHUKH — COBOKYIIHOCTH HPOIrPAMMHBIX U
TEXHUYECKUX DJIEMEHTOB CUCTEM 00pabOTKH AHHBIX, CIIOCOOHBIX (PyHKIIMOHUPOBATH
CaMOCTOSTEIIHHO WIIH B COCTABE IPYTHX CHCTEM;

32) cyOwsekT moctyma (CyOBeKT) — NWI0 HIIM MPOIECC, NEHCTBHUS KOTOPOTO
periaMeHTUPYIOTCS MPABUIAMHU pa3rpaHuyYeHus 10CTYIIa;

33) TexHuyeckue CcpeAcTBa MH(DOPMALIMOHHOM  CHUCTEMBI —  CpEICTBa
BBIYHCIIATEILHON TEXHUKW, WH(POPMAITMOHHO-BHIYUCTUTEIIbHBIE KOMIUIEKCHl B CETH,
CpencTBa M CHUCTEMBI NEpenay, npueMa u oOpaboTku uHpopMauu (CpeacTsa U
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CHUCTEMbl 3BYKO3aIIMCH, 3BYKOYCHJICHUS, 3BYKOBOCIIPOU3BEICHUS, IIEPETOBOPHBIE U
TEJIECBU3UOHHBIE YCTPOMCTBA, CPEACTBA U3TOTOBICHUS, TUPAKUPOBAHUSA JIOKYMEHTOB
U JApyTHe TEXHWYECKUE CpeAcTBa oOpabOTKH peueBOl, rpaduyeckod, BUIAEO- U
OykBeHHO-TIM(PPOBON WH(POpMAINK), NPOrpaMMHBIE CPEACTBA (OINEparMOHHBIC
CUCTEMBI, CHUCTEMbl YIpaBieHuss Oa3zaMu JaHHBIX W T.II.), CPEACTBA 3alUTHI
uH(popmMauu;

34) yrpo3bl  0€30MacHOCTH  HMH(POPMAMKM — COBOKYIHOCTh YCIOBHUU W
(akToOpoB, CO3JAOIMIMX OMNACHOCTh HECAHKLHOHHPOBAHHOTO, B TOM 4YHCIIE
CllyyallHOro, J0CTyna K HWH(OpMaluu, pe3yabTaTOM KOTOPOTO MOXKET CTaTh
YHUYTOXCHUE, W3MCHCHHME, OJOKMpOBAHME, KOMHMPOBAHUE, PACIPOCTPAHCHUE
nH(poOpMaINK, a TaKKe UHBIX HECAaHKIIMOHUPOBAHHBIX JCUCTBHUH IIpU ee 00paboTke B
HH(POPMAIIMOHHON CHUCTEME;

35) yuuuroxkeane uHGOpMAMM — JCHCTBHUS, B PE3YyJIbTaTC KOTOPBIX
CTAHOBUTCSI  HEBO3MOKHBIM  BOCCTAHOBUTH  cojepxaHue uHpopmanuu B
nH(POPMAITMOHHOW cucTeMe © (WIM) B PE3yJbTare KOTOPHIX YHHYTOXAIOTCA
MaTepHaTbHBIC HOCUTENN WH(pOpMaInu;

36) ys3BUMOCTh — HEKHI HENOCTATOK, KOTOPBIH MOKHO HCIOJb30BaTh MJIs
HapyIICHUS! CUCTEMbI UK COAEpIKAllCHCs B Hell HH(pOpMaIuu;

37) nenocTHOCTh UH(POPMALIMKA — CBOMCTBO 0€30MAaCHOCTH HMH(POPMALIMH, TPH
KOTOPOM OTCYTCTBYET Jt000€ €€ U3MEHEHUEe U0 U3MEHEHUE CyOhEeKTaMU JIOCTYTa,
UMEIOILMMH Ha HETO MPaBo.

3. B Hacrosuieit [lonmnTuke HCTIOIB3YIOTCS CIEAYIONINE COKPAIIEHUS:

1) BIOS — 6a3oBas cucteMa BBOj1a-BBIBOJIA;

2) APM — aBTOMaTU3MpOBaHHOE padouee MeCTo;

3) 'C — rocynapcTBeHHas HHPOPMALIMOHHASI CHCTEMA;

4)TPUUDb — rpymnma pearmpoBaHWS HAa WHIMJICHTH HWHGOPMAIIMOHHON
0e30MacCHOCTH;

5) UC — undopmariioHHast CHCTEMA,

6) UCII/In — madopManmmoHHas CHCTeMa MEePCOHAIBHBIX JaHHBIX;

7) KU — kputnyeckass ”HPOpMaLMOHHAs HHPPACTPYKTYpa;

8) HC/I — HecaHKIMOHUPOBAHHBIN JOCTYII;

9) 10 — nporpamMMHOE 00€eCTIEUEHHUE;

10) C3H — cpexncTBa 3aiuThl HHPOPMALIHH;

11) CK3U — cpenctBa kpunTorpapuueckoi 3aiuTsl HHpopMaInu;

12) TC — TexHUUYECKUE CPEACTRA.

4. YnonuomoueHHBIM opranoM UTKC sBasgercs MunuctepcTBo LH$pPOBOTO
pa3Buths KamyaTckoro kpasi.

5. Oneparopom HTKC sBusiercss KpaeBoe TIOCyJapCTBEHHOE aABTOHOMHOE
yupexaeaue « TapopmannoHHo-TeXHOIOTHYECKWH 1IeHTp KamuaTtckoro kpas».

6. B cootrBerctBuM ¢ ykazom Ilpesmaenta Poccuiickoit @enepauun ot
06.03.1997 Ne 188 x cBemeHHsIM KOHGUIACHIIMAIHLHOTO XapakTepa (3aliuiiaemMon
uH(popmaruun) B U'TKC otHOCATCS:

1) ceeaenus o ¢akrax, COOBITUAX U OOCTOSATENLCTBAX YACTHOM IKU3HU
IrpaKJaHWHA, MO3BOJSIOIIME HICHTU(GUIMPOBATH €ro JHMYHOCTH (TIEPCOHATBHBIE
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JIAHHBIC), 38 UCKJIFOYEHUEM CBEJICHUH, OJJICKAIIUX PACIPOCTPAHECHUIO B CPEACTBAX
MacCOBOM MHGOPMAIMK B YCTAHOBJIEHHBIX (heepaIbHBIMU 3aKOHAMU CITy4asx;

2) ciiyxeOHble CBEACHUS, JIOCTY K KOTOPhIM OFPAaHUYEH OpraHamu
rOCyAapCTBEHHOM BJIACTH B COOTBETCTBHM C ['paxkaaHCKuM KOJIEekcoM Pocchiickoit
Denepauuu U peaepalbHbIMU 3aKOHAMU (CITy)KeOHasl TailiHa);

3) cBedeHUsA, CBSA3AHHbLIE C MOPO(ECCHOHATBLHON MEATENBHOCTBIO, JIOCTYI K
KOTOpPBIM OrpaHW4YeH B cOOTBEeTCTBHM ¢ KoHcturyumen Poccuiickoit ®Denepanuu u
(denepanbHbIMU 3aKOHaMH (BpaueOHas, HOTapHaJlbHasl, aJBOKaTCKas TailHa, TalHa
NEPENUCKHU, TeJIEPOHHBIX MEPETOBOPOB, TOUTOBBIX OTIPABICHUH, TeaerpadHbIX WX
HMHBIX COOOIICHUM M Tak Janee);

4) cBenieHUs, CBA3aHHBIC C KOMMEPUYECKOH JIEATEIBHOCTBIO, TIOCTYII K KOTOPBIM
OrpaHHYEH B COOTBETCTBUM ¢ ['paxkmaHckum KojekcoM Poccuiickon Penepaunu U
benepaabHBIMU 3aKOHAMH (KOMMEpYCCKas TaliHa).

7. Uensimu HacToswieH 110JIUTUKY SABIISIIOTCS:

1) obecrieueHne  KOH(UICHIIMAIBHOCTH, LIEIOCTHOCTH,  JOCTYIHOCTH
3amuIaeMoi HHGOpMaIIH;

2) obecneuenne padotocnocoonoctu MTKC;

3) MOHUTOPUHT COOBITUH OE€30IaCHOCTH M pPEarupoBaHUE HA HHLHJCHTBI
0€30macHOCTH;

4) HeliTpanu3alys aKTyalbHBIX YIpo3 0€30MacCHOCTH HH(POPMALINH;

5) BbINIOTHEHUE TPEOOBAHUM [EUCTBYIOIIETO 3aKOHOMATENbCTBA MO 3alIUTE
uHpopmauu.

8. B mnacrtosmieir [lonuTuke MCIONB3YIOTCS TEPMUHBI W ONpPECIICHHUS,
YCTaHOBJICHHBIC 3aKOHOJaTeNnbcTBOM Poccuiickoit ®eneparnuu o6 uHbOpMaum,
MH(OPMAITMOHHBIX TEXHOJIOTHSIX W O 3aluTe WH(OpMaIuu, a TakKe TCPMUHBI U
OTIPCICIICHUS, YCTAHOBJICHHBIC HAIMOHAIBHBIMUA CTaHAAPTaMH B 0OJIACTH 3alTUTHI
nHpopMaIuu.

9. Hactosimass Ilonutuka oOgA3aTenbHa K  UCHOJHEHUIO AN BCEX
nonb3oBarenet UTKC (nanee — [lonp30BaTenu), B TOM YHCIIE ¢ MPUBUIETUPOBAHHBIM
JOCTYIIOM.

10. Ilonb3oBaTenn ¢ MOPUBWIETMPOBAHHBIM JOCTYIIOM MOJAPA3AENsIOTCA Ha
caeAyroIme KaTeropuu (poiu):

1) agmMmuHUCTpaTOphl  MH(GOPMAIMOHHOM 0€30MacHOCTH (A JIMUHUCTPATOPHI
1b);

2) aIMUHHCTpaTOphl  cucTeMHoro u  cereBoro  obecneuyeHuss UTKC
(Anmunuctpatopsl UTKC);

3) apmuHUCTpaTOphl HHPOpMaHOHHBIX cucTeM (Aamunuctparopsl UC);

4) aIMUHHACTPATOPHl CONPOBOXKJICHHUS KOMIIBIOTCPHOW TEXHUKH (j1anee —
AnmunuctpaTopsl CKT);

5) JoKanbHBIE CHUCTEMHbIE AJIMHHUCTPATOpPbl (AJAMUHUCTPATOPHl CETMEHTA
UTKC).

11. Aamunuctparopsl b — paGotnuku Oneparopa UTKC, oreeuaromue 3a
obecneueHue nHpopmanmonHoit 6ezonacuoctu B UTKC.

12. Aamunuctparopsl UTKC — pabotauku Onepatopa UTKC, orBeuaromiue 3a
CUCTEMHOE U ceTeBoe agmMuHucTpuposanne MTKC.
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13. Aapmunuctparopst CKT — pabotauku Oneparopa UTKC, oreuaromme 3a
COIPOBOXK/ICHHE KOMITbIOTEPHON TEXHUKH.

14. Aamunuctparoper UC — pabotauku AGonenta MTKC, BeimomHsromnme
byHKIIMKM agMUHUCTpaTOopa B MHGOPMANMOHHBIX cucTemax (B Tom uyucie [UC,
UCIIdn, o6bexToB KNN), hynkuuonnpyronmx B UTKC.

15. Aamunuctparopsl cermenta UTKC — paGotHuku AoGonenta WTKC,
JTOJDKHOCTHBIE OOS3aHHOCTH KOTOPBIX MOAPAa3yMEBAlOT OOECNEYeHHE IITAaTHOM
paboThl mMapKka KOMIIBIOTEPHOW TEXHUKHM U TPOrpaMMHOr0  obecrnedyeHus,
MpUHA/JISKAIIMX MM Ha TpaBe COOCTBEHHOCTH, apeHJbl WJIW HHOM 3aKOHHOM
OCHOBAHUM.

16. YIos1HOMOUYEHHBIN opraf NTKC HagensaeTcs CICOYIOIUMHU
[IOJIHOMOYHUSIMHU:

1) mpoBeicHHE MPOBEPOYHBIX MEPONPHUSITUH IO HMCHOJHCHUIO TPEOOBAHUIA
nHpopmarmonnon 6ezonacHoctu B UTKC;

2) pazpaboTKa TIPaBOBBIX AaKTOB W OPraHU3AIlMOHHO-PACTIOPSIUTEIBHBIX
JOKYMEHTOB 110 nH(popmarmonHoi 6e3onacuoctu B UTKC;

3) BBIOOP cpencTB oOecneueHus: nndopmarmonnout 6ezonacuoctu B UTKC;

4) cornmacopanue BHeapseMmblx B WTKC TexHHYEeCKHMX, NpPOrpaMMHBIX U
MPOrpaMMHO-TEXHUUECKUX CPEACTB 3allUThl HHpOpMAIUK;

5) coznanue, pa3BUTHE U aIMUHUCTPUPOBAHUE CUCTEMBI 3aIUTHl UHGOPMAIUU
B UTKC;

6) obecrieueHne MEpPONPUATHH MO  OOHAPYXXEHUIO, NPEAyNPEXICHHUIO,
JUKBUJAIIUU TTOCTIEICTBUM KOMITBIOTEPHBIX aTaK U PEarupoOBaHUIO HA KOMITBIOTCPHBIC
nuimneHtsl B UTKC.

17. YuonHomouennslii opran HTKC He HeceT OTBETCTBEHHOCTH 3a
obecricucaue  O6cszomacuoctu  UCIIn, THUC, o6bexkroB KHUU u  gapyrux
nH(pOPMAITMOHHBIX cucTeM, pacrnonoxkeHHblx B MTKC, omeparopoM KOTOpBIX HE
SIBJISIETCSL.

18. Ynonnomouennstit opran MUTKC BnpaBe penerupoBaTh 4YacTh CBOUX
nonnoMmounid Oneparopy UTKC wnim uHBIM opranmszanuam ¢ UEIbI0 ONTUMU3ALUN
UCIIOJIb30BAHUSL  PECYpCOB M HAuWOOJIBLLIEIO0  OXBaTa  MEPONPUATHSAMU IO
UH(pOPMAIMOHHONW O€30MacHOCTH B YacTH pealu3allii COOCTBEHHBIX (YHKUUNA H
3agad. [lomHOMoYusT MOTyT OBITh JAEJIETUPOBAaHbl Kak TOJHOCTBbIO, TaK U
pacmpesiefieHbl MO 30HaM OTBETCTBEHHOCTHM MEXAY OpraHu3alusiMy, BKIIHOYas
OpraHu3alliM, KOTOPBIC OCYIICCTRISAIOT CBOIO JICATCILHOCTh Ha MPaBaX ayTCOPCHUHTA.

19. A6onentsl UTKC, B npenenax cBOUX MOJTHOMOYHNMN:

1) oOGecrieunBarOT BBIITOJIHCHHUE TPSOOBAHMM 110 3aIUTE HH(POPMALIHY;

2) peayin3yrOT BHCIPCHUE PEKOMCH AN, pa3pabOTaHHBIX Y IOJTHOMOYCHHBIM
opranom UTKC;

3) OCYLIECTBIAIOT B3auMOJCHCTBHE ¢ YTNoiaHoMoueHHbIM opranom MUTKC u
Oneparopom HWTKC B wactu uHpOpMUpOBaHUS O HEWITATHBIX CUTYyalUSIX U
WHIUJICHTAaX, BBISIBIICHHBIX B MPOLECCE AKCIUTyaTallMid UHPOPMAIMOHHBIX PECYPCOB
UTKC,;

4) oka3pIBalOT cojaelcTBUe paboTHHKaM YnonHoMoueHHoro oprana UTKC u
Oneparopa UTKC B 4acTu BBINOJHEHUS MEPONPHUATHH 10 PEArupoBaHUIO Ha
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WHIOHJICHTE HMH(POPMAIMOHHON Oe3omacHocT, KoppektHod pabdore HTKC m
VOPABJICHUIO CPENCTBAMH 3alIUTHI MH(POPMAILUH, a TAKXKE OPraHMU3aIliy TOopsIKa
AKCIITyaTally CPEJACTB KPUNITOTPaQUUECKON 3aIUThl HHGOPMAIIHH;

5) npu HEOOXOIMMOCTH OCYIIECTBIISIFOT 3aKYIKY JIOMOJHUTEIbHBIX CPEACTB
3alUThI HHPOPMAIUU.

20. Oneparop UTKC Hamensercs creqyrOUMHU IMOJHOMOYHSMH B PaMKax
I'PaHMIl CBOUX (DYHKLIMMA:

1) ynpasieHre HHIMIEHTaMH HH(POPMAMOHHOM 0€30MacHOCTH;

2) ynpasieHHe ciTy>)k0aMH KaTaJloroOB;

3) ynpasnenue npaBamu [lons3oBarencit 1 AAMUHUCTPATOPOB;

4) ynpapienue noctynom Ilomp3oBarencii 1 AJIMHUHUCTPATOPOB K pecypcam
HUTKC u cetn UuTepHerT;

5) yupaBiieHUE Cpe/ICTBAMU 3AIMUThl OT HECAHKIMOHUPOBAHHOI'O JIOCTYIIA;

6) ynpaBieHUE KOMIUIEKCHON CUCTEMON aHTUBUPYCHOU 3alUThI;

7) yrpaBleHHE MEKCETEBbIM IKPAHUPOBAHHEM M CUCTEMAaMH OOHAPYXEHHUS U
NpEeAOTBPAICHUSI BTOPKEHUIA;

8) ynpaBieHue nporpaMMHbIM oOecrieuenueM u (aitnamu, MCnoab3yeMbIMU B
UTKC,;

9) MOHUTOPUHT MHPOPMALIMOHHBIX pecypcoB, pazMenieHHbix B UTKC.

2. llpaBa u 00s13aHHOCTH aIMUHUCTPATOPOB

21. B 3aBUCMMOCTH OT 30HBl OTBETCTBEHHOCTH AJIMHHHUCTPATOpa B €T0
00513aHHOCTH BXOJIHUT:

1) 3Hanue cocraBa, CTPYKTYypbl, Ha3HAa4€HUS M BBIIOJHICMBIX 3334
MH(POPMAIIMOHHBIMU CHCTEMAaMH, a TAK)KE COCTaBa MH(POPMAIIMOHHBIX TEXHOJIOTHH U
TC, mo3BoASIOMNX OCYHMIECTRBIATH 00padoTky nHbopmaruu B UTKC;

2) obecnieuenue nepenayn KOHGUASHITUATHHOM HHPOPMAIIUHA U TIEPCOHATBHBIX
JaHHBIX YEPE3 CETU CBA3M OOIIEro Nojib30BaHus B 3alIU(pPOBAHHOM BHUJIE;

3) npuHATHE MEp MO BBIIOJHEHUIO MEPONPHUATHH MO O00ECIeUEHHUIO
oe3onacHocTH 3amuiaeMoil nHpopmaunu B U'TKC u HenmocpeacTBeHHOE ydacThe B
IIPOBEICHUH TAKMX MEPONPUATHIA;

4) opranuzainusi nepBOHadYalbHOTO JnocTyna Ilonp3oBarensiM K pecypcam
uHpopmarmonusix cucteM win UTKC B nenom. BrnokupoBka y4yeTHBIX 3amHced,
HU3MCHCHUE TMOJHOMOYUN TOJIb30BaTENC M J100aBICHUE HOBBIX TIOJIb30BaTEIICH
HUTKC;

5)ydyactue B cocraBe  IpYIIIbl  pearupoBaHHUs  HA  HWHLHJEHTHI
MH(POPMAIMOHHON  O€301IaCHOCTH B PAacCiCOBaHUSX I[IPUYMH  HMHLUJCHTOB
0e30MacHOCTH, BHECEHHE MO Pe3yJbTaTaM TaKHX PacCiIeOBaHUI MPEAIOKEHUHN 10
COBEPILCHCTBOBAHUIO CUCTEMBI Oe3zonacHOCTH. [lo Mepe BO3MOXHOCTH H
NOJJTHOMOYHMA AJIMUHHMCTPATOpPbl JOJKHBI NPUHHAMATh MEpPbl MO YCTPaHEHUIO
NOCNIEACTBUN  ymep0Oa, HAaHECEHHOro WH(QOPMALIMOHHOW CHCTEME BO BpeMs
MHLMAEHTa  O€30MacHOCTH, a  TakKkKe  BOCCTAaHABIMBATh  HMHQOpPMALHIO,
MOJU(PHUIMPOBAHHYIO HJIM YHUYTOKEHHYIO B PE3YJIBTATE TAKOIO MHLIMJICHTA;
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6) kouTpoas BeitonHeHUS [lons3zoBarensimu UTKC tpeboBanunii MHCTpyKIMM
nonb3oBarenss UTKC, npuBeneHHol B npuioxeHun 2 K Hactosuie [lonutuke, a
TAKXKE JPYTHX YCTAaHOBJIEHHBIX TpeOOBaHUN i1 oOecrnedeHus O€30MacHOCTH
undopmanuu;

7) OKazaHWe  HEOOXOAMMOMW TMOMOIIM B  MOAKIIOYEHWH  HCTOYHHKOB
uH(popMalMu O COOBITHAX OE€30MacHOCTH K LEHTpaM o0ecnedyeHus 0e30MacHOCTH
(Security Operation Center (SOC);

8) u3yueHue oTueToB, NoJy4eHHbIX OT SOC M CBOEBPEMEHHOE pearupoBaHUE
Ha BBISBJICHHBIE UHIIU/IEHTH HHPOPMAIIMOHHOM 0€30MacHOCTH;

9) obecniecuecnre orcyrctBusi Ha APM  ITlonb3oBateneit UTKC cpencts
pa3paboTKHU U OTJIAAKU NMPOrpaMMHOro obecredeHuss. KoHTpolb 3a OTKIIIOUCHUEM Ha
APM Ilonp3oBareneii. M  HEBO3MOXKHOCTBK)  CAMOCTOSITEJIBHOTO — BKJIIFOUCHMS
[I0JIb30BATCIICM ~ TEXHOJIOTMH  MOOWJIBHOTO  KOJa, KpOME CllydacB, Korja
WCIIOJIb30BAHUE TAKUX TEXHOJOTUH HEOOXOAMMO ISl BBINIOJHEHUS CITy>KEOHBIX
(TOIKHOCTHBIX ) 00S3aHHOCTENH;

10) KOHTPOAb COTPYAHUKOB CTOPOHHHMX OpraHu3aluid, MOPOU3BOISIIUX
pemont/obcnyxkuBanne TC HNTKC wunm  wacTpoilky/yCTaHOBKY MpPOTrPaMMHOTO
odecneuenus UTKC;

11) obecnieuenue nenpepbsiBHOCTH npoueccoB B UTKC. B cinydae HapyuieHus
pabotocnocobnocty TC u nporpammuoro obecneuenuss UTKC, B Tom uucrne
cpeacts 3amutel UTKC, npuHsTHE MEp MO UX CBOEBPEMEHHOMY BOCCTAHOBJICHUIO U
BBISIBJICHUIO MPUYHH, IPUBE/NINX K HAPYIIEHUIO PabOTOCIOCOOHOCTH.

22. AnpmunauctpaTop Vb HeceT OTBETCTBEHHOCTH 3a:

1) opranuzanuio ympaBiacHuss mnonuTukaMu OezomacHocth B UTKC (B
coBMmecTHOH pabore ¢ Anmunucrparopamu UTKC), oGHOBICHUSIMU aHTHBUPYCHBIX
0a3 u curLaryp;

2) mouuTopuHr cobObITHi 6e30macHoct B UTKC;

3) cBOeBpeMEeHHOE pearnpoBaHue Ha HHIUACHTH Oe3onacHocTH B UTKC;

4) ynpasnenune cpencrBamu 3amuthl nHDopmanuun UTKC, maxoasmmxcs B
30HE €ro OTBETCTBEHHOCTH;

5)opraHuzanui U TOPOBEACHUE  pacciaeoBaHu  MHGOpPMALMOHHOU
oe3omacuocta B UTKC;

6) co3gaHue MOJUTUK MEXKCETEBOIO SKPAHUPOBAHUS.

23. Anmunuctpatop Wb nmeet npaso:

1) tpeboBats ot Ilonp3oBarene U AJIMUHUCTPATOPOB BBHITIOJHCHUS MEP
obecnieucHus 6e30MacHOCTH HHGOPMAIIUH;

2) IpuHUMATh HEOOXOJAMMBIC MEPHI 110 HEUTPATU3AMUKH BO3ZHUKAIOIIMX yIPO3
0e30I1aCHOCTH;

3) MHUIIUUPOBATh TMPOBEJAEHUE CHYKEOHBIX pacciieoBaHUi 1O  (dakTam
HapYIIEHUs1 yCTAaHOBIICHHBIX TpeOoBaHuii obecnedenus 6ezonacHoctu UTKC;

4) tpeboBars mpekpamienus padotrel B UTKC otnenbupix [lomb3oBateneit u
AJIMUHHCTPATOPOB, B CITydae BBISBJICHUS HapyLUEeHUWH TpeOOBaHUN MO 00ECIIEUEHHUIO
oe3zonacHocTH HMHGOPMALMA WM B CBSI3M C HapylleHHeM (YHKIIMOHUPOBAHUS
HUTKC;
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5) tpeboBate or AOoHeHTOB WMTKC BBITONHCHHUS OTACHBHBIX MEp 110
0o0ecneveHni0 TOpsiAKa OHKCIUTyaTallMd CpPEJACTB KPUNTOrpaduueckod 3ailuThl
uH(popMaIuy;

6) OTKa3bIBaTh B 3ampocax AJMUHUCTPATOpPaM, €CJIH 3alpoc INPOTHBOPEUMT
Hacrosmek IlonuTuke;

7) 3anmpamuBath OT AJMHMHHUCTPAaTOPOB  JOCTYIbI, HEOOXOAMMBIE IS
BBIMIOJIHEHUA pabOT B paMKaX OTBETCTBEHHOCTH.

24. Anmunuctpatop MTKC HeceT OTBETCTBEHHOCTS 34!

1) obecnieueHre pabOTOCIOCOOHOCTH W KOPPEKTHOCTH  KOH(PUryparuu
obopynoBaHus, Ha H6a3e koToporo noctpoeHa UTKC;

2) obecricueHue  pabOTOCIOCOOHOCTH,  KOPPEKTHOCTH  KOHGUTYpalluH,
JOCTYITHOCTH HH(MOPMAIIMOHHO-BBIUUCITUTEIBHBIX PECYPCOB;

3) obecrnicueHue JorudecKoi cesazanHocTu oobopynoBanus UTKC;

4) obecnieueHue KOPPEKTHOCTH HAacCTPOEK paBul MEXKCETEBOTO
skpanupoBanus UTKC;

5) norumyeckoe pazaenenue UTKC Ha moacety;

6) PEryJsSIpHOCTb BBIIIOJIHEHHUS PE3€PBHOrO0 KOMUPOBAHHUS HH(POPMALIMOHHBIX
PECYPCOB U LIENOCTHOCTD PE3EPBHBIX KOTHU;

7) coxpaHHOCTh, MH(OpMaIMK, OTHOCSUICHCS K pabouuM mpoueccam U
PacnoyioXKEHHOM Ha CIEUHATIbHO BBIIETIEHHBIX CEPBEPAX.

25. Anpmunuctpatop UTKC umeer npago:

1) TpeboBats or AnmunuctpatopoB U [lonws3zoBareneit UTKC BoimonHeHHS
OTZICTBHBIX Mep Mo obecneueHuto padorocnocodHoctu UTKC u ee B3auMoieicTBHIO
C BHCUTHUMHU UHOOPMAITMOHHBIMU CUCTCMAMH;

2) zanpammBare  or  AjamunucrparopoB  u  Ilonbs3zosareneit  UTKC
nHpOpMaIHIo, HCOOXOIUMYIO JU1s1 KOPPEKTHOM KOH(HUTypauu U
paboTocnocoOHOCTH 000PYAOBAHHS;

3) 3ampamiMBath OT AJMUHUCTPATOPOB  JOCTYIbI, HEOOXOAUMBIE  JIs
BBIMIOJIHEHHUS pa0OT B paMKaX OTBETCTBEHHOCTH;

4) no TpeboBaHuo AamuHuctpatopoB Wb mau npu MHOM HEOOXOIMMOCTH
OTKJIIOYaTh OTAENbHOE 000pynoBaHue n00 nHpopmanmonHsle pecypcsl ot UTKC,
omokupoBath  goctyn  Ilonmb3oBarenell, AJIMHHHCTPATOpPOB M OTIEIbHBIX
uH(popmarmoHHsix pecypcoB K MTKC u BHEmIHUM HHPOPMALMOHHBIM CHCTEMAM,
BKJIIOYAs ceTh MIHTEepHET;

5) oTka3bIBaTh B 3amnpocax AJMUHHCTpaTopaM, kKpome AnmuHuctpatopos Ub,
€CIM 3alpoC MPOTUBOPCUYUT TOJUTHUKE HHGPOPMAIMOHHON O€301acHOCTH W/HIIU
npuBeAeT K HapymeHuto pynkmuonnposanus UTKC.

26. Axmunucrparop UTKC He HeceT 0TBETCTBEHHOCTS 3a:

1) conepxxanue npoxoasamux mo MTKC nHpopMarimoHHBIX TOTOKOB;

2) paboTocnocoOHOCTh pabounx MecT, moakmtoueHHbIX K U TKC;

3) coxpaHHOCTH JIF0O0W MH(MOpMaIMKU, XpaHAIEHcs Ha PaboYMX MECTax WM
o0opynoBanuu noab3opatens, noaxknodenubix kK UTKC.

27. Anmunuctpatop CKT HeceT OTBETCTBEHHOCTB 3a:

1) ynpapieHre y4YeTHbIMH 3aUCSIMU MOJIb30BATENEH B TOMEHE;
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2) pasrpaHMYCHUC M IIPCIOCTABICHUC IpaB JOCTyIa K (DailyIoBBIM pecypcam
HUTKC,;

3) ynpasnenue pabounmu mectamu [lons3zoBareneii;

4) CBOCBPEMEHHYI0 OJOKHPOBKY HEAKTHUBHBIX (HEHUCIONB3YEMBbIX) YUETHBIX
3anuceil noap30BaTene nocie Nepruoa BpEMEHU HEUCIIONb30BaHus Ooee 45 nHeil;

5) yCTaHOBKY M HAacTpPOWKYy HEOOXOAMMOIO MPOTPAMMHOI0 OOECIEUEHHs Ha
pabounx mectax [lonb3oBareneii;

6) yaajlieHue ycTapeBiux 3anuceit padbouux mect [lons3oBareneil u3 qomeHa;

7) Texanueckyro noanaepxkky IlonszoBareneit UTKC;

8) mpueM u 06paboTKy 3asgBOK, MOCTymaromx no ajapecy helpdesk.kamgov.ru,
a TaKXe IIPU HEOOXOJUMOCTH UX TICPCHAIPABIICHHUC;

9) paborociocoOHOCTh pabounx MecT, moakrodeHHbIX K UTKC;

10) ucnonuenue Beex TpedoBanuii AamunuctpatopoB b u UTKC.

28. Anmunuctpatop CKT umeer npaso:

1) obpamatecss k AnmuaucTtparopam Wb mns momydenust wHbopManuu u
JOCTYIIOB HEOOXOIUMBIX JIJIsl BHITIOIHEHUS padOT B paMKax CBOUX OOS3aHHOCTEH;

2) TpeboBaTh OT MOJIB30BATENEH AOCTyna K 00OPYAOBAHMIO JUIS BBIMOJTHEHUS
CBOMX O0S3aHHOCTEH.

29. Anmunuctparop CKT He HECET OTBETCTBEHHOCTS 34!

1) coxpaHHOCTh 1000 HMH(OpMaIMK, XpaHSUIeHCs Ha pabovYnX MecTax WU
o0opynoBanuu, nojakimoueHHbix k UTKC, a takxe cepsepax UTKC;

2) copepxanne npoxoasmux no UTKC napopmaninoHHBIX TOTOKOB.

30. Agmunanctparop MC HeceT OTBETCTBCHHOCTS 34

1) paborocniocoOHOCTh HH(DOPMAITMOHHBIX CUCTEM, HaXOMAIIUXCS B 30HE €TO
OTBCTCTBCHHOCTH;

2) yupaBjicHHC JOCTYIIOM IIOJIb30BAaTCIICH K WH(OPMAIMOHHBIM CHUCTCMaM,
HaXOJALIMXCS B 30HE €r0 OTBETCTBEHHOCTH;

3) obecrieueHre BBITIOJIHCHHSI TPEOOBAHUI PETYISTOPOB B OONACTH 3aIIUTHI
undopmanuu (I'NC, UCIIIu u nnbix);

4) orcyTcTBHE B HH(OPMALMOHHBIX CHUCTEMAax, HaxXOIALIUXCA B 30HE €ro
OTBETCTBEHHOCTH, Yyrpo3 Oe3omacHoctu it UTKC (ycraHoBka HEOOXOIUMBIX
OOHOBJIEHUH, 3aKPBITHE YA3BUMOCTEN U UHBIE);

5) cBOEBpEMEHHOE YCTpPAaHEHUE 3aMEUYaHUil CcO CTOPOHbI AJIMHHUCTPATOPOB
HUTKC u Ub;

6) ucnonuenue tpedboanuit AnmunucrparopoB UTKC u UB;

31. Aapmunuctparop MC nmeeT mipaBo:

1) 3anpammBars 'y Ajamunuctparopos MTKC wu  AjamunucrparopoB Ub
uHpopManuio, HEOOXOIUMYIO TUISL KOPPEKTHOM KOH(pUTypaluu u
paboTOCTIOCOOHOCTH BBEPEHHBIX HH(OPMAITMOHHBIX CHCTEMBI;

2) HanpaniasaTs 3anpockl AamunuctparopaM UTKC u Aamunuctparopam Ub o
HE0OXO0MMMOCTH BHeceHus m3MeHeHnid B koHburyparuio UTKC unu ee cuctemsl
3aIIUTHI JUIsI KOPPEKTHOU padoThl HH(OPMALIMOHHOM CHCTEMBI, HAXOASILEICS B 30HE
€ro OTBETCTBEHHOCTH.

32. Anpmunauctpatop cerMmenTa M'TKC HeceT OTBETCTBEHHOCTSH 34
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1) paborocniocobHOCTh O0OpymoBanus u padounx Mect [lonp3oBarencit
MCTIOTHUTENBHOTO OPTaHa WM MOJABEAOMCTBEHHOTO EMY YUPEXKICHUS, pa0OTAIOIIErO
B UTKC;

2) CBOEBPEMEHHOE YCTpAaHEHUE 3aME€YaHUH CO CTOPOHBI AJIMUHHCTPATOPOB
UTKC u Ub;

3) ucnonnenue TpedoBanuii Aamunuctparopos UTKC u UB;

4) obecrieueHre JOCTYNOB HEOOXOIUMBIX JJIsi BBITIOJHEHUS O00sS3aHHOCTEN
Anmunuctparopos b u UTKC,;

33. Anmunuctpatop cermenta UTKC nmeet npaso:

1) 3anpamuBare 'y Aamunuctparopos UTKC u  Aamunuctparopos Wb
uH(popMaIuio, HCOOXOTUMYIO JUISL KOPPEKTHOU KOH(MUTypaluu 15§
paboTocniocobHOCTH 000pyAOBaHus B pabounx MecT Ilosp3oBarenei;

2) HanpasiaTs 3anpocsl Ajamunucrparopam UTKC u Ajnmunucrparopam Ub o
HE0OXOMMMOCTH BHeceHUs1 m3MeHeHuid B koHpurypamuio UTKC unm ee cuctembl
3aIUTHI I KOPPEKTHOM paboThl 000pyaoBanus u padounx Mect [lonp3oBareneil.

3. IIpaBuna u npouenypsl UACHTU(DUKALIUN U ayTEHTH(PUKAIIUN NT0JIH30BaTENEH
HNTKC, nonoxenue pazrpanndenus nocryna k pecypcam UTKC

34, C uenbto coOJIIOACHUS MPUHIIUIA MTEPCOHATLHON OTBETCTBEHHOCTH 38 CBOU
nerctBusa kaxnaomy l[lonas3oBarento, gonyieHHoMy K padore ¢ pecypcamu MTKC,
MIPUCBANBACTCS YHUKATBLHOE UMS (YUETHAs 3alUCh MOJL30BATENS), O/ KOTOPhIM OH
oynet peructpuponathes u padotats B UTKC.

35.Ilox yuerHol 3amuchkro [lonmp30BaTenst MOHWUMAETCS JIOMEHHAs YYETHas
3anuch s gocryna k UTKC.

36. Ucnoap30BaHUE OJHOTO M TOTO KE HMMEHU I10Jb30BATEIISl HECKOJIBKUMU
M0JIb30BATENISIMU (MJIM TPYIIOBOTO UMEHH J1J11 HECKOIBKHUX MOJb30BaTENEH), @ TAKKE
UCIIOJIb30BaHUE OOE3JTMYCHHBIX YUYETHBIX 3alHceil (32 MCKIIOUECHUEM CHCTEMHBIX) B
HNTKC 3ampenieHo.

37. llpouenypa peructpauuu (Co3gaHus YUYETHOM 3aluCH W BBIAAYU, MOPU
HEOOXOIMMOCTH, WIEKTpOHHOTO Kiroua) nonb3oBatenss UTKC u mpenocraBineHus
emy (WM u3MeHeHus ero) npas noctyna kK pecypcam UTKC unnnuupyercs 3asBKoi
pyKOBOIUTENsA ToApa3AeieHus (MO0 JIMIIOM, €ro 3aMellarolliM), B KOTOPOM
paboTaeT ATOT MOJIb30BaTENb. 3asiBKa HANpPABISAETCA B CUCTEMY ydYeTa 3asBOK IO
anpecy helpdesk.kamgov.ru. B 3asBke ykazpiBaeTcs:

1) conepxanue  3ampallMBacMbIX  H3MCHCHMM  (perucrpaiusi  HOBOTO
nons3oBareiisi UTKC, ynajieHue ydeTHOM 3alucu I10J1b30BATEIIs, PACUIUPCHUE HIIU
Cy)KeHHUE 1oJIHOMOYMiA W 1npaB jgocryna Kk pecypcam UTKC  panee
3aperucCTpUPOBAHHOrO MOJIb30BATENA);

2) MODKHOCTH (C TIOJTHBIM HAaWMMEHOBAaHUEM TOAPA3ACICHHS ), HaMUIus, UMSI U
0TYECTBO PaOOTHUKA;

3) NOIHOMOUMS, KOTOPBIX HEOOXOAUMO JUIIUTL MOJIL30BATENSl WU KOTOPBIE
HEO00X0IMMO J00aBUTh MOJB30BATENIO (MIyTEM yKa3aHUs pellaeMbIX MOJb30BaTEIEM
3amaud B U'TKC);
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38. B ciydae co3niaHus y4ETHOM 3alIUCH ISl HOBOI'O paOOTHHKA — CKaH-KOIIHIO
JOKYMEHTAa, MOATBEPKAAIOIIEr0 HA3HAYEHHWE Ha JIOJHKHOCTh, JIUMCTA O3HAKOMIICHUS
pabotHuka ¢ Hacrosuel [lomutukon, a Takxe Uactpykuueit [TonszoBarens UTKC,
NpUBEACHHOW B TpuiokeHun 2 K Hactosmied [lommtuke, pasMmemenHoit B 0ase
3HaHWUWA KOPIIOPATUBHOTO MOPTaJia UCTIOTHUTENbHBIX opranoB KamuaTckoro kpas.

39. AIMHUHHUCTPATOPBI CKT OCYILIECTBIISIOT MIPOBEPKY [IOJTHOTBI
NpEeAOCTaBICHHONW WHGOpPMalMM UM KOPPEKTHOCTH 3asiBKM, a TakKXke MOpH
HEOOXOJMMOCTU YTOUHSIIOT €r0 JIOKHOCTHBbIE U (DYHKIMOHAIbHbIE O0S3aHHOCTH U
CONOCTABIIAIOT MX C TEXHOJOTMYECKUMHU TMpolieccaMud 00pabOTKH WHGOpPMALUU B
UTKC.

40. ITocne storo Agmunuctparopsl CKT omnpenenstoT TUII yYCTHON 3allUCH U
HCOOXOMMMBIC TIpaBa, (GOPMUPYIOT YUCTHYIO 3alllCh H IICPBUYHBIN MapoIib,
COOOIIAOT IMOJIB30BATEII0 HWIACHTHU(PUKAITMOHHBIC JJAHHBIC W JIOIYCKAIOT K paboTe B
UTKC. Ilo okoHYaHUU B 3asiBKE AENAECTCS OTMETKA O BHIMOJHEHUH 3aJaHUS.

41. Ilocne npomycka k pabdore B HMTKC, Ilonp3oBatens caMOCTOATENBHO
dbopMupyeT mMaponb A0CTyNa K CBOEM YYETHOW 3aluCH COTJIacHO CIEMYIOIINM
TpeOOBAHUAM:

1) MUHUMAaNbHAS AJIMHA TAPOJIs COCTABSAET 15 CUMBOJIOB;

2)B uuCl€ CHUMBOJOB TMapoJisi o00s3aTeNbHO JOJDKHBI TPUCYTCTBOBATH
MPOMUCHBIE OYKBBI AHTJIMKUCKOTO aldaButa OT «A» N0 «Z», CTPOUHbIE OYKBBI
aHruiickoro angaBuTa OT «a» OO0 «2Z», JAecaTuuHble mudppel or 0 10 9,
HeaaBUTHBIE CUMBOIHI (@, #, S, &, *, % u uHbIe);

3) maponh HE MOJKCH BKJIIOUAThH B CEOS JICTKO BBIYUCISICMBIC COUYCTAHUS
CUMBOJIOB (MMEHA, (paMHIIUM, HAUMCHOBAHUSA PAaOOUYMX CTAHIIMM U HHBIC), @ TaKXKe
OOLICIIPUHSATHIC COKpaLICHHUS U TepMuHBI (qwerty, pa$$wOrd u 1.11.);

4) HOBBI 1IAPOJIb JIOJDKEH OTJIMYAaThCSd MHUHUMYM Ha JBa CHUMBOJA OT
NPEABLIYLIETO;

S) 3ampeuiaercss  UCMNOJAb30BaHUE  MOJB30BATENSIMHA  MSATH  MOCJIEIHUX
MCIIOJIb30BAHHBIX NAPOJIEH MPU CO3JaHUHU HOBBIX MApONEH.

42. JIna cocTaBneHUs CIOKHOIO M XOPOIIO 3alIOMUHAIOLIETOCS TApOIIsi MOXKHO
UCIIOJI30BaTh METO]I MAPOJBHBIX (Pppa3.

[Ton maponpHOl  (¢pa3oit TOHUMAETCS  IpaMMaTHUUYECKH  MPABUIILHO
MOCTPOEHHOE TMPEUIOKEHUE, COCTABIIEHHOE U3 YUCEN M CJIOB, TIOMOTalollee CAeNaTh
NapoJib JIETKUM JIJIs 3alIOMUHAHUS.

Hampumep, cocrapisgem ¢pazy « ep puIH s», U BBOJUM
BbIJICJICHHBIC CUMBOJIBI Ha aHTJIMHCKOM packiajie 0e3 mpobenoB, coOmtoias perucTp,
u rosnydaem napodib «198Ctenltlj,Dy;l», yaosneTBopstomuii TpeGOBaHUAM K IIAPOJISIM,
IpuBeJACHHBIM B yacTu 41 Hactosiei [lomTukw.

43. 3anpenieHo 3anuchiBaTh U XPAHUTh MApOJid B MECTax, AOCTYMHBIX IS
MIPOCMOTpPA MOCTOPOHHUM JIHIIaM (Ha OTAEJBHBIX JINCTax OyMmaru, B HE 3amMpaeMoin
TyMO€, 1O/ KJIaBUATypOH, HA MOHUTOPE W WHBIX ).

44. JTna BHYTPEHHUX YYETHBIX 3amuceid MH(POPMALMOHHBIX CUCTEM (BKIHOYAS
ITYC, UCTI/IH 1 UHBIX) AEHUCTBYIOT T€ k€ TPeOOBaHUS, YTO U JJIA YUYETHBIX 3alKcei
nosib3oBatesnied UTKC. OTBeTCTBEHHOCTh 32 KOHTPOJb Hajd COONIFOJACHHEM JTaHHBIX
TpeOOBaHMM JIEKUT Ha AIMUHHMCTpaTopax gaHHbIx UC.
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45. [laposm BHYTPCHHUX YYCTHBIX 3amuccii WHOOPMAIIMOHHBIX CHCTEM,
YCTAaHOBJICHHbIE COTPYJHUKAMU CTOPOHHHMX OpPraHU3allUid, JOJIKHBI B OMEPATHBHOM
MOPsJIKE OBITH 3aMEHEHBI 1TOCJIE BBOJA JAHHBIX CHCTEM B SKCILTyaTaIHIO JIMOO TTOCIIEe
OKOHYAaHHS CPOKA ICUCTBUSA KOHTPAKTOB (JJOTOBOPOB) HA OKa3bIBAEMbIE YCIYTH.

46. 3anpemaercs coOXpaHATh MapoJid JOCTyNa K HHPOPMALlHOHHBIM CHUCTEMaM
B Opay3epax ¥ NPUKIAJHOM IPOrpaMMHOM OOECIIEUEHHH.

47. lna npoBeneHHus paOOTHUKAMHU CTOPOHHMX OpraHM3aluil BpPEMEHHbBIX
pabot B UTKC npeaycMoTpeHbl BpeMEHHBIE yUEeTHBIE 3allicH. Bece paboThl OT UMEHU
TaKUX YYETHBIX 3aMUCEH TPOBOJATCS TOJBKO TOJ KOHTPOJEM AJMHHUCTPATOPOB
UTKC, Ub nm UC.

48.[lo oxoHUYaHMM HEOOXOMMMBIX pabOT Ha YyHAJICHHBIX pabOuuX CToOJax
CEaHCHl JOJDKHBI OBbITh 3aBepiicHbl (6o cammm Ilonb3oBarenem, b0 B
ABTOMATHYECKOM pPEXKHMME 110 OKOHYAHWUU YCTAHOBIICHHOIO AJIMHHUCTpPaTOpaMu
UTKC npomMexxkyTka BpEMEHH).

49. Anmunuctpatop CKT ocyniecTBiseTr KOHTPOJIb COOTBETCTBUSI COCTaBa
pa3OJOKUPOBAHHBIX  YUETHBIX 3amucedl  (aKTHUYEeCKOMY COCTaBy  JICTaJbHBIX
CyOBEKTOB  JIOTMYECKOrO  J0CTylla, a  TakXe€  KOHTpPOJb  OTCYTCTBHUSA
HE3a0JOKMPOBAHHBIX YUETHBIX 3aMHUCEM:

1) yBOJIEHHBIX paOOTHHUKOB;

2) paOOTHUKOB, OTCYTCTBYIOIIIMX Ha paboueM mecTe OoJiee 45 KaJleHIapHBIX
JTHEW;

3) paGOTHUKOB BHEMIHUX (MOJPSAHBIX) OpraHU3aIlui, MPEKPATUBIIUX CBOIO
JIEATEILHOCTh B OpraHW3allnu;

4) HEOIIPEIETIEHHOTO 1IEJICBOTO Ha3HAYCHUSL.

50. PabotHuku kajmpoBeix ciayk0 Bcex AOonentoB HWTKC  o0s3aHbI
yBenomiiath AamuauctparopoB CKT 00 yBoibHSIOmUXCS pabOTHUKAX HE TTO3AHEE 3
pabounx pgHEW g0 gatel uX (akTHyeckoro yBonbHeHHs. HupopmupoBanme
MIPOU3BOAUTCS MOCPEACTBOM HAIPABJIEHUSI COOTBETCTBYIOWIEH 3asBKH IO aApeECy
helpdesk.kamgov.ru.

51. B kauectBe Mozenu pasrpanudenus pocrtyna K pecypcam UTKC BoiGpana
ponesas Moaenb. [lob30BaTenaM HaA3HAYAETCS POJIb B PA3TPAHUUYUTEIBHON CUCTEME
HNTKC B 3aBHCHMOCTH OT BBINOJHSIEMBIX JIOJDKHOCTHBIX OOS3aHHOCTEH M 3aj7ad |,
COOTBETCTBEHHO, B 3aBHUCUMOCTH OT HEOOXOAUMOCTH AOCTyNa K TeM HJIA HHBIM
pecypcam UTKC. O6s3aHHOCTH U 3a]1a4M MOJb30BATENEN ONPEAEISIIOTCA UCXOIA U3
TEXHOJOTUYECKUX TiporeccoB oOpabotkn uHpopmanuu B UTKC. Onucanme Bcex
Bo3MOXHBIX poneii B U'TKC mpuBeacHo B npuiioxkeHuu 1 Kk Hactosmen Ilomutuke.
[TomuMmo yuetnbix 3amucet [losib3oBatenei, goctyn k MTKC noityuaroT pazjindHbic
CHUCTCMHBIC CITY>KOBI ¥ TIPOIICCCHI.

52. Uneatudukanus n ayrearudukanus yctpoicts B UTKC ocymectBnsercs
no coBokynmHoctu mmeHu unu ID ycrpoiictBa u MAC-aapeca. Unentuduxanms
U ayTeHTU(UKAIKS YCTPONCTB OCYIECTBISACTCS C TIOMOIIHI0O MEXaHH3MOB CETEBOTO
o0opynoBaHuss W Ciayxk0 aBTopu3auuu. B ciydae BBISBIEHUS [MOCTOPOHHHUX
yctporctB, Aamunuctparop MTKC wnu Wb oneparuBHO ONOKHpyeT AOCTYyH
HEYCTAaHOBJICHHOTO YCTpoiicTBa u co3biBacT [ PUUDb, kotopas, B CBOW oUepelb,
YCTAHABIIMBAET MPUYUHBI U TOCIEACTBUSA TAKOTO UHLINACHTA.
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53. Uneatndukanmuss u  ayTcHTH(QUKAIIMS HA CETCBOM  OOOPYJAOBAHHUU
(KOMMYTaTOpPbl, MapLIPyTU3aTOPbl, TOYKH JOCTyNa W HHbBIE) pa3pelleHa TOJbKO
Anmunuctpatopam Wb, Anmunuctpatopam HWTKC u paboTHUKaM CTOpPOHHEH
opranuzanuu, npousBojsaimuM padotet B UTKC nHa poroBopHoil ocHoBe moA
KOHTPOJIEM BBIILICYNOMSIHYTBIX aJIMUHUCTpaTOpoB. Ilpu BBOJE B 3KCILTyaTaldIo
CeTeBOro O0OpYJOBaHMS Ha HEM O0S3aTEIbHO MEHSAITCA WICHTHU(PUKAIMOHHBLIE U
ayTeHTU(PUKALIMOHHBIC NaHHBIC, YCTAHOBJIEHHBIE IMPOU3BOJUTENEM YCTPOHCTBA IO
yMonuanuto. HoBble uIAEHTU(PUKAIMOHHBIE JaHHBIE HAa CETEBBIX YCTPOIMCTBAx
JIOJKHBI COOTBETCTBOBATh YCTAHOBJIEHHON MAapOIbHOMN MOJIUTHKE.

54. Tlonw3oBarensam 3anpenicHs! Tto0bie aeficteus B UTKC o mpoxoxacHus
IpoleAYphl UACHTUGUKAIIMU U ayTeHTHudUKanuu. AnMmunuctparopam UTKC, UB,
NC n Aamunuctparopam cermeHToB UTKC paspemacrcsi BHIIOJHAT ACHCTBUA 110
npoxoxeHus nacHTudukanuu u ayrearudukanun B UTKC B psige ciryqaes:

1) 3arpy3ka onepanmoOHHON CUCTEMBI B 0€30I1aCHOM PEXUME;

2) BOCCTAHOBJICHUE OIEPAlMOHHON CHCTEMBI C TMOCheaHel paboTocmocoOHON
KOH(HUTypaImei;

3) usmenenne napamerpos BIOS;

4)3arpy3ka C BHEIIHETO HOCUTENsS C 1EIbI0 BOCCTAHOBJICHUS WJIU
MEPEYCTAHOBKU OMEPAIMOHHON CHUCTEMbl, BOCCTAHOBJIEHUSI PAOOTOCIIOCOOHOCTH
CpPEACTB 3allUThl HH(OpMAIlUU, CKAHUPOBAHHUS 3>KECTKOTO JIHCKa Ha BHUPYCHI,
CKaHUPOBAHUS OMNEPATUBHON MaMATH WM JKECTKOTO JWCKA C LEJIbH) BBISBICHUS
npobjieM u JpPYrux JCUCTBUM BOCCTAHOBUTENBHOTO WU JUATHOCTHYECKOTO
xapaxkrepa.

4. IlpaBuiia u IpoLEyphl YIIPABICHUS HHOOPMAITHOHHBIMHA ITOTOKAMU

55.C wuenpl0 omnpeneneHus pa3pelieHHbIX MApUIPYTOB  MPOXOXKIECHMS
uHGOpMAIMU MEXAY TMOJb30BATEIsIMH, YCTPOWCTBAMH, CETMEHTaMHU B DPaMKax, a
TaKKE MEXIy HHPOPMAIMOHHBIMH CHUCTEMaMHU W TPU B3aUMOAEWCTBHH C CETHIO
Nurtepuer YCTaHABJIMBAIOTCS IIpaBHJIA 171 IPOLEAYPHI YIIPaBJIICHHUS
UH(OPMAILMOHHBIMH MTOTOKAMMU.

56. C uenbro ynpasieHus uHpopmanmoHHbiMi notokamu B MTKC Ha Bcex
CETEeBBIX YyCTpoWcTBax (BKJIWOUas cereBble anantepsl APM Ilonb3oBareneit u
CEPBEPOB) MPOMUCHIBAKOTCS HEOOXOIUMBIE MAPIIPYTHI.

57. Anmunanctpatopel  UTKC  oCymiecTBISsIIOT  KOHTPOJIb  HEU3MEHHOCTH
MapmipyToB, a TakXke J00aBIAIOT HCOOXOAMMBIC MapHIpyThl B  cliydae
HEOOXOIMMOCTH.

58. Kontpons u dunbrpanus uHbopManuoHHbIX 10TOKOB Mexny UTKC wu
BHEIIHMMH TEJIEKOMMYHUKALMOHHBIMH CETSMHU OCYLIECTBISAETCS C MOMOLIBIO CUCTEM
MEKCETEeBOr0 PKpaHupoBaHus (aanee — MD).

59. JIns xouTpons u ¢unsTpannu tpaduka, Bxoasmero B UTKC u3 BHemHux
TEIEKOMMYHHUKALMOHHBIX CETEM, BEIOMpaeTcs NoJIoKeHHe «bIoKUpOBaTh BCE, KPOME
ABHO pa3pelieHHoro». Ucxoaamuii Tpaduk OJIOKHPYETCs 110 Mepe HEOOXOAUMOCTH C
LEIBI0  MCKIIOYEHUS BO3MOXKHOCTH poctyma Ilosmb3oBarenmeld K caWTtam €
BPEJAOHOCHBIM  COAEPKUMBIM, a Takke K (UIIMHIOBBIM calTam  (CaiThl,
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UMUTHPYIOIINC JIPYTUC JICTAIBHBIC CANUTHI C IENBI0 KPaXH ayTCHTU(OHUKAIMOHHOU
n/vnu muuHou uHpopmanuu [loas3oBareneit).

5. IlpaBuina u nmporeAyphbl AHTUBUPYCHOM 3aUTHI HH(DOPMAITUH

60. Anmunanctparopel Wb OCymecTBAAOT  HACTPOMKY M KOHTPOJIb
(¢byHKOHOHMpOBaHUS cucTeMbl aHTuBHMpycHOW 3ammtel B WTKC. VYnpasinenue
CHUCTEMOW OCYILECTBIAETCS LEHTPAIU30BAHHO, M TOJNBKO AnMmuHuctpatopsl Wb
MOTYT OCYHIECTBIIATh TaKyl0 (HYHKIIMIO. AHTUBUPYCHAs 3alllMTa OCYLIECTBISAETCA Ha
APM, cepBepax, MobminbabIX TC 1 mHBIX Toukax gocryna B UTKC.

61. Anmuauctpatopsl b UeHTpanu30BaHHO  HACTPAaWBAKOT  BpEMs,
[IEPUOJUYHOCTD U APYIHE IIapaMeTPhl IIPOBEICHHUS IIOJHOM aHTUBUPYCHON [IPOBEPKU
y3510B UTKC Ha Hanu4ue BpeJOHOCHBIX KOMIILIOTEPHBIX IIPOrpaMM (BUPYCOB).

62. Anmunuctparopsl Ub camoctosarensno unu B coctae [ PUMDB (B ciyuae
3HAYUTENIbHOTO HWHIUACHTAa OE€30MacHOCTH) pEearupyroT Ha COOOILEHUS CHUCTEMBI
AHTUBUPYCHOW 3aIllUTHl WM TMOJIb30BaTenae 00 OOHapyXeHUH BpPeIOHOCHBIX
KOMITBIOTEPHBIX MPOrpaMM (BHPYCOB), MJIM Ha IOAO3PEHHE HAIWYMUS TAKOBBIX, U
IPUHUMAIOT MEPHI N0 HEUTpanu3alui 0OHAPYKEHHBIX YTPO3.

63. Coctap 'PUNB yTBepx)aaeTcsi OTAEIBHBIM NPUKA30M Y MOJHOMOYEHHOTO
oprana UTKC.

64. Anmunuctparopsl b HacTpauBaroT NmepHOIUYHOCTL OOHOBIEHUS 0a3 U
CUTHATYyp AaHTUBHPYCHOTO cpencTtBa. AnmunHucTparopel Mb Takke HacTpauBaroT
MEXaHU3M PaclpOCTpPaHCHUST OOHOBJICHHBIX aHTHUBUPYCHBIX 0a3 Ha Bce y3ibl UTKC.
OOHOBINIEHIE aHTUBHUPYCHBIX 0a3 U CUTHATYp IIPOBOJIUTCS €KETHEBHO.

65. 3anpemaercst  NPEISTCTBOBAHME  KOPPEKTHOM  padoTe  CHUCTEMBbl
AHTHUBUPYCHOW 3allUTHI, IIOIBITKH €€ JICUHCTALISALUH JIMOO €€ areHTOB YIIPABJICHHUS.
JlaHHBIE  JEMCTBMS  PACLCHHMBAIOTCS  KaK  HMHIUACHTHI  HH(POPMAIMOHHON
0e30MacHOCTH W MOTYT TIOBII€Yb IIPOBEIACHHE CIYKEOHBIX pacciIeoBaHUN U
NpPUHATHE HEOOXOAUMBIX Mep Ha ycMoTpenue AamunuctpatropoB Wb ans
HEUTpaIu3aluy BOSHUKAIOLIIUX YTPO3.

6. PernmameHTanus ¥ KOHTPOIb UCHOJb30BAHUS TEXHOJIOTHH OECIPOBOAHOIO
JOCTYTIa, 3alluTa OECIPOBOAHBIX COETMHEHUI

66. becripoBonHoit octynn B UTKC npumeHsieTcs TOABKO MO COTIaCOBAHUIO C
Anmunuctpatopamu KWMb wu HWTKC 11  OTHEIbHBIX TPy  YCTPOWCTB U
I10JI30BATEIICH, KOTOPHIM OH HEOOXOJMM JISl BBIIOJHCHHUS CBOUX JOJDKHOCTHBIX
00s13aHHOCTEH, MO0 Il 00CCIeYeHHUsS TOCTCBOTO JIOCTYIIA TOCCTHTEICH K CETH
HUurteprer. [lpu 3TOM 3amperieHO HCMONB30BaHUE OECHPOBOJHOTO JOCTyMa Ha
pabounx MecTax, MOAKITIOYSHHBIX K HH()DOPMAITMOHHBIM CHCTEMAaM.

67. 3anpeiiaeTcss  OpraHu3OBBIBATH  TOCTEBOM  JOCTYyH  MOCPEACTBOM
OeCpOBOIHBIX COCNMHEHUHN, MOAKIIOUEHHBIX K OCHOBHOU nokanbHOW cetn MTKC.
l'ocTeBoil AOCTYyn OpraHuU3yeTcd TOJIBKO 4Yepe3 OTACIAbHYIO JIOKAJIBHYIO CETbh,
(bu3nuecku oTaeneHHyo ot ocHoBHoU cetn UTKC.
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68. Jlnst obecnicucHnst 6eCIPOBOAHBIX coeAMHCHUI ¢ ocHOBHOM ceThio UTKC
JOJKHO HCIIOJNB30BaThCs  00OpynoBaHue, peanusymomiee craHgapr 802.11x wu
caeayronme QyHKITIN:

1) BOBMOXKHOCTh ~ OTKJIIOUEHHUS (PYHKIHMH OBICTPOTO JocTynma K TOYKE
oecnpoBoanoro nocryna (WPS, QSSu T. 1.);

2) BO3MOXHOCTb OTKJIKOYEHUS (YHKIMH KOH(PUIYPUPOBAHMS YCTpOMCTBa
yepe3 0eCpOBOHON KaHAa CBSI3H;

3) BOBMOYKHOCTB CMEHBI MAPOJId aAMUHUCTPATOPA YCTPOMCTBA IO YMOIYAHHUIO.

69. Anmunuctparopsl UTKC (iubo wuHble Tpynnel AJZMHUHUCTPATOPOB IO
npe/iBapUTeIbHOMY corfiacoBanuio ¢ Anmunuctpatopamu UTKC) npu nepBom ke
Pa3BepTHIBAHUU YCTPOMCTBA OECIPOBOJHOTO JOCTYIA MU3MECHAIOT Mapoib JOCTyIa K
[IAHEJINU YIIPABJICHUS YCTPOUCTBOM, YCTAHOBJICHHBIN 110 yMoJdaHuko. HoBblil naposs
JIOCTYIIa K IlaHEJId YIPABJIEHUS YCTPOMUCTBOM JIOJIKEH COOTBETCTBOBATH I[APOJIbLHOMN
MOJIUTHUKE U CMEHATHCS C NEPUOANYHOCTBIO, YCTAHOBJIEHHON NAPOJIbHON MOJUTHKON.

70. Uneatundukannss w ayreHtudukamus I[lonp3oBaTeneit W yCTpPOMCTB,
MOJKITIOYAIOIINXCS K MH()OPMALIMOHHON CHCTEME, OCYILIECTBISIETCS] B COOTBETCTBUH C
IIpaBUJIaMHU, ONMMCAHHBIMU B pazaene 3 Hacrosmen [lonuruku.

71. Aamunuctparopel  UTKC (aub0 wuHBIE Tpynnsl AJIMUHHUCTPATOPOB,
nonmyuyuBmme ot  AamuHuctparopoB MTKC cormacme Ha  pasBepThIBaHME
0ecrnpoBOAHON CETH) KECTKO TNMPHUBS3BIBAIOT YCTPOMCTBA MOJIB30BATENEH K TOUKaM
0ecrpoBOAHOIO AOCTyNAa U HACTPAMBAIOT MOJMUTHUKHU JTOCTYTA YCTPOUCTBA TaK, 4YTOOBI
OHM 3aIpellay M0JIb30BaTeN0 U3MEHUTh OECTTPOBOIHYIO TOUKY JTOCTYIIA.

72. HecornacoBanHasi opraHu3aiiuds OCCIpOBOJHOTO  JIOCTyMHa  SBJISCTCS
MHITUJCHTOM UH(POPMaIIMOHHOM 6€30IMacHOCTH.

7. IlpaBuia v Ipoueaypsl YIPaBICHHS YCTAHOBKOW (MHCTAILISALIMEH ) KOMIIOHEHTOB
MIPOTrPAMMHOTO O0ECTICYeHHS

73.B  HNTKC 3anpemieHo  UCOOAB30BAaHUE  ONEPAIMOHHBIX  CHCTEM,
HE BKJIOYEHHBIX B EJIHMHBIM peecTp pOCCHUHUCKUX NPOrpaMM sl 3IEKTPOHHBIX
BBIYUCIUTENBHBIX MalMH W 0a3 JaHHbIX, (opMupyeMblii MUHHUCTEPCTBOM
ur(ppoBOro pa3BUTHsL, CBA3U U MacCOBBIX KOMMYHUKaIuil Poccuiickoit deaepaiuu.

74. Ucnonb3oBanue  AOGoneHTamun  MTKC  onepalluoHHBIX — CHCTEM,
HE BKJIOYEHHBIX B EJMHBIN peecTp POCCHUUCKUX MNpOTrpamMM JUIsl SIEKTPOHHBIX
BBIYUCIUTEABHBIX MalIMH W 0a3 JaHHBIX, QopMupyeMbiii  MUHHCTEPCTBOM
1 poBOro pa3BUTHS, CBSA3M M MacCOBBIX KoMMYyHHUKaluil Poccuiickoit deneparuu,
Ha IPUHAICKAIINX UM O0BEKTaX HMH(POPMAIMOHHONH HHMPACTPYKTYPHI, BKIIIOUAs
CepBepbl, paboune CTAaHIWHA, MOOWIIBHBIC YCTPOWCTBA M WHBIC BBIYHUCIUTCIIHHBIC
pPecypcehl, IOMYCKAeTCs MO COTJIacOBaHUIO ¢ YnolHoMoueHHbIM opranoM M TKC.

75. B UTKC pa3peiieHo MCMONb30BaTh TOJBKO MPOrpaMMHOE OOECTIieUeHHeE,
€ro KOMIIOHEHTHI, YTHUJIUTHI U ApaiiBepa, KOTOpPbie HEOOXOIUMBI JJIsi 0OeCreUeHus
dbyukimonupoBanusa nHpopmarmonueix cucrem, UTKC, a taxxe a7 BBINOTHEHHUS
[Tonp3oBaTENIMU CBOUX CITYKEOHBIX (JOIKHOCTHBIX) 00sS3aHHOCTEH.

76. YcTaHOBKa MPOTPAMMHOTO OOECTICYEHUS, €r0 KOMIIOHEHTOB, YTHJIUT U
OpalBEpOB  OCYLIECTBISETCS  TOJBKO  AJIMUHHCTpAaTopaMy, IpU  ITOM
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yCTaHaBIMBACMOC IPOTPAMMHOC OOCCIICYCHUC HE JOJKHO BXOJHUTHh B IlepcucHb
KaTeropuil 3amnpeiieHnoro nporpammuoro oodecrnedenus B UTKC, pazpadbareiBaemoro
U yTBepxkaaeMoro YnonHomoueHHsiM opranom UTKC. Bcee rpymnmnsl nons3oBareneit
UTKC pomxHBl OBITH O3HAKOMJICHBI C YKa3aHHBIM TI€PEYHEM TIOA MOAIMKCH.
[Tonwk3oBatensM 3anpeiiena ycranorka jgobdoro 110 B UTKC.

77. Ilonb3oBatens MO0 AIMUHHUCTPATOp HMMEIOT MPaBO IOAATh 3asBKY Ha
BKJIIOUEHHE B COUCOK HCKIOUYeHnH 3anpemeHHoro B HWTKC mnporpammHoro
obecrieyeHusl, HEOOXOAUMOTO €My JJii BBIMOJHEHHUSI CIYXEOHBIX (TOJKHOCTHBIX)
oOg3aHHOCTel. B Takol 3asgBKe 00s3aTe€IbHO  YKa3bIBaeTcsd OOOCHOBAaHUE
HEOOXO/IMMOCTH BKJIIOUCHHUS B JTOT CIIMCOK HOBOTO MPOrPaAMMHOTO OOECTICUCHHS.
Cpoxk paccMOTpeHUS 3asiBKU COCTABIACT S5 pabouux JHEH.

78. Apmuauctparopel Ib  eXeMecsiYHO TPOBOJST IPOBEPKY COOTBCTCTBUS
cocraa nporpammuoro obecredenuss B HMTKC comcky — 3ampemieHHOTO
nporpaMmHoro obecrieueHus. B ciyuae BBISIBIEHUS TMOCTOPOHHETO MPOTPAMMHOIO
obecrieueHns MPOU3BOAUTCSA ero ymaneHue nmbo coswsBaercs ['PUUDB, xortopas
JEUCTBYET B COOTBETCTBUHU C HWHCTPYKLUHMEH IO pPEAarupoOBaHUI0 HA WHIWJICHTHI
UH(POPMAILIMOHHON OE€30MACHOCTH, YTBEPKACHHON YMOTHOMOYEHHBIM OpPraHoM
UTKC.

79. Undopmanmonnas crpanuna 3anpemennoro B MTKC nporpammuHoro
o0OecrieyeHuss  pa3Mmemiaercss B 0a3e  3HAaHUKW  KOPMOPAaTHBHOIO  IMopTalia
HCTIOJIHUTENBHBIX OpraHoB Kamuarckoro kpas.

8. 3amura MalmMHHBIX HOCUTENEH HHpOpMAIIMU, KOHTPOJIL HHTEpPEIcoB
BBOJIa-BBIBO/Ia, TApAaHTHPOBAHHOE YHUUTOKEHUE HH(POPMAIUH

80. OgHOI1 W3 OCHOBHBIX LICJIEH 3JIOYMBIIUICHHUKOB SIBJISIFOTCS MAIlMHHbBIC
Hocutenun wuHbopmamuu, ucnoixbdyembie B UTKC ans xpanenus u o0paboTKu
3ammuraeMoi mHGopMmanuu. McxoAas W3 3TOro, 3alyTa MAIIHHHBIX HOCHTEICH
uHpopmaruu (kak B ctarmoHapubix APM u cepBepax, Tak 1 MOOUITLHBIX/CHEMHBIX )
SIBJSIETCS KJIIOYEBBIM 3BE€HOM MOJUTUKU HH()OPMALIMOHHOMU 0€30MacHOCTH.

81. Mcnonb3oBaHNEe CheMHBIX HOCHTENEH W MOPTATUBHBIX YCTPOUCTB (B TOM
4yuCJe JIUYHBIX ), HE OTHOCSIIUXCS K padouemy npoueccy, B UTKC 3anpernieno.

82. Ha ycmotpenune ApnmunuctparopoB Mb nuGo npu HeoOxogumMocTu
KOHTPOJISI UCIOJIb30BAHUSI ChEMHBIX HOCUTENECH WHGOpMAlUK B aTTECTOBAHHBIX Ha
COOTBETCTBHE TPEOOBAHUSAM MO 3amuTe MHOOpMaIU HWHOOPMAITMOHHBIX CUCTEMAX,
¢ynkunonupywmux B UTKC, MOryT mpuUMEHSATBCS COOTBETCTBYIOIIUE HACTPONKU
cpeactB 3amuThl MHGoOpmaiuu. [lONBITKH HCHOIB30BaHUS CHEMHBIX HOCHUTEIICH
nHpOpMAITUH, HEPA3PCIICHHBIX K HCIOJIB30BAHUIO, (PUKCHPYIOTCS CpEICTBAMHU
3aIATHl OT HECAHKIIMOHUPOBAHHOTO JOCTyMAa JHOO aHTUBUPYCHBIM cpenacTtBoMm. Ha
ycMoTpeHue AnmuHuctpatopoB Wb Takue NONBITKK SABISIIOTCS WHLUJICHTaAMHU
0€30MacHOCTH U MOTYT PacCi€OBAThCS B ONPEIEIEHHOM HOPSIKE.

83. USB, LPT u COM mnoptsel koHTpOaupyrwTcsa ¢ nomowmbso C3M or HCJI
aM00 AHTHBUPYCHBIM cpeAcTBoM. K paboTe ¢ naHHbIMU HHTepdeicamMu BbIBOAA
JOMYUIEHBl MOJIb30BATENM B COOTBETCTBHUM C JACHCTBYIOIIECH TMOJUTHKOW Yy4eTa
CBEMHBIX HOCUTENEH uH(OpMaLInH.
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84. 'apaHTHPOBAaHHOC YHUYTOXKCHHUE (CTHUpaHHUC) UHPOPMAITMKA HA MAIIWHHBIX
HOCHUTEJIIX OPraHU30BbIBACTCA AJIMUHHCTPATOPAMH B CIIy4asiX:

1) mepenauu HOCHUTENS MHAOOPMAITUN B CTOPOHHHE OPTaHU3ANMK (B TOM YHCIE
u 115 ipoBeaeHus pemonta TC);

2) npu yrunuzauuu TC.

85. YHuuTOoXeHue (cTupaHve) HHGPOpPMAIMM Ha MAIIMHHBIX HOCUTENSIX
JOJKHO MCKITIOYaTh BO3MOXXHOCTH BOCCTAHOBJICHHS 3allUIIAaeMON HH(pOpManuu.
KOHTpOsb  HEBO3MOKHOCTH  BOCCTAHOBJICHHMS  YHMUTOXXEHHOM  HMH(pOpMaLuu
MPOU3BOUTCS AJIMUHUCTPATOPAMH C MOMOUIBIO CHEIUATM3UPOBAHHBIX YTUIUT 10
BOCCTaHOBJICHUIO WH(GOPMAIIHH.

86. IIpu mepegade HocuTens MHGOPMAIIMU B CTOPOHHUC OpraHU3aluM (HE ¢
IICJIBIO TIEpE/Iavu Ha HeM MH(OpMaIun), B TOM YKCIIC U JISI PEMOHTa HOCHUTCIIS HIIH
TC, wundopmamusi YHUYTOXKACTCS IIyTEM IIOJHOM MHOTOKPATHOW IMEpe3alucu
MaIIUHHOIO HOCUTEIS] uH(pOopMaLUn crielUaIbHbIMU OUTOBBEIMHU
[OCJIEA0BATENBHOCTSMM, 3aBUCALIMMU OT THUIA HAKONMUTENA W HCIOJIb3YEMOIO
METOJa KOAWPOBaHWUS HH(POpMalMu. 3aTeéM MNPOU3BOAWUTCA OUYUCTKA BCETO
(pU3MYECKOro NPOCTPAaHCTBA HAKOMUTENS, BKIOYAsl COOMHBIE U PE3EPBHBIE AEMEHTHI
naMsATH, COEUUATU3UPOBAHHBIMHU MPOrPaMMAMH WJIK YTHIIUTAMU POU3BOIUTENSL.

87. Ilpu ytunuzamuum TC, a Takke NpU BO3ZHUKHOBEHHH HEOOXOIUMOCTU
YHUYTOXKEHUS MHGOpPMAIMM Ha HENEepe3alnuCchiBAEMbIX MAIIHHHBIX HOCHUTENSX
(manpumep, CD-R), dpuzndeckn yHUUTOKAETCS caM MAlIMHHBIA HOCUTENb.

9. YmpaBieHue B3aMMOJICHCTBUEM ¢ UHPOPMAITMOHHBIMU CUCTEMaMH
CTOPOHHUX OpraHu3aIuil (BHSITHUMHU HHGOPMAITMOHHBIMUA CHCTCMAaMU )

88. Axmunuctpatoppr HTKC wu  HC  obGecnicuuBaroT  ymnpaBiICHHUC
MHGOPMAIMOHHBIMU ~ TOTOKAMH  NIpW  B3aUMOJCWCTBUM  C  BHEIIHUMHU
MH(POPMAITMOHHBIMH CHCTEMaMHU.

89. Ilopsinok  oOpaboTku, XpaHeHus U nOepeaadyd  uUHboOpMaUuUd €
UCIIOJIb30BAHUEM  BHEIIHMX  HMHQOPMALHUOHHBIX  CHCTEM ONpEAENSIOTCS
TEXHOJOTUYECKUMH MpoueccaMu 00paboTKN HHPOPMALIMH B CHCTEMAX.

90. B3aumopeiicteue UTKC ¢ WHGOPMALMOHHBIMHM CHCTEMAaMH BO3MOYHO
TONBKO TPU  HAJIUMYMU  JoroBopa  (cornamieHusi) o0  HUHGpOpMaIMOHHOM
B3aUMOJICUCTBUM  C  omeparopoM  (obOiajgaTeneM,  BIAJENbIEM)  BHEIIHEH
UH(OPMAITMOHHON CUCTEMBI.

10. IIpaBuiia u rpoue/ypbl IPUMEHEHUS YIAIIEHHOTO JI0CTYlIa

91.B UTKC nnsi 1OCTHUXKEHUST HEKOTOPBIX LeJed W 3a]a4 NPUMEHSIIOTCS
TEXHOJIOTUH YAAIEHHOTO JOCTYIa K NHPOPMAITMOHHBIM CUCTEMAaM.

92. Ilpouenypa mnpeaocTtaBiieHUss yAaneHHOro paocrtyna Ilonp3oBarensm k
pecypcam UTKC (a Takke BHEINIHUM MOJb30BATEISIM, KOTOPBIM TakKOM JIOCTYIl
HE00XO0 UM /Jis1 OOHOBJICHUS, YCTAHOBKH, pa3pabOTKU MPOTPaMMHOT0 0OECIEeUEHHUs
U Jpyrux AeHCTBUHA B HMH(POPMALMOHHON CHUCTEME B COOTBETCTBHUHU C JOTOBOPOM)
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PEIJIAMEHTHUPYETCS  OTJICIBbHBIM IIOPSIKOM, YTBEPKIECHHBIM Y IIOJIHOMOYEHHbBIM
opranoMm UTKC.

93.IIpu pabore ¢ pecypcamu HNTKC Ha ypanenHoi pabode MallnHE
3ampellacTcss MOAKIIOUECHUE K caldTaM, CBS3aHHBIM C KPUINTOBANIOTOM, tor-nHomamu,
3aIyCK TOPPEHT-KIIMEHTOB U MPOUYMX 3aIPy3UYHUKOB.

94. B cnydae BbisBaeHUA weHTpoM MoHUTOpuHra WTKC wHOMAEHTOB
UH(OPMAIMOHHOW ©0€30MacHOCTH, CBA3AHHBIX C YAQJICHHBIM TOJIKIIOYEHHEM,
[Tonb3oBaTenp 00si3aH  OKa3bIBaThb COACHCTBME U BBINOJIHATH  TpeOOBaHUS
AnmunaucTpaTopos Ub.

95. Anmunauctpatopel UTKC u b ocyliecTBIsIIOT MOHUTOPUHT M KOHTPOJIb
YAQICHHOTO J0CTyTa Ha IpeEAMET BBISIBIICHUS YCTAHOBJICHHUS
HecaHKnoHupoBanHoro coeaunenuss TC  (ycrpoiictB) ¢ UTKC. B cioydae
BBISIBIICHUSI HECAHKUUOHUPOBAHHOrO JocTyma, co3biBactcsi ['PUWb, xotopas
JEUCTBYET B COOTBETCTBUM C MHCTPYKUMEH IO pEarupoOBaHME) HA WHIUJEHTHI
nH(OPMAITMOHHON O€30TTaCHOCTH.

96.C wenpr0 yHpoLIEHUs KOHTPOJA 3a YJAJIEHHBIMM MOJKIOUEHHUIMU
Anmunuctpatopsl UTKC obecriednBaloT €IuHyI0 TOYKY YAAIEHHOTO JOCTyNa K
UTKC.

97. Anmunuctpatopbl UTKC obecnieunBaroT 3aliUTy KaHama CBSI3U.

98. Anmunuctpatopel MTKC o0ecneunBaroT OTCYTCTBUE BO3MOKHOCTU
yaanenHoro gocryna k UTKC no ya3BuMbIiM nipotokonam (ftp, telnet u 1. 1.).

11. HpaBI/IJIa U TIpONCAYPHI BBIABJICHUA, dHAJIN3d 1 YCTPAHCHUSA YSISBHMOCTeﬁ

99. Ilonnoe ckanupoBanue MNTKC Ha BbIsiBIICHHE YS3BUMOCTEH IIPOBOJISIT
Anmunuctpatopsl Wb,  Apmunuctparopel HMC (0 coracoBaHUl €
Anmunuctpatopamu b)) n1ubo  opraHuzanms, uMellnas —JULEH3WIO  Ha
OCYIIECTBJIEHUE MACSITENBHOCTH MO TEXHUYECKON 3aiuTe KOHQUACHIHUAIbHOM
uH(poOpMaLK, B paMKaX 3aKJIIOYEHHBIX KOHTPAKTOB (JJOTOBOPOB).

100. Cxannpoanne HWTKC Ha Hanuuue ysA3BUMOCTEM MPOBOAUTCA C
NEPUOINYHOCTBIO, HEOOXOIMMON M JOCTATOYHOM A JOJKHOM 00pabOTKH OTYeTa
[0 pe3yibTaTaM CKaHUPOBAHUS W MPHUHIATHS MEpP MO YCTPAaHEHHUIO BBISBIEHHBIX
ySA3BUMOCTEH, HO HE pexe OJTHOTO pa3a B 6 MecsEB.

101. B cnydae moctymieHuss WHGOpMAMM M3 HOBOCTHBIX HCTOYHUKOB 00
VSA3BUMOCTSIX B ONCPAIIMOHHBIX CUCTEMax MW/WIM TPHUKIAJAHOM TPOTrPaMMHOM
obecnieueHuu, npuMmeHseMbix B UTKC, HeoOXxoaumMo opraHM30BaTh BHEIUIAHOBOC
[I0JIHOE€ CKAHUPOBAHMUE.

102. Anpmunauctparoper Ub u UTKC (ub6o Anmunucrparopsr UC, ecim
ySI3BUMOCTH OOHapy>K€Hbl B MH()OPMALIMOHHBIX CUCTEMAaX, HAXOASIIUXCS B 30HE UX
OTBETCTBEHHOCTH) HM3Y4arOT OTYETHI MO PE3yJIbTaTaM CKaHUPOBAHMS U MPUHUMAIOT
pelieHre O HEMEQUICHHOM YCTPaHEHWU BBISBICHHBIX YA3BUMOCTEH, JHOO O
BKJIIOUEHUM MEPONPHUITHI IO YCTPAaHEHHUIO BBIABICHHBIX YSA3BUMOCTEH B ILIaH
MEPOIIPUATHH MO 3aIIUTEe UHPOPMALIMY, B CIY4ae, €CIIH BbISIBIEHHBIE YSI3BUMOCTH HE
ABJISIIOTCS KPUTHUYHBIMH, WUJIM €CIU €CTh BO3MOYKHOCTbH CHI€JaTh HEBO3MOKHBIM HX
JKCIUTyaTalluil0  MOTEHLUHAIbHBIM  3JIOYMBIIUIEHHUKOM  (Hampumep,  OyTeM
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oTKIIOYeHUST OTAcHbHBIX APM  w/mnmm cermentoB cetu ot Wuatepuer). Ilpu
HEOOXOAMMOCTH, ISl aJ€KBAaTHOTO pPEarupoBaHUsl Ha BHOBb BBIABICHHBIE YIPO3bI
MoxeT cosbiBateea [ PUUD.

103. Ycrpanenue ysA3BUMOCTEH B OTIACNBHBIX WH()POPMAIMOHHBIX CHCTEMAX,
¢yskuumonupyrommux B HWTKC (TUC, HUCIIAH u wuHBIX) 00ecne4yuBaroT
Anmvunuctpatopsl UC. TTopsaok BeISIBIEHNA, aHAIU3a U YCTPAHEHUS YSI3BUMOCTEH B
TAaKHX CUCTEMAX YTBEPKIAAETCS OMepaTOpaMM JaHHBIX HH(POPMALMOHHBIX CUCTEM.

104. KpUTUUHOCTH YSI3BUMOCTEN MOXKET ObITh YCTAHOBJIEHA KaK HA OCHOBaHUU
perTHHra ys3BUMOCTH 1o mkaime CVSS, Tak M Ha OCHOBaHMM OLIEHKH PHCKOB
uHpopmarmonHon 6ezonacHoctd B coorBeTcTBUU ¢ ['OCT P UTKCO/M3K 27005-
2010 HanuoHaneHbilt cTanmapt Poccuiickoit ®enepanuu. HHbopmalnmoHHas
TexHoJoTuss. MeTojpl u cpenctBa obecnicueHus: 0e30MacHOCTH. MEHEKMEHT prcKa
nH(pOopMaMOHHOM 6€30I1aCHOCTH.

105. Ilpu BeisiBneHun ysizBuMoctei, Aamunuctpatopel HMb u UTKC
AHATM3UPYIOT CUCTEMHBIE JKYPHAJIBI U JKYPHAIBI CPEJCTB 3alIUThl HH(MOPMAIMK Ha
MIPEIMET BBISABICHHS SKCIUTyaTaIlMd BBISBIEHHOW YSI3BUMOCTH B WH(OPMAIMOHHON
CHUCTEME U MOCJIECACTBHMN TAKOM KCIUTYaTallAH.

106. Tlopsanok BbeIABICHUS, aHanu3a W ycrpaHeHus ysasBumocted B UTKC
yTBepxkaaeTcs YnoaaoModeHHbIM opranoM UTKC.

12. TlpaBuna u nporeaypsl KOHTPOJIST YCTAHOBKU OOHOBJICHUH ITPOTPAMMHOTO
obecrieueHus

107. C uenp0 MPOTHUBOJCHCTBUS 3KCIUTyaTallUH M3BECTHBIX YSA3BHUMOCTEH, B
UTKC ycranaBiauBaloTCs MpaBmiia U MPOICAYPhl KOHTPOJISI YCTAHOBKH OOHOBJICHHI
CUCTEMHOI'0 ¥ IIPUKJIAJHOIO IPOIPAMMHOI0 00ECIICUCHHUSI.

108. ABTOMaTH4ecKue OOHOBJICHUS CHCTEMHOTO " TPUKJIIATHOTO
IPOrPaMMHOTO 00€CIIeUEHUS OTKIIIOUEHHBI.

109. ObmecucremMHoe MporpaMMHOE OOecleueHue M OCHOBHOE MPUKIIAJTHOE
nporpaMmHoe  obecneuenue  oOHoBusiercss  Aamuuucrpatopamu  HUTKC u
Anvunuctpatopamu MC ¢ mpeaBapuTesbHOM YCTAHOBKOW Ha TECTOBOW TpyNNe
YCTPOUCTB, MpHU HEOOXOAMMOCTH Nepen OOHOBIEHUSMH CO3Jal0T 00pasbl CHUCTEM,
TOYKH BOCCTAHOBJICHUSI U PE3EPBHBIE KONUU 0a3 JaHHBIX.

110. Anmunuctpatopel UTKC wu  Anmunuctpatopsl MC  KOHTpoOmupyroT
UCTOYHUKH OOHOBJICHUH MporpaMMHOro ooOecrncuyeHusi. OOHOBJICHHUS JOJKHBI
OCYILIECTBIISATHCA U3 JOBEPEHHBIX HCTOYHUKOB, B COOTBETCTBHHU C IOKYMECHTAIMEH Ha
IIPOrpaMMHOE 00ECIICUCHHE.

111. B ciaydae HeoOXOAMMOCTH i KOPPCKTHOH YCTAaHOBKH OOHOBJICHHMIA
Anmunuctpatopsl UTKC u Anmunuctpartopsl b BOpaBe npoBoauTh mnepe3arpys3Ky
pabounx CTaHIMKA TOJb30BaTENel B YTPEHHHE dYachl A0 Hadaia paboyero gHs.
[lepesarpy3ka  cepBepHOro  OOOpYJOBaHHS  MPOBOJUTCS MO  OTIACIBHOMY
corsacoBanuio ¢ Anmunucrparopamu HUC.

112. B cayyae HEBO3MOXXHOCTH YCTAHOBKH KPUTHUHBIX OOHOBJIEHUH JOJIKHBI
OBITH IPUHSATHI MEPBI, KOMIIEHCUPYIOLINE OTCYTCTBHE JAHHBIX OOHOBIIEHUH.
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113. OGHOBNICHNE aHTUBUPYCHBIX 0a3, CATHATYP YSA3BUMOCTEH, 0a3 pemiarmumx
OpaBWI CPEACTB 3allUThl HHPOPMALMU OCYILECTBISETCS B COOTBETCTBHH C
’KCIUTyaTaliMoHHoi nokymenTanueid Ha C3U1 u nacrosimei [Toautukoil.

114. OGHoBNEHHE  MUKPONPOIIMBOK W NPOrpaMMHOr0  oOecrevyeHus
BIOS/UEFI npou3BoAUTCS TOJBKO NPH MOCTYIJIEHUHM HHPOPMALUKA O KPUTHYHBIX
yS3BUMOCTSIX B TAKOM MPOrpaMMHOM oOectieueHuu, npumensemom B UTKC.

13. IlpaBuna u npoueaypbl KOHTPOJISI COCTABA TEXHUUECKUX
CPEJICTB, MPOTPAMMHOTO 00ECTIEUeHUS U CPEJICTB 3alIUThl UH(GOpMAITUU

115. Anmunuctpatopsl b u UTKC ocyliecTBIsAIOT KOHTpoab coctaBa TC,
I[1IO u C3H, HaxoAsIMXCS B 30HC MX OTBETCTBEHHOCTH, HC PEXKE OJHOIO pa3a B
MecsI1I.

116. BrisiBnenue HecootrBeTcTBUA coctaBa TC, [1O n C3U TexHomoruyeckomy
nporneccy oopadorku nagopmaruy B U'TKC sBisercs nHmmaeaToM 6e3onacHoctu. B
cnydae BbIBIeHUS (akToB HecoorBeTcTBUS Anmuuuctpatopsl UMb u UTKC
YCTAHABIHUBAIOT MPUUMHBI CAMOCTOATENIBHO WK co3bIBatOT I PUMD.

117. B cnyuwae BbissBneHHs HecooTBercTBus cocraa 1C, IO wm C3U,
Anvunuctpatopsl Ub 1 UTKC npuHUMarOT Mepbl 10 ONEPATUBHOMY HCKIHOUYEHHIO
(BoccTaHoBneHuww) u3 cocraBa (B cocrap) WUTKC HecaHKIMOHHPOBAHHO
yctanoBlieHHbIX (yaanenusix) TC, 10 u C3U.

118. Mcnonp3oBanue MO0 HaIMUME YCTAHOBOYHBIX MAKETOB Ha paboumx
MecTax Tois3oBaTeneii u ceppepax [1O, BkmoueHHoro B IlepeueHb kaTeropwii
3alpeIICHHOTO, MOKET  paclicHMBaThCcd KaKk  WHIUIACHT  HUH(POPMAIIMOHHOU
0€30MMacCHOCTH.

14. IIpaBuia u npoueaypbl pE3epPBUPOBAHUSA TEXHUUECKUX CPEACTB, IPOTPAMMHOIO
oOecrieueHus1, 6a3 JAHHBIX, CPEJCTB 3aIIUTH HHGOPMAIINKM ¥ UX BOCCTAHOBJICHHUS MPU
BO3HHKHOBEHUU HEIITATHBIX CUTYALUU

119. Pe3epBupoBanue wuHopManuoHHbix pecypcoB MTKC (mporpammHoro
oOecrieyeHus, 0a3 AaHHBIX, CPEACTB 3alUUTHl HH(OpPMALUMHU) 3a HCKIIOUEHHUEM
pabounx MecT nojab3oBareneit ocyuiecTrisercss Agmunuctparopamu UTKC.

120. BoccTaHOBIIEHHE W3 PE3EPBHBIX KOMHM SIBISETCS OCHOBHBIM METOJIOM
BOCCTAaHOBJICHUSI ~ pabOTOCIOCOOHOCTH  MH(POPMAIIMOHHON  CUCTEMBI  TOCIIEC
JIMKBUJIAIIMK HEIITATHBIX CUTYaIUil.

121. HemrraTHbIMHM CUTYALMSIMU SIBJISIEOTCSI:

1) HerpaBOMEpPHBIE JEHCTBHUS CO CTOPOHBI JIML, UMEILIMX IIPABO JOCTYIA K
3alMIaeMoi nHOOpMaLIKH:

a) HeCaHKLIMOHMUPOBAHHOE U3MEHEHNE HH(POpMaluy;

2) HeCaHKITHOHUPOBAHHBIN JOCTY K 3aIIUIIAEMON HHPOPMAITHH:

a) 3apaxxenne UTKC 310yMbIIIIIEHHUKOM TPOrPaMMHBIMH BUPYCaMU;

0) XuIleHHe HOoCUTEeNel HHPOPMALIHH;

B) HapyweHue ¢pynkurnonupoanus TC 06paboTku uHpopmanuu;
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r) OJIOKMpOBaHKUE JOCTyIa K 3alIMINacMord MHGOPMAIHUH MyTEM TECPErpy3Ku
TC 06paboTku uHMOPMAIH JIOKHBIMH 3asBKaMHU Ha ee 00padoTKy;

3) medexthl, coon, oTkaszbl, aBapun TC u cuctrem UTKC;

4) nedexTsl, cOon, 0TKa3wl mporpammuoro odecrneuenus UTKC;

5) cbom, oTkassl U aBapuu cucteM odecrneuenus UTKC;

6) NpUPOIHbIC SIBJICHUS, CTUXUUHBIEC O€JICTBHUSL:

a) TePMUYECKHE, KIUMATHUYECKHE (akTopbl (AaHOMAIBHO HU3KME  HWJIH
AHOMAJIbHO BBICOKHE TEMIIEpaTyphbl BO3/yXa, MOXKAapbl, HABOJHEHUS, CHETOIMAJbl U
UHBIE);

0) MexaHuveckue GakTophl (MMOBPEKICHUS 3/TaHUM, 3eMJICTPSCCHUS U UHBIC);

B) DJICKTPOMAarHuTHbBIC (HAaKTOpPhl (OTKIIIOUCHUE DIICKTPONUTAHHUSA, CKAYKH
HAIPSDKCHUS, Yapbl MOJIHIM U WHBIC).

122. B citydac BO3HMKHOBEHUSI HCLITATHOM CUTYAIlUH, IIOPSAI0K JCHCTBUM IPU
KOTOPOil He pernaMmeHTupoBaH Hactosiuieil [lonutukoii, Anmunuctpatopamu UTKC,
HC, Ub u 'PUUE BripabaTpiBaeTcsi KOHKPETHBIN TUTAH AEUCTBUIN C YIETOM TEKYIIEeH
CUTYaIUU.

123. Mnuupaentsl 0€30macHOCTH MHGOPMALMKA TaKKe SIBISIOTCS HEIITaTHOU
cutyauuei. IIpu BBISIBICHMM HEWITATHBIX CUTyallUd, MOBJEKIIMX HapYIICHHUE
LEIOCTHOCTH, JOCTYIMHOCTH WM KOH(PUICHIHAIBHOCTH 3allMINaeMON MHPOpMalnu
[0 BUHE BHYTPEHHErO0 WM BHEILIHETO Hapymwurtens, cosbiBaetcsa ['PUUDb, koropas
JNEeHCTBYEeT B COOTBETCTBUU C MHCTPYKLUMEH IO pPEearupoBaHUI0 HA WHIIUJEHTHI
UH(OPMAITMOHHON 6€30ITaCHOCTH.

124. B cmywyae c6oeB, OTKa30B M aBapudl CHUCTEM >JICKTPOCHAOKCHHS,
BCHTWISIIUU, JPYTUX OOCCICYMBAIONIUX HHKCHCPHBIX CHUCTEM MPEAIPUHUMAIOTCS
CJICIYIOLIINE JEUCTBUA:

1) koppektHoe otkitoueHue TC UTKC o ucrouieHus pecypca MCTOYHUKOB
becniepeboitHoro nutanus, neperpea TC W 10 HACTYIUICHHS IPYTUX HETAaTHBHBIX
MIOCJICJICTBHH;

2) NpeANPUHUMAIOTCS MEPhl 1O YCTPAHCHHWIO TPHYMH, BBI3BABIINX COOWH,
oTkazbl U aBapuu cpenctB U cucteM MTKC, a taxke Mepbl 10 3aMeHE/pPEMOHTY
BBIIIEIINX U3 CTPOSI CPEJICTB U CUCTEM,;

3)B clydae TOTEpH/yTpaThl 3alllMINAEMbIX JAHHBIX WIH HapyLICHUS
LEJIOCTHOCTH IPOrpaMMHOI0 oOecrieueHusi, 0a3 JaHHBIX, CPEACTB 3allUThI
uHpopmanmu, Aagmunuctpatopel UTKC BocCcTaHABIMBAIOT UX U3 PE3EPBHBIX KOMUH.

125.B cnaydae HEMITaTHBIX CUTyallud, CBS3aHHBIX CO CTUXUHHBIMU
OCICTBUSIMU U JCCTPYKTUBHBIMU  TIPUPOJTHBIMU  SIBICHUSMHM, BBIIOJNHIIOTCSA
CJICIYFOILIINE JEUCTBUA:

1) monb30BaTEM KOPPEKTHO OTKIIIOYAIOT M O0ECTOYMBAIOT CBOM paboume
MECTa;

2) Anmunuctpatopsl UTKC n Aagmunuctparopsl cermedta UTKC koppekTHO
OTKJIIOYAlOT M OOECTOUMBAIOT CEPBEPbl W CETEBOE OOOpYIOBaHME, a TaKKe
NpeANPUHUMAIOT MEpbl K 3BaKyallMd HocuTened wuHdopMauuu W HOCHUTENeH
PE3EPBHBIX KOTUU;
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3) B ciyuae HapymcHusi koppektHou padorst TC B UTKC B pesynbrare
CTUXUUHBIX O€ICTBUH WIM TNPUPOJAHBIX SBICHUM NPUHUMAKOTCS MEPHI IO
PEMOHTY/3aMEHE BBILIEALIETO U3 CTPOsi 000PyIOBAHUS;

4)B crnydae NOTEepW/yTpaTbl 3alllMIIaeMbIX JaHHBIX WIM HapyIICHHS
LEJIOCTHOCTH IPOrpaMMHOr0 oOecriedeHusi, 0a3 JaHHBIX, CPEACTB  3aLIUTHI
uH(popMalMK, B pe3yJbTaTe€ CTUXUUHBIX OEACTBUH WM MPUPOIHBIX SBICHHM,
AnmunuctpaTopsl MTKC BoccTaHABIMBAIOT X U3 PE3EPBHBIX KOINI;

5) B ciyuyae CTUXMHHBIX O€ICTBUNA/MPUPOIHBIX SABICHHUM, ONACHBIX JJIS KU3HU
YeJOBEKa, B MEPBYIO OYEPE/b OPTaHM3yeTCs HBaKyallusd pabOTHUKOB M TOJBKO IO
BO3MOXHOCTH opranuzyetcs sBakyanus TC, HocuTenei nHbopMalMi 1 HOCUTEINCH ¢
PE3CPBHBIMU KOIIUAMH.
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[Tpunoxenue 1

K [TonuTuke mo opraHu3anuu u
MIPOBENCHHIO PAOOT MO 0OECTICUSHUTO
Oe3onacHoCcTH HHPOPMAIIAN TIPH €€
00paboTke B MH(POPMALIMOHHO-
TEICKOMMYHHUKAIIMOHHOM CETH
HCITOJTHATEIILHBIX OPTaHOB
Kamuarckoro xpas

ITonoxenue o pasrpannueHuu npas goctyna B UTKC

Hcxons u3 xapakrepa U pexkuMa 00pabOTKH 3amuIiacMoi HH(POpMAIMU B
UTKC onpenensiercs cieayrouiuii nepeyeHs rpyin Ilosb3oBareiiei, yuacTByOIIUX B
obOpabotke 3amnuniaemon nHpopmaiuu. [lepedens poneil U onucaHue mapameTpoB
nocryna k pecypcam UTKC mpusenen B Tabnuire.

Onucanue napameTpoB gocrymna kK pecypcam UTKC

Ponb .
JUISL JAHHOU pOJn

1 2

JlocTynm Ha 3amyMch M YTCHHC 3aluinacMor uH)OpMarmu,
HAaCTpOMKAaM OIIEPALIMOHHBIX CHCTEM, NOJUTHK W CpPEACTB
amuThl  uHGopMmauuu. [lomHbli JocTym K CHCTEMHBIM
AIMUHHECTpATOpP |KypHallaM, )KypHalIaM CPEJCTB 3alUThl HHPOPMALH U APYTUM

Hb 3JEKTPOHHBIM KypHAJIaM COOOIICHH. Ypasienue
nosnb3oBaresamMu 1 yerporcteamu B UTKC, ux gocrymom k
pecypcaM W BHEIIHMM HH(POPMALMOHHBIM CHCTEMAaM U CETH
WNuTepHer

JlocTynm Ha 3anmuch M YTEHUE 3aluiiaeMod WHQopMmanuu,
HAaCTPOMKAM ONEPALMOHHBIX CUCTEM, ITOJIMTHK U OIPENECIECHHBIX
CpencTB 3autuThl HHpopMauuK. [1oaHBIN AOCTYN K CUCTEMHBIM
KypHAJIAM, IKypHAJIaM  ONPEACICHHBIX CPEJICTB  3aIUTHI
uH(pOpMAIUK U JPYTUM 3JICKTPOHHBIM JKypHaJlaM COOOIICHUH.
[TonHoE aIMUHHUCTPUPOBAHUE UTKC, yIIPABJICHUE
nosib3oBareisiMu U ycrporicreamu B UTKC, ux gocrynom K
pecypcaM W BHCHIHMM HH(POPMAIMOHHBIM CHCTCMAaM U CCTH
HNnTepHer

AIMUHHCTPATOP
HUTKC

JlocTynm Ha 3amyMch M YTCHHMC 3aluInacMor uHbOpMAaImu,
AJIMUHUCTPATOP | HACTPOMKAM OICPAIIMOHHBIX CHCTCM W CHCHUAIM3UPOBAHHOIO

CKT IporpaMMHOro odecriedeHus, Ha J00aBICHHE I0JIB30BATEIICH H
ycTrpoiictB B UTKC

OCTYl Ha 3aluCh M YTEHUE 3alUIIaeMOil HHMOpMaLUU

AJIMMHUCTpATOP Hlocry . L (opmap,

1C HaCTpOUKaM OTEPAIMOHHBIX CUCTEM u CEPBEPOB,

00ecrneynBaroOIINX paboty HC, HACTpOMKaM
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2

CIICHUAIM3UPOBAHHOT'O IIPOTPAMMHOTO OOCCIICUCHHUS M CPEJCTB
3alIUTHI nHpopManuu, HaXOISIIUXCSI B 30HC 1504

OTBCTCTBCHHOCTH, a4 TAKXKC Ha YIIPABJICHHUC II0JIB30BaTCIIXIMH B
145(@

AJMUHHUCTPATOP
cermenta UTKC

JlocTyn Ha 3amMch M YTCHHC 3aluinacMol uHMOpMAaImu,
HACTPOMKaM ONEPAMOHHOM CHUCTEMBI M CHCIUATU3UPOBAHHOTO
I1O na pabounx MecTax mojb3oBaTeneil. JIoCTyr K CHCTEMHBIM
KypHajaM U JPyTUM 3JIEKTPOHHBIM JKypHajlaM COOOIIeHHUM, 3a
UCKITIOUCHHWEM JKYPHAJIOB CPEACTB 3allUTHl  WHGMOpMAIlNH,
Haxoxsammxcs B BeneHnu Aamuuucrparopos Ub, U'TKC u UC

CoTpyaHUK
TEXHUYECKOU
HOJIJICPIKKHU

JlocTynm K HAacTpOMKaM CHEIUATU3UPOBAHHOIO MPOTrPaMMHOIO
obecneuenus 1d0 obopyaoBanus. KoHKpeTHbIE MTpaBa AOCTyIIa
ONPENEIAIOTCA OTAEIBHO COTJIACHO 3aKIIOYEHHBIM JOTOBOPaM
Ha OKAa3aHHWE YCIOyr, HO HE B HApyLICHHE ICHUCTBYIOIIHUM
npaBunam  pabotet B UTKC w mox  koHTposem
Anmunauctparopos UTKC, Ub u C

ITonw30Barenn

JlocTyn Ha 3amuch M YTEHHE 3alMULIAeMON MH(OpMaLUU MpU
paboTe ¢ NpUKIAAHLIM TPOrpaMMHBIM oOecrieueHueM. M3 noj
YYETHBIX 3allUCed C 3TOM pOJIbIO paspellieH 3alyCK BCeX He
CUCTEMHBIX IPOIIECCOB, HEOOXOMUMBIX ISl  BBINIOJIHCHUS
Cy>XKeOHBIX 00sI3aHHOCTCH.

Bpemennsiit
I10JIb30BATCIIb

KoHkpeTHbie npaBa 1OCTyMNa ONPEAEIAIOTCS OTACIBHO COTIACHO
BBITIOTHAEMBIM 3ajlauaM, HO HE B HapyIICHUC JICUCTBYIONIUM
npaBwiam  pabotet B UTKC wu nom  xoHTposem
Anmvunuctparopos UTKC, Ub u NC
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[Ipunoxenue 2

K [TonuTuke mo opraHu3anuu u
MIPOBENCHHIO PAOOT MO 0OECTICUSHUTO
Oe3onacHoCcTH HHPOPMAIIAN TIPH €€
00paboTke B MH(POPMALIMOHHO-
TEICKOMMYHHUKAIIMOHHOM CETH
HCITOJTHATEIILHBIX OPTaHOB
Kamuarckoro xpas

HHCTpYKHI/IH IIOJIB30BATCJIISA I/IH(i)OpMaHI/IOHHO-TCJICKOMMYHI/IKaI_II/IOHHOﬁ CCTHU
HCIIOJIHUTCIIbHBIX OPIraHOB Kamuarckoro Kpasa

1. O0mue monoKeHus

1. HecmoTps Ha TO, YTO MHOTHE JACHCTBUS TO 3amuTe WHGHOPMAIIH
pOU3BOAATCS Npo3padyHo s Ilonb3oBaTens, OH OCTAETCS aKTUBHBIM YYaCTHUKOM
mpouecca Mo 3amuTe HHQOpMANUMKW M SBJIAETCA BOBJIEYEHHBIM B MPOLECCH
obecneveHus: uHpopmanmonHoi 6ezonacHoctu B UTKC.

2. ITonpzoBarenn UTKC He ABAAIOTCA MPUBUIETUPOBAHHBIMY MOJIB30BATEIISIMU
U TOJIYYarOT AOCTYN K pecypcaM B COOTBETCTBHUHU ¢ [lonokeHrneM o pa3rpaHUuYe€HUU
nocryna B UTKC (mpunoxenue 1 k IlomuTuke mo opraHuzanuud W MpPOBEJIEHUIO
pabor mo oOecrneucHUio Oe3omacHOCTH UWHpopMaluu Tpu ee 00paboTke B
MH(OPMAITMOHHO-TCICKOMMYHUKAIIMOHHOM ~ CEeTH  UCHOJHUTCIBHBIX  OPTaHOB
Kamuarckoro kpas). Kaxpgomy Ilosib3oBaTeito MpenocTaBiIseTCss MHUHUMAJIbHO
HCOOXOMMMBIA JUISI BBIIOJHCHUSI CBOUX CIY’)KCOHBIX OOSI3aHHOCTEH JIOCTYI K
pecypcam UTKC.

3. [Mons3oBatenn UWTKC mnpu paboTe ¢ TEXHUYECKUMU CPEACTBAMH W
UH(DOPMALIMOHHBIMU  TEXHOJOTUAMH, sBiasiomuMucs 4actblo UWUTKC, nomxusl
coO01aTh MOJIOKEHUS HAcTosIIIe MHCTpyKIUU.

2. O6mwme oo6sa3arnocTU nosb3osarens UTKC

4. ITonb3oBatens B MWTKC BBITONHSET TOJNBKO TE JACUCTBHS, KOTOPBIE
HEOOXOJMMBI [IJI1 BBITIOJIHCHUSI €T0 CIYKCOHBIX (JTOJDKHOCTHBIX) OOSI3aHHOCTCH.
JIro6r1e mocTtoponnue aevictBus B UTKC 3anpemicHsl.

5. [lonp30BaTens  MOANHCHIBACT ¢ paboToJaTelieM  COIVIAIICHHE O
HEpa3rIallicHUd KOHPWICHIHAIBHOW WH(OpMAnuy Iepej HadajloM BBITIOITHCHUS
CITy)€OHBIX 003aHHOCTEH, CBSI3aHHBIX C JJOCTYIIOM K Takod nHMOpMaIuu.

6. [lonp30BaTenb He3aMeMIMTENbHO omnoBemaer Aamunuctparopos Wb o
nro0oi monmo3putenpHoi akTUBHOCTH B UTKC, mHanpaBnss oOpaiienne 1mo ampecy
3JEKTpOHHOM mouThl incident@kamgov.ru.

7. llonb30BaTeNO 3aMpPEIIEHO HMCHOJIB30BATh JIMYHBIE TEXHUUYECKUE CPEACTBA
(HoyTOyKH, cMapT(hOHBI, IUIAHIIETH, (QoToKaMephl, (IICII-HOCUTEIU, ChEMHBIC
KECTKHUE TUCKH U TIp.) Il 00pabOTKH 3alMiiaeMoi HH()OpMAaLUK.
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8. [lonp30BaTellb MPUHUMACT YYACTHUC B MHCTPYKTAXKAX 1O WHMOPMAIMOHHON
0e30macHOCTH, MPOBOAUMBIX MUHHCTEpCTBOM IM(POBOTO pasBuTusi KamuaTckoro
Kpas 7u00  YINOJHOMOYEHHBIMM MM  opraHuzauusmu. Ilpu  nonydeHuu
JOTMOJIHUTENBHBIX ~ MaTepHaloB BO  Bpemsi  HUHCTpykTaxkeidl  I[lonmp3oBaTenb
CaMOCTOSITENIbHO M3Yy4aeT MX C LEJIbI0 TOBBIMICHUS CBOEH OCBEAOMJIEHHOCTH B
BONpocax HHPOPMALIMOHHON 0€30MaCHOCTH W 3allUThI NEPCOHANBHBIX JAHHBIX.

9.B uensx  ONOKUpOBAaHMS ~ BO3MOXKHOCTM  HECAHKLHMOHUPOBAHHOTO
O3HAKOMJIEHUS C 3allMIIaeMoil nH(popmanueld Ha 3KpaHe MoHUTOpa, [lomb3oBaresnb
noJkeH OsokupoBaTh ceaHc padotel B UTKC mpu nokupganuu padodero mecra.
brnokupoBka ceanca pabotei B UTKC npousBojgutcs Haxkatuem kiaBuin Win+L,
Super + L, Ctrl + Alt + L uau HHBIX KIaBHIII.

10. [Tonws3oBarento 3anpemicHsl Job6bie aelicteus B UTKC no npoxoxkaeHus
IPOLC Pl WICHTH(PUKAIMKA U ayTCHTUGUKAIINY (J10 BBOIA JIOTWUHA U TIAPOJIs ).

11. [lonp30BaTento 3ampelieH0 UW3MEHEHUWE HWCTOYHUKA 3arpy3kd CBOEro
aBTOMATU3UPOBAHHOTO padouero mecra (nanee — APM) u 3arpyszka APM ¢ BHemHuX
HOCHTEIIEH.

12. AntuBupycnas 3amura B HWTKC peannsoBana npo3padyHo s
[Tonw3oBaTens, YCTAaHOBKA aHTHBUPYCHBIX MpOrpaMM, OOHOBJIEHHE AHTUBUPYCHBIX
0a3, 3alyCK aHTUBUPYCHBIX MPOBEPOK, cOOp MHGOpPMALUK O HAWICHHBIX BUpYyCax
npousBoanuTcss  AamunHucTparopamMun Wb nentpamuzosanHo.  Ilosb3oBarento
3alpeleH0 U3MEHITh HACTPOWKH aHTUBUPYCHOTO MPOTPAMMHOI0 OOECIIEYEHHS WU
OTKJIIOYATh €ro (Jaxke Ha KopoTkoe Bpewmsi). [lonb3zoBaTens JTOJDKEH OMOBEMIATH
AnmunauctpatopoB b o mobpix anomanusx B pabore APM. K Takum aHomaiusm
MOTYT OTHOCUTBCS:

1) 3arpy3ka Apyrou onepanHoOHHONW CHCTEMbI, COOM B 3arpy3Ke OICPalMOHHOM
CHUCTEMBI WJIM AaHOMAJILHO JIONITasl 3arpy3Ka ONEPalOHHON CUCTEMBI;

2) MmennenHas paboTa JIOKaIbHOMN CETH;

3) memienHas padoTa rnmo0aabLHOM CEeTH;

4) otka3 omnepauumonHoil cuctembl [lonb30BaTento BO BXOJAE B CHUCTEMY IpHU
YCJIOBUU MPaBUJILHO BBEJCHHBIX YUETHBIX JAHHBIX;

5) nosiBneHue cooOLIEHNH O MHM(PPOBAHUM JAHHBIX Ha KECTKOM JHCKE H O
TpeOOBAHUM BBIKYTIA 3@ paclIM(PPOBKY 3THUX JAHHBIX;

6) MOSABJICHUE MOCTOPOHHUX OKOH KOHCOJIM KOMaHIHOW CTPOKH, OTKPBITHE
He3anpalIuBaeMbIX BKIAJOK B Opay3epe, caMONPOU3BOIBHOE OTKPBITHE JPYTUX OKOH
U TIPOTpaMM B OIIEPAIIMOHHOM CHCTEME;

7) measicHHas pabota APM, OwicTpoe wucuepnanue pecypcoB APM mpu
OTCYTCTBUH PECYPCOCMKHUX 3ajay, 3alylIcHHbIX Ha APM;

8) camoIpou3BoIbHAS paboTa Kypcopa MBI U HAbopa CUMBOJIOB;

9) 6pIcTpOE HCcUepIIaHke CBOOOIHOTO MECTa Ha KECTKOM JIMCKE;

10) otkaz B jmoctyne K (ailioBoi cuCTeME B IETIOM WM HEKOTOPHIM
JIOTUYECKUM TOMaM B YaCTHOCTH;

11) Mepuanne MOHUTOPA;

12) HeCaHKLIMOHMPOBAaHHOE MOsBJICHHE OaHHEPOB M MOCTOPOHHMX 3BYKOB Ha
APM;

>
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13) 3amMeHa pucyHka pabodero crosia (3a MCKIIOYCHHEM ICHTPAIIM30BAHHOM
3aMEHbI ¢ IPEABAPUTENBHBIM yBeaoMieHueM [lonb3oBaTenel yepe3 KOpnopaTuBHbIN
NOPTAJ UCTIOJHUTENbHBIX OpraHoB KamuaTckoro kpas);

14) HecanknmmoHnpoBaHHOe OTKphITHE/3aKkpbiTHe CD/DVD-nipuBona;

15) ucuesnoBenre (ailnoB M KaTaaoroB, a TakKe HECAHKIIMOHUPOBAHHOE
U3MEHEHHE UX COAEPKUMOTO;

16) yacroe oOpalienue K xxecTkomy aucky APM;

17) npyrue aHoMasuu.

13. Ilonb3oBaTeno  3ampeliaeTcss CaMoOCTOsTENbHAs YCTaHOBKA  JIHOOOTO
IPOrPaMMHOTO  00ECTICUCHHUS, Jla)ke HEOOXOAUMOTO JUIsl BBINOJHCHUS CBOMUX
CIIyCOHBIX (JIOJDKHOCTHBIX) oOsi3aHHOCTeH. YcTaHoBka paspemieHHoro B UTKC
nporpaMmHoro obecnedeHust ocymectisiercss Aamuauctparopamu CKT  mu6o
Anmunucrpatopamu  cermeHta MWTKC. Takxke K yCTaHOBKE M HAacTpOMKE
nporpammHoro obecneuenuss B UTKC, mpu ycinoBum coOmoaAeHHUS Mep TIO 3allUTe
nH(pOPMAITHH, TOMYCKAIOTCSI COTPYITHUKY CTOPOHHUX OPTaHU3AIHH.

14. ITonp30BaTento 3anpemaercs BECTH JUYHY0 nepenucky ¢ APM, a takke
XpaHuTh JUYHBbIE (aAWbl, HE OTHOCSIIMECS K €ro CIyxeOHbIM (JIOJKHOCTHBIM)
00SI3aHHOCTSM U OpraHu3anuu padouero npoiecca. Bes oOpabatsiBaemast Ha APM
uHpopMalusi MOXKET ObITb JocTynHa AamunHuctpatopam Wb B pamkax
OCYILIECTBJICHUSI MOHUTOPUHIA U pearupoBaHusi Ha coObiTus 6e3omacHoctu B UTKC.

15. ATMUHUCTPATOPbl HE HECYT OTBETCTBEHHOCTh 3a COXPAHHOCTH JUYHOU U
1000 Ipyroit HHpopMaIMK, He OTHOCSIIEHCS K pabouMuM MpoIeccaMm.

16. [Tonar30BaTenh MTOMKEH MpEceKaTh MOMBITKH MOCTOPOHHUX JIUI (WIIM JIHII,
HE MMCIOININX COOTBETCTBYIOMIUX MMOJTHOMOYMUI) TEM HIJIU UHBIM 00pa3oM MOJYUUTh
JOCTYI K €ro Y4YeTHBIM JaHHBIM, KoH(uacHmuaasHod uHbopmaumu B WTKC,
KIIFOUCBOM HMHGOPMAIMKM KPUNITOCPEACTBA W K JIFOOOW Jpyrod 3aiuniacMou
uHpopmanuu. Ilonp3oBarens He3aMemauTeIbHO coobmaer Amamunucrparopy Ub o
NOoAOOHBIX NOMNBITKAX (KaK YJaYHbIX, TaK U HEYAAUYHbIX).

17. Iloap30BaTenio 3ampelieHo UCIIOIb30BaTh TEXHOIOTHH MOOHIIBHOTO KOJIa B
o0xon npuHATEIX B UTKC monutux nadhopMamoHHONH O€3011aCHOCTH.

18. Ilonb3oBaTen B MEpPy CBOMX CHJI M BO3MOXHOCTEH CONECUCTBYET
MPOBEJEHUIO  CIIY>KE€OHBIX  pacclieIOBaHUM, WHUIUUPOBAHHBIX B CBSI3BM C
WHIUJICHTaMU UH(POPMALIMOHHOM 0€30MacHOCTH.

19. B UTKC neficTByeT moJIMTUKA yNpaBIeHU UHPOPMAIIMOHHBIMU TTOTOKAMMU
U punsTpalu ceteBoro Tpaduka. [lonszoBarens paboTaeT TOJBKO C TEMU CETEBBIMU
pecypcaMu (CeTeBBbIC MAINKHU, BEO-CalThl U MpoUee), KOTOPBIC pa3pelicHbl U padboTa ¢
KoTOpbIMU HeoOxoauMma [losp30BaTesnto Jyisi  BBIIIOJIHCHHUS CBOUX CITY>KCOHBIX
(OIDKHOCTHBIX) oOsi3aHHOCTEW. [losib30BaTenh WMMEET MpaBO cleaTh  3aIpoc
Anmvunuctpatopam UTKC nHa pazpemenne paboThl ¢ 3a0IOKHPOBAHHBIMU CETEBBIMU
pecypcamu, 000OCHOBaB HEOOXOAMMOCTh BHECEHHSI HOBOTO pecypca B O€NbIi CIIUCOK.
[Tonp30BaTeNtO 3aMpenieHo MoayyYaTs AOCTYI K 3aMPENIEHHBIM BHEITHUM pecypcaM B
00X0/1 MOUTHK OE€30MaCHOCTH.

20. ITonp3oBaTenn MIPUHHAMAET MepBbI o IPOTUBOACUCTBHIO
HECAHKIIMOHUPOBAHHOIO MPOCMOTpA 3allHIIAEMON HHPOPMALUK C IKpaHA MOHUTOpA
MOCTOPOHHUMH JinilaMu. K Takum Mepam OTHOCSITCS:
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1) cBOpaunBaHuEe OKHA, B KOTOPOM OTOOpa)keHa 3amiuinacMas HH(popManus
wii OnokupoBaHue ceaHca llonb3oBarenss MpU HAXOKAEHUM IOCTOPOHHUX JIMIL
BOM3M pabouero mecta [lonp3oBarens ¢ GpoHTaIBLHON CTOPOHBI MOHUTOPA;

2) opreHTaLMs] MOHUTOpPA 33HEH YaCThIO K ABEPHBIM IMPOEMAaM M OKHAM;

3) B ciy4yae BBIHY)XJCHHOW OpUEHTAUMM MOHUTOpA (PPOHTAIBHOMW 4YaCTBIO K
okHy, ITosb30BaTens BO BpeMs paboThl € 3amuiiaeMoi MHGpOpMAaIMel 3aKpbIBAET
LITOPBI, XKAITK3HU WU POJIBCTABHU.

21. [lonb3oBaTenb MAODKEH 3HATh W COOJMIONATH TOJOKEHUS HACTOSLIEH
WUHCTpyKIMHU, a TakKe JIPYTMX BHYTPEHHHX HOPMATHUBHBIX JOKYMEHTOB B 00JIaCTU
uHpopmalmoHHol 6e3onacHocTH. [Ipn Bo3HuKkHOBeHHH y [lonb3oBaresns BOMPOCOB
II0 3aIIuTe HH(OPMAaLUU U 3a1uTe nepcoHalbHbIX JaHHBIX B UTKC, on obpamaercs
K Aagmunucrtparopam Ub.

22. Ilpu pabore ¢ KpuUnTOrpadUICCKUMHU CPEJACTBAMH 3aIIUTHI MHOOPMALINH
[lonp30Barens  BBINONHAET  ACHCTBYIOLIME  TpPEOOBaHHUSA  3aKOHOAATEJILCTBA,
peraaMeHTHpYIOIIKE MpaBuiia padoThl C TaHHBIMH CPEICTBAMHU.

3. IIpaBuna ynpapienus uAeHTUPUKATOPAMU, YIETHBIMHU 3aMUCAMU U IaPOIIMHU

23.B UTKC c¢ unenbto obecneueHuss HHPOPMALMOHHON 0€30MacHOCTH
BHEJIPEHBl TOJMTUKHU YINPABICHUS UACHTU(PUKATOpAMU, YYETHBIMU 3aMUCAMH U
MApOJISIMHU.

24. Ilonb3oBaTens mnepen HawyanoM pab6orel B MTKC mnonyuyaer yderHbie
JNaHHble  (TIepCOHANBHBIN  UIACHTU(PUKATOP, JOTHH, BPEMCHHBIN Tapoiib) ¥
Anmunuctpatopa CKT. Apvunuctpatrop CKT BblaeT ydeTHBIC JaHHBIC
[Tonb3oBaTer0 Ha OCHOBAHWM 3aSBKM PYKOBOJMTEIS Moapaszjcicaus (Jimbo nwuia,
€ro 3aMELIAIONIET0), B KOTOPOM pabOTaeT 3TOT I[10JIb30BATEIb, HAIIPABICHHOW B
cucTeMy ydeTa 3asaBokK 1o anpecy helpdesk. kamgov.ru.

25.1lpu mepBoMm Bxoje B cucteMy llonb3oBaresib HM3MEHSIET TEPBUYHBIN
BpEMEHHBIN TMaposb, Ha3zHadeHHbl emy Anmunuctpatopom CKT. Bpemennoit
IIPOMEKYTOK MEXAY BblJaueil BpEMEHHOTO MapoJis U nepBbIM BXoAaoM [lons3oBarens
B MH(POPMALIMOHHYIO CUCTEMY HE JOJDKEH COCTaBJIATH Oosiee ogHOro yaca. [laposu
JOJIKHBI COOTBETCTBOBATH TpeboBaHusM [lomutuku Ub.

26. MakcumanbHOe Bpems aercTBus naposs — 90 nueil. [lo neredennn cpoka
nerctBua  mapoinsg, [lons3oBarens  AOMKEH  OpUJIyMaTh  HOBBIM  Mapoiib,
yAOBIICTBOPSAIONIMN TpeOoBaHUAM K mapoisM (dactb 41 TlomuTuku mo opraHu3aiuu
U TPOBCACHUIO paboT Mo obecneueHUI0 O€30MacHOCTH HWHGOpMAIMKU TIpH  €¢
06paboTke B HH(POPMALMOHHO-TCICKOMMYHHKAITMOHHON CETH HCIIOJIHUTCIBHBIX
opranoB KamuaTckoro kpas).

27. ITpu Heyma4yHbIX MOMNBITKaX BXOJa, YUeTHas 3anuch Ilosib30BaTenss MOXKET
ObITh 3abmokupoBaHa. Jlus pa3bmokupoBku ydeTHou 3amucu [lonbp3oBarento
HEe00XxoauMo 00patuthest K Aamunuctparopam CKT.

28. [lonp30BaTenio 3alpenieHo 3anuchlBaTh M XPAaHUTh NApOJId B MECTax,
JOCTYIHBIX ISl IPOCMOTPA MIOCTOPOHHUM JIMLIAM (Ha OTAEJBHBIX JIUCTax Oymard, B
HE 3anupaeMoit TymOe, o1 KJIaBUaTypoid, Ha MOHUTOPE U T. I1.).
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29. Ilonb30BaTeNb JIOJKEH YAOCTOBEPUTHCS, YTO IIPH BBOJIE 1IAPOJISI HUKTO HE
HaOJI0JaeT 3a MPOLIECCOM BBOJAA MAPOJIsl.

30. ITonp30BaTeN0 3ampeuieHo pasrijaimiarb APYTHM MOJb30BaTeNIIM CBOU
NapoJid, B TOM YKClie AJIMUHUCTPATOPAM.

31. Ilonb3oBaTento 3anpemieH0 BBOAWUTH CBOW YYETHBIE JAaHHBIC IS
NPEIOCTAaBIEHUSI  BO3MOXHOCTH  BpeMeHHOW paborst B HUTKC  npyrum
[Tonb3oBaTeasIMU MM TOCTOPOHHHUM JIMLAM, MOCKOJBKY BCE BBINOJHEHHBIE 3THUMHU
munamu  nedicteuss B MUTKC OyayT cuurtatbed AEUCTBUSMHU, BBINOIHEHHBIMH
[Tonb3oBaTenem.  OTBETCTBEHHOCTh  3a  HENMPAaBOMEpPHBIE  JICMCTBUSL  TaKUX
MOCTOPOHHMX JHI] HeceT [loap30BaTeb.

32. Ilonp30BaTenio 3ampenieHo OCTaBIATh 0e3 MpUCMOTpa IEPCOHATLHBIH
uAeHTUPUKATOP (JICKTPOHHBIN KJIIOU) IIPH €TI0 HAJIWYHH.

33.1lpy  nojo3peHUM  HA  KOMIIPOMCTALMIO  I11apoJisi WM HWHOU
uaeHTu(uKaMoHHo wuH(popmanuu, llomp3oBaTens MOMKEH HE3aMeIIUTEIbHO
coo0mmTh 00 3TOM A Munuctpatopam Ub.

34. 3anpemaeTcsi COXpaHATh NapoIH JOCTyNa K HHPOPMAIIMOHHBIM CHCTEMaM
B Opay3epax ¥ NpUKIATHOM ITPOrpaMMHOM OOECTICUCHHH.

4. TlpoTuBOIEUCTBYE METO/IaM COLIMAIBHON MHKEHEPUH U TIpaBuiia paboThl €
BJIEKTPOHHOM MTOYTON

35. [IpumMeHeHHe 3J0YMBIIUICHHUKOM METO/0B COIHANBHON WHXKEHEPUH
SBIISICTCS caMbIM A(GGEKTUBHBIM U pa3pyMIUTEIBHBIM CIOCOOOM  HapyIICHUS
nHpopMallMOHHOW O€30MacHOCT Ha JI000M MPEANpUATHHM B 00XOJ BCeX
TCXHUYCCKUX MEp M0 3ammure uHbopMmaruu. MeTompl COIUaIbHOW WHKCHEPHUU
HalpaBJICHbl HA UCIIOJIB30BAHUE YEJIOBEUECKOro (hakropa (4eyoBEUYECKUX ci1abocTe
Y HEJO0CTaTKOB) C Lenblo nomydeHus oT [lonp3oBarens 3amuniaemMoit HHGOpManuu
unn ero yueTHblx JaHHbix B UTKC (moruH U mapoib). 37M0YMBIINUICHHUKH —
COIMANTbHBIE WHXKEHEPHI IS JOCTHIKEHUS CBOMX IEJNIeH MOTYT AKCILTyaTHpPOBAThH
clenyIonme 0co0eHHOCTH Toro uinu uHoro Ilome3oBarens:

1) neus;

2) cnenika (aHUKa);

3) Ge3paznuume;

4) npodeccuoHaIbHBIA UHTEPEC;

5) xkenanue;

6) )KaIHOCTB;

7) cocTpajaHuc;

8) 10BEpUHUBOCTb;

9) crpax.

36. OCHOBHBIM CITOCOOOM peanu3alldd METOJIOB COIUATBLHON WHXKEHEPHH
spisietcs: ooman I[lomp3oBarens. [lockonbKy conmanbHas WHKEHEPHUS HalleleHa Ha
cnabocTd 4YeNoBeKa, a He Ha TEXHUYECKHe HeAOpPaOOTKHM WU YA3BUMOCTU
UH(OPMALMOHHOM cHUCTeMbl, Haubosee 3(PPEKTUBHBIM METOJOM MPOTHUBOAECHCTBHUSA
COLIMATIbHOW MHKCHEPHH SIBJISIETCS TIOBBILIIEHHE OCBeOMIIeHHOCTH [lonmp30oBareneii o
METOAaX COLMATIBbHON UHKEHEPUHU.
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37. B3aumoseiicTBue conmanbHOro nHXKeHepa ¢ [lonb3oBareiem ObIBacT Tpex
TUTIOB: KOHTaKTHOE (JIMYHOE), Teme(OHHOE M B3aMMOJCUCTBUE UEPE3 IICKTPOHHBIC
KaHanbl cBA3U. Haumbonee pacnpocTpaHeHO B3aUMOJAECHCTBHE YEPE3 INEKTPOHHBIC
KaHaJIbl CBSI3M, B OCOOEHHOCTH 110 RJICKTPOHHOM IOYTE.

38. Ilpu nuunom u teneponnom odienuu Ilonb3oBatens MOKEH YOeaIuThCS,
YTO pa3roBapuBaeT UMEHHO C TEM YEJIOBEKOM, 3a KOTOPOTo ce0sl BbIIA€T COOECEIHHUK.
[lpy nuunoM wiu TeepOHHOM B3aAUMOJCHCTBUU COLUANBHBIMN WHXKEHEP OOBIYHO
HCIIONB3YET CAEAYIOIINE TAKTUKY:

1) mpeCTaBUBIIMCH COTPYJIHUKOM TEXHUUYECKOU MOJIEPKKH KaKOro-aubo
CepBUCA WIH CITYyXObI, COIIMAJIBHBIM uHx)eHep coobimaeT [lomb3oBaTento o Kakoii-
aub0 TOJIOMKE WM HapylICHUM B (QYHKIMOHUPOBAHUM TOTO WJIM HHOTO
HCOOX0MMMOro B paboTe cepBUCA, BBI3BIBAS TEM CaMbIM IaHUKY W 3aCTaBIIsis
[Tonb3oBaTenst COOOMUTH CBOU YYCTHBIC JTAHHbBIC

2) Npe/ICTaBUBIIUCH PYKOBOJUTEIEM BBICOKOTO PaHra, COLMaIbHbIA UHKEHEP
n3o0paxaeT THEB M HEAOBOJIBCTBO JeHCTBHEM Wiu OesmeiictBueM Ilonb3oBaTens,
BBIHYXKJass COOOIIMTh YYETHBIC JIaHHbIE WIH HMHYK KOH(DHICHIMAIBLHYIO
undopmaiuio;

3) NpeaCTaBUBIINCH COTPYHUKOM OpraHu3alluu, JeATeIbHOCTh KOTOPOM, Tak
WJIU MHa4Ye, MOXeET ObITh UHTepecHa [1ob30BaTelito, BIHYKAAET COOOIIUTh YUETHYIO
WIN UHYIO KOHQUACHIMANbHYIO HH(POPMALIHIO;

4) uHble MOJOOHBIC TAKTUKH.

39. Ilpu B3auMOJEUCTBHUU Hepe3 DIACKTPOHHYIO MOUTY, COIMATBHBIN HHXKEHEP
MIpECIICIyCT OJIHY M3 JBYX OCHOBHBIX IICJICH:

1) 3apaxxerue = APM  Ilonp3oBaTenss  BPEJOHOCHBIM  IIPOTPaMMHBIM
obecrieucHUEM Yepe3 3allyCK MPWIOKCHHOTO K MUCHhMY (aiijia WIH MEPEX0I0M II0
BPEIIOHOCHOU CCBLUIKE;

2) nepexop Ilonb3oBarens nmo MNOAAENABHON CChUIKE, MO KOTOPOW HAXOAUTCS
TOYHAss KOmusi (DOPMBI aBTOpPW3AIMM JIETATHLHOTO CEPBHCA, U BBOJ B 3Ty (opmy
UACHTUDUKAIMOHHON WH(MOpMAIU (Kak MIpaBWIO, TPU MEPBOM BBOJIC JIOTUHA U
napoyis nojdenbHas ¢opma CcooOIIaeT O HENpPaBWIBHOM BBOJAE Mapois U
NepeHanpaBIeT Ha HACTOSULYIO (hOpMYy aBTOpPHU3AIIMU CEPBUCA).

40. Hanbonee  pacnpoCTpaHEHHbIE  NPUMEpPBl  MPUMEHEHUs  METOJO0B
COIIMAJIbHON MHXKEHEPUU C UCTI0JIb30BAHUEM KaHAJIOB 3JIEKTPOHHOU MOYTHI:

1) IUCBMO OT HAJIOTOBOM MHCHEKIIMU C TPEAJIOKEHUEM YCTaHOBUTh U3
BIIOKEHHOTO (haitna HOBBIC (hOPMBI JIJIS CJITaUU HATOTOBBIX JICKJIapalui;

2) nucbMo U3 0aHKa O MPOCPOUCHHOM IUIATEKE MO KPEAUTY, MOJAPOOHOCTH BO
BJIOKCHHOM (baiiiie;

3) muceMO W3 cyAa O BO30OYXKJICHHM aMHUHUCTPATUBHOTO/YTOJIOBHOTO JIEia,
MOAPOOHOCTH BO BIIOKEHUU;

4) mucpMO OT TIpoBaifiepa 00 OJHOCTOPOHHEM M3MEHECHHWH Tapu(HOTO TJIaHa,
NOAPOOHOCTH BO BIOKEHHUH;

5) nuceMo OT OaHka (WM JIOOOrO0 APYTOro YUYpEKIEHHs) O OJIOKUPOBKE
YYETHOM 3alrCH Ha CaiTe WU JIMYHOTO KaOMHETa, HEOOXOJUMO MPOUTH MO CCHUIKE,
BBECTH YYETHBIE JaHHBIE U BPYUHYI pPa30JOKUPOBATH JIMUHBIA KaOWHET WU
YYETHYIO 3aMHCh;
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6) TUCHMO OT CEpBHCA ICKTPOHHOU 1MOUTHI (gmail.com, mail.ru, yandex.ru u T.
I1.) O TPSAAyIIeH OJIOKMPOBKE IMMOYTOBOTO SAIIHMKA, 00 HCYEPIaHUH CBOOOIHOIO MECTA M
T. 1., HEOOXOAMMO MPOMTH MO CCHUIKE, BBECTU YUYETHbIC JAHHBIE U BBITOJHUTH
HEKOTOPBIE IEUCTBHUS.

41.Tlpu paboTe ¢ SIAESKTPOHHOW MOYTOM B KOHTEKCTE MPOTUBOIACHCTBUS
MeToJaM coluanbHOM uHxeHepuu [lonb30BaTenh PYKOBOJACTBYETCS CJIEAYIOIICH
uH(popmarmei:

1) coBnageHue aapeca OTOPaBUTENs 3JIEKTPOHHOTO MNHUChbMa C JIOBEPECHHBIM
aJIpeCOM HE SBJISIETCSA TapaHTHEH MOJJIMHHOCTU CaMOro MUChMa, MOCKOJBKY MOJIe «OT
KOT'0» MOXET OBITh TIOJIJICTIAHO 3JI0YMBIILICHHHUKOM;

2) mo0ble MUChbMa C BIOXKCHUSMU SBJISIOTCS MOI03PUTCIBHBIMUY;

3) n1r00bic TIMCHMA, B KOTOPBIX OTCYTCTBYET aJbTCPHATHBHAS KOHTAKTHAs
nnpopmarus ornpasutens (OGO, momkHOCTH, MOOWIBHBINA, paboumii TenedoH,
MIOYTOBBIN afipec), SIBISIIOTCS MOA03PUTEILHBIMHY;

4) pU MOJYYEHUN HEOXKUAAEMOTO AFJIEKTPOHHOI'O MHUChMA C BJIOKEHUEM HWIIU
CCBUIKOW OT SIKOOBI JOBEPEHHOTO OTIPABUTENS, HEOOXOIUMO MO AITbTEPHATHBHBIM
KaHaiaMm CBSI3U (JIMYHO, MO TenedoHy, YEPE3 MECCEHIKEP) YTOUHUTh (PAKT OTIPABKU
TaKOro MUchbMa;

5) rocylapCTBEHHbIE M WHbIE OpraHu3aiuu (0aHKU, ONepaTopsl CBS3U U T. 1.)
HE YBEJIOMJISIIOT CBOMX KIIMEHTOB O KaKUX-THOO MpodieMax, uckax, 0JOKHPOBKaX IO
DJEKTPOHHOM MOYTE, DTO JAehaeTcsa oPUIHaTIbHBIM MUChbMOM Ha OYMaKHOM HOCHUTEJE,
yepez CMC (Hanpumep, B ciiyyae MNOJKIOUEHHOTO OHJAWH OaHKWUHTA) WIU IO
Tenedony;

6) HCOOXOIMMO TUIATEIILHO MPOBEPATH KOPPEKTHOCTh CCHUIOK, IO KOTOPBHIM
IIPOCAT IPOUTH B MHUCHME, YaIlle BCErO 3JI0YMBIIUICHHUKH HUCIIOIb3YIOT MOXO0XKHAE, HO
JPYTHUC JIOMCHHBIC UMCHA, 4TOOBI BBecTH [lob30Batens B 30y’ ACHUCE, HATIPUMED,
3aMmeHsist OykBy «by Ha OykBy «d» mwim nndpy «1» Ha 6yxBy «I» 1 Ha0O60POT.

42. ATaky COIMaTbHBIX HHKEHEPOB MOTYT ObITh BECPHBIMU (HALCJIEHHBIMU Ha
KaK MOKHO OOJIbIIiee YHMCJIO KEPTB), TaK U IIEJICHANPABICHHBIMU (HAIEJICHHBIMA Ha
KOHKPETHYIO OpraHv3allio HWJIM Ha KOHKPETHOro uelnoBeka). B cmydae
LEJICHANPABJICHHBIX aTaK, COLUAJbHBIA HWHXEHEp u3y4yaeT wuHopMalmu o
MOTEHUUAILHOW JXEpPTBE U 00 OpraHu3allMd M3 OTKPBITBIX HCTOYHUKOB (CallT
KOMIMAaHWHU, CalThl NapTHEPOB M KOHTPAreHTOB, SJEKTPOHHbIE OUPXKU TpYyHa,
COIMaJbHBIE CETH, HOBOCTHBIE JIEHTHI U IMpodue pecypchl). B caydae, ecnu o
[Tonw3oBaTene myonuKyeTcss UHGOPMAIUMS B OTKPBITHIX HMCTOYHUKAX WJIM OH cam
nyOonmukyeT wuHGOpMalMil0 O CcBoeM MecTe paboThl, pOJE JCATCIHLHOCTH,
JOJKHOCTHBIX 00s13aHHOCTSX, [losib30BaTeNnb AOIKEH OBITH TOTOB K MPUMCHCHHUIO
3TOW WH(OPMAIIUK COITMAIBHBIM MHKCHEPOM IIPOTHB HETO.

43. B cayuae nono3penusi Ilonb3oBaTenss Ha MNPUMEHEHHWE NPOTHB HEro
METOJ/IOB COIUANbHOM WHkeHepun, [lomp3oBaTens He3aMEMIUTENHLHO COOOIIAeT O
JAHHOM (paKkTe ATMUHUCTPATOPY.

5. PaboTta co CbeMHBIMH HOCHTEISIMU MH(DOPMALUH
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44. Ilonp30BaTeN0  pa3pelllacTcsi  MCIOJIb30BATh  TOJNBKO  CIIEIUAJILHO
BbIICNICHHBIE paboune chemHbie HocuTenu wuHpopmaruu B UTKC (dnemkw,
CHEMHBIE KECTKUE AUCKU, KAPThl MaMSITH U TIp.).

45.1lpy HEeoOXOIHMMOCTH BBIHOCA CHEMHOTO HOCHTEIS U3 IIOMEIICHHS,
[Tonw3oBaTens obecneunBaeT 3alUTy CHEMHOTO HOCUTENS OT YTEPHU, KPaku WU
KOMIPOMETAIINK 3alllniliaeMoi HHGOpMALIUKU Ha 3TOM HOCUTEJIE.

46. B cinyuae yTepu, KpaXku WIM KOMIpoMmeTanuu HocuTens, [loab3oBaTens
ONEpaTUBHO cOO0IIaeT 00 TOM AJMUHUCTPATOPY.

47. llonb30BaTeNh HECET OTBETCTBEHHOCTh 3a COXPAHHOCTh BBIJAHHBIX €MY
ChEMHBIX HOCHUTENICH uHpopManuu U 3a KOHPUICHIMATBRHOCTh 3allMIIacMOM
uH(popMaIiy, 3aIIMCaHHON Ha HETO.



