ITPABUTE/IbCTBO XABAPOBCKOTI'O KPASI
INOCTAHOB/TEHUE

20 deBpart 2019 . o 48-mip

r. XabapoBck

O6 ompeneneHun yrpo3 Ge30mMacHOCTH MEPCOHANBHBIX NAHHBIX, AKTYaTbHBIX TIPHU
06paboTke nmepcoHaNbHBIX HAHHBIX B HHGOOPMALMOHHBIX CHCTEMAX IE€PCOHAIBHBIX
JaHHBIX B OpPraHax MCIONHUTENbHOM BiacTH XabapoBckoro kpas, ammapare I'y-
bepHaropa u [IpaBuTenscTa XabapoBCKOro Kpas

B cooTBeTcTBHH ¢ YacTbio 5 cTaThH 19 MelepaipHOro 3aKOHa OT 27 HIONS
2006 r. Ne 152-®3 "O nepconanbHbIX JaHHEIX" [IpaBUTENBCTBO Kpas
I[IOCTAHOBJIAET:

1. Y1Bepauts npunaraemelil [lepedens yrpo3 06e3011aCHOCTH I€PCOHATBHBIX
JaHHBIX, AKTYJTbHBIX [Ip1 06paboTKe HepCOHANBHBIX JAaHHBIX B HH()OPMAIMOHHbIX
CHCTeMaX MEPCOHANBHBIX JAHHBIX, SKCIUTYaTHPYEMBIX OpraHAMH MCIIOIHUTENRHON
BractH XabGapoBckoro Kpas, ammapatoM ['yGeprartopa u IIpaButennctsa Xaba-
poBckoro Kpas (nanee — Ilepedenp 1 HHGOPMALHOHHBIE CHCTEMbI COOTBETCTBEHHO).

2. OpranaM HCIOTHHTEILHOM BJIACTH Kpas, anmaparty I'ybepHaropa u Ilpa-
BUTENLCTBA Kpasd MpPU NPUMEHEHHWH OPTaHU3ALMOHHBIX M TEXHHYECKHX MEp MO
obecreuennio 6e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPH HX 00paboTke B HHOOP-
MaIHOHHBIX CHCTEMaX PYKOBOACTBOBATHCs TPeOOBaHHAMU 3aKOHOMATeNbCTBA Poc-
cuiickoii @enepanuu B 006JacTH MEPCOHANLHBIX NAaHHBIX, 00 MH(OpMauuM, HH-
($opMaHMOHHBIX TEXHOJOTUAX H O 3alluTe HHGopManuy, [lepeyneM.

A.C. Kamyba

ITI1 06439

Otnenatano 8 QOO «Mapatenscxnit o Neawas: gea». 3. Ne 4624. T. 5000




yrpo3 06€30MacHOCTH MePCOHATBHBIX JAHHBIX, aKTYyaJIbHBIX IPH 00pab0TKe MEPCOHATBHBIX JAHHBIX

YTBEPXJIEH

MMOCTAHOBJICHHEM
[IpaBuTenbcTBa
XabapoBCKOTO Kpas

ot 20 depansa 2019 r. Ne 48-mp

[TEPEYEHD

B WH(OPMAITHOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX, SKCIUTYaTHPYEMbIX OPTaHAMH UCIIOJIHUTEILHOM BTacTH Xa0apoBCKOTO Kpas,

annapatom [ yoepuatopa u [IpaButenscTBa XabapoBckoro kpas

Yrpo3ssl 6e3onacHocTy nHGOpMAIH ™

Ne |umenTH(}HKA- VICTOYHUK YTPO3EI
n/n 6;%%3’;?00&“ HaUMEHOBAaHUE OIHCaHue (Xapggiggﬁgl;ﬁm 1
uHpOpMaLHH HaAPYILIUTEIs)
1 2 3 4 5
1. 6 VYrposa BHEA-  yrpo3a 3aKIH0YaeTCs B BO3MOYKHOCTH BHEAPEHUs HADYUIUTENIEM B z[ncgpennmpgeMyfo uHpOpMa-  BHEWIHUI HAPYIIU-
peHus Kona UOHHYIO cucTemy win [0T-ycTpoiicTBO Bpe1OHOCHOTO KO/1a, KOTOPBINA MOKET OBITh B TalbHEH- Teb C HU3KUM TO-

NI NaHHBIX

nieM 3anylieH "BPY4YHY0'" MOJIb30BaTeIsIMU, aBTOMAaTHYECKH [P BBIIIOJIHEHUH OIIpeesIeHHOrO
YCJI0BUS (HACTYIUICHNS ONPEENIEHHO 1aThl, BXOJA MOJIb30BATENS B CUCTEMY) W C MCTIOJIB30Ba-
HUEM ayTeHTU(UKAUUOHHBIX JAaHHBIX, 33JaHHBIX 'TI0O YMOIUYaHUIO", a TaK)Ke B BO3MOKHOCTH He-
CaHKLIMOHUPOBAHHOT'O BHEAPEHUS HapyIIUTeIeM HEKOTOPBIX COOCTBEHHBIX JaHHBIX U1 00paboT-
KU B TUCKPEAUTHPYEMYIO HH(MOPMALMOHHYIO CUCTEMY, PAKTUYECKU OCYILECTBUB HE3aKOHHOE HC-
[10JI30BAHNE YYKMX BBEIYHUCIUTEIBHBIX PECYPCOB, U OOKUPOBaHUsI paOOTEI yCTPONMCTBA IIPU BBI-
MIOJIHEHUU OIIpeeIeHHbIX KOMaHI.

Jannast yrpo3a o0ycoBJieHa:

- HAJIMYHEM YSI3BUMOCTEH MPOrPaMMHOI0 00ecrieueHus;

- c1abOCTAMHU Mep aHTHUBUPYCHOM 3aIIUTHI U PA3rPaHHUYEHUs JOCTYIIA K 3aIUIIAEMEIM PecypcaM;
- HaguuueM oTkpeIToro Telnet-mopra Ha IoT-ycrpoiictee (Tonbko aust IoT-ycTpoiicTs).

TEHINAaJIOM
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Peanuzauus naHHON yrpo3bI BO3MOXKHA:
- B cirydae paboTsl AUCKPETUTHPYEMOTO TOJIb30BaTeNs C (aiiiaMu, MOCTYITAIOIUMHY U3 Hel0Be-
PEHHBIX HCTOYHUKOB;
- IPU HAJIMYHUH Y TUCKPEIUTUPYEMOTO IOJIb30BaTENs IPUBUJIETUN YCTAaHOBKU ITPOIPaMMHOTO
olecrieueHus;
- B ClTy4ae HEeM3MEHEHHBIX BJIaJeblieM Y4eTHbIX JaHHbIX [0 T-ycTporicTBa (3aBOACKUX MApoOJs U
JIOTHHA)

2. 8 Yrpo3sa Boc- %rpo3a 3aKJIF0YaeTCs B BO3MOXKHOCTH I0A00pa (HanpuMmep, myTeM MOJHOro nepebopa uim nepe- BHEIIHUI HApyIIN-
CTAHOBJIEHUS Opa Mo CJIOBapI0) ayTeHTUPHUKAMOHHON HHPOPMALMK AUCKPEIUTUPYEMON YUETHOH 3arucH TeJb C HU3KUM II0-
ayTreHTU(DU- II0JIb30BATeNs B CUCTEME. TEHIUATIOM, BHYT-
KallMOHHON PeHHUIT HApyIIH-
uHGOPMALIIH Jlannas yrpo3za 06yCnoBiena 3HaYMTEIEHO MEHBIIMM 00BEMOM JAHHBIX XEMI-KOAA AYTEHTUDUKA- Lo o prprar i oo

LUOHHOMN UH)OPMALIMH 110 CPABHEHHIO C HEH CaMoii, 4TO ONpeesseT ABa CJIeACTBHS: TEHINAIOM
- BpeMsi moa00pa B OCHOBHOM OIpeesisieTCsl He 00beMOM ayTeHTU(UKAMOHHON HH(OopManuy, a
00BEMOM JaHHBIX €€ XeI-K0Ja;
- BOCCTAHOBJIEHHAs ayTeHTH()UKAIMOHHAs MHPOPMALIHSI MOXKeT He COBIAAATh C UCXOAHOM (IIpu
IIPUMEHEeHUH HEKOTOPBIX aJiITOPUTMOB U1 HECKOIBKUX HA0OPOB UCXOIHBIX AaHHBIX MOTYT OBITh
NIOJTy4YeHbI OIMHAKOBBIE PE3YJIbTATHI — XEMI-KOIbI).
Peaymsaiust 1aHHO! yrpo3bl BO3MOXKHA C TIOMOLLBEO CIIELMAIBHBIX IPOrPAMMHBIX CPE/ICTB, @ TAKXKe B
HEKOTOPBIX CIy4asX 'BPYyYHYIO"

3. 15 ¥Yrposa no- yIpO3a 3aK/I0YaeTCs B BO3MOKHOCTH MOTyYEeHUs] HAPYIIMTEIeM I0CTYyNa K CKPEITBIM/3AIMIIAEMBIM  BHEIIHUI HapyIIu-
CTyHa K 3a- KaTayjoraM WiH ¢ailiaM ocpeIcTBOM Pa3IUYHBIX BO3JEHCTBHI Ha (allIoByIO cucTeMy (100aB- TeJb C HU3KUM II0-
LIUIaeMbIM JIeHWe JOTIOJHHUTENBHBIX CUMBOJIOB B YKa3aHUH IyTH K (aiiny; oOpaiienue K Qaiinam, KOTopble TEHIUATIOM, BHYT-
daiinam c uc-  SIBHO He YKa3aHbBI B OKHE MPUIIO)KEHHS). PeHHUIT HApyIIH-
HOME30BAHMEM 7y 6 6 6 dai TeJb C HU3KUM II0-
0OXOHOTO aHHAs yrpo3a o0yCIIoBIeHa C1adOCTAMM MeXaHN3Ma PasrPaHUYeHNs 0CTYIIa K 00beKTaM Gail-  remranom

JIOBOM CUCTEMBI.
nyTH
Peanu3zanus nanHO# yrpo3bl BO3MOXKHA IPU YCIOBHSIX:
- HAJIMYWe y HApYLIUTENs PaB JOCTyNa K HEKOTOPBIM 00beKTaM (HhaiiioBoil CUCTEMBI;
- OTCYTCTBUE MPOBEPKH BBOAUMBIX I10JIb30BaTEIEM JTaHHBIX
- HAIMYHE y TUCKPEAUTUPYEMON MPOrpaMMBbI CIIMIIKOM BBICOKUX IPHUBUJIETHH TOCTyTA K (aiinam,
00paboTKa KOTOPBIX HE IIPEAIIOIAraeTICs C €€ IIOMOIIBIO

4. 28 ¥Yrpo3sa uc- Yrpo3a 3aKJIF0YaeTCsa B BO3MOXKHOCTH OCYIIECTBIIEHHS HAPYIIMTEIEM HECAHKIMOHUPOBAHHOIO 10-  BHELIHUM HApyLIM-
NOJb30BAaHUA  CTYNA K 3aIMIIaeMoi HaHGopManuy B 00X0/ IITATHBIX MEXAHM3MOB C IOMOLIBIO HECTAHAAPTHEIX  Telb C HU3KHM II0-
allbTepHATHB- HHTep(deNcoB (B TOM YHUCIe TOCTYIIA Yepe3 KOMaHIHYIO CTPOKY B 00X01 rpaduueckoro uHTep- TEHLUAIOM, BHYT-

D L dJIOM, BHYT
HBIX IyTel deiica). peHHU HapynIu-
AOCTYNA K Pe-  j1.ag vrposa 06 6 i e TeJb C HU3KUM II0-
cypcam yrp yCIJIOBJIeHa c1a00CTsIMH Mep pa3rpaHUueHus A0CTYIa K 3amuniaeMoi HHpop- TEHIMAIOM

Manuy, C1a00CTAMU PUILTPALUY BXOIHBIX JAHHBIX.
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Peanuzanus naHHOMN yrpo3sl BO3MOKHA MPH YCJIOBHU HATUYUS Y HAPYILIUTENS:
- BO3MOKHOCTH BBOJIAa MMPOU3BOJIBHBIX JaHHBIX B aPECHYIO CTPOKY;
- CBEZICHUH O IYTH K 3aILHILAEMOMY Pecypcy;
- BO3MOKHOCTH M3MeHeHus nHTepderica BBOAAa BXOIHBIX JAHHBIX
5. 30 ¥Yrpo3a uc- YIpo3a 3aKJIK04YaeTCs B BO3MOKHOCTY POX0KIEHUs HAPYIIUTEIEM ITPOLETYPBl aBTOPU3ALUN Ha BHENIHUI HAPYIIH-
TIOJb30BAaHUs  OCHOBE NOJTYy4EHHOM U3 OTKPHITBIX HCTOYHMKOB MAEHTU(DUKAIMOHHON 1 ayTeHTUPUKAIOHHON TeNb CO CPeTHUM
undopmanuu  UH(OPMALUK, COOTBETCTBYFOILIEH YUETHOM 3aKCH "'TI0 YMOTYAHUO' TUCKPEAUTHPYEMOTO 00BEKTa NIOTEHLHAJIOM, BHYT-
uaeHTU(GUKA-  3alIUTHL PEHHUI HapyIIH-
%ﬁﬁ/;g;g{g: JlauHas yrpo3a o6ycIOBIeHa TeM, YTO BO MHOYKECTBE IIPOrPAMMHEIX U IIPOrPaMMHO-aNTIAPATHBIX iggigaﬁgﬁm’[ 1o-
TTAHHOM 110 CPeICTB NPOM3BOIUTENSMH IPETYCMOTPEHBI YUETHBIE 3aIIMCH "110 YMOJYAHUIO", IPeIHAa3HaYeH-
OTIAHIIO HBIE JUI IEPBUYHOTO BXOJIa B CHCTeMY. bomee Toro, Ha MHOTHX yCTPOHCTBAaX HAEHTH(HUKAIMOH-
™ Has ¥ ayTeHTH()HUKAIMOHHAs HHPOPMALUS MOKeT OBITh BO3BpAalleHa K 3aJaHHON "'T0 yMoJT4ya-
HUIO" TOCTIe MMPOBEICHMs anmapaTHoro copoca napameTpoB cucteMsl (GyHkuus Reset).
Peanuzanus naHHON yrpo3sl BO3MOXKHA IIPU OJHOM U3 CJIEAYIOIIUX YCIOBHM:
- HaJIM4YMe Y HAPyLIUTeNs CBEIeHHH 0 IPOM3BOANTe e/ MOJenn 00bEeKTa 3alIUThl U HATUYHeE B OT-
KPBITBIX UCTOYHUKAX CBeAEHMII 00 nIeHTH(HUKAMOHHON U ayTeHTU(HKAIMOHHON HHpOpMaIHy,
COOTBETCTBYIOIIEN yUeTHOH 3aucy "Mo yMOTYaHUIO" 171 00BEeKTa 3aIIUTHI,
- yCHelIHoe 3aBepIieHre HapyIIUTeIeM MPoLeayPhl BEISIBICHHS JaHHON MHPOPMAaLUH B XO€
aHAJIN3a IPOrPAMMHOIO KOAa AUCKPEIUTHPYEMOro 0ObEKTa 3aIlUThI
6. 31 Yrpo3sa uc- YIPpo3a 3aK/I0YaeTCs B BO3MOKHOCTHU MOJTy4€HHUs HAPYIIUTENEM J0CTYNA K IaHHBIM U QYHKIUSAM,  BHEIIHUH HapymIu-
NONB30BaHMsA  NPeJHA3HAUYEHHBIM /IS YUETHBIX 3anuceil ¢ 0ojee BEHICOKMMH YeM Yy HapyIIUTeNs IPUBUIETUAMY, — Telb C HU3KUM II0-
MEXaHU3MOB  3a cyeT OIMOOK B mapamMeTpax HAaCTPOMKHU CPEACTB pa3rpaHUYeHus 10CTyma. [Ipu 3TOM Hapymu-  TEHIUAJIOM, BHYT-
AaBTOPHU3ALMU  TeNb IS MOBBIIIEHHUS CBOMX IMPUBUIIETHH HE OCYIIECTBIISIET AECTPYKTHBHOE MPOrPaMMHOE BO3- PeHHUIT HApyIIH-
IUIS TIOBBIIIE-  E€HCTBHE HA CUCTEMY, a JINIIb UCIIOJb3YeT CYIIeCTBYIOIIUE OIINOKY. TeNb ¢ HU3KUM I10-
?gg TIPUBHIC-  TTapnas yrposa o0ycioBIeHa c1aGOCTSIMI Mep Pa3rPaHIYeH s JOCTYIIA K IporpaMMam u daiinam. L cHaIoM
Peannzanus nannoit yrpo3sl BO3MOKHA B CIy4ae HaIM4Ms Y HapyHIuTeNs KaKux-I1u00 npuBuie-
THH B CHCTEME
7. 41 Yrposa Mex-  yrposa 3aKIHYaeTcs B BO3MOYKHOCTH BHEIPEHHS HAPYLIUTEIEM y4aCTKOB BPEJIOHOCHOIQ KOJIa Ha ~ BHENIHMI HapyIlu-
CalTOBOTO CalT TUCKPEAUTUPYEMOM CUCTEMBI TAKMM 00pa3oM, YTO OH OyJeT BHINONHEH Ha pabouell CTAaHIUM  TeNlb C HU3KUM I10-
CKPHIITHHTA IIPOCMATPHBAFOILIETO 3TOT CANT MOJIB30BATES. TEHIHAJIOM
Jlannas yrposa o0yciosiena cnabocTaMHu MeXaHU3Ma IPOBEPKU 6e30macHOCTH Ipu 00padoTke
3aMPOCOB U AaHHBIX, MOCTYMAKONINX OT BeO-caiiTa.
Peanuzanus yrpo3sl BO3MOXKHA B ClTydae, eClii KIHEHTCKOe TPorpaMMHoOe o0ecrieueHne moaaep-
’KMBAeT BBITIOJHEHNE CLIEHapHUeB, a HapyLINTENb UMeeT BO3MOKXHOCTh OTIIPABKHU 3aIIPOCOB U JaH-
HBIX B TUCKPEIUTUPYEMYIO HH(MOPMALIMOHHYIO CHCTEMY
8. 46 Yrpoza yrpo3a 3aKJI0uaeTcs B BO3MOKHOCTH MOIMEHBI CyObEKTa BUPTYaIbHOTO I/IH(%OpMaI_[I/IOHHOFO B3a-  BHEIIHUN HAPYIIU-
HapyLIEHUS UMOJEICTBUS, a TAKXKE B BO3MOYKHOCTH BOSHUKHOBEHHSI COCTOSIHUSL HECITOCOOHOCTHU OCYIIECTBIE-  TeJb C HU3KHUM I10-
IPOLIeTyPHI HUS TAKOTO B3aUMOJIEHCTBUSI. TEHINAJIOM, BHYT-
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2&;‘3&%; JlaHHas yrpo3a o0ycI0OBIeHa HATMYHEM MHOKECTBA PA3TMUHbIX TPOTOKOJIOB B3AUMHOI HIEHTHU- gg;fgf{ﬁgggﬁlﬁ'o_
€KTOB BIIpTY- (uxauun ¥ ayTeHTHhUKaUKY BUPTYaabHbIX, BUPTYalu30BaHHBIX U QU3UYECKHX CYOBEKTOB 10- TEHIIIATIOM
ATBHOTO MH. CTyma, B3aUMO/IEHCTBYIONINX MEXTy COOOM B XOJ€ Nepeaul JaHHbIX KaK BHYTPU OJHOTO YPOBHS
(bopmaHon- BUPTYaJbHOW UHPPACTPYKTYPHI, TAK U MEXIY €€ YPOBHSAMHU.

HOro B3auMo-  Peanu3amus 1aHHOU yTpo3bl BO3MOYKHA B CIy4ae BOSHHUKHOBEHHS ONIMOOK ITPH MPOBEAEHUHN
NeNCTBUS ayTeHTU(UKAUIUY CYyOBEKTOB BUPTYAILHOTO HHPOPMAILHOHHOTO B3aUMOAEHCTBUS
9. 59 Yrpo3sa He- YIpo3a 3aKI04aeTCsl B BO3MOKHOCTU OTKA3a JIETaIbHBIM IOJIb30BATENSIM B BBIACICHUN KOMIIBIO-  BHEIIHUHN HapyIU-
KOHTPOJIMPY-  TEPHBIX PECYPCOB IOC/IE OCYIIECTBIEHUS HAPYIIUTEIEM HEMPABOMEPHOTO PE3EPBUPOBAHUS BCEX  TENb C HU3KUM I10-
€MOr'0 pocTa CBOOOIHBIX KOMIBIOTEPHBIX PECYPCOB (BBIUUCIUTENBHBIX PECYPCOB U PECYPCOB MAMSITH). TEHIUAJIOM, BHYT-
qHCIIa 3ape- PEHHUIT HAPYIIH-
3epBHpOBaH-  /MAHHAS yIpo3a o0yCiIoBIIeHa YI3BUMOCTAMH HpOl’](%aMMHOFO obecrieueHus ypOBHS yIIPaBJIEHUS Tonb C HU3KUM IO-
HBIX BBIUHC- BUPTYaIbHON MHQPACTPYKTYPOH, peann3yromero QYHKLMIO PACTIPENeNeHNs KOMIBIOTEPHBIX P€-  enmuazom
TIMTENbEEIX CYPCOB MEKAY MOJIb30BATEIISIMH.
PeCypcoB Peanu3anus 1aHHOM yrpo3bl BO3MOKHA IPH YCJIOBUM YCHEMIHOTO OCYIIECTBIEHUS HAPYIIUTEIEM
HECAHKLOHHPOBAHHOTO JOCTYIIA K IIPOrPAMMHOMY OOECIIeUEeHHIO YPOBHS YIIPABIEHHS BUPTY-
aJIbHOW MH(PPACTPYKTYPOH, peanu3youemMy GyHKIHIO pacipeae/ieHHs] KOMIIbIOTEPHBIX PECYPCOB
MEXIY MOJb30BATEISIMU
10. 62 ¥Yrpo3sa He- yrpo3a 3aKIro4aeTcs B BO3MOXKHOCTHU IepeHanpaBieHus WM KONUPOBaHus 00pabaThIBaeMbIX BHEIIHUI HapyILIU-
KOPPEKTHOTO  Opay3epoM IaHHBIX Yepe3 MPO3PayHbIil MPOKCHU-CEPBEP, MOAKIIOUEHHBIN K Opay3epy B KauecTBe TENb C HU3KUM I10-
UCTIONB30Ba-  ILUIaTMHA. TEHIHAIOM
HUS IIpO3pad- .
HOTO TPOKCH- JanHas yrpo3a o0yciioBieHa ¢j1abocTsaMyu MeXaHHu3Ma KOHTPOJIS JOCTyIIa K HaCTporKaM Opaysepa.
ce€pBepa 3a Peanu3anus BO3MOKHA B CIy4ae YCIENIHOrO OCYIIECTBIEHHS HAPYLIIUTEIEM BKIIFOUEHHS PEKIMA
Ic{réi%m;agpé- ,  HCTIONB30BAHNS MPO3PAYHOrO MPOKCH-CEPBEPA B MapaMeTpax HaCTPOiKu Opaysepa, HampuMep, B
Pay3€Pa  pesynpraTe peamM3anMy YTPO3bl MEKCAHTOBOTO CKPUIITHHTA
11. 67 ¥Yrpo3sa He- yIpo3a 3aKII04YaeTCs B BO3MOKHOCTH HEIIPaBOMEPHOTO CJIYYaliHOTO WM IIPEAHAMEPEHHOr0 03Ha-  BHYTPEHHHH Hapy-
IIPAaBOMEPHOTO  KOMJIEHHSI [TOIB30BATENs ¢ MHPOPMaUel, KOTOpas JJIs HEro He NpeaHa3HaueHa, U JajlbHednIero  mINTeIb C HU3KUM
O3HAKOMJIC- €€ UCIIO0JI30BaHUA AJIsd JOCTHOKECHU CBOUX WM 3aJaHHBIX €MY APYTHMU JIMLIaMU (opraHnsaum[— IOoTeHOAaJI0M
HUS C 330U~ MU) J€CTPYKTUBHBIX LIEJIEH.
uraemMoi uH-
dbopmarmeit JlanHast yrpo3a 00yClIOBJIEHA YI3BUMOCTSMH CPEICTB KOHTPOJIS JOCTYIIA, OMIMOKAMH B ITapaMeT-
Pax KOHQUTypaluu JaHHBIX CPECACTB WM OTCYTCTBUEM YKA3aHHBIX CPEACTB.
Peanuzanus naHHOM yrpo3sl He MMOAPa3yMeBAeT YCTAHOBKY U MCIIOJb30BaHIE HAPYIIUTEIEM CIie-
UAILHOTO BPEIOHOCHOTO MPOrpaMMHOro obecriedenus. [[pu 3ToM 03HaKOMIIEHUE MOXKET OBITH
[TPOBEIEHO MyTeM MPOCMOTPa HH(DOPMAIMH C SKPaHOB MOHUTOPOB APYTHX IOJB30BATENEH, C OT-
neyaTaHHbIX JOKYMEHTOB, IIYTEM IIOACIYIINBAHUA PAa3rOBOPOB
12. 69 ¥Yrpo3sa He- yrpo3a 3aKII04YaeTcsl B BO3MOKHOCTH BHECEHUS HAPYIIUTEIEM N3MEHEHU B PabOTy CETEBBIX BHEIIHUI HApPYIIH-
HprOMePHLIX IIPOTOKOJIOB ITYyTEM L[O6aBJ'IeHI/IH WY YOaJleHUuA ﬂ%HHBIX nu3 I/IH(bopMaL[I/IOHHOFO IIOTOKA B LIEISAX TeJIb C HU3KUM II0-
ACUCTBHUU B OKa3aHUs BIUSHUS Ha pa60Ty ,[[I/ICerI[I/ITI/IPyeMOI/I CHUCTEMBI UIH MTOJTYYCHUS JOCTYIIAa K KOH(bI/I- TEHIOAJI0M

KaHallaX CBsA3HU

JEHIUATbHON NH(GOPMALH, IIeEPeIaBaeMON 110 KaHATY CBSI3H.
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HanHas yrpo3a o0yciioByieHa c1a00CTAMH CETEBBIX MPOTOKOJIOB, 3aKJIFOYAIONIMMUCS B OTCYTCTBUH
[IPOBEPKH LETOCTHOCTH U MOUTMHHOCTH MOJyYaeMBIX TaHHBIX.
Peanuzanus naHHON yrpo3sl BO3MOXKHA ITPH YCIOBUHU OCYIIECTBIEHHS HAPYIIUTEIeM HECAHKIHO-
HUPOBAaHHOI'O TOCTYIAa K CETEBOMY TPahHKy
13. 71 ¥Yrpo3sa He- YIPO3a 3aK/I0YaeTCsl B BO3MOKHOCTH OCYILECTBIEHUS IPSAMOTrO JOCTyNa (JOCTYINa C ypoBHel ap-  BHEIIHU HapymIu-
CaHKLHOHH- XUTEKTYpbI 00Jiee HU3KUX M0 OTHOLIEHHEO K YPOBHIO ONEPALMOHHON CUCTEMBI) K JAHHBIM, Xpa- TeJIb C HU3KUM I10-
POBaHHOTO HAIIMMCS HAa MAIIMHHOM HOCUTeJe HH(POPMAIIIHU, UM BOCCTAHOBJIEHUS JaHHBIX M0 CYUTAHHON C  TEHIUAJIOM, BHYT-
BOCCTAaHOBJIE- MALIMHHOI'O HOCHUTENS OCTATOYHON MH()OPMAIUH. PeHHUIT HAapyLIH-
HUS - -
HoM Zg&ﬂpfnlia_ JanHas yrpo3a o0yciioBiIeHa c1aboCTAMH MeXaHU3Ma yaaaeHus HHGOPMAIMU ¢ MAIIMHHBIX HO- igﬁb Iga?;gifHM 1o
emoii ungop-  SHTEIEH — uHbOpMaLys, YAaJeHHAs C MALIMHHOTO HOCUTENS, B OOJIbIIMHCTBE CTY4aeB MOKET 1
Maliy OBITH BOCCTAHOBJIECHA.
Peanuzanus naHHON yrpo3sl BO3MOXKHA IIPU CIEAYIOIIMX YCIOBHIX:
- ynanenue HHOOPMAaUK ¢ MAIIMHHOTO HOCHTEJSI TPOUCXOIUIIO 0€3 HCIIOIB30BaHUs CITIOCOO0B
(MeToI0B, aNIrOPUTMOB) FAPAaHTUPOBAHHOTO CTHPAHUSI JAHHBIX (HarmpuMmep, GU3NUecKoe YHH-
YTOKEHHE MAIIMHHOTO HOCUTEJISE MHPOPMALIUH );
- TEXHOJIOTUYECKHE 0COOEHHOCTU MAIIMHHOTO HOCUTENS HHQOPMALMK He MPUBOAAT K TapaHTUPO-
BaHHOMY YHHYTOKEHHIO HH()OPMAIMY MPH MOJIyI€HHH KOMaHAbl Ha CTUPAHHEe AaHHBIX;
- uHGOpMAaLHs He XPAHWIIACh B KpUIITOrpaduuecku npeoOpa3oBaHHOM BUJIE
14. 74 Yrpo3a He- 03a 3aKJII0YaeTCs B BO3MOKHOCTU U3BJI€UYEHUs Iapojiel U3 ONePAaTUBHOM MaMsITH KOMIIBIOTEpAa  BHEIIHUU HApyIIU-
~ Y YL
CaHKIMOHU- WM XUIIeHHs (KOMMpoBaHusi) GaiiioB naposneii (B TOM 4Kclie XPaHSIIUXCs B OTKPBITOM BUJIE) C TeJb C HU3KUM II0-
POBaHHOTO MAaLIMHHBIX HOCUTeNeH nHdopManuu. TEHLUAJIOM, BHYT-
AOCTYTIA K JlanHast yrpo3a o0yciI0BIeHa HamHYHeM ciabocTeil Mep pasrpaHUdYeHns J0CTYIA K 3aluiiaemoii  Ponnni Hapymii-
ayTeHTH(U- UH(OPMAITIM TeJlb C HU3KUM I10-
KAIL[MOHHOM p : TEHLUAIOM
unpopmanun  Peanusanus 1aHHOM yrpo3sl BO3ZMOYKHA IIPU YCIOBHHU YCTIENTHOTO OCYIIECTBIEHHS HECAHKIMOHHU-
POBAaHHOIO AOCTYHA K YYaCTKaM ONEPATHBHOI'O HJIH IMOCTOSHHOTO 3alIOMHHAOIIET0 YCTPOHUCTBA, B
KOTOPBIX XPAaHUTCS HH(DOPMALHS ayTeHTU(DHKALIH
15. 75 Vrpo3sa He- 034 3aKJIF0YaeTCS B BO3MOKHOCTH OCVYIIECTBIIEHUS HA UTeJIEM HECAHKIIMOHUPOBAHHOIO Me- BHENIHUN HA u-
¥ yu
CAHKIMOHH- pexBaTa TpauKa CETeBBIX y3JI0B, HEJOCTYIHBIX C MOMOILBIO CETEBBIX TEXHONOTUMH, OTAUYHBIX OT  TeNb C HU3KKM I10-
POBaHHOTO CeTEeBBIX TEXHOJIOTHI BUPTYaIH3alliH, ITyTeM HeKOPPEKTHOIO HCIOIb30BAaHNUs TAKUX TEXHOJIOTHI.  TEHIMAJIOM, BHYT-
e e JlaHHAs yrposa 06ycioBIena cnaGoCTAMI Mep KOHTPOMIS IOTOKOB, MEIKCETEBOro SKpannposanms DRI HAPYHIN
Klélll:;aJ}'I]aM e Y DasrpaHMYEHIs OCTYIIA, PEAM30BAHHBIX B OTHOMICHUH CETEBBIX TEXHOJOTHA BUPTYATH3AMN 1l o o
penaum (c TOMOIIBIO KOTOPBIX CTPOSTCSI BUPTYyalbHbIE KaHANbI IIepeiayn AaHHbIX ).
Peanusarust naHHOI yrpo3bl BO3MOMKHA TP HAJIMYUH Y HAPYIIMTEIs IPUBKIIEr Uil Ha OCYIIIECTBIIEHHE
B3aUMOJENUCTBUS C TOMOLIBIO CETEBBIX TEXHOJOTUH BUPTYaIH3aLMN
16. 78 ¥Yrpo3sa He- yrpo3a 3aKJIF0YaeTCs B BO3MOXKHOCTH OCYIIECTBIEHHS HAPYIIUTENIEM AECTPYKTUBHOIO IPOrpaMM-  BHELIHUM HapylIu-
CaHKLHOHH- HOTO BO3JeHCTBHUs HA BUPTYyaIbHbIE MAIMHEI U3 BUPTYaAbHON U (MI1) QU3NYECKON CeTH KaK C TeJIb C HU3KUM I10-
OBaHHOTO NOMOUIBIO CTAHAAPTHBIX (HE BUPTYAJIBHBIX ) CETEBBIX TEXHOJIOTHH, TaK U C IOMOILBIO CETEBBIX TEHLIUAJIOM, BHYT-
, , BHYT

I0CTyTa K

TEXHOJOTUH BUPTYATHU3aLIHH.

PeHHUI HapynIu-
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iﬁfﬁgiﬁgx JlanHast yrpo3a 00yCII0BIeHa HATMYNEM y CO3AaBaEMbIX BUPTYAIbHBIX MAIINH CETEBbIX aAPECOB U iggﬁgﬁ%ﬂ(m’[ 11o-
MANIMHAM 113 BOSMOKHOCTBEO OCYIIECTBIICHHS HMH CETEeBOTO B3aUMOIEHCTBIS C APYTHMH CYyOBEKTaMH.
BUPTyanbHOU  Peanu3amus naHHOM yrpo3bl BOZMOXKHA MPH YCJIOBUU HAIMYUS y HAPYIIUTENS CBEAeHUN O ceTe-
Hv?lodmg) Gu3u- BOM ajapece BUPTYadbHOM MalIUHEL, a TAKKe TeKylleil akTUBHOCTU BUPTYaJIbHOM MalIuHBEl HA MO-
4eCKOU CeTH MEHT OCYILECTBICHUsI HAPYILUTEJIeM AeCTPYKTUBHOI'O MPOrPAMMHOIO BO3A€MCTBUS
17. 79 ¥Yrpo3sa He- yIpo3a 3aKJIF0YaeTcsl B BO3MOXKHOCTH OCYILIECTBIICHUS JECTPYKTUBHOI'O IPOrPAMMHOIO BO3IEHCTBUSL ~ BHEIHUM HApYILIU-
CaHKLMOHU- Ha 3alIMIllaeMble BUPTYyabHble MAlIMHEI CO CTOPOHBI APYTHX BUPTYalIbHBIX MAILIUH C [IOMOILBIO TeJb C HU3KUM II0-
POBAHHOTO Pa3IMYHBIX MEXaHU3MOB 0OMEHa JaHHBIMU M€Ky BUPTYyaJlbHBIMU MAIlMHAMM, PEalu3yeMbIX TH-  TEHLUAJIOM, BHYT-
JOOCTyTIa K [IEPBU30POM H aKTUBUPOBAHHBIX B CHCTEME. peHHuil HapynIu-
SalaeMbIM Jlannas yrposa o0yciioBaeHa c1adoCTIMI MeXaHu3Ma 00 TEJIb € HUSKIM 110-
BHPTYATBHBIM yIp yCIIOBI 1 a oOMeHa TaHHBIMU MEX Yy BUPTYaIbHBIMU TEHIMAIOM
MaLIHAM co  MAIIMHAMH U YA3BUMOCTSMHM €T0 PEaNn3auuy B KOHKPETHOM TUIIEPBU30PE.
CTOPOHBI IPY-  Peanu3auus JaHHOM yrpo3bl BO3MOXKHA IIPH YCJIOBUU HAIMUUS Y HAPYLIUTENS IPUBUIIETUH, 10-
IUX BUPTYalb-  cTAaTOYHBIX JUIS UCIOIB30BAHUS PA3IMYHBIX MEXaHU3MOB 0OMeHa JaHHBIMU MEXKIy BUPTYaJIbHBbI-
HBIX MalllMH MU MallHaMH, PeaiIM30BAHHBIX B TUIIEPBU30PE U AKTUBUPOBAHHBIX B CUCTEME
18. 84 ¥Yrpo3sa He- YIpo3a 3aKJIF0YAeTCs B BO3MOKHOCTH OCYIIECTBIEHHS AeCTPYKTUBHOIO IMPOrPAMMHOIO BO3AEUCTBUS HA  BHEILIHUM HApYILIU-
CaHKLMOHU- BUPTYaJIbHBIE YCTPOWCTBA XPAaHEHUs JAHHBIX U (MJIH) BUPTYaJIbHBIE TUCKU (SBISIONIMECS KaK Cer-  TeJlb C HU3KUM I0-
POBAHHOTO MEHTaMH BUPTYaJlbHOIO JUCKOBOIO MPOCTPAHCTBA, CO3JaHHOIO OTAEIbHBIM BUPTYaIbHBIM TEHLUAJIOM, BHYT-
JOCTyNa K CH-  YCTPOMCTBOM, TaK ¥ €IMHBIM BUPTYaJIbHBIM JUCKOBBIM IPOCTPAHCTBOM, CO3JaHHBIM ITyTE€M JIOTU-  PEHHUI HapynIu-
cCTeMe XpaHe-  YecKOro o0beIUHEeHUs HECKOJIbKUX BUPTYAJIbHBIX YCTPONCTB XPAHEHUS TaHHBIX ). TeJb C HU3KUM II0-
HUS JaHHBIX o . TEeHLHATIOM
U3 BUPTYyallb- Jlannas yrpo3a oOycioBieHa Hanlu4ueM caabocTeil NpUMeHseMBbIX TEeXHOIOT Ui (pacnpeneneHm
HOM 11 (1) MH(QOPMAIUM 110 PA3TMYHEIM BUPTYalbHBIM YCTPONCTBAM XPaHEHHs NaHHBIX U (WJIM) BUPTyalb-
busmueckosi  HPIM [HCKAM, A TaKKe C1abocTel TEXHOIOTUM €IMHOTO BUPTYaIbHOIO IMCKOBOIO NPOCTPAHCTBA.
CeTH VYka3aHHble C1a00CTU CBA3aHbI C BEICOKOM CIIOKHOCTBIO alTOPUTMOB 00€CTIeueHns COrJIacOBaH-
HOCTU JEHCTBHI 1O pacrpeaesieHH0 HHOOPMAIH B PAMKaX €IMHOTO BUPTYaIbHOTO TUCKOBOTO
IIPOCTPAHCTBA, & TAKKe B3aMMOJEHCTBHS C BUPTYaIbHBIMU U (DU3NYECKUMHU KaHAJIAaMU Tepe1avyn
JaHHBIX 17151 oOecredeHus: paboThl B paMKax OJHOrO AWCKOBOT'O IMTPOCTPAHCTBA.
Peanuzanus nanHO# yrpo3sl BO3MOXKHA IPU YCIOBUY HAIHYUS y HAPYIIUTENS CleHHAIbHbIX TIPO-
IPaMMHBIX CPEJCTB, CIIOCOOHBIX IKCIUTYaTUPOBATh CIa00CTH TEXHOIOTUH, UCIOJIB30BAHHBIX IIPU
[IOCTPOEHHH CHCTEMbI XPAaHEHHS JAHHBIX (CETEBBIX TEXHOJIOTHH, TEXHOJIOTHIA pacupeeieHHs UH-
dhopmaryn)
19. 86 Yrpo3sa He- yIrpo3a 3aKII04aeTcs B BO3SMOKHOCTH OCYIIECTBIIEHUS HEIPABOMEPHOr 0 AOCTYIA HAPYIIUTENIEM K BHEIIHUM HApyILU-
CaHKLHOHU- ayTeHTUQUKAIMOHHON HHGOPMALIK IPYTHX TIOJb30BaTeNell C MOMOIIBIO ITATHEIX CPEICTB Olle-  Telb C HU3KHUM II0-
POBaHHOTO PAIMOHHOM CUCTEMBI UJIH CIIeUaIbHBIX IPOrPAMMHEIX CPEICTB. TEHIUAJIOM, BHYT-
MSMEHCH A Jannas yrpo3a o0ycnoBieHa HanuuueM ciaadocTeil mep pas (i) DEHHIII HApyL-
ayTeHTH(H- Y y I P Pa3srpaHUYeHus N0CTYNA K MHQOPMAMHN oo pap oo
KALIMOHHOM AyTCHTU(QUKALNH. TEeHILHATIOM
UHQOPMANUH  Peanu3aruisi JAHHOW YIPO3BI MOYKET CIIOCOOCTBOBATH ajbHENIIIEMY MPOHUKHOBEHHIO HAPYIIUTENS B
CHCTeMY M0J Y4eTHON 3aMUChI0 TUCKPEIUTUPOBAHHOTO MOJIb30BATENS
20. 87 ¥Yrpo3sa He- YIpo3a 3aKII0YaeTCs B BO3MOKHOCTH HCIIOJIB30BAHUS HAPYILIUTEIEM OTEHIIHAIBHO OMACHBIX BHEIIHUI HApPYIIH-

CAaHKIIOHMU-

pozmoxknoctet BIOS/UEFIL.

TE€JIb C BBICOKHM
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POBaHHOTO TIOTEHIHAJIOM,
HcHonb3opa-  AlaHHas yrposa obycnosnena nammanem B BIOS/UEFI notenumansho onacnoro GpyHkuuonana BHYTPEHHH1 Hapy-
HUS IPUBUJIE- HINTENb C HU3KUM
THPOBAaHHBIX MOTEHIHATIOM
%}'HKLII/II/I
OS
21. 88 ¥Yrpo3sa He- yrpo3a 3aK/IF0YaeTcs B BO3MOXKHOCTH HEMPABOMEPHOTO MOJyY€HHs HAPYLIUTEIEM KOIIUM 311~ BHEIIHUI HapyIlIH-
CAHKIMOHH- n1aemMoii nHGOPMAaLHK MyTeM NPOBEIEHUS MOC/E10BATENBbHOCTY HETPABOMEPHBIX JEHCTBHMA, TeNb ¢ HU3KUM II0-
POBaHHOTO BKJIFOYAIOIIMX | HECAHKIIMOHUPOBAHHBIH JTOCTYI K 3aIuiaemMoi nHGopMaIyu, KonupoBaHue TEHIUAJIOM, BHYT-
KONMPOBAaHUS  HaiieHHOM MHpOpPMaIy Ha CheMHBIN HOCUTENb (WU B IPYroe MeCTO, I0CTYIIHOE HAPYIUMTEI0  PEeHHMI Hapynu-
3aIMIIaeMON  BHE CHCTEMBI). TeNb ¢ HU3KUM I10-
nHopmanum Jlannas yrpo3a o6ycioBieHa caoCcTsIMU MeXaHU3MOB Pa3rPaHUYeHH s 0CTyNa K 3amumaemoli coialoM
uHGOPMAIUY ¥ KOHTPOJIS TOCTYTIA JIUL B KOHTPOJIHPYEMO 30He.
Peanuzanus naHHOM yrpo3sl BO3MOMKHA B ClTydae OTCYTCTBHs KPUOTOrpadUUIeCcKux Mep 3aluThl
WJIHM CHATUSA KOIIMH B MOMEHT 00paboTKH 3anumaemoii nadopmMaruy B HemmhpoBaHHOM BUIE
22. 89 ¥Yrpo3sa He- yIpo3a 3aKJII04YaeTCsl B BO3MOKHOCTH BHECEHHS HAPYIIUTEIeM U3MEHEeHH B UCIIOJIb3yeMbIl TUC-  BHEMIHUM HApYILIU-
CAHKIMOHH- KpEeAUTUPYEMBIM MTPHJIOKEHHEM PEECTP AaHHBIX (Aaliee — peecTp), KOTOPhIe BIUSIOT Ha GYHKIU-  TeJb C HU3KHUM I10-
POBaHHOTO OHMPOBAHHE OT/AENbHBIX CEPBHCOB NPHIOKEHUS UM IPUI0KeH s B menoM. I1pu atom mox pe- TEHINAJIOM, BHYT-
PeNaKTUpOBa-  €CTPOM IMOHUMAETCs HE TOJIBKO PeecTp olepauoHHoi cucteMel Microsoft Windows, a mro0oii PpEeHHUI HapyIIH-
HUS peecTpa  PeecTp, UCHOJIb3yeMbIi npuiiokeHueM. Mi3MeHeHne peecTpa MOXeT OBITh KaK 3TalioM IPHU OCY- TeNb ¢ HU3KUM I10-
HIECTBJIEHUU JAPYTOro IeCTPYKTHBHOTO BO3JEHCTBUS, TAK U OCHOBHOM LIENBIO. TEHIHAJIOM
Jannas yrposa o0ycioBjiena c1aboCTAMH MEXaHU3Ma KOHTPOJIA J0CTYNA, 3aKIF0YAIMMUCS B
IPUCBOEHUH PEATH3YIOMIMM €ro MPorpaMMaM CIHMIIKOM BBICOKHX ITPHUBHIIETUH npu padoTe ¢ pe-
€CTPOM.
Peanusanus naHHOM yrpo3sl BO3MOKHA B CITydae TIOTydeHUs HapyIIuTeeM Ipas Ha paboTy ¢
IIPOrPaMMOil pelaKTUPOBAHUS peecTpa
23. 90 ¥Yrpo3sa He- Yrpo3a 3aKJI0UaeTCs B BO3MOYKHOCTH CO31aHMs HAPYLIUTEIEM B CUCTEME IONIOJHUTENBLHON y4€T-  BHENIHUM HapylIu-
CAHKILIMOHH- HOI1 3aIicH NONB30BaTeNs U ee AanbHelIIero UCIob30BaHus B COOCTBEHHBIX HENPaBOMEPHEIX TeNb ¢ HU3KUM I10-
POBaHHOTO nessax (BXxoJa B CHCTEMY C IPaBaMU 3TOW YYE€THOM 3aMKCH U OCYILECTBIEHHUS 1eCTPYKTHUBHBIX TEHINAJIOM, BHYT-
CO3JaHus JeNCTBUI 110 OTHOILIEHUIO K JUCKPEIUTHPOBAHHON CUCTEME HITH U3 AUCKPEAUTUPOBAHHON CUCTEMBI [0 PEHHUH HapyIIU-
YUYEeTHOH 3a- OTHOILEHHIO K IPYTUM CHCTEMAM). TeNb ¢ HU3KUM I10-
THCH HOMB30~  TTapmas yrposa o6yclioBaeHa c1abocTAMY MEXaHH3MOB PAa3rPaHMUYEHHs JOCTYNA K 3amiimaeMoii  cnLHaloM
BaTeJIs
UHGbOpPMALIHH.
Peanusanus naHHOM yrpo3sl BO3MOKHA B CITy4ae HAJIM4Us U IIPAB HA 3aITyCK CleUaTu3uPOBaH-
HBIX IPOrPaMM /U1 PeAaKTHPOBaHUs (HAIIOB, COAEPKAIIMX CBEICHUS O IOJIb30BATENAX CHCTEMBI
(mpu ynaneHHOM AOCTyIe) UM IITATHBIX CPECTB yIIPaBJIeHHUs JOCTYIOM M3 COCTaBa ONepaltoH-
HOU CHUCTeMBI (TTPH JIOKAJIbHOM I0CTYIIE)
24, 91 ¥Yrpo3sa He- yrpo3a 3aKIrYaeTcs B BO3MOKHOCTU NPUYHHEHHS HAPYIIUTEIEM 3KOHOMUYECKOT0, MHQOpMAll-  BHENIHUN HAPYIIH-
CAHKIMOHH- OHHOT'0, MOPaJbHOIO U APYTHX BUJIOB ylepOa COOCTBEHHUKY U ONEPaToOpy HEMPaBOMEPHO yAalsi-  Telb C HU3KHM I10-
POBaHHOTO eMoi HHpOPMaLMK yTeM OCYIIECTBIIEHUS AeCTPYKTUBHOI'O MPOrPAMMHOI0O M (HHU3UUECKOTO TEHINAJIOM, BHYT-

yaaneHus 3a-

BO3JENCTBUS Ha MAIIMHHLINA HOCUTEIb MH(OPMALIHUH.

PEeHHUI HApyOIU-
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El;&aii‘aozﬂ JlanHast yrpo3a 00yCII0BIeHa HEAOCTATOUHOCTBEO MEP 110 00€CTIEYeHHE0 JOCTYITHOCTH 3aIlMIae- iggﬁ ga?lpéﬂmM 1o-
pMal MOH HH(bOpMaI_[I/II/I B CUCTEME, a paBHO M HATMYHUEM YA3BHUMOCTEU B IIPOIrpaMMHOM 066CHC‘I€HI/II/I, I
peanu3yoleM TaHHbIE MepHl.
Peanusanus ganHOM yrpo3sl BO3MOXKHA B CIy4ae MOJy4eHHs HapyLIuTeJIeM CUCTEMHBIX IIpaB Ha
CTHpaHUe JAaHHBIX MK QU3UYEeCKOro JOCTyNa K MAIIMHHOMY HOCUTENI0 HH(OPMAIMI Ha PaccTo-
sIHHE, IOCTATOYHOE I OKa3aHus (Hh(HEKTUBHOTO AECTPYKTUBHOTO BO3IEHCTBUS
25. 98 Yrposa o0Ha-  yrposa 3aKJIH04aeTcsi B BO3SMOXKHOCTH OIPE/IeIeHNs] HAPYIUNTENEM COCTOSHIS CETEBBIX IIOPTOB BHEIIHUI HapyIlIH-
PYXKCHUA OT- AUCKPEAUTUPYCMOHN CHUCTCMbI ( CKaHUPOBAHUE IIOPTOB ) AJIs IIOJYUYCHU CBEACHU O BO3MOKHO- T€JIb C HU3KUM IIO-
KPBITHIX IIOP- CTHU yCTaHOB\.l'IeHI/IH COCAUHEHUA C IUCKPEANTUPYEMOU CUCTEMOU 110 JAHHBIM IIOPTaM, KOH(bI/IFy- TCHIOHAJI0M
TOB 1 UACH- paIy/m CaMOH CUCTEMBI U YCTAHOBJICHHBIX CPEACTB 3alllUThI I/IH(i)OpMaI_[I/II/I, a TaKKe Opyrux ceBeae-
TUDHUKALIH HUY, NO3BOJISIFOIIMX HAPYLLIUTEIIO ONPEAEIUTh 110 KaKUM ITOPTaM AeCTPYKTUBHEIE IPOrpaMMHEIE
IMIPUBA3aAHHBIX BO3ACHUCTBUA MOT'YT 6I>ITI> OCYIICCTBJICHBI HAIPAMYHO, a 10 KAKHM — TOJIbKO C UCIIOJIb30BAHUEM
K HEMY Ce’%e- ClieqaJIbHBIX TEXHUK 06x011a MEKCETCBEIX 2KPAHOB.
BBIX CJI
yx Z[aHHaSI yrposa CBsA3aHa C YA3BUMOCTAMU U omudOKaMu KOH(bHprHpOBaHI/ISI CpeacTB MEKCETEBOI'O
SKPaHMPOBAHUS U PUIBTPALUN CETEBOTO TpaduKa, UCIIOIb3yEMBIX B TUCKPEAUTHPYEMOM CHCTEME.
Peanmauym ,E[aHHOfI YI'pPO3bl BO3MOXKHA IIPU YCJIOBUU HAJINYUA Y HAPYIIUTEIA NOAKIIOUYCHUA K
AUCKPEIUTUPYEMOU BEIYMHUCIUTEIBHOU CETU U CIEHUATU3UPOBAHHOI'O ITPOrpaMMHOI0 ooOecrieue-
HUS, Peaau3yromero GyHKIUN CKAaHUPOBAHUS ITIOPTOB M aHAJIM3a CETEBOro Tpaduka
26. 99 VYrpo3a o6Ha-  yrpo3a 3aKIF0YaeTCs B BOBMOYKHOCTH CKaHHPOBAHUS HAPYILIUTEIEM BEIYHCIUTENEHON CeTH IS BHEIIHUI HApPYIIH-
PYXKEHUA XO- BBISIBJICHUA pa60Tafomnx CCTCBBIX Y3JIOB. TeJIb C HU3KUM II0-
CTOB o TEHIOAJI0M
JlaHHas yrpo3a CBs3aHa CO CJIa0OCTSIMU MEXaHU3MOB CETEBOTO B3aUMOJIEHCTBUS, IPEAOCTABISIO-
UIMX KIHEHTaM CETU OTKPBITYIO TEXHUYECKYI0 MH()OPMAIUIO O CETEBBIX y3JIaX, a TAKXKE C ysI3BU-
MOCTAMHM U OIIMOKaMu KOHQUIYPHPOBAHHS CPEJICTB MEKCETEBOT0 3KPAaHUPOBAHUSA U QUL TPALIH
ceTeBOro Tpaduka, UCHIONB3yEMBIX B TUCKPEUTUPYEMOI CHCTEME.
Peaﬂmauuﬂ HaHHOfI yIr'pO3bl BOBMOXHaA IMPU YCJIOBHUH HATUUWSA Y HAPYIIUTECIA NOAKITFOUEHUS K
AUCKPEANTUPYCMOU BBIYUC/IUTEIIBHON CETHU 1 CIICHUAIN3UPOBAHHOIO IIPOrpaMMHOIO 06ecneqe-
HUs, Peanu3yromero GyHKINY aHAIU3a CETEBOro Tpaduka
27. 116 Yrpo3anepe-  yrposa 3aKJIHOYaeTCs B BO3MOYKHOCTH OCYILECTBIEHUS HAPYIINUTE/IeM HECAHKUMOHUPOBAHHOTO A0- BHEMIHUM HapylIu-

XBaTa qaH-
HBIX, Iepeaa-
BAEMBEIX 10
BBEIYHCIIN-
TEJILHOM CEeTH

CTyIIa K CETEBOMY TpadUKy AMCKPEIUTUPYEMON BEIYUCIUTEILHOM CETH B IIACCBHOM HJIH aKTHB-
HOM pexxume ('mpociyinBaHue ceTeBoro Tpaduka") 1 c6opa u aHaau3a CBEIEHUI, KOTOPbIE
MOTYT OBITH UCIIOJIB30BAHEI B JaIbHENIIEM /ISl peain3aluy APYTHX YrPo3, OCTABAsICh IIPH Peau-
3alUH JAaHHOU yrpo3bl HEBUAUMEIM (CKPBITHEIM ) ITOJTyYaTeIeM ITepeXBATEIBAEMBIX JaHHBIX. Kpo-
M€ TOro, HapymmTEJIb MOJKCT MMPOBOANTE UCCICAOBAHUA APYTIHUX TUIIOB IIOTOKOB AAHHBIX, HAIIPHU-
Mep, PaJHuOCUTHAJIOB.

JanHast yrpo3a o0ycioBiieHa c1abOCTIMH MEXaHH3MOB CETEBOTO B3aUMOAENUCTBUS, IPEIOCTABIIS-
FOIIMMH CTOPOHHUM IOJIb30BATENSIM OTKPBITBIE JAHHBIE O TUCKPEIUTHPYEMO CHCTEME, a TAKKe
omnOkaMu KOH(DUTypaLuu CeTeBOro MporpaMMHOro o0ecreueHus..

Peanuzauus nanHoi yrpo3sl BO3MOXKHA B CIEAYIOMIMX YCIOBUSX

TEJb C HU3KHUM II0-
TCHIOHAJIOM
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- HaJTU4Me y HapyIIUTeNsl JOCTYIa K JUCKPEIUTUPYEMOU BBIYHCIUTEIBHON CeTH,
- HeCIOCOOHOCTH TEXHOJIOTHH, C TOMOILBIO KOTOPBIX Peann30BaHa Iepeaaya JaHHbIX, TPeIoTBpa-
TUTBH BO3MOKHOCTH OCYIIECTBIIEHUSI CKPBITHOTO MPOCITYIINBAHUS ITOTOKA JaHHBIX
28. 128 Yrpo3anoa-  yrposa 3aKIFOYaeTCs B BOZMOKHOCTH HAPYIIUTENS BEIIABATH Ce0sl 3a ISTHTUMHOT'O TIOJIb30BATEs  BHENIHHI HAPYIIU-
MEHBI JJ0BE- Y BBITIOJIHSTH MPHEM/TIEPeIauy JaHHBIX OT ero uMeHH. JJaHHY0 yrpo3y MOKHO OXapaKkTEPHU30BaTh TENb C HU3KUM I10-
PEHHOro Kak "MMUTALUs AeHCTBUM KIUeHTa . TEHIUAJIOM
II0JIb30BATENSA . .
HanHas yrpo3a o0yciioBiieHa c1ab0CTAMHE TEXHOJIOTHI CETEBOro B3aMMOAEHCTBHSI, 3a49aCTyIO He
[MO3BOJISIFOLIMMU BEITIOJTHUTH MPOBEPKY MOTMHHOCTH UCTOYHUKA/TIOTydaTe N st UHOOPMALHH.
Peanusauus naHHOM yrpo3sl BO3MOKHA NPH HAJIMYUK Y HAPYLIUTENIS TIOJKIFOYEHUS K BEIYUCIIH-
TEJIbHOM CeTH, a TAK)Ke CBEJCHUI 0 KOHPUTYPalH CETEBBIX YCTPOKICTB, TUIIE UCIIOIb3yEMOT0
MIPOrPaMMHOT0 00eCIIeueHus
29. 156 Yrposa yrpa-  yrposa 3aKIH04aeTcs B BO3MOKHOCTH PaCKPBITUS MH()OPMALMH, XPAHSANIEHCsS Ha yTEePSHHOM HO- BHYTPEHHUU Hapy-
TBI HOCHTEeH cuTene (B CIydae OTCYTCTBUS MU(POBAHMS JAHHBIX ), WIH €€ IOTepH (B ClIydae OTCYTCTBHSA pe- OIUTENb C HU3KUM
uHGOpMALUK  3€PBHON KONHH JAHHBIX ). MOTEHIIUATIOM
Jannast yrpo3a o0ycoBiieHa CJIabOCTAMU MeP PETUCTPALIMH U yYeTa HOCUTeNlel nHpOopMaLuu, a
TaK)Ke Mep pe3epBUPOBAHUS 3aIUILAEMBIX JAHHBIX.
Peanuzanus naHHOMN yrpo3sl BO3MOKHA BCIEACTBHE XAJaTHOCTU COTPYIHUKOB
30. 159 Yrposa "Gop- yrposa 3aKar04aeTcs B BO3ZMOKHOCTH HOTy4YeHHs HAPYIIUTENEM JO0CTYNa K 3alIMIIaeMoi HHPOP-  BHEIIHUM HAPYIIH-
CHUPOBAaHHOI'O  MAallUM, BBIIIOJHEHHS IPUBHIEIUPOBAHHBIX ONEPAlui UM OCYNIECTBIEHUS UHBIX NE€CTPYKTUBHBIX  Te€lb C HU3KHMM IO-
BeO-6pay- BO3JEUCTBUI Ha HEKOPPEKTHO 3alIHILEHHbIE KOMIIOHEHTHI BEO-IIPUIOKEHUH. TEHIUATIOM
WHT
suHra JanHast yrpo3a o0yciioBiieHa c1a00CTAME (UM OTCYTCTBHEM ) MEXAaHU3Ma IMPOBEPKH KOPPEKTHO-
CTH BBOJIUMBIX JaHHBIX Ha BeO-CcepBeEpax.
Peanusanus 1aHHOI yrpo3sl BO3MOKHA MPU YCIOBUU YCIIENTHON Pean3aiuy "py4HOro BBoaa" B
a[peCHYI0 CTPOKY BeD-Opay3epa onpeaeIeHHbIX aApeCcOB BeO-CTPaHuIl U OCYILECTBIEHHS IPUHY-
JUTENbHOTO Nepexo/ia Mo ApeBy BeO-caliTa K CTPaHMIAM, CCHIIKM HA KOTOPhIE SBHO HE YKA3aHBI
Ha BeO-caliTe
31. 167 VYrposa3zapa-  yrposa 3aKJIF0YaeTcs B BO3MOKHOCTH HapyILeHHs 0e30MMacHOCTH 3aIuuiiaeMoi HHQopMaluy Bpe-  BHYTPEHHHI Hapy-
YKEHHS] KOM- JIOHOCHBIMHU POTrPaMMaMH, CKPBITHO YCTaHABIMBAEMBIMH IIPH OCEIEHUH [OIB30BATENISIMU CH-  IIUTEIb C HU3KUM
ObIOTEPA IPU  CTEMBI ¢ pabouuX MecT (HaMEPEHHO MM IPH CIy4aiiHOM MepeHanpaBieHn ) CAaiTOB ¢ Hebaaro- MIOTEHIHAJIOM
MOCENIEHUH HaJIeKHBIM COJEPKUMBIM U 3aITyCKaeMBIMHU C NPHBUJIETUSAMH TUCKPEIUTHPOBAHHBIX TI0JIb30BaTe-
Hebnarona- nen.
,Ir[g;KHHX Cam”  TamHast yrpo3a oGycIOBIeHA CIa0OCTAMI MEXaHH3MOB (DUIBTPALIAN CETEBOrO TpaduKa i aHTH-
BHUPYCHOI'O KOHTPOJISI HA YPOBHE OPraHH3aLHY.
Peanuszanus naHHOM yrpo3sl BO3MOKHA IPH YCJIOBHHU MOCENIEHUs M10/1b30BATEIAMU CUCTEMBI C
pabouux MecT CaliTOB C HeOJIaroHaIeKHBIM COIEPKUMBIM
32. 168 Yrposa "Kpa-  yrpo3a 3aKJIF0YaeTcsi B BO3MOXKHOCTH HENPABOMEPHOTO 03HAKOMJICHNsI HAPYIINTENEM C 3alllUIia-  BHENIHUI HAPYIIH-

KU YUETHOM

eMol nH(popMaLKel IoJIb30BaTelIs IyTeM IOIyYeHus HH(OOPMALUN HAeHTH(DUKALIN/ayTeH-

TEJb C HU3KHM II0-



10

|1 2 3 | 4 5
3aMucy A0CTy- THU(QUKALUN, COOTBETCTBYIOLIEH Y4eTHON 3allCH AOCTYIIA II0JIb30BaTeNs K CETeBbIM CepBHUCaM TEeHLUaJIOM
a K CeTeBbIM  (COIMAIBbHON CeTH, 001aUHBIM CEPBHCaM), C KOTOPOH CBsI3aH HEaKTUBHBINA/HECYyIeCTBYOIIMIA a1-
cepBucam Pec 2JeKTPOHHOM MOYTHI.
JanHast yrpo3a o0yc/IOBIeHa HeTOCTaTOYHOCTHEO MEP KOHTPOJIS 338 aKTUBHOCTBIO/CYILIECTBOBAaHUEM
SIIIUKOB AJIEKTPOHHOMN MOYTEHI.
Peanu3zanus naHHON yrpo3bl BO3MOXKHA IIPU YCIOBUSIX:
- HaJIM4us cTatyca "cBoOOMEH sl 3aHUMAaHUS y aJIpeca 3JIEKTPOHHOMN MOYTHI, C KOTOPBIM CBSI3aHa
y4eTHasl 3aIUCh JOCTYIIA MOJIb30BATENs K CETEBBIM CEPBUCAM (HAIPUMED, €C/IU MOJIb30BATENb
yKa3aJI Ipy PerucTpalvy HeCYIECTBYIOIIMH aApec WK A0Ar0 He 00pamaics K IOYTOBOMY
SIIUKY, BCJIEACTBUE YETO ero OTKIIFOYHIIN);
- HaJIM4Msl y HapyILuTes CBeIeHUH 00 axpece IeKTPOHHON IOUTEL, C KOTOPHIM CBsI3aHa ydeTHas
3aMch JUCKPEAUTUPYEMOTO MOIb30BaTelNs A JOCTYIA K CETEBbIM CEpBUCAaM
33. 170 ¥Yrpo3sa He- yrpo3a 3aKIrYaeTcsl B BO3MOKHOCTH (PaKTHUECKOW MOTEPH AOCTYITHOCTH 3alIUIIAEMBIX TaHHBIX  BHENIHUN HAPYIIH-
IPAaBOMEPHOIO  13-3a UX HECAHKLIMOHHUPOBAHHOTO KPUNTOrpaprueckoro npeoopa3oBaHus HApYIIUTENEM C IOMO-  TeJlb C HU3KUM 0~
muGbpoBaHU  HIBFO W3BECTHOIO TOJIBKO MY CEKPETHOIO KIIF0Ya. TEHUHAIOM
nHpopMALIT Jannas yrpo3a o0ycioBiieHa HalMyHeM caabocTell B aHTUBUPYCHOM 3aIlyTe, a TAK)Ke B MEXaHU3-
Max pasrpaHUyeHHs AOCTyIa.
Peannsauus 1anHON yrpo3sl BO3MOKHA IIPU YCIOBHU YCIIEIIHOM YCTAHOBKM HApPYIIUTEIEM HA
JUCKPEIMTUPYEMbII KOMIBIOTEP CPEACTBA KPUNTOrpa(uyeckoro npeobpazoBaHis HHQOpManHy,
a TaK)ke yCHenrHoro oOHapyxeHus (MaeHTH(UKALMN) HapyLIUTeIeM 3aluiiaeMbiX (Haios
34. 171 Yrposza yrpo3a 3aKJIF0YaeTCs B BO3MOXKHOCTH OMOCPEI0BAHHOIO OCYIIECTBIEHUS! HAPYUINTEEM IECTPYK-  BHEUIHUM HapylIu-
CKPBITHOTO TUBHOT'O BO3JEHCTBUS Ha MH()OPMALMOHHBIE CUCTEMBI C MHOYKECTBA BBIYHMC/IUTENBHBIX YCTPOUCTB  Teb C HU3KUM IO~
BKJIFOUEHUS (KOMITBFOTEPOB, MOOMJIBHBIX TEXHHUECKUX CPEACTB), MOAKIFOYEHHBIX K UHPOPMAIMOHHO-TENe- TEHLUATIOM
BBIYUCIUTEN- KOMMYHUKAIMOHHOW cetH "MHTepHeT" (nanee — cetb MHTEpHET), 32 cUeT 3axXBaTa yIpaBJIeHUs
HOI'O YCTPOil-  TaKMMH yCTPONCTBaM IIyTeM HECAaHKUHOHMPOBAHHON YCTAaHOBKU HA HUX:
%g;“chefISCTaB - BpEIOHOCHOTO mporpaMMHoro odecrniedenus tuna Backdoor nis o6ecieuenus HapymuTens
BO3MO)KHOCTBIO YIaIEHHOTO JOCTYIa/yIpaBieHUs AUCKPEIUTUPYEMBIM BBIYUCIUTEIbHBIM
YCTPOICTBOM;
- KJINEHTCKOI'0 IPOrpaMMHOro obecrieueHus A BKJIOUeHHs B OOTHET U UCTIIOJIb30BaHUs CO3/1aH-
HOTO TaKUM 00pa30M OOTHETa B Pa3JIMYHBIX IPOTHUBOIMPABHBIX LENsAX (PacchlIKa criama, poBe-
JIeHHe aTaK Tumna "0Tka3 B 00CIyKuBanuu").
Jannast yrpo3a o0ycioBieHa ys3BUMOCTSIMH B CETEBOM IIPOrPaMMHOM OOecIIeueHHH U C1abocTsIMu
ME€XaHU3MOB AaHTUBUPYCHOTO KOHTPOJIA U MEKCETEBOI0 3KPAaHUPOBAHUSL.
Peanmusanus 1aHHON yrpo3sl BO3MOYKHA DU yCIOBUU HAJTMYMSA BBIXOJA C TUCKPEIUTHPYEMOTO
BBIYHMCIIUTEIBHOTO YCTPOMCTBA B ceTh MHTepHeT
35. 172 ¥Yrposa pac- yrpo3a 3aKIrvaeTcsl B BO3MOKHOCTH HapylIeHus: 0€30MacHOCTH 3anIuinaeMoi HH(popMauu BHEIIHUI HApyIIU-
IpocTpaHe- 10JIb30BAaTeNs BPeJOHOCHBIMU TPOrPAMMaMU, CKPBITHO YCTaHABJIMBAEMBIMHU 1P MOTY4eHUU TeJb C HU3KUM I0-

HUS "'TIOYTO-
BBIX 4yepBei”

IIOJBb30BATECIIAMA CUCTEMBI 3JICKTPOHHLBIX IMUCCM, COACPIKAIUX BPCAOHOCHYIO IIPOrpaMMy THUIIA

TEHLHATIOM
"HOYTOBEIN UePBh", a TAK)KEe HEBOJILHOI'O YUACTHS B JaJbHEHIIIEM IIPOTUBOIIPABHOM PacIpoCcTpa-
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36. 173 Vrposa "crrama”
BeO-cepBepa

37. 174 Yrposa "dap-
MUHTA"

38. 175 Yrposa "¢u-
LIMHTa

HEHHUU BPETOHOCHOTO KOJa.
JlanHas yrpo3a oOycioBieHa c1aboCcTsIMH MEXAHU3MOB aHTUBUPYCHOTO KOHTPOJISI.

PeanH3auH;1 ,E[aHHOﬁ yrposbl BO3MOJKHa HpI/I YCJ'IOBI/II/I HaJIN4YuA y ,E[I/ICer}lI/ITI/IpyeMOFO II10JB30Ba-
TEIIA 3J'IeKTpOHHOFO IIOYTOBOI'O AINMKA, a4 TAKXKE HAJINYUSA B €ro anpeCHon KHUTI'C XOTSA 6BI OOHOTO
ajJipeca Ipyroro rmojib30BaTes

YIpo3a 3aKII0YaeTCs B BO3MOKHOCTH HEITPABOMEPHOT'O OCYIIECTBIIEHHS HAPYIINTEIEM MaCCOBOM
gaccmnxn KOMMEPYECKHX, TOJIUTUYECKHUX, MOIIICHHUYECKUX U UHBIX COOOIIeHUIT Ha BeO-cepBep
€3 3aImpoca CO CTOPOHBI JUCKPEIUTHPYEMBIX BeO-CEPBEPOB.

Jannast yrpo3a 00yC/IoB/IeHa YA3BUMOCTAMU MEXAHU3MOB (PHIIBTPALIUU COOOIIEHHUT, TOCTYTAF0-
X U3 cetu UHTEepHeT.

Peanuzanus qanHOM yrpo3bl BO3MOYKHA ITPH YCIOBUHM HAIMYKS B TUCKPEIUTUPYEMOM BeO-cepBepe
AKTUBHUPOBAHHOTO (YHKIMOHAJIA, PEATU3YIOLIEro Pa3IHJHbIE TI0YTOBBIE CEPBEPa, CIyKOBI 10-
CTaBKH MIHOBEHHBIX COOOMIEHH, OJ0TH, (OPYMEI, ayKIIMOHBI Be0-Mara3uHoB, OHJIANH-CEPBUCHI
otrpaBku SMS-cooOniennii, OHIaiiH-CePBUCH TOJI0COBAHUS

yrpo3a 3aKIYaeTcsl B BO3MOKHOCTH HEMMPABOMEPHOTO 03HAKOMJIEHHSI HAPYILIUTENIEM C 3alIUILA-
eMoii uH(popMaLHeii, B TOM 4uC/Ie uaeHTHUKALHMN/ayTeHTU(UKALNY, T10JIb30BATeNs yTeM
CKPBITHOTO IE€PEHANpPaBJIeHUs [I0JIb30BATENIs HAa NOAAENBHBIN CAlT (BBIMJIS AN OANHAKOBO C
OPHUTHMHAJILHBIM ), HA KOTOPOM OT AMCKPEAUTUPYEMOTO MOJIb30BaTeNs TPeOyeTcss BBECTH 3alUIIa-
eMyF0 HH(}OpMaLHFo.

Jannas yrpo3a o0ycnosiieHa yszsumoctssMu DNS-cepBepa, mapmipyTusaropa.
Peanuzauus nanHOM yrpo3sl BO3MOXKHA P YCIOBUU HAIMYMS Y HAPYLIUTENS:

- CBeL[eHI/II‘/’I (0] §OHK C€THBIX caﬁTax, NOCEACMBIX ITOJB30BATEIEM, HAa KOTOPBIX Tpe6yeTcs1 BBOI
3alUIacMoOn HH(POPMaAL M,

- CPEACTB CO3JaHMUs U 3aIyCKa MMOAAEIbHOrO CalTa;

- CIIENUAIBHBIX TPOrPAMMHBIX CPEICTB TUIA "IKCIIOWT ', PEAIM3YIOIINX MEPEHANPABIEHHE M0JIb-
30BaTesIs Ha MO/ AeIbHbII CalT.

Kpowme Toro, yrpo3e AaHHOTO THIA MTOABEPKEHBI IOUTMHHBIE CAUThI, He TPeOyIoIre YCTaHOBIIe-
HUsl 0€30IacCHOr0 COeMHEHUs epel BBOIOM MHGDOPMAIMH OTPAHUYEHHOr0 AOCTyIa

yrpo3a 3aKIIF09aeTcsl B BO3MOKHOCTH HEIPAaBOMEPHOTO 03HAKOMJIEHHSI HApYILIUTENeM C 3alUIa-
emMoii a(opMaIHeii, B TOM 4ucie uaeHTUPUKALHY/ayTeHTU(UKAIMY, T10JIb30BaTeNs yTeM
yOexxIeHus ero ¢ MOMOIIBEO METOIOB COLIMATBHON HHXEHEPHU, B TOM YHCJIE TIOCBUIKON IeJIEBBIX
nucem ("spear-phishing attack™), ¢ moMomIBEFO 3BOHKOB C BOIIPOCOM 00 OTKPBITUHU BIIOKEHHUS
UChbMa, UMHUTALMeN peknamMHbiX npemiokenuii ("'fake offers’) nnu paznudneix npunosxenui
("fake apps"), 3aliTi Ha OANENBHBIA CAlT (BBINIASIINN OJUHAKOBO C OPUTUHAIIBHBIM), HA KOTO-
POM OT AMCKPEIUTUPYEMOTO MOJIb30BaTeNsl TPEOYeTCs BBECTH 3alIMIIAEMYI0 HH)OPMALUIO HIIH
OTKPBITB 3aPa)KEHHOE BJIOYKEHHE B MHCHME.

%ﬁmﬁaﬂ yrpo3a o0yc/IoB/IeHa HEAOCTATOYHOCTBIO 3HAHUM MOJB30BATENIEH O METOAAX U CPEACTBAX
WUIIMHTA .

BHEIIHUI HapyILIU-
TeJb ¢ HU3KUM II0-
TEHLMAJIOM

BHEIIHUI HapyILIU-
TeJb ¢ HU3KUM II0-
TEHLIMAJIOM

BHEIIHUI HApPYIIH-
TeJb C HU3KUM T10-
TEHLHAJIOM
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Peanuzanus naHHOMN yrpo3sl BO3MOXKHA ITPH YCIOBUW HAJTUYUS Y HAPYILIUTEIS
- CBE/IEHUH 0 KOHKPETHBIX CaliTaX, NOCEIaeMbIX M0J1b30BaTeNIEM, Ha KOTOPBIX TpeOyeTcst BBOA
3aMUIAeMON HH(DOPMALHH;
- CPEeICTB CO3JaHUS U 3aITyCKa MOAIEFHOrO CalTa;
- CBeJIeHHI1 0 KOHTAKTAaX MOJIb30BATENs C JOBEPEHHOH opranusanueii (Homep Tenedona, aapec
3JIEKTPOHHOW TIOYTHI U AP. ).
Jlnist yOesxieHus oIb30BaTeNsl PACKPEITE HHPOPMALIUIO OTPAHUYEHHOTO AOCTYNA (MU OTKPBITh
BJIOXKEHHE B ITICbMe) HanboJee 4acTo UCIOMb3YIOTCS IOAAeNbHbIE ICEMA 0T aAMUHUCTPALUH
KaKOH-In00 opraHu3anuu, ¢ KOTOPOH B3aUMOAENCTBYET MOIb30BaTENb (HampuMep, 0aHK
39. 178 Yrpo3sa He- yrpo3a 3aKIIF0YaeTCcs B BO3MOXKHOCTH OCYIIECTBIEHUS HAPYLIMTENEM A€CTPYKTUBHOTO IPOrpaMM-  BHEUIHUM HapylIu-
CaHKIMOHH- HOT'0 BO3JEHMCTBUS HAa CUCTEMY 3a CUET HCITOJIb30BAaHHS NMEIOIINXCS WM [IPEBAaPUTENIBHO BHE-  TeJlb C HU3KHUM I10-
POBaHHOTO PEHHBIX CTAHIAPTHBIX (M3BECTHBIX M OOBIYHO HE OIpPeeseMbIX aHTUBHPYCHBIMU TPOrpaMMaMU  TEHIMAJIOM, BHYT-
UCTONB30Ba-  KaK BPEJOHOCHBIX ) CHCTEMHBIX M CETEBBIX YTHWIIHT, IPeAHA3HAYEHHBIX ISl NCTIOIB30BAHUS aIMU-  PEHHHI HapyIIH-
HUSI CUCTEM-  HUCTPATOPOM JUIS AUArHOCTHKH U 0OCITYKUBAHUSI CUCTEMBI (CETH). TeNb ¢ HU3KUM I10-
HBIX U CeTe- Peanm3auis. ZaHHo ) TEHIHAJIOM
BEIX YTHJIHT s 1 1 yrpo3bl BO3MOJKHA MPH YCIOBHSAX !
- HaJIM4Msl B CUCTEME CTaHIAPTHBIX CUCTEMHBIX U CETEBBIX YTHIIUT HJIH YCIIENIHOTO UX BHEAPEHHUS
HApYLIMTE/IEM B CHCTEMY M COKDBITHUS (C MCHOJIb30BaHUEM CYIIECTBYIOLINX aPXUBOB, aTPHOYTOB
'CKPBITBIA" WU "TONBKO 11 4TeHus");
- HaIWM4Msl Y HapYIIUTENS IPUBUJIETHI HA 3aITyCK TAKHX YTHIIUT
40. 180 VYrposa oTka-  yrposa 3aKJH4aeTcs B BO3MOKHOCTH IOBPEXKIEHNs YaCTH KOMIIOHEHTOB CUCTEMBI MM CUCTEMBI B BHEIIHUII HAapylIn-
3a IOJCHCTE-  LIEJIOM BCJIEACTBUE BBIXOJA TEMIEPATYPHOrO PeKUMa UX pabOTHI U3 331aHHBIX TPEOOBAHMIA U3-32  TENb CO CPeIHUM
MBI o0ecrre- BO3ZHUKHOBEHUS OTKa3a BXOISIINX B Hee MOJCUCTEM BEHTUIISIIUY M TEMIIEPATYPHBIX TPUOOPOB MIOTEHIHAJIOM,
YeHUs TeMIle- BHYTPEHHUH Hapy-
paTypHoOro LIATENb C HU3KUM
pexxuma MIOTEHIHAJIOM
41. 186 VYrposa BHEA-  yIrpo3a 3aK/IFOYAETCs B BO3MOKHOCTH BHEAPEHHS HAPYIIUTEIEM B HHPOPMALIMOHHYIO CUCTEMY BHYTPEHHUU Hapy-
peHus Bpeno-  BPEIOHOCHOTO KOJa IMOCPEACTBOM PEKJIaMbl, CEPBUCOB U (WJIHM) KOHTEHTa (YOeXKIeHUs MOoIb30Ba-  MIUTENIb C HU3KUM
HOCHOTO KOJa ~ TeJs CUCTEMBI aKTUBUPOBATE CCBUIKY, KOJ) IPU MOCEIEHHH II0Ib30BaTeNIEM CUCTEMBI CAiTOB B MIOTEHIHAJIOM
gyepe3 pekia-  ceTd MHTepHeT Wil YCTaHOBKU INPOrPaMM C (DYHKIIMEH ITOKa3a peKIaMEblL.
My, CEDBHCEL 11 5 5 b
1 KOHTEHT aHHas yrpo3a o0yclioByeHa caboCTAMU MEXaHU3MOB (DUIIBTPALIUU CeTEeBOro TpadhuKa U aHTHU-
BUPYCHOI'O KOHTPOJISI HA YPOBHE OPraHH3aLHH.
Peanusanus naHHOI yrpo3sl BO3MOKHA IPH YCJIOBHHU MOCENIEHUs M10/1b30BATEIIMU CUCTEMBI C
pabouux MecT caiiToB B cetu MIHTEpHET
42. 191 Yrposa BHEA-  yrpo3a 3aKII04YaeTcs B BO3MOYKHOCTH OCYIIECTBIIEHUs HAPYILINUTEIEM 3apaXkeHNs CUCTEMBI IyTeM  BHEIHUM HapyIlIu-

peHus Bpeao-
HOCHOTI'O KOZa

YCTaHOBKM AUCTPUOYTUBA, B KOTOPBII BHEAPEH BPEIOHOCHEIN KoJ. JlanHas yrpo3a o0yciioBiena
CaboCTIMU MEP aHTUBUPYCHOM 3aIUTHI.

TENb C HU3KUM TI0-
TEHLHAJIOM, BHYT-
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B AUCTPUOY- o . €HHUU HA u-
THB TIpO- Peanu3zanus nanHOM yrpo3bl BO3MOXKHA MPH: genb c Hmllzgﬁl o-
lc") %%ﬁqgloel;{onﬂ - IpUMEHEHHUH T10JIb30BaTeNIeM CTOPOHHUX TUCTPUOYTHBOB; TEHOAJIOM
- OTCYTCTBUH aHTUBUPYCHOH IPOBEPKU Mepell yCTAaHOBKOHM TUCTpuOyTHBa
43. 192 ¥Yrpo3sa uc- YIpo3a 3aKJIF0YAeTCs B BO3MOKHOCTH OCYIIECTBIEHHS HapyIIUTelneM JeCTPYKTUBHOIO BO3IEICTBYS HA ~ BHEIHUM HApYILIU-
NIOJI30BAHUS  CHCTeMY IyTeM IKCIUTyaTalllH YsA3BHUMOCTel nporpaMmHoro o0ecneduenus. [lanHas yrposa o0y- TeJb C HU3KUM II0-
YA3BUMBIX CJI0BJIEHA CIa00CTAMU MEXaHU3MOB aHAIN3a IPOrPaAMMHOIO 0OeCreueHus Ha HaTuYMe ya3BUMO-  TEHLUAJIOM, BHYT-
BepcHil mpo-  CTeil. peHHuil HapyIIu-
IrPaMMHOT0O . TeJb C HU3KUM II0-
obecreyenus T €aIM3aLMs TaHHOW yrpo3bl BO3MOXKHA MPU OTCYTCTBHUH IIPOBEPKU TE€PE/ IPUMEHEHUEM TIPO- TEHIHATOM
IPaMMHOTO 00ecIie4eHus1 Ha HAIW4Ke B HeM YSI3BUMOCTE!
44. 208 Yrposa Hee-  yrpo3a 3aKJII0uYaeTcs B BO3MOYKHOCTH HCIIOIB30BAaHUSI BBIYMCIUTENBHBIX PECYPCOB CPEIACTB BbI- BHEIIHUI HapyILIU-
JIeBOTO HC- YUCIUTENBHOM TEXHUKHU /1S OCYIIECTBIEHHS CTOPOHHMX BBIYMCIIUTENBHBIX MPOLECCOB. YTpo3a TeJb C HU3KUM II0-
NOJB30BAaHMS  PEann3yercs 3a CYET BHEAPEHUS B CPEICTBA BHIYMCIUTEIBHON TEXHUKH BPEIOHOCHOM ITPOrpaMm- TEHLUAJIOM, BHENI-
BBIYHCITH- MBI, COJleprKalell Ko/, peaTu3yroIUi HCIIOIb30BaHNe BEIUUCIUTEIbHBIX PECYPCOB IS CBOUX HUN HapYIINUTENb
TENBHBIX pe-  HYXJ (B YaCTHOCTH, JIJIsl MATHUHTA KPUTITOBAIIOTEI). CO CpelHUM IIOTeH-
g}g’g %ié%ecz_[ JlanHast yrpo3a o0ycloB/ieHa HEIOCTATOYHOCTBIO CJEIYIOLIMX MEp 3aIlllUThl MH(GOPMALIH: gg%ﬂg%yﬁggﬁg c
JIATEJIIbHOU - Mep N0 AaHTUBUPYCHOM 3aIUTE, YTO MO3BOJISIET BBINOJHUTh YCTAHOBKY U 3aITyCK BPEAOHOCHOM HHM3KMM IIOTCHIMA-
TCXHHUKU MIPOrPaMMEI; JIOM, BHYTPCHHUU
. HapyUIUTEIb CO
- Mep IO OrPaHUYEHHUIO IPOrPaMMHOI1 CpeJlbl, YTO MO3BOJSAET HAPYLUIUTENIO OCYIEeCTBIATh Oec- CpeHHUM ITOTeHIIU-
KOHTPOJBHBIN 3allyCK NPOrPaMMHBIX KOMIIOHEHTOB oM
45. 209 ¥Yrpo3sa He- YIpo3a 3aKJII04YaeTCs B BO3MOYKHOCTH MOJTY4€HUs JOCTYIA K 3alIMILEHHON IaMATH U3 IPOrpaMMbl, BHEIIHUM HApyIIU-
CaHKLMOHU- He 00anaroniell COOTBETCTBYIONIMMU ITPABAMM, B PE3YJIbTATe SKCITyaTalMu ysA3BUMOCTEN, 103-  TeNb C HU3KUM I10-
POBAHHOTO BOJISIFOIIMX MPEOA0IeTh MEXAaHU3M Pa3rpaHUueHus AOCTYIA, pealu3yeMblil HeHTpalbHbIM IIPO- TEHLUAJIOM, BHYT-
J0CTyIa K eccopoM peHHuil HapynIu-
3aIUIIaeMON TeJb ¢ HU3KUM II0-
naMsATH siapa TEeHLHATIOM
mpoueccopa
46. 211 Yrpo3sa uc- yrpo3a 3aKIrYaeTcsl B BO3MOKHOCTH AECTPYKTHBHOI'O BO3AEHCTBHS HA HH()OPMAIIMOHHYIO CHU- BHYTPEHHUU Hapy-
HOJB30BaHus  CTEMY U oOpalaThiBaeMyro €0 HHGOPMALHIO B Pe3y/bTaTe padOThl NPOrPaMMHOIO O0ECIIeUeH s,  LIUTENb C HU3KUM
HENPOBEPEH-  HCIOJIb3YEMOTO ISl aAMHHUCTPUPOBAHUS MHOOPMAILIMOHHBIX CUCTEM MIOTEHILINAJIOM
HBIX T0JIB30-
BaTEIbCKUX
OAHHBIX TIPH
dbopmupoBa-
HUH KOHGUTY-
ALMOHHOTO
alina, uc-
NI0JIb3YEMOT0
IPOrpaMMm-

HEIM o0ecrie-
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| 1 | 2 | 3 4 5
YEHUEM al-
MHUHHCTPUPO-
BAaHUA UH-
bopmarmon-
HBIX CUCTEM

*Yrpo3er 6€30macHOCTH € YYeTOM COfepKaHHs TePCOHANBHBIX JaHHBIX, XapaKTepa M Croco0oB ux 00paboTku B MHGOPMAIMOHHBIX CHCTEMaX IePCOHAIBHBIX
JAHHBIX YTOUYHSIOTCS ONEPaTOpaMu MHPOPMAIMOHHBIX CUCTEM MEPCOHAIBHBIX JAHHBIX — OPraHaMU UCTIOJHUTEILHON BJIACTH Kpasi B YaCTHBIX MOJENSIX yrpo3
0e30MacHOCTH TIEPCOHANILHBIX JTaHHBIX B COOTBETCTBUH ¢ OmnucanreM MHOOPMAIMOHHBIX CUCTEM MEPCOHANIBHBIX JAHHBIX, KCILTYaTUPYEMBIX OPraHaMU HCIIOJ-

HUTEJLHON BlIacTH XabapoBCKOro Kpas, anmapatoM | yOepnaropa u IlpaBuTtenbcTBa Xa6311_]i>013c1<0r0 Kpasi, 1 peKOMEHJAUAMH I10 OINpPeaeTIeHHUI0 aKTyaIbHBIX
yrpo3 0e30MacHOCTH MEPCOHANIBHEIX TaHHBIX B HUX COTJIACHO MPHJIOYKEHUIO K HacTosmeMy [ lepednro.




IMPUJIOXXKEHHUE

k [lepeunro yrpo3 Ge3omnacHoCTH
NEePpCOHAJIBHBIX JAaHHBIX, aKTYAJIbHBIX
mpu 00pabOTKe MEPCOHABHBIX TaHHBIX
B UH(GOPMALMOHHBIX CHCTEMAX
TIEPCOHAIBHBIX TAHHBIX, SKCILUTYaTHPYEMBIX
OopraHaMu HCHOJ’IHHTeJ’IBHOﬁ BJIaCTHU

a0apoBCKOro Kpas, anmnapaTom
['y6epuartopa u lIpaBuTenscTBa
XabapoBCKOro Kpas

OIIMCAHHE

WH)OPMAITHOHHBIX CUCTEM NIEPCOHAITBHBIX JAHHBIX,
OKCIUTYaTHPYEMBIX OpPTraHaMH HCTIOJTHUTEIILHON BJIACTH XabapoBCKOTO Kpas,
anmapaTtom ['yoepuartopa u [IpaBurtenscTBa XabapoBCcKOro Kpas,

Y PEKOMEHALMH TI0 OIIPEIeIICHHUIO aKTYyalIbHBIX YTPO3 O€30MacHOCTH
IIEPCOHAIBHBIX TAHHBIX B HUX

1. Onucanne MHGOPMAIMOHHBIX CHCTEM MEPCOHAIBHBIX NAHHBIX, SKCIUTya-
TUPYEMBIX OpraHaMH HCIOJHUTEIbHOHM BacTH XabapOBCKOTO Kpas, ar-
napatom ['yoepuatopa u [IpaBurenscTBa XabapoBcKoro Kpas

1.1. Opranbl ucnoJTHUTETLHOUM BilacTH XabapoBCKOro kpas, ammapat ['ybep-
HaTtopa u [IpaBurenscTBa XabapoBCKOTO Kpas (Hajee Takke — ONepaTopbl U Kpau
COOTBETCTBEHHO) SKCIUTyaTHPYIOT HH(OPMALIMOHHBIE CHCTEMBI ITEPCOHAIBHBIX IaH-
HbIX (nanee Takke — UCIIJIH) mpu ocymiecTBiIeHNN ASSITENBHOCTH, CBI3aHHOM C pe-
anu3anuen CIy)KeOHbIX U (WJIM) TPYJIOBBIX OTHOIIICHUH, a TAaK)Ke B CBSI3U C OKa3a-
HHEM TOCYNApCTBEHHBIX YCIYr M (MJIM) OCYLIECTBICHHEM TOCYAapCTBEHHBIX
byHKLIHH.

1.2. B UCI111 oGpabaThiBaroTCsl IEPCOHAIbHBIE JaHHBIE PAa3JIMYHBIX KaTe-
ropui U 00beMa, KOTOPbIE TPHUHAIEKAT CYOBEKTaM MEPCOHATBHBIX JAHHBIX, SB-
JITFOITUMCS KaK COTPYAHHUKAMH OTIEPATOPa, TaK U HHBIMH JTHI]AMH.

Kareropus u o6b6em o6padateiBaembix B UCII/[H mepcoHambHBIX TaHHBIX, a
TAaKKEe YPOBEHb 3AIIUIIEHHOCTH NMepcoHaIbHbIX AaHHbIX miig 3tux UCIIIH onpe-
NETAI0TCA WX omeparopamu, odopmirstores aktoMm kiaccudukauu HCIIAH wu
YTBEPKIAIOTCS PYKOBOAUTEIIEM OTIEpaTopa.

1.3. B 3aBucuMOCTH OT XapakTepa W Crnoco0oB 0OpabGOTKH MEpPCOHATBHBIX
JAHHBIX OTEPATOPbl OCYIIECTBIIOT ux 00pabotrky B MCII/IH, KOTOpBIE UMEIOT
pa3nuuHyo cTpykTypy (pasHormaHoBeie UCITIH).

ITo crpykrype UCII/In noapa3nensitoTcss Ha aBTOMaTu3UpOBaHHbIC paboune
MeCTa, JIOKaJIbHbIe HH(QOPMAILIMOHHBIE CHCTEMBl U PacIpeIesIeHHble HH(pOpPMaLH-
OHHBIE CUCTEMBI.

[To HaMUYKMIO MOIKITIOUEHHH K CETSAM CBS3H OOILEro MOJIb30BaHUS U (WIIH)
CETSAM MEKIYHAPOJIHOTO HHGOPMAIHOHHOTO OOMEHA, B TOM YHCIIe K HH(GOPMAILIH-
OHHO-TeJIeKOMMyHUKaunoOHHON cetn "HWHrepHer" (mamee — cers "HHrepHer"),
HNCITI[Ix moapa3nenstoTcss Ha CUCTEMbI, UMEIOLIUE TOIKITFOYSHUS, U CUCTEMBI, HE
UMEIOLIHE MTOAKITIOYCHHH.



2

Ilo pexumy o6paborkn mHbpopmammu UCII/IH monpaspenstorcss Ha OAHO-
MOJIb30BATEILCKUE U MHOTOTIOJIb30BATEIbCKHUE.

ITo pasrpannuenuro mpaB nocryna nosws3oBarene UCII/In noapasnenstores
Ha CHCTEMBbI 0€3 pa3rpaHuYeHHs MMPaB JOCTYIA U CHCTEMBI C Pa3rPaHUYCHUEM ITPaB
JOCTYyIA.

1.4. B UCI1/IH MOTYT IPUMEHSITHCS TEXHOJIOTHH BUPTYAITM3AIIHH, KITHSHT(haii)-
CepBEPHBIE TEXHOJIOTHH, BUPTyabHble YacTHbIE ceTH (VPN), ynanenHsiii noctyr,
BEO-TEXHOJIOTHH, KiacTtepu3ainus, cermeHtupoBanue. [lpu stom B HCII/IH He
MPUMEHSIOTCS TEXHOJIOTHH aBTOMATH3Al[UU YIPABJICHUS TEXHOJIOTHYECKUM TpO-
LECCOM, O0JIAYHBIC TEXHOJIOTHH, TEXHOJIOTHH OOJIBIIINX TAHHBIX, OECIIPOBOAHBIC CETH
CBSI3H, MOOHJIbHBIC YCTPOMCTBA, CYMEPKOMITBIOTEPHI U TPHUI-BBIYUCIICHHS, TIOCPE/I-
CTBOM KOTOPBIX MOTYT BO3HUKHYTh JOTOJHUTEIbHbBIE YTPO3bl O€30MacCHOCTH Iep-
COHAJIBHBIX JIAHHBIX.

@DakT mpuMeHeHHs (UCIOIB30BaHUs) KAKIOW W3 TaKUX HH(OPMALMOHHBIX
TEXHOJIOTUH WJIH CTPYKTYpPHO-(pyHKIMOHATBHBIX Xapaktepuctuk B UCIIIn non-
’KE€H OBITh OTPaXeH OTEePATOPOM B YACTHOW MOJEIH Yrpo3 0€30MacHOCTH MepCo-
HAJIBHBIX NaHHBIX MPH X 00paboTke B WH(GOPMALMOHHBIX CHCTEMAax MEepPCOHAITb-
HBIX JaHHBIX ([aJiee — 9acTHas MOJEIb YIPo3).

1.5. UCTI/In opraHoB UCHIOJTHUTEIILHOM BJIACTH Kpas, anmapara ['yoepHnaropa
u llpaBuTenbcTBA Kpas MOJKIIOYEHbI K €IWHOW HH(POPMAIIMOHHO-TEIIEKOMMY-
HHUKAI[HOHHONW CETH OPTraHOB MCIOJHUTEIbHOM BiactH kpas (manee — EMTKC),
CErMEHTHPOBAHHYIO HAa TEPPHUTOPUAIBHOM, KAHAJIBHOM M JIOTHYECKOM YPOBHSX,
UMEIOIYIO0 LIEHTPAIM30BAHHOE YITPABJIEHHE, CUCTEMY MOHHUTOPHUHTA W OTIOBEIIe-
HUSL O KPUTHYECKUX COOBITHSIX, OTHOTOUECYHOE TOJKIIIOYCHHE K CETSIM CBSI3H 00-
IIETO TOJIb30BaHus U ceTH "MHTepHeT".

1.6. Texauueckue cpencrsa UCII/In pasmemarorcs B mpenenax Poccuiickoit
Oenepanmu. Kontpomupyemoin 3oHoM MCIIH sABIsAIOTCS aIMHHHUCTPATHBHBIC
3[1aHUs, TPYIIIbI MIOMELEHUH UJIM OTJeJIbHbIE MOMELIEeHUs onepaTtopoB. B mpene-
J1laX KOHTPOJUPYEMOM 30HBI HAXOASTCS paboyre MeCTa MojIb30BaTelieH, CEpBEPHOE
00OpyOBaHHe, a TaKkKe CETEBOE M TeJIeKOMMYHHKalmoHHOe obopynoBanue NCII/H.
BHe KOHTpOJIIMpYyeMO# 30HBI MOTYT HAXOJMUTHCS JIMHUU TIepedayu JaHHBIX U Telle-
KOMMYHHUKAILIMOHHOE O0OpPYJOBaHKE, HUCIOJIB3yeMOE TOJBKO ISl HH(GOPMALHOHHOTO
oOMeHa 1o ceTsiM cBs3u. HekoHTposmpyeMoe nmpeObIBaHWE MOCTOPOHHUX JIMI[ H
HEKOHTPOJMpPYyeMbId BbIHOC TexHW4Yeckux cpencts MCIIx 3a mpeaensl 3maHui
UCKITFOUCHBI.

1.7. TlomeiieHus, B KOTOPBIX BeaeTCs 00OpaboTKa MEPCOHAIBHBIX JAHHBIX
(manee — Ilomemenwst), OCHaIIEHBI BXOIHBIMH ABEPbMH C 3aMkamu. OneparopaMu
YCTAHOBJIEH TOPANOK Aoctyna B llomemenus, mpensTCTBYIONIMH BO3MOYKHOCTH
HEKOHTPOJIMPYEMOTro MpoHUKHOBEHUs B llomemienus: wiu npeObiBanus B [lome-
IICHUAX JIML, HE UMEIOIIMX IPaBa CaMOCTOSATEIBHOTO A0CTyna B HUX. B pabouee
BpeMs B CIIy4ae yXoJa JIMI[, HMEIOUIMX MPaBO CaMOCTOSTEIbHOTO aAoctyna B [lo-
MEIICHHUS, a TaKkXKe B Hepabouee Bpems aBepu [lomereHnii 3akphIBarOTCS HA KITIOY.
Hoctyn mocroponnux mui B [lomemenust 1omyckaeTcsi TOJIbKO B MPUCYTCTBHH
JIUL, UMEIIIMX IPaBO CAMOCTOSATEIbHOro aocryna B Ilomemenus, Ha Bpewms,
OTPaHHYEHHOE CITy)KeOHOW HeoOxomuMocThio. [lpu 3TOM omeparopamu mpeanpu-
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HUMAIOTCSI MEPbI, HCKITFOYAIOIIHE BO3MOYKHOCTh JOCTYIA MOCTOPOHHUX JIUI K 00-
pabaThIBa€MbIM MEPCOHAITBHBIM TaHHBIM, B TOM YHCJIE Y€Pe3 YCTPOUCTBA BBOAA/
BBIBOJAA WH(MOPMAIIUHU, a TAaK)KE BO3MOXKHOCTH JOCTYNa K HOCHTEIISIM MEePCOHAIb-
HBIX JTAHHBIX.

YcrpoiicTBa BBOAA/BBIBOIA HHGOPMAIIWH, YIACTBYIOIIHE B 00pabOTKe mep-
COHAJIBHBIX NTaHHBIX, pacnosaratorcs B [lomemennsx Takum obpa3oM, 9yToObI HC-
KITIOYUTh CIIYYaWHBIH MPOCMOTP 0OpabarsiBaeMoil WHGOPMALUU TOCTOPOHHUMH
nmunamu, BoeamumMu B [lomenenue, a Takke dyepes AsepH v okHa [lomenieHus.

1.8. Beon mepconanbubix nanasix B UCII/IH 1 BBIBOI MEpCOHAIBHBIX JaH-
HeiXx u3 MCII[IH oCynmecTBISIOTCS ¢ UCHOIB30BaHHEM OYMa)KHBIX W MAIIMHHBIX
HOCHTENeH HWH(OPMAIUK, B TOM YHCJIE OTYY)KIAEMbIX MAITHHHBIX HOCHUTEIICH WH-
dopmanmu. OneparopamMu yCTaHABIUBAETCA MOPSIAOK, 0OSCIEUHBAIOIINN COXPaH-
HOCTh HCIOJIb3YEMbIX MAIIMHHBIX HOCHTEJICH MEPCOHAJIbHBIX JaHHBIX, OCY-
IIECTBIISIETCS UX TMOYK3EMIUTIPHBIH YYET.

1.9. B nensax obecneuenus nenoctHoctu obpabateiBaembix B UCIIIH mep-
COHAJIBHBIX JaHHBIX OMEPATOPhI OMPEIACISIIOT MOPSAOK PE3EPBHOTO KOMHPOBAHHS
MEPCOHATIBHBIX TAHHBIX U OCYHIECTBIISIIOT PE3EPBUPOBAHHE TIEPCOHATIBHBIX JTAHHBIX.

1.10. Onepatop UCII/lH mpuHuMaeT Mepbl IO 00eCeYeHnI0 0€30MacHOCTH
NMEepPCOHAJBHBIX JaHHBIX, B TOM uucie mnocperncrBom mnpumeneHus B HCII/Ix
CPEIICTB 3alIUThl HHPOPMALIMH, MPOIIC/IIUX B YCTAHOBIICHHOM MOPSAKE MPOIIEaY-
Py OLIEHKH COOTBETCTBHS, B CIy4asx, KOrja MPUMEHEHHE TaKHUX CPEACTB HEOOXO-
JIUMO TSl HEUTPATTU3ALMH aKTyaJTbHBIX YTPO3 0€30TaCHOCTH MEPCOHAIBHBIX JaHHBIX.

1.11. B UCITIn, umeromux noakmoueHue k EUTKC, nomkHo ObITh peanu-
30BAHO OJIHOTOYEYHOE TOJKIIIOUYCHHE K CETSAM OOIero mojb30BaHus u cetH "MH-
TEpHET' uepe3 LEHTPAIMU30BAHHBIM M 3alIUIICHHBIN KaHall C HCIMOJIb30BaHUEM
CPEIICTB pa3rpaHUYCHHUs JOCTyMa B BHIE MEXKCETEBBIX SKPAHOB, CEPTHOHUIIUPO-
BaHHBIX Ha COOTBETCTBHE TPEOOBaHUAM OE30MaCHOCTH MH(POPMAIHH, YCTaHOBIICH-
HBIM (eAePATbHBIM 3aKOHOJIATEILCTBOM, PEATM30BaHA CHCTEMA OOHAPY)KEHUS U
MPEAYIPEKICHUS BTOPKCHHH.

1.12. B UCII/Ia B memsax obecrniedeHHss O€30MACHOCTH MEPCOHAIBHBIX TaH-
HBIX TIPH WX MEpeAade Mo CETSAM CBSI3H OOIIETO MOJIb30BAHMS U (HIIH) CETSIM MEXK-
JTYHAPOIHOTO WH(POPMALTMOHHOTO 0OMeHa, B ToM uncie cetd "MurepHer", mpume-
HAIOTCS cepTuduimpoBannbie DenepanbHol ciry00i Oe3omacHocTu Poccuiickoit
Ddenepaunu cpencTpa Kpuntorpahuueckon 3amuThl HHGOPMAIUK (aee TaKKe —
CK3H). OGocHoBanne HEOOXOIUMOCTH (MJIM OTCYTCTBHSI TAaKOBOW) MPUMEHEHHS
CK3U nns obecneuenus GezomacHocTH mnepcoHanbHbix AaHHbIXx B UCIIH ocy-
IIICCTBIIACTCS €€ omepaTopomM B paspabareiBaemoit 1 atou UCII/In gacTHO#M Mo-
JIEITH YTPO3.

Oneparopamu, npumensitonumu CK3H, ycranasmmiBaercst mopsaok obecrie-
yeHusi OezonmacHocTH mpumeHsieMbix CK3M u ki0o4eBBIX JOKYMEHTOB K HHM,
obecrneynBarONMi coXpaHHOCTh AokymeHTannu Ha CK3U, MalmuHHBIX HOCUTEIEH
uHpopManmu ¢ komiuiektamu BoccranoBienuss CK3H, a takke HocuTened Kitto-
4eBOM, MapoibHOM W ayreHTH(UIMpyromed wuHpopmanuu. JlokymMeHTalus Ha
CK3U u Hocutenu xpanarcs Toybko B [lomemenusx B ceidax M 3aKpbIBaEMbIX
Ha KJTI0Y 1Kadax (SMIIMKax) B YCIOBUAX, MPEMSTCTBYIONINX CBOOOAHOMY AOCTYITY



K HUM TIOCTOPOHHHUX JIHII.

1.13. C yueTtom 0coOeHHOCTEH (YyHKIIMOHUPOBAHMS, HCIOIb3YEMbIX CTPYK-
TYPHO-()YHKIIMOHATBHBIX XaPAaKTEPUCTHK M TMPUMEHAEMBIX HH()OPMAITHOHHBIX
TEXHOJIOTHH, a TAK)KE€ OMTACHOCTH PEATM3alUU yTIpo3 OE30MaCHOCTH MEPCOHATBHBIX
JAHHBIX ¥ HACTYTUICHUS TOCJIEACTBUA B PE3y/IbTaTe HECAHKLIMOHUPOBAHHOTO WJTH
CIIy4alHOTO NIOCTyINa MOYXHO BBIICJIMTH CIIEAYIOIIME THIbI pa3sHoruiaHOBbIXx MC-
I1/1H, sKCcIuTyaTUpyeMbIX B OpraHax MCIOJHUTEIbHOW BIIACTH Kpas, ammaparte ['y-
Oepnatopa u [IpaBuTenbcTBa Kpas:

- 1-#1 TN — aBTOMATU3UPOBAHHBIE PAOOYHE MECTA, HE MMEIOIIUE TIOIKITF0Ye-
HUS K CETSAM CBSI3H;

- 2-i1 Tun — nokanbHbie UCII/lH (aBTOMaTH3MpOBaHHBIE paboyue MecTa |
(WJIM) KOMITJIEKC aBTOMATU3HUPOBAHHBIX PA0OYMX MECT, KOMMYHHKAIIMOHHOTO H
CEPBEPHOTO 000PYIOBAHUSA, OOBEAMHEHHOTO B €IUHYI0 HH(MOPMALIMOHHYIO CHUCTE-
My B IIPeJiesiax OJJHOTO 3/IaHus ), UMEIOIINE MOAKITIOYCHHE K CeTSAM CBSI3H, BKJIIOYAs
EUTKC, cetu cBsa3u 001iero noap3oBanus U (k) ceth "MHTEpHET";

- 3-11 Tun — kammrycHeie UCITJ{H (koMIuIeKC aBTOMAaTU3HPOBAHHBIX Pab0YIMX
MECT, KOMMYHHKAITHOHHOTO U CEPBEPHOTO 00OpyA0BaHMS, 00bETUHEHHOTO B €/H-
HYI0 MH()OPMALIMOHHYIO CHCTEMY B Tpeleiax HECKOJBKHX OJU3KO pPacIoJIOKEH-
HBIX 37aHUH, 0OBEIUHEHHBIX MEXKIY COOOH C MCMOJIb30BAHUEM 3alUIIECHHBIX Ka-
HAJIOB CBSI3M), UMEIOIIHE MOAKIIOUEeHHEe K ceTsaM cBs3H, Bkaodas EMUTKC, cetu
CBSI3M OOIIETo MOJIb30BaHMs U (Hin) ceTh "MHTepHeT";

- 4-i1 Tun — pacnpenenenubie UCIT/IH, umerommue nmoakmouenne k EUTKC,
CETH CBsI3H 00IIIero MoJib30BaHus U (uin) cetd "Mutepuet".

[lepedenp yrpo3 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX, aKTYaJbHBIX MPH
obpaboTke mepcoHanmbHbiXx AaHHBIX B WMCII[H, skcmimyaTHpyeMmbIX MpH OCY-
IIECTBJICHUH COOTBETCTBYIONIUX BHJIOB JICITCIIBHOCTH B OPTaHAX UCIIOJHUTEIIEHOU
BJIaCcTH Kpas, ammapare ['yOepnatopa u IlpaBuTenbcTBa Kpas, paccMaTpUBaeTCS
MPUMEHHUTEIBHO K IEPEUUCICHHBIM TUTIaM pa3HomianoBbix MCII/IH.

1.14. K o6bexram 3amnutel B UCIT/IH oTHOCSATCS:

- IEPCOHAJIHHBIC TAHHBIE;

- HOCHUTEIIU TIEPCOHAJIbHBIX JAaHHBIX;

- cpencrtBa 3ammThl HGopmarwu, B Tom uncie CK3U;

- cpena GYHKIMOHUPOBAHUSI CPEACTB 3alIMThl HH(DOPMAIUH, B TOM YHCIIC
CK3H;

- “H(pOpPMALHS, OTHOCSIIASCS K KPUNTOTpa)UUEeCKOW 3aIIUTe TMEePCOHAIb-
HBIX JAHHBIX, BKIIIOYas KITFOYEBYIO, MAPOJIbHYIO U ayTCHTHOULIUPYIOIIYIO HHPOP-
maro CK3H;

- IOKYMEHTHI, B KOTOPBIX OTpakeHa 3amuiiaeMas HHGOpPMaIlus, OTHOCSIIA-
sca k UCII[n u ux xpunrtorpaduueckoil 3ammre, BKIIOYAs TOKYMEHTALUIO Ha
CK3H1 u Ha TeXHUYECKHUE U MPOTPaMMHBIC KOMIOHEHTBI Cpeabl (hYHKIIMOHUPOBA-
nusa CK3U;

- HOCHUTEJIH 3alllMIaeMOH KITFOUYE€BOM, MAPOJIbHOW M ayTCHTH(DHIUPYIOMISH
uHpopmaiuu nosezoearesied UCIH;

- MOMEILEHUS, B KOTOPBHIX OCYILECTBIIsIETCS 00paboTka mepcoHaIbHBIX daH-
HBIX 1 (1K) pa3MenieHbl Texunaeckue cpeacrsa UCI/IH;



- KaHaJbl (JIMHUH) CBSI3H.

1.15. B UCI1[In o6paboTka WHGOPMAIIMK OCYIIECTBIIIETCS B OJHOIOJIB30-
BaTEJIbCKOM M MHOTOIOJIB30BATEIbCKOM PEKMMAX, OCYIIECTBIISIETCS pa3rpaHuye-
Hue npaB gocryna nojbs3osarened UCII[Iu. OOcnykuBaHHE TEXHUYECKUX U TPO-
rpammubix cpenctB UCIIH, cpencts 3amuThl nHpopmaimu, B ToM yrcie CK3U u
cpensl ux (YHKIHOHUPOBAHMSA, BKIIOYAs HACTPOMKY, KOH(OUTYPHPOBAHHE U pac-
npenelieHne HOCHTENleH KimoueBor wH(opMmaimu mexny moib3oBatensivu MUCIT/IH,
OCYIIECTBIISIETCS MPHUBHIICTHPOBAHHBIMU TIOJB30BATEISIMA (CUCTEMHBIE aJIMHHH-
CTPaTOPhl, OTBETCTBEHHBIE 3a OOECIIeueHne OE30MMaCHOCTH MePCOHAIBHBIX TaHHBIX,
aJIMHHHUCTPATOPBI 0€30MacHOCTH HH(OPMAIIUH), Ha3HAYeHHBIMHU omniepatopom M C-
IT/1n.

1.16. UCITdH ¢ yueToM HX CTPYKTYPHO-(PYHKITHOHATBHBIX XapaKTEPUCTHK U
YCIIOBHM DKCIUTYyaTalllH, a TAKXKE TPUMEHAEMbIX HHPOPMAIIMOHHBIX TEXHOJIOTHH U
NPEINPHHATHIX Mep oOecredeHus] 6€30TTaCHOCTH MEePCOHAIBHBIX TaHHBIX, YKa3aH-
HBIX B HACTOSIIIEM pa3jelie, UMEIOT CPEAHHUI YPOBEHb HCXOJHOM 3alIUIIIEHHOCTH.

1.17. OmepaTopbl Ha TOCTOSIHHOW OCHOBE PEATU3YIOT MEphl 00eCIeueHUs
0€30MacHOCTH TEPCOHAIBHBIX JaHHBIX, TPUBEACHHBIE B HACTOSILEM pa3zele.

2. O1eHka BO3MOKHOCTEH HApYIIWTENICH MO pealn3alii yrpo3 0e30ImacHoO-
CTH TIEPCOHATBHBIX TAHHBIX

2.1. Hapymmrenem sBasiercss pu3MUecKoe JULO, CIIyYalHO MWW TpeaHame-
PEHHO COBEpPINAIONIEe NCHCTBUS, CICACTBHEM KOTOPBIX SIBISECTCS HapPYIICHHE
0€30MacHOCTH MEePCOHAJIBHBIX TAaHHBIX MPH UX 00padoTke B UCII/H.

C yueroM HaM4Ms TIPaB IOCTYIA U BO3MOXKHOCTEH JOCTyIa K HHPOpMAIuu
¥ (WJIM) K KOMITOHEHTaM HH()OPMAIMOHHOW CHCTEMBbI HAPYIIUTEH TOAPA3IeIISIFOTCS
Ha JIBa THMA!

- BHEIITHUE HAPYILIUTEIH — JIMLa, HE uMmerommue npasa gocryna k MCIIIa
WJTH €€ OT/ACIIbHBIM KOMIIOHEHTAM;

- BHYTPEHHUE HAPYIIUTEIIH — JUIA, UMEIOIIHE MPABO MOCTOSHHOTO HJIH Pa-
3oBoro nocrymna k UCIT/IH uinn ee oTaenbHbIM KOMITOHEHTAM.

2.2. C yuerom coctaBa U 0ObeMa 00pabaThiBaEMbIX MEPCOHAIBHBIX TaHHBIX
B UCII/IH, a Taxke menel u 3a1a4d ux oOpabOTKH B Ka4e€CTBE BO3MOKHBIX IEICH
(MOTHBALIMKM) PEaAJM3AlMH HAPYIIUTEISAIMH yIPo3 OE30MaCHOCTH TMEPCOHATBHBIX
nanueix B UCIT1H MoryT OBITH:

- TIOJTyYEHHUE BBITOJIBI ITyTEM MOIIIEHHHYECTBA WJIH UHBIM MPECTYITHBIM ITyTEM;

- BBIABJICHHUE YA3BHUMOCTEH B LIEJISIX JAJIbHEHIIEH MPOJAXH YSI3BUMOCTEH U
MOJTYYEHHUSI BBITO/IbI;

- MOOOTBITCTBO MJTH JKEJIAHUE CaMOPeaTH3alliH;

- peanu3anus yrpo3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX U3 MECTH;

- peau3aiusg yrpo3 0e30MacHOCTH TMEPCOHAIBHBIX JIAHHBIX HEMpeaHaMe-
PEHHO U3-32 HEOCTOPOIKHOCTH WITH HEKBATH(PHIMPOBAHHBIX 1EHCTBUH.

2.3. Ina UCIIJn tamoB 1 — 4 ¢ 3amaHHBIMU CTPYKTYPHO-(YHKIIHOHAIb-
HBIMH XaPAaKTEPUCTHKAMH U OCOOCHHOCTSMH (DYHKIIMOHHUPOBAHUS (OCYIIECTBIISCTCS
pasrpaHUYEHHE TPAB JOCTYIA IMOJb30BATEICH), a TAKXKE C YYETOM CHEIAHHBIX
MPEANONIOKEHHUH (MPOTHO3a) O BO3MOKHBIX LEAX (MOTHBAILIMH) PeaTM3alliH YIPO3
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0€30MacHOCTH TEPCOHAIBHBIX JaHHBIX PACCMATPUBAIOTCS CJICAYIOIIHE BHIIbI
HapyLINTEJICH:

- TU11a, TIPUBJIEKAeMbIe 711 YCTAHOBKH, HaJaJKH, MOHTaXa, ITyCKOHAIA104-
HBIX ¥ HHBIX BUJIOB pa00T, — BHYTPEHHUE HAPYIIUTEIIH;

- i1, o0CIy)KUBaroIMe HHPPACTPYKTypy oreparopa (oxpaHa, YOOPIIHKH
U T.1.), — BHYTPEHHHE HaPYIIHUTEIH,

- moJsib3oBarenu MCI/IH — BHyTpeHHHE HAPYIITUTETH.

2.4. lna UCIT/IH tumoB 2 — 4 MOTOJHUTEBFHO K NMEPESYHUCIICHHBIM BHIaM
HapyIIUTEIeH, YKa3aHHBIM B MyHKTE 2.3 HACTOAILETO pa3zeia, pacCMaTPUBAIOTCSA
CJIEYIOIINE BUIbI HAPYIIUTEIICH:

- MPECTYITHBIE TPYIITHI (KPUMHHAIIBHBIE CTPYKTYPBI) — BHEILITHUE HAPYILUTEIH;

- BHEIIHHE CYOBEKTHI ((PU3NISCKHE JTUIA) — BHEIIHUE HAPYIIUTEIIH;

- YBOJICHHBIE (YBOJUBIIWECA) COTPYIHUKH (MOJIH30BATEIIM) — BHEIIHHE
HaAPYIIHTEITH.

2.5. Hapymwurenu MOTyT 00J1aiaTh CIEIYIONIUMH BO3MOYKHOCTSAMH TIO pea-
JIM3aluu yrpo3 Oe3omacHocTy epcoHanbHbiX naHHbix B MCIT/H:

- MOJTy4aTh WHGOPMALHIO 00 YA3BHUMOCTSIX OTAEIBHBIX KomrmoHeHToB M C-
[1/1H, omyOIMKOBaHHYIO B OOIIEIOCTYITHBIX HCTOYHHUKAX;

- MOJIy4aTh WHPOPMAIMIO O METOAAaX M CPEICTBAX peallu3aluu yrpo3 0es-
OIMACHOCTH TEPCOHATBHBIX AAHHBIX (KOMITBIOTEPHBIE aTaKH), OMYOJMKOBAHHBIX B
0OI1IeTOCTYIMHBIX HCTOYHHKAX

- CAMOCTOSTEIPHO OCYILECTBJISTh CO3/IJaHHE CMOCOOOB aTak, MOATOTOBKY H
nposenenne arak Ha MCII/Ix Tombko 3a mpenenamMu KOHTPOIMPYEMOM 30HBI;

- CaMOCTOATEIPHO OCYIECTBJIATh CO3JaHUE CIIOCOOOB aTak, MOATOTOBKY H
IPOBEICHHUE aTak B MpeJesiax KOHTPOJIUPYEMOH 30HBI C (PU3HYECKUM JOCTYIIOM H
6e3 ¢usunueckoro gocryna k UCII/IH uimm ee oTaeIbHBIM KOMIIOHEHTaM, Ha KOTO-
PBIX peaTi30BaHbl MEPHI U CpeACTBa 3auuThl HHpopmarmu, B ToMm unciie CK3U u
cpena ux GyHKIUOHUPOBAHMSL.

2.6. C yueToM UMEIOIIEHCS] COBOKYITHOCTH TPEAIOJIOKEHUH O LesaX (MOTH-
Bal[M{) U BO3MOKHOCTAX HAPYIIUTEJIEH N0 PEeaTu3allii yrpo3 0€30macHOCTH Tep-
coHanbHbIX AaHHBIX B UCII/IH moTeHIMan HamaaeHus TPH peau3aiiu yrpos3 0e3-
OIMACHOCTH TMEPCOHATBHBIX NAHHBIX I PACCMATPHUBAEMBIX BUIOB HAPYIIUTEICH
Oynet 0a30BbIi (HU3KHH).

Hapymmrens ¢ 6a30BbIM (HU3KHM) MOTSHI[HATIOM SIBIIIETCS HEMpodheccro-
HAJIOM, HCHOJIb3YeT CTaHAApTHOE O0OpYJOBAHWE, UMEET OTPAHUYCHHBIC 3HAHUS
00 UCII/In umm coBcem ux He uMeeT, BO3MOKHOCTh noctymna k UCIIIu nmm ee
OTIEIBHBIM KOMIIOHEHTAM OTPaHWYeHAa W KOHTPOJIMPYETCS OpPraHHU3alHOHHBIMH
mepamu u cpencrsamu UCII/IH.

2.7. B UCII[In yrpo3sl 06€301macHOCTH NMEePCOHAIBHBIX TaHHBIX MOTYT OBITH
pealn30BaHbl BHEIIHUMH W BHYTPEHHUMH HApPYIIMTEISAMH C 0a30BBIM (HHU3KHM)
NOTEHIIHAJIOM CJICIYIOIIMMH CIIOCOOaMH:

- HECAaHKLIMOHUPOBAHHBIA NOCTYT ¥ (HMJTH) BO3JAEHCTBHE HA OOBEKTHI 3AIHUTHI
Ha anmnapaTHoM ypoBHE (MporpamMmbl (MUKpPOTpOTpaMMmbl), "mpomuTeie” B amma-
PaTHBIX KOMITIOHEHTAX (YUIICETax);

- HECAaHKLIMOHUPOBAHHBIN JOCTYT | (MJIH) BO3IEHCTBHE HA OOBEKTHI 3AIUTHI
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Ha 00IIECHCTEMHOM YPOBHE (ONEPALIMOHHBIE CUCTEMBI, THIIEPBH30PHI);

- HECAHKIIMOHUPOBAHHBIN JOCTYM U (WJIH) BO3ACHCTBHE HA OOBEKTHI 3AIMTHI
Ha MPHUKIIATHOM YPOBHE (CHCTEMBI yIpaBjeHHs 0a3aMH JaHHBIX, Opay3epsl, BeO-
MPUIIOKEHUS, UHBIC TPHUKJIAJAHBIC MPOTPAMMBbI OOIEro W CHEIHAIbHOTO Ha3HAYE-
HUS);

- HECAaHKIITHOHUPOBAHHBIN JOCTYM W (WJIH) BO3ACHCTBHE HA OOBEKTHI 3AILMTHI
HA CETEBOM YpPOBHE (CeTeBOE 00OpYIOBAHME, CETEBBIC MPHUIIOKEHHUS, CEPBHUCHI),
kpome UCII/In Tuna 1;

- HECAaHKIIMOHUPOBAHHBIA (DU3UYECKUH AOCTYN M (MJIM) BO3JACHCTBHE Ha
O0OBEKTHI 3aIUTHI (KaHaIbl (JIMHUH) CBSI3H, TEXHUYECKHE CPEJCTBA, HOCUTEIIH HH-

dbopmarun).

3. AxTyanbHbIe yTpo3bl 0€30MaCHOCTH NMEPCOHABHBIX NaHHBIX B HH(pOpPMa-
IIUOHHBIX CUCTEMAaX MEePCOHATBHBIX TaHHBIX

3.1. YTpo3b1 6€30mMacHOCTH MePCOHAIBHBIX TAHHBIX SBIISIOTCS aAKTyaJIbHBIMU
st UCIT/IH, ecnu cyiiecTByeT BEpOsITHOCTh MX peajlu3allii HApyIIUTEIeM ¢ Oa-
30BBIM (HM3KHM) TIOTSHI[HAIOM M TaKas peaau3alus MPUBEIeT K HEPHEMIIEMbIM
HETaTHUBHBIM TIOCIIEACTBUAM (yIIepOy) OT HapyLWIEHUS KOH(PUACHIIHATBHOCTH, IIe-
JIOCTHOCTH WJTH TOCTYITHOCTH 00pabaThIBa€MbIX MEPCOHATBHBIX TaHHBIX.

3.2. C yuetom cpennero yposHs ucxoanou 3anmmenHoctu UCII/IH, cocTaBa
(kateropuu) u obbema obOpabateiBaembix B MCIIJ[H mepcoHanbHBIX MaHHBIX, a
Takke ocobennocrer ux obpabotku s UCIT/IH aktyansHbl yrpo3sl Oe30macHo-
CTH TIEPCOHAJIbHBIX JAHHBIX TPETHETO THIA. Y TPO3bl O€30MMaCHOCTH MEePCOHAIBHBIX
JAHHBIX TPETHETO THIA HE CBS3aHbl C HAJTUYMEM HEIOKYMEHTUPOBAHHBIX (Heme-
KJIAPUPOBAHHBIX) BO3MOKHOCTEH B ucnosnb3dyemMom B MCII/IH cucremMHoM M mpu-
KJIQJTHOM TIPOTPAMMHOM O0€CIIeYSHHH.

3.3. C yuetoMm ocoOeHHOCTEH (PYHKITMOHHUPOBAHUS, HCIOJIB3YEMbBIX CTPYK-
TYPHO-(YHKIIMOHAJIBHBIX XAPAKTEPUCTHK, MPUMEHICMbIX HHPOPMAIIMOHHBIX TEX-
HOJIOTHH, XapakTepa U crnoco00B 00pabOTKH MEPCOHAJIBHBIX NAHHBIX M MPEIIPH-
HATBIX OIEpaTOpamMH Mep MO 00ECIIeYeHHIO 0€30MMacCHOCTH NMePCOHAIBHBIX TaHHBIX,
NpUBEICHHBIX B pa3aeie | Hacroamux OnucaHus M peKOMEHJAlUH, a TakKe BO3-
MOKHBIX HETaTHBHBIX MOCJIEACTBUHI OT MX pealM3alliy MPeIHAMEPEHHBIE YTPO3bI
YTEUKH MEePCOHAIBHBIX JAHHBIX MO TexHuueckuM kaHanam st UCIIIH asisroTes
HEaKTyaJIbHBIMH, BCJIEICTBHE YETO Jajiee W3 MPEeAHAMEPEHHBIX YIpo3 0e30macHo-
CTH TEPCOHAJBHBIX JAaHHBIX CIEAYET PacCMaTPHBATh TOJIBKO YTPO3bI, peaiu3ye-
MBI€ 32 CYET HECAHKIHOHUPOBAHHOTO JOCTYyIA.

3.4. B xauectBe 0a30BBIX yrpo3 OE30MACHOCTH MEPCOHAIBHBIX TAHHBIX IS
HUCII/lz omepaTropamu paccMaTpHBAIOTCA YIpo3bl, ompexaeneHHbie B Ilepeune
yIpo3 0€30MacHOCTH MEPCOHAIBHBIX JaHHBIX, aKTYaJbHBIX MPH 00paboTKe mepco-
HAJIbHBIX JAHHBIX B HHPOPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX TAHHBIX, DK CILTY-
aTHPYEMbIX OpraHAMH HCIIOJHUTEIFHOW BiIacTH XabapoBCKOTO Kpas, anmaparom
['y6epnaropa u [IpaButenbcTBa Xa0apoBCKOTO Kpasi, YTBEPIKIASHHOM MOCTAaHOBJIC-
HueM llpaBurenbcTBa Xabaposckoro kpas ot 20 despans 2019 r. Ne 48-nip "O06
ONpeAeNIEHUH yrpo3 0e30MacHOCTH MEePCOHATBHBIX JaHHBIX, aKTYAIbHBIX MPU 00-
paboTKe MEePCOHAIBHBIX JAHHBIX B MH(POPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX
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JaHHBIX B OpraHax HCIOJHHUTEIFHOW BIacTH XabapoBCKOTO kpas, ammapare ['y-
Oepnatopa u IlpaButenpcTBa XabapoBckoro kpas'" (manee — mepedyeHb yrpo3 Oe3-
omacHoctH). [lpu 3TOM M3 mepedHs yrpo3 0e30MacHOCTH MCKITIOYAIOTCS YTPO3bI
Oe3omnacHoCcTH HHGOPMAIMH, HEOOXOIUMbIe WH(DOPMAIMOHHBIC TEXHOJOTHH JIJIst
dbopmupoBanus KOTOpsix B paccmarpuBaembix tunax HMCII/IH He mpumenstorcs
(He UCTOJTB3YIOTCS) B COOTBETCTBHH ¢ MyHKTOM 1.4 pasnena 1 nHacrosumux Onuca-
HHS U PEKOMEHIAlHM.

CKOppEeKTHPOBAHHBIM TMEPEYCHb PACCMATPHUBAEMBIX yIpo3 O€30MacHOCTH
nepcoHanbHbiXx naHHbIX 111 MCII/IH npuBoauTcs onepaTtopamu B pa3pabaTbiBac-
Mo 1yt coorBercTBytoiieit UCII/In wacTHOM Monenu yrpos.

3.5. OueHka BO3MOYKHOCTH pealli3allii M aKTyaJIbHOCTH yIpo3 0€30I1acHO-
CTH MEPCOHAJIbHBIX JTAHHBIX OCYILECTBIISAETCA ONEPATOPaMH B COOTBETCTBUU ¢ Me-
TOAUKOU OTPENETICHUS aKTYaJIbHBIX YIPO3 O€30MACHOCTH MEPCOHAIBHBIX TaHHBIX
npu ux 00paboTke B HWHPOPMALMOHHBIX CHUCTEMaxX IMMEPCOHAIBHBIX JAaHHBIX,
YTBEPKICHHOW 3aMecTuTesieM AupekTopa DenepambHoi Ciiy:KObI MO0 TEXHHYECKO-
My U OKCTIOPTHOMY KOHTpoto 14 despans 2008 ., 1 MpUBOIUTCSA B YaCTHOH MO-
JIeTI yTPO3.

AXKTyaJIbHOM CYHMTACTCS yrpo3a, KOTopas MOXeT ObITh peanmu3oBaHa B MC-
I1/IH 1 mpencTaBIsieT OMACHOCTh JJIS IEPCOHAJIBHBIX TaHHBIX.

Jl1st O1IeHKH BO3MOXKHOCTH PEATTU3AIMU YTPO3bl MPUMEHSIOTCS CISAYIONTHE
MOKA3aTEeIIN:

- ypoBeHb ucxoanow 3amuineHnoctu UCITH;

- 9acTOTa (BEPOSATHOCTH) PEATTU3AIMHA PACCMATPHUBAEMOH YTPO3HI.

[lox yacToTOM (BEPOATHOCTHIO) PEATTH3ALUU YIPO3bl MOHUMAETCS OMPEAeIIs-
€MBIH SKCIEPTHBIM ITyTEM IMOKA3aTellb, XapaKTEePU3YIOIIUH, HACKOJIBKO BEPOSITHOU
SBJISICTCS peaM3alis KOHKPETHOW Yrpo3bl 0€30MaCHOCTH TMEPCOHATBHBIX JTaHHBIX
s nanHor MCIIJIH B cknampiBaromuxcs yeaoBusax. C yaerom 6a30Boro (HM3KO-
TO) MOTEHI[HATA BO3MOXHBIX HAPYLIUTEICH U CPEIHETO YPOBHS UCXOIHOM 3alllH-
meHHoctu MCIT/{H yactoTa (BEpOsSITHOCTH) peaiu3aiii yrpo3 0e30MmacHOCTH mep-
coHabHBIX AaHHBIX I TUNMOBBIX MCIIJ[H opraHoB HMCHOJHUTEIBHOW BJIACTH
kpas, anmapara ['yoepuaropa u I[lpaBurenbcTBa Kpasi OLICGHMBACTCS HE BBINIE
CpenHe.

OnacHOCTh yrpo3 0€30MacCHOCTH MEPCOHANIbHBIX JAHHBIX OMPEISIIAETCS dKC-
MEePTHBIM MYTEM M XapaKTEPHU3YETCA BO3MOXHBIMU HETAaTUBHBIMHU TOCIIEACTBHIMH
OT WX pealu3alfH IS OTIEPaTopa U CyObEKTOB MEPCOHANIBHBIX JaHHBIX. C yueToM
coctaBa (kaTeropuu) u oobema obpabarsiBaembix B UCII/IH nepcoHanbHbIX qaH-
HBIX, & TAK)K€ HEOOXOIUMOCTH 00ECIICUCHUS YPOBHS 3aIMIIEHHOCTH TMEPCOHAIb-
HBIX JAHHBIX, HE TPEBBIIIAIOIIET0 BTOPOH YPOBEHb 3AIMINCHHOCTH, OTACHOCTH
yrpo3 0e30MmacHOCTH MmepcoHabHbIX AaHHBIX s TUNoBbix MCII/IH opranoB wuc-
TIOJIHUTEJILHOM BJIACTH Kpas, anmapara ['yoepuaTtopa u IlpaButenbctBa kpas oire-
HHUBAETCS HE BBIIIE CPEAHEH.

OreHka BO3MOJKHOCTH PeaM3alldd M aKTyaJbHOCTH yrpo3 0e30MacHOCTH
NEPCOHAJIBHBIX JaHHBIX, BKIIOYEHHBIX B 0a30BbIH (ITPEABAPUTEIIbHBIN) MEPEUCHb
s UCII/H, ocyuiecTBisieTcss onepaTtopaMu ¢ y4€TOM MaKCHUMAallbHbIX TPUBEICH-
HBIX OIICHOYHBIX 3HAYEHHH YaCTOThI (BEPOSTHOCTH) PEATH3AIMH U OMTACHOCTH YIPO3.
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3.6. [lpn HanmMYUKM aKkTyaJlbHBIX Yrpo3 0€30MaCHOCTH MEPCOHATBHBIX TaH-
HBIX, KOTOPBIE MOTYT OBITh HEUTpaATM30BaHbI TOJBKO ¢ omotisio CK3U, onepa-
topbl UCII/IH pa3pabaThiBatOT YaCTHBIC MOJCIIH YIPO3 C YIETOM pas3fieia 3 METo-
JTUYECKUX PEKOMEHAAIMH 10 pa3paboTKe HOPMATHUBHBIX MPABOBBIX aKTOB, OMpeie-
JSOUMX yIrPo3bl 0€30MacHOCTH TMEePCOHABHBIX JaHHBIX, aKTyaJlbHBbIC TPU OOpa-
0OTKE TEPCOHATBHBIX ITAHHBIX B HH(POPMAIMOHHBIX CHCTEMaX MMEePCOHAITBHBIX
JIAHHBIX, SKCILUTYaTHPYEMBIX MPH OCYIIECTBJICHHH COOTBETCTBYIOIINX BUJIOB JEs-

TEIBHOCTH, yTBePkAeHHBIX pykoBoacTBOM & Llentpa ®Cb Poccuu 31 mapra 2015 r.
Ne 149/7/2/6-432.




