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NIpEaIIpUATHH, roCyZlapCTBEHHBIX
YUYPEXKAEHUM C TOCYJapCTBEHHOM
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NpeoyNpeXXIeHus W JIMKBHIALUN
NOCJIECTBUM KOMITBIOTEPHBIX aTaK Ha
UH(pOpPMaIlHOHHBIE pecypchl
Poccuiickori ®@eneparuu, BKIOYas
unbopmupoanne OCb  Poccuu
O  KOMMBIOTEPHBIX  HHIMJEHTAX,
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;?eg'-mt'rpzuzmﬁmr&% MWEFG23
o1 20@ et e /22026,

7 cratbu 16 @epepanbHOTO 3aKOHA

ot 27 nrons 2006 r. Ne 149-03 «O6 undopmanuu, HHGOPMALHOHHBIX TEXHOJIOTHIX

u 0 3amure MHGopMaumu» U myHKToM 1 ITomoxenuss o ®enepanbHoii ciyxbe

6esomacHocTu Poccuiickoit ®enepauyu, yrBepxkaeHHoro Ykazom Ilpesupenta

Poccuiickoii @enepauun ot 11 aBrycra 2003 r. Ne 960,



IIPUKA3BIB AIO:

1. VYreepnute npunaraembli [lopsiiok B3auMOAEHCTBUS ONEpPaTOPOB
rOoCyAapCTBEHHBIX WH()OPMALMOHHBIX CHCTEM, MHBIX WH()OPMALMOHHBIX CHCTEM
FOCYJapCTBEHHBIX OPraHOB, TOCYAApCTBEHHBIX YHMTApHBIX MpPEANpPHUATHH,
TOCYNapCTBEHHBIX YYPEXIACHUNM C TOCYJAapCTBEHHOM CHCTEMON OOHapy»XeHHs,
NpenynpexXaIeHuss M JIMKBUJALUMU TMOCJHEACTBUM KOMIBIOTEPHBIX aTak Ha
nHopmaLnoHHble pecypcbl Poccuiickoit denepanuu, BKItoYas HHGOPMUPOBAHHE
®OCb Poccum 0 KOMIBIOTEPHBIX HHIMAEHTaX, MOBJIEKIINX HENPaBOMEPHYIO
nepenaydy coaepikalleiics B ykasaHHbIX HHGOPMALIMOHHBIX CHCTEMaX UH()OpMaIIHH.

2. Hacrosamuii nprka3s Bctynaet B cuiy ¢ 1 ceHTsiops 2026 r.

Jupextop A.bopTHUKOB



YTBepKIEH

npukazom OCb Poccuu
oT 6 aBrycta 2026r.
No 297

Ilopsinok
B3aMMOJZICHCTBHSA ONEpaTOPOB rOCYAapCTBEHHBIX HHOOPMALIMOHHBIX CUCTEM,

UHBIX HH(GOPMALMOHHBIX CUCTEM FOCYIapCTBEHHBIX OPIaHOB, FOCYIapCTBEHHBIX
YHUTApHBIX NPEANPUATHN, N'OCY 1apCTBEHHBIX YUPEKACHUN C TOCYTapCTBEHHOHN

CHCTEMOM 0OHapyXeHMs, IPeAyIpexAeHUs 1 JTUKBUAALIMU [TOCTIeICTBUH
KOMIIBIOTEPHBIX aTak Ha HH(opMannoHHbIe pecypchl Poccuiickoit @eneparum,

BKIto4ast uHpopmupoBanue ®Cb Poccuy 0 KOMIOBIOTEPHBIX UHITMIEHTAX,

MOBJIEKIIMX HEMPABOMEPHYIO Ilepefady CoAepKalencs B yKa3aHHbIX
MH(POPMALIMOHHBIX CHCTEMaX UH(OpMaIiu

1. B3auMoeiicTBHE OMEPAaTOPOB TIOCYNAPCTBEHHBIX HWHGOPMAIMOHHBIX
CHUCTEM, MHBIX HHGOPMAIMOHHBIX CHCTEM TOCYJApCTBEHHBIX OpPraHoB,
rOCYJapCTBEHHBIX YHUTApPHBIX MPEANPHATHH, TOCYIapCTBEHHBIX YUYpeXIeHHM'
(manmee — omepatopsl U HH(OpPMAalLlMOHHBIE CHCTEMBl COOTBETCTBEHHO)
C TOCyIapCTBEHHOH CHCTEMOH OOHapyXeHHs, MPeayNpeXKAeHHsS U JHUKBHIALNH
MOCNEACTBUM  KOMIIBIOTEPHBIX ~ arak’ Ha  MHQOPMALMOHHBIE  DPECYpCHI
Poccuiickoit ®enepanun (manee — ['ocCOIIKA), Bkmouas HHGOpMHpOBaHUE
®CBb Poccur 0 KOMIBKOTEPHBIX HHIMIEHTaX’, MNOBJEKIIMX HEIPABOMEPHYIO
nepefady coiepXamiedics B HHOOPMALMOHHBIX CHUCTEMax HWHQPOpPMALIKH,
OCYILECTBIISIETCS yepes HanuonansHs1i KOOpAWHALIMOHHBIN LEHTP
0 KOMIIBIOTEPHBIM MHLHUIEHTaM* MOCpeICTBOM HOAKIIOUEHHS K TEeXHHYECKOH
nndpactpyktype HKIIKY, npenHazHaueHHOH IS OTHpPaBKM, IOJIYYEHHS,

00paboTKH M XpaHEHMs yBEJOMIIEHHH W 3alpOCOB B paMKaX HWH(GOPMAIIMOHHOIO

" Yacte 2 crateu 13 ®@epepanbHoro sakowa ot 27 utons 2006 r. Ne 149-®3 «O6 undopmaunn,
HUH(OPMALIMOHHBIX TEXHOJIOTHAX U O 3amuTe HHGOPMALMUY.

2 TTyHkT 4 craThu 2 PeaepanbHOro 3akoHa ot 26 monst 2017 r. Ne 187-®3 «O 6e30MacHOCTH KPUTHYECKOI
uHdopmauroHHoi uHdpacTpykTypsl Poccuiickoit ®enepaunuy.

3 TTyHkT 5 crathu 2 PeaepalibHOro 3akoHa ot 26 mios 2017 r. Ne 187-®3 «O 6e30MacHOCTH KPHTHYECKOH
nHpopMaLOHHOH HHpacTpYKTYpsI Poccuiickoii @enepalinmy.

* Janee — HKUKH. [Tonoxenne o HaumoHaNbHOM KOODIMHALUMOHHOM LEHTpE IIO KOMIBIOTEPHBIM
HHIBACHTaM, YTBepxkaeHHoe mpukazoMm ®Cb Poccun ot 24 wmoma 2018 r. Ne 366 (3apeructpuposan
Muniocrom Poccun 6 centsibps 2018 r., peructpaunonHbiit Ne 52109), ¢ HU3MEHEHHAMH, BHECEHHBIMU TIPHKA30M
®CBb Poccun ot 24 nekabpa 2025 r. Ne 540 (3apeructpupoBaH Munioctom Poccunm 25 nexabpsa 2025 r.,
perucrpaunoHHsiii Ne 84777) (nanee — [Monoxkenne o HKLIKH).



B3aUMOJECHCTBUS c cyOBeKTaMu KPUTUUYECKON UH()OPMaMOHHOH
MHPPACTPYKTYpBbI', @ TAKIKE C UHBLIMU HE SBJISIOIMMHUCS CyOBEKTaMU KPUTHYECKOM
HHGOpPMAIIMOHHON HH(PAcCTPyKTyphl OpraHaMd WU OpTraHHU3auMsMM, B TOM 4YHCIIE
MHOCTPaHHBIMH W MEXIYHapOOHBIMU® (majiee — TeXHHYecKas WHQPPAcTPYKTypa
HKIIKH).

2. B3aumonetictBue onepatopoB nHpopMauoHHbIX cucteM ¢ ['ocCOIIKA,
Biroyas uHpopMmupoBanue @CBb Poccunm O KOMIBIOTEpHBIX WHIUACHTAX,
MOBJICKIINX HEMPaBOMEPHYIO IMepedady coaepalleiics B HHQOPMAI[HOHHBIX
cHcTeMax UH(pOpMaliH, OCYIIECTBIAETCA B LENX:

HanpaeyieHus: ornepatopamu B HKIIKM uHpopManum 0 KOMIBIOTEPHBIX
HHIUIAEHTaX, CBS3aHHBIX C HapylleHHeM (YHKIHOHUPOBAHHS IIpUHAIEKAILUAX
UM Ha 1npaBe COOCTBEHHOCTH, apeHAbl WIM HHOM 3aKOHHOM OCHOBaHHUHU
TEXHUYECKUX CPEACTB MH(POPMALIMOHHBIX CHCTEM, UCIIONB3YEMBIX s 06paboTKu
comepkamieiics B OazaX [aHHBIX HMH(OPMALIMOHHBIX CHUCTEM HH(OPMAaLMH,
U pearupoBaHus Ha KOMIIbIOTEPHBIE HHIUICHTHI;

napopmupoBanus HKIKW onepatopoB 00 yrpozax 06e30macHOCTH
MHPOpMAIMH, B TOM YHUCIE O TOTOBSIIMXCS KOMIBIOTEPHBIX aTaKax M IPU3HaKax
KOMIIBIOTEPHBIX HHIIUACHTOB, CBSI3aHHBIX ¢ (QYHKIIHOHUPOBaHKEM IIPHHAIIIEKALIMX
WM Ha 1paBe COOCTBEHHOCTH, apeH/bl WJIM HHOM 3aKOHHOM OCHOBAHMHM
TEXHHYECKUX CPENCTB MHGMOPMALMOHHBIX CUCTEM, HUCIIONb3yEMBIX A 00paboTku
comepxareiics B 0a3ax JaHHBIX MH(POPMALMOHHBIX CHUCTEM HH(OpMAalMH,
¥ HEOOXOMMBIX MEpaxX MO IPOTHBOACHCTBUIO UM.

3. Omeparopel 00s3aHbl HAaIlpaB/sTh HHQOPMALHKIO O KOMIBIOTEPHBIX
MHIUAECHTAaX U TONIy4aTh HHpopMaimo o6 yrpozax 0e30macHOCTH MHGOpMalWH,
B TOM YHCJI€ O TOTOBSIIINXCSI KOMIBIOTEPHBIX aTakaxX U NMPU3HAKaX KOMIBIOTEPHBIX
HHIIMAEHTOB, CBSI3aHHBIX C (DYHKIIMOHUPOBAHUEM IIPUHAIIEKALIUX UM Ha INpaBe
COOCTBEHHOCTH, apeHAbl WJIM MHOM 3aKOHHOM OCHOBAHHMM TEXHHYECKHX CPEACTB
MHPOPMALMOHHBIX CHCTEM, HCIIOB3YEeMBIX U1 00pabOTKH comepKallencs B 6azax

NaHHBIX HMHGOPMALMOHHBIX CHUCTEM HHGOPMaUUU, M HEOOXOAMMBIX Mepax

! ‘ﬁyHKT 8 cratey 2 Qenepanbhoro 3akoHa ot 26 vions 2017 r. Ne 187-03 «O 6e30nacHOCTH KPUTHUECKOH
uHpopMalMoHHOM HHpacTpyKTYphl Poccuiickoi ®eaepaunuy.
2 IloanyHkT 4.2 nyHkra 4 Monoxennst o HKUKH.




0 TPOTHBOAEHCTBUIO MM C MCIOJIb30BaHUEM II€PCOHAJIBHOM CTpaHULIBI,
3aperucTpUpPOBaHHOM B TEXHUYECKOM UH(pacTpyKType HKLKHA
(nanee — nuyHBIA KabuHer), B cooTBeTcTBUM ¢ onpeneneHHsiMu HKIKN
dbopmaraMu  mpeAcTaBlieHHs ~ MHGOpMAIMM O  KOMIIBIOTEPHBIX  aTakax
¥ KOMIIBIOTEpHBIX MHIHAeATax B [ocCOIIKAL

B ciyyasx TexHuueckux cOoeB U (WMIIM) OTCYTCTBUSI CBSI3H C JIMYHBIM
KaOMHETOM HH(OPMAaLHS 0 KOMITBIOTEPHBIX MHLIUACHTAX HOJDKHA OBITh HaNpaBJIeHa
B HKIIKHM ¢ umcnonp3oBaHHEM pe3epBHBIX KaHAIOB CBSI3M (IIOYTOBOrO ajapeca W
(unn) ampeca 3J€KTPOHHOM MOYTH), YKa3aHHBIX ONlepaTopaMy B TNYHOM KabHHeETe,
B cooTtBercTBuM ¢ onpenenedHsiMu HKIKW dopmatamu npencrtaBieHus
uHbOpMAllMM O KOMIIBIOTEPHBIX aTakaX M KOMIBIOTEPHBIX HHIIMACHTAX
B 'ocCOIIKA?Z,

4. TlogxmioueHWe K JUYHOMY KaOWHETy, OCYIIECTBISIEMOE B LEIAX
B3aUMOJIEHCTBHS, OPTraHU3YETCS IIOCIIE 3aKJIKOUYEHUS] perjlaMeHTa B3auMOACUCTBHA
HKIIKU u BragensueB uHGopMauuoHHBIX pecypcoB Poccuiickoit @enepanuu npu
undopmupoBannn OCb Poccuum 0 KOMIBIOTEPHBIX aTakax U KOMIIBIOTEPHBIX
WHIUAEHTaX, pearupoBaHUM Ha KOMIIBIOTEpHBIE WHUMIACHTBl U MPHUHATHH Mep
M0 JIMKBUAAIMU TMOCIEACTBUA KOMIBIOTEPHBIX aTaK B OTHOUIEHHMH 3HAYMMBIX
00BEKTOB  KPUTHYECKOU HH(bopMauHOHHoﬁ UHOpPACTPYKTYphl ¥ HHBIX
uHpopMaLMOHHBIX pecypcoB Poccuiickoit @enepanuu, npuHaUIeKallux opraHam
¥ OpraHM3alusIM’,

5. Uadopmanius 0 KOMIBIOTepHBIX MHIMAeHTax Hampasisercs B HKIKU
olepaTopaMU B CPOK He Mo3Hee 24 4acoB C MOMEHTA UX OOHapYXEeHHS.

6. Ilepenaua onepatopamum B HKIIKWM wundopmaiuu 0 KOMIBIOTEPHBIX
UHIMCHTax MIOATBEPXKAAeTCs IIOCPEACTBOM IPUCBOECHUS HKIKH
KOMIIBIOTEPHOMY MHUMIEHTY UIEHTU(PUKATOPA.

Wnentudukarop MpuUCBauBaeTCS KOMITBIOTEPHBIM HHIMJIEHTAM B JHYHOM
KaGuHeTe B TedeHHe 24 4YACOB C MOMEHTa MOJIy4eHUsT HMHpOpMau

O KOMIIBIOTCPHOM WHIIWICHTE.

Tloanynkr 4.9 nynxra 4 Ionoxenus o HKIKH.
2 MoanyHkT 4.9 nynkta 4 Monoxenus o HKLIKH.
* MonnyHkT 5.8 mynkra 5 INonoxenus o HKUKH.
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7. OmnepaTopbl BIpaBe IOCPEICTBOM JIUYHOTO KaOHWHeTa OOpaTUTHCA
B HKLIKUM nns oxa3zaHus UM COAEHCTBUS B pearMpOBaHUM Ha KOMITBIOTEPHBIE
uHUMAEeHTH! U npuBiedeHus cuit ['ocCOIIKA.

8. HKILIKU B uensx UHGOPMUPOBAHHUS OINEPATOPOB, MPEIyCMOTPEHHOTO
nyHkToMm 2 Hacrtosuero [lopsaka, ¥ oka3aHWs UM COJIEWCTBHS B peardpoBaHHH
Ha KOMIBIOTEPHbIE HHUUAEHTHI, IPEeIyCMOTPEHHOrO0 ITyHKTOM 7 HACTOSIIETO
Ilopsinka, oCylIEeCTBIASECTCA:

JloBelleHue 10 ornepaTtopoB wuHbopMauuu o006 yrposax 0e30MacHOCTH
uHboOpMalKi, B TOM YHUCJE O FOTOBSIIHUXCS KOMIBIOTEPHBIX aTakax M IMpU3HAKax
KOMITBIOTEPHBIX HHIUJECHTOB, CBI3aHHBIX C ()YHKIIMOHUPOBAHHEM MPHUHAJICIKAIIHAX
UM Ha IpaBe COOCTBEHHOCTH, apeHAbl WIA HWHOM 3aKOHHOM OCHOBaHHH
TEXHUYECKUX CPEACTB MHGPOPMAIIHOHHBIX CUCTEM, UCIIOJIB3YEMBIX IJisi 00paboTKH
colepxamieiicss B ©0a3ax MaHHBIX HHQPOPMAIMOHHBEIX CHCTEM HH(MOpPMAIIUH,
U HEOOXOIUMBIX Mepax 1o IMPOTUBOACHCTBHIO UM,

NOBEICHHE 10 OIepaTopoB HHGPOPMAUUMH O CpencTBax H crmocobax
IPOBECHHs KOMITBIOTEPHBIX aTaK U MeToZiax UX 0OHapy >KeHHUS U IPeayTPeKISHU;

HanpaBlieHUE OIepaTropaM 3alpoCOB O MPEACTABIIEHUU JOMOJTHUTEIbHBIX
cBelleHul 00 yrposax OesomacHOCTH HH(pOpPMAIMH, B TOM YHCIE O MpH3HAKax
KOMIIBIOTEPHBIX HHIIUAECHTOB, CBA3aHHBIX C QYHKIIMOHUPOBAHUEM TTPHHAIEIKALITHX
UM Ha IIpaBe COOCTBEHHOCTH, apeHAbl WIA HWHOM 3aKOHHOM OCHOBaHUH
TEXHHYECKHMX CPEACTB HH(MOPMAIMOHHBIX CHCTEM, MCIIONB3YEMBIX AU 06paboTKu
cozepialeiics B 6a3ax JaHHBIX HHQOPMALIMOHHBIX CUCTEM WH()OPMAIINH;

pearupoBaHHe Ha KOMIBIOTEPHBIE HWHIMAEHTHI IPH HAIHYMM TaKOH
HEeOOXOJUMOCTH;

obecrieyeHre METOAMYECKOM U OSKCIEePTHOH IOANEPKKH II0 BOIPOCAM
pearupoBaHUs Ha KOMITBIOTEPHBIE HHIHAEHTHI.

9. Oneparopsl B TeueHHe 24 wacoB ¢ MoMeHTa monaydenus ot HKI[KU
HH(QOPMAILIHMH O rOTOBAIUXCS KOMITBIOTEPHBIX aTaKaX U MPU3HAKAX KOMIILIOTEPHBIX
MHIHIEHTOB, CBA3aHHBIX ¢ (DYHKLUOHUPOBAaHHEM NPHHAAJEKALIMX HM Ha IIPaBe

CO6CTB€HHOCTI/I, apC€H/Ibl HJIM MHOM 3aKOHHOM OCHOBAaHHH TEXHHUYECKHUX CPEICTB
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MHGOPMaLIMOHHBIX CUCTEM, UCIIONb3yeMBbIX AJi1 00paboTKHU colepxkanieiics B 6a3zax
JaHHBIX UHPOPMALIMOHHBIX cUcTeM HMH(opmamuu, o6s3anpl HanmpasuTh B HKIIKI
MH(QOPMAIMIO O ITPOBOJAUMBIX MEPOIPHUATHAX IO UX MIPEIYTIPEIKIACHHIO.

10. B ciydae nmomy4eHus 3amnpoca, yKa3aHHOTro B ab3alle 4eTBepTOM IyHKTa
8 Hacrosulero Ilopsnka, onepaTopsl B TeyeHue 24 4acoB ¢ MOMEHTa IOJyYeHHs
yKa3aHHOro 3amnpoca o0s3aHbl HanpasuTh B HKIIKW 3anparmBaemsble CBeleHHUs
WINA YBEJOMJIEHUE O HEBO3MOXHOCTU UX NPEJCTaBICHUsS B 00O3HAUEHHBIH CPOK,

C YKa3aHHMEeM IIPHYMH U CPOKA, B KOTOPBIN JaHHBIE CBeleHUs OYAyT IIPe/ICTABIICHEI.




