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O06 onpenenenuu yrpo3 6e30MacHOCTH NEPCOHATbHBIX IaAHHBIX,
aKTyaJbLHBIX IIPH 00paboTKe NMePCOHAILHBIX JAHHBIX B HHPOPMALITHOHHBIX
CHCTEMAaX MePCOHANBHBIX JAHHBIX, IKCIVIYATHPYEMBbIX IIPH OCyLIeCTBJACHUH

MunncrepcTBOM 3KOHOMHYeckoro pa3sutusi Poccniickoii @exepanuu
dyHkuni, onpeneeHHbIX 3aKoHOAaTeIbcTBOM Poceniickoii ®enepauun

B coorserctBUM ¢ wacteto S5 crateu 19 DegepanbHOro  3akoHa
ot 27 mronst 2006 1. Ne 152-®3 «O nepcoHabHBIX JaHHBIX» B TyHKTOM 1 Tlonoxenus
0 MuHucTepcTBE  9KOHOMHMYECKOro  pa3BuTus  Poccuiickoit ~ ®denepaumu,
YTBEpPXKIAEHHOro 1ocraHoBieHueM IlIpaButensctBa Poccuiickoii  ®enepannu
oT 5 mtoHd 2008 1. Ne 437, np v K a3 bI B 4 10:

Omnpenenuts yrposel 0€30MacHOCTH TMEPCOHANBHBIX JAHHBIX, AKTyaJbHbIE
npd  00pa0OTKE MepCOHANBHBIX HaHHBIX B  HHOOPMALMOHHBLIX  CHUCTEMAaX
NEPCOHANBHBIX JaHHBIX, 3KCIUIyaTUPYEMBIX IPU OCYIUECTBICHHH MUHHCTEPCTBOM
dKOHOMHMYECKOro pa3suTvs Poccuiickol @epepauun  GyHKIMHA, ONpeeseHHbIX
3aKoHOoAatenbCTBOM  Poccumiickoil  ®epepaiyiv,  corlaCHO  MPHIOKEHUIO

K HaCTOSILEMY MPHKA3Y.

Mrmunuctp

M.T". PelneTHrkoB




Ilpunoxenue
K Ipuka3y MuHskoHoMmpa3Butus Poccuu

or«fd» 4. 2023r. N ff5

¥Yrpo3bl 6€30NacHOCTH NMEePCOHAJILHBIX JaHHBIX, AKTYyaJIbHbIe IPH 00padoTke
NEePCOHAJIbHBIX JAHHBIX B HHPOPMALHOHHBIX CHCTEMAaX NMEPCOHATBHbBIX
AAHHbIX, JKCIUIyaTHPYEeMbIX NPH ocyllecTBAeHUH MHUHHCTEPCTBOM
IKOHOMHYecKOro pasBuTus Poccniickoit @egepannu pyHkuMii, onpexeIeHHbIX
3aKoHoAaTenabcTBoM Poccuiickoii ®eaepannn

1. K yrpozam 0e30macHOCTM NEPCOHANbHBIX JaHHBIX, AaKTYaJlbHbIX
npu  o0paboTKe [MMEepPCOHANbHBIX JaHHBIX B  HH(OPMAIIMOHHBIX  CHUCTEMAax
NEPCOHANIBHBIX J@HHBIX, IKCIUIyaTUPYEMbIX [pPU OCYLIECTBIEHHUH MUHHCTEPCTBOM
JKOHOMHUYecKoro pa3BuTHs Poccuiickoit @enepanuu QyHKIMHA, ONpeaeNeHHbIX
3aKOHOaTeNbCTBOM Poccuiickolt Penepaumu, OTHOCATCS:

yTPO3bI 0e30MacHOCTH MePCOHANbHBIX JIAHHBIX, 3alUIIAEMbIX
0e3  WCIONB30BaHUS  CPeACTB  KpHmTorpadhudeckod  3amuTel  HWHoOpMalLUu
(nanee - CK3H);

yrpo3bl peanu3allid LEAEHANpPaBIeHHBIX [OEWCTBHA € MCIOJb30BAHMEM
anmnapaTtHeIX W (WJIHA) MPOrpaMMHBIX CPEICTB ¢ IENIbI0 HapyiieHus 0e30MacHOCTH
3ammiaeMbix ¢ ucnonb3oBanueM CK3U mepcoHalbHbIX JAHHBIX HJM CO3JIaHUs
YCIIOBUU JJIs1 3TOTO.

2. VYrpo3sl 0€30macHOCTH  TIEPCOHANBHBIX  JAaHHBIX,  3alIMIIAEMBbIX
0e3 ucrnonb3oBaunsa CK3U, Bknrouaror:

1) yrpossl, cBsizaHHbIE C OCOOEHHOCTAMH (DYHKIIMOHHUPOBAHUS TEXHHUUECKHUX,
[IPOrPaMMHO-TEXHUYECKUX M IIPOrPaMMHbIX CPEACTB, 00ECMEUHBaIOIIMX XpaHeHHe,
00paboTKy ¥ nepenavy UHGOPMAIUH,

2) yrpo3bl HECaHKLIMOHMPOBAHHOTO J0CTyNa (BO3AEHCTBHSA) K MEPCOHANBHBIM
J@HHBIM JIML, OOJajaroIMX IIOJHOMOUYMSMHM JHOCTYNAa K TOCYIapCTBEHHBIM
MH()OPMAIMOHHAIM CHCTEMaM, aBTOMATH3HPOBAHHBIM U HH(OPMALIMOHHBIM CHCTEMaM
(nanee — nHQOPMaLIOHHBIE CHCTEMBI), B XOJ€ CO3JAaHHS, BBOJAA B JKCILTyaTalHIo,

OKCILTyaTalMH, TEXHHYECKOrO OOCIyXMBaHMSA M (WUNM) PEMOHTA, MOAEPHH3ALMH,
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BbIBOJIa M3 JKCIUIyaTallud WHGOPMALIMOHHBIX CHUCTEM M JalibHeiIero XpaHeHus
coaeprkalieiics B ux 6a3ax TaHHBIX HHOPMAIIHH;

3) yrpo3si BO3€HCTBUS BpEAOHOCHOTO KO/1a U (MJIH ) BPEIOHOCHOH MPOTPaMMBbl,
BHELIHUX IO OTHOLICHHIO K HH(POPMALIMOHHBIM CUCTEMaM;

4) yrposbl HCMOJb30BaHMS METOJOB BO3AEHCTBUS Ha JMl, o0nagarouiux
NOJTHOMOYMSIMH B MH(POPMAIIMOHHBIX CHCTEMAX;

5) yrpo3bl HECaHKIMOHUPOBAHHOIO JOCTYMa (BO3AECHCTBHS) K OTUYXAaeMbIM
HOCUTENISIM  MEPCOHAIBHBIX JaHHBIX, BKJIOYas TEPEHOCHBbIE MEPCOHANbHbIC
KOMIILKOTEPHI NOJIb30BaTeNeH HHHOPMAITMOHHBIX CHCTEM;

6) yrpo3sl HECaHKIIMOHHMPOBAHHOTO NOCTyTa (BO3AEHUCTBHUS) K MEPCOHANBHBIM
IaHHBIM JIML, He o0JajaroIMX TMOJHOMOYHSMH B HH(OPMAIIMOHHBIX CHUCTEMAX,
C UCIIOJIb30BAHUEM YSI3BUMOCTEH:

B OpraHU3alKy 3aLUThl IEPCOHATIBHBIX JaHHbBIX;

B CUCTEMHOM W IMPHKJIATHOM MPOTPaMMHOM obOecriedeHu: MHQOPMaUOHHbBIX
CUCTEM;

B ofecliedeHHH 3alllUThl CETEBOr0 B3aUMOIEMCTBHS U KaHAJIOB Iepeaaqu
JAHHBIX, B TOM YHUCIIE C UCMOIb30BaHKEM IPOTOKOJIOB MEXCETEBOIO B3aUMOIEHCTBHS;

B 00€eCIIeUeH)H 3aLIUThI BEIYMCIIUTEIBHBIX CeTel HH)OPMALMOHHBIX CUCTEM;

BbI3BaHHBIX HECOOONeHUEeM TpeOOBaHMM MO 3KCIUTyaTalMl CPEICTB 3alLUTHI
nHpopmanuu;

7) yrpo3bl, CBsS3aHHbI€ C BO3MOXHOCTBIO  HCIIOJIb30BaHUS  HOBbBIX
MH(OPMALMOHHBIX TEXHOJOTHH (TEXHONOIMH BHPTyaJlu3allld, OecClpoOBOAHbBIE
TEXHOJIOT UM, oGNauHbIe TE€XHOJOTHUH, TEXHOJIOTUU YIATICHHOIO IOCTYITA YU HHbIE HOBbIE
v‘ TEXHOJIOTHH).

3. Yrpo3sl LesneHanpaBleHHbIX IOEHUCTBUN C HCIOJIB30BAHUEM allapaTHbIX
1 (WIH) TPOrPaMMHBIX CPEICTB C LIENBIO HapyllleHUs 0€30MacHOCTH 3alllMIaeMbIX
¢ wucnonb3zoBanueM CK3U nepcoHanbHBIX JaHHBIX WM CO3JAHUS  YCJIOBUM
JUTSl 3TOTO BKIIFOYAIOT:

1) cozmanue crnoco0OB, TIOATOTOBKY M TPOBEAEHHE aTak 0e3 MpHBJIeUYeHMs

CIIELIMAIHCTOB B 00sacTu pazpaborku u ananuza CK3H;
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2) co3iaHue Croco0oB, NOATOTOBKY U MPOBEACHHUE aTaK Ha Pa3IMYHBIX JTanax
xusHeHnoro nukina CK3H;

3) mpoBeleHHWE aTaK HapyLIWTENSMH, HAXONALMMHUCSH BHE MPOCTPAHCTBA,
B IIpeieSiax KOTOPOTO OCYIIECTBISETCS. KOHTPOJIb 3a IPEOLIBAHKUEM U IECHCTBUAMM JIHL
d (WJIH) TPAHCTIOPTHBIX, TEXHUYECKUX U UHBIX MATEPHANILHBIX CPENICTB,;

4) npoBeleHMe Ha J3Tamax pa3paboTKM (MOJEpHH3ALKM), IPOM3BOJICTBA,
xpaHenus, tpaHcrnoptupokn CK3W u osrame BBoma B oakcimutyarammo CK3U
(myckoHaaIouHble paboThl) CENYIOIIMX aTaK:

HaNpaBleHHBIX Ha BHECEHHWE HeCaHKUMOHWpoBaHHbIX u3MeHenud B CK3U
¥ (unM) B KOMIIOHEHTHI ammapaTHbIX M INPOrpaMMHBIX CPEICTB, COBMECTHO
¢ xoropeiMu mTatHo  ¢yHkuumoHupyror CK3M wu B coBokynHocTH
npeactapnsionme cpeny ¢yunxuponuposanus CK3W (nanee - C®), xoropbie
crocoOHB! TOBNUATE Ha BbimoiaHeHwe npeabsiusieMbix k CK3W  tpebopanuii,
B TOM YHCJIe C UCIIOJIb30BaHUEM BPEJOHOCHBIX IPOrPaMM;

HAlpaBeHHBIX  HAa  BHECeHHe  HECAHKLIMOHUPOBAHHBIX  W3MEHEHUH
B TEXHMYECKME M OPraHU3alMOHHO-pacropsauTenbHble nokymeHTsl Ha CK3M
1 koMmoHeHTH CD;

5) npoBeJeHue atak Ha stane skciutyatauni CK3U na:

NIEPCOHANBHBIE 1aHHBIE,;

KJIIOYEBYI0, ayTEHTHHIMPYIOLLYIO U MaponbHyto nHpopmannto CK3H;

nporpamMmmubie komnoHeHTs! CK3U;

anmnapaTtHble komroHeHTsl CK3H;

nporpaMMHble KoMmmoHeHTsl C®, Bkimouas MporpaMMHoe obecredeHue
0a30BbIX CUCTEM BBOJA (BBIBOA);

annapatHble KOMoHeHTsl CO;

IIaHHBIE, TIepeiaBaeMble M0 KaHalaM CBS3H;

6) mosyyeHHe U3 HAXOIAIIUXCS B CBOOOJHOM JOCTYIE UCTOUYHMKOB (BKJIFOUAs
HH(POPMaLMOHHO-TEIEKOMMYHHKAlMOHHbIE CETH, JOCTYII K KOTOPHIM HE OrpaHHueH

ONIPCACICHHBIM KPYI'OM JIMI, B TOM YHUCJIIE I/IH(I)OpMaHI/IOHHO-TeIIGKOMMYHI/IKa]_II/IOHHy}O
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CeTb «HHTepHETY) uHGpOpMaluu 00 UH(POPMALMOHHON cucTeME,
B KoTopoi ucrons3yercs CK3U:

oO1ue cBefeHus 00 MHGOPMAIMOHHBIX CUCTEMax, B KOTOPBIX UCIIOJIB3YETCS
CK3U (nasHaueHue, cOCTaB, ONEPaTop, 0OBEKThI, B KOTOPBIX pa3MelleHbl PeCYpPCHI
UHPOPMAIIIOHHOHN CUCTEMBI);

cBefieHus 00  MHGOPMAIMOHHBIX  TEXHOJNOTHsX,  0a3ax  JaHHBIX,
aBTOMATH3UPOBAHHBIX cucTeMax (nanee - AC), mporpaMMHOM oOecreyeHuH
(manee - I10), ucnons3yeMbIX B MH(poOpMannoHHOW cucteme coBMecTHo ¢ CK3H,
32 MCKIIOYEHHWEM CBEJIEHHH, COJepXKalluxcs TOJAbKO B  KOHCTPYKTOPCKOM
JNOKYMEHTAllMd Ha HH(OPMAIMOHHBIE TexHoJoruu, ©0a3pl gaHHbX, AC, IIO,
HCTIONb3yeMble B MHPOpPMaLMOHHOM cucTeMe coBMecTHO ¢ CK3U;

coJiepXKaHne KOHCTPYKTOpcKo# nokyMeHTauuu Ha CK3U;

Collep)KaHWe  HaxojsdIleidcs B  CBOOOAHOM  JNOCTyNe  JOKyMEHTaLHu
Ha anmnapaTHble U nporpamMHubie kKoMnoHeHTsl CK3U u CD;

oblye CBeJeHHWs O 3amluiiaeMoi MHGOPMALMM, UCHOJIB3YEMOH B IpoLecce
skcrutyarauuu CK3H;

CBEJICHUS O KaHalax CBSA3M, 110 KOTOphIM mnepenatoTcs 3ammmaemsie CK3U
NepCoHaJIbHbIE TaHHbIE (Jlajiee — KaHaJIbl CBSA3H);

IaHHBIE, TIepeiaBaeMble B OTKPHITOM BUJIE 110 KaHATaM CBSI3H, He 3alIUIIEHHBIM
OT HECAaHKIMOHHPOBAHHOIO [OCTyNa K HWHQPOPMALMH  OpPraHU3aLUMOHHBIMU
Y TEXHHYECKUMH MEpPaMU;

cBelleHus 0 HapyieHusx mpasui skcmyaTanud CK3U u CO B xananax cBd3y,
He 3alUIIEHHBIX OT HECAaHKIMOHUPOBAHHOTO  JOCTyHa K  HHQOpMaUUH
OpPraHU3allMIOHHBIMH U TEXHUYECKUMHU MepaMu;

CBECHUS O HEHCIPABHOCTAX W CcOOAX anmapaTtHblX KOMIIOHEHTOB
CK3dU u CO, npossnswoommecs B KaHajaX CBfA3H, He 3alllUIIEHHBIX
OT HECAaHKLMOHUPOBAHHOIO JocTyna K WHGOpMALMH  OpraHU3aLMOHHBIMU

U TEXHHYCCKHUMHU MEPaMHU,

CBCIACHMsA, NOJy4YaeMBbIC B pE3YyIbTaTe aHajlv3a CHUTCHaJOB OT annapaTHbixX

koMnoHeHToB CK3U un CO;




7) npUMeHEHueE:

HaXONMIIUXCA B CBOOOJHOM JOCTYIE WM MCIONb3YEMBIX 3a Mpeaenamu
xkoHTponupyemoit 3oHel AC wu [0, Bkmoudas anmapaTHble W MPOrpaMMHbIE
komrmoHeHTs CK3U u C®;

cnienuaibHo pazpadoranseix AC u 110;

8) wucroNp30BaHMEe Ha JTane JKCIUlyaTallud B KayecTBe Cpelbl TepeHoca
OT cyOBeKTa K 00BbeKTY (OT 00beKTa K CyOBEKTY) aTaku AEHCTBHH, OCYLIECTBASEMBIX
NP4 NIOJTOTOBKE U (WUJIH) IPOBEICHUY aTaKu:

KaHaJIOB CBA3M, HE 3allUILIEHHBIX OT HECAHKIMOHUPOBAHHOIO TOCTYIIa
K HH(OpMaIMy OpraHu3allMOHHBIMHI U TEXHUYECKUMH MEPAMH;

KaHaJIOB PAacIpPOCTPaHEH sl CHTHAIIOB, COMPOBOXAAOIINX (PyHKIMOHUPOBAHUE
CK3U u CD;

9) mnpoBeleHHE Ha 3Tane OIKCIUIyaTaUd aTak M3  HMHPOPMALMOHHO-
TeJIEKOMMYHHKALMOHHBIX CETeH, NOCTYN K KOTOPBIM HE OrpaHHYeH ONpeNeTeHHBIM
KPYyroM JIHLl, €CJId MH(POPMAIMOHHbIE CHCTEMBbI, B KOTOpbIX Hcmonb3yroTes CK3U,
UMEIOT BbIXOJ1 B 3TH CETH;

10) wucmosib30BaHME Ha ATarne SKCIUTyaTalud HaxoJAUIUXCs 3a [peleamu
koHTponupyemoit 30061 AC u I1O u3 coctaBa cpenctB MHGOPMALMOHHON CHCTEMBI,
pUMEeHsieMbIX Ha MecTax dKkciutyaTanuu CK3UY;

11) npoBeeHue aTaK MPU HAXO0XKACHUHU B TIPeienax KOHTPOJIUPYEMON 30HbI;

12) BO3MOXHOe  yHWYTOXKEHMEe Ha odTane oskcrnyataunun — CK3M
Y HECAaHKIIMOHUPOBAHHBIN JAOCTYII K CJIEAYIOUIUM O0bEeKTaM:

nokymeHTanus Ha CK3W u komnonents CO;

IIOMEILIEHUs,, B  KOTOPBIX HAXOJWUTCS  COBOKYMHOCTh  MPOrPaMMHBIX
U TEXHUYECKUX DJJEMEHTOB cHCTeM  oOpabOTKM  JaHHBIX, CHOCOOHBIX
(GyHKLIMOHMPOBATH CAMOCTOSTENBHO MM B COCTaBe Apyrux cucteM (manee - CBT),
Ha KoTopbIX peanu3oBanbl CK3U u CO;

13) [OJIyYCHHE B pamkax NPeIOCTaBIEHHBIX MOJIHOMOYHUH,

a TaKkxKe B pe3ylbraTe HaOMOAeHUH cleayomiel HHGOpMaLHn:
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CBeJIeHUS O (M3MYECKHX Mepax 3alluThi OOBEKTOB, B KOTOPBIX pa3MELIEHbI
pecypchbl HHGOPMALIMOHHON CUCTEMB;

CBEJEHUSI O Mepax IO OO0eCIeYeHUI0 KOHTPOJHPYEeMOW 30HbI O0BEKTOB,
B KOTOPBIX pa3MelIeHbl pecypchl HHGOPMAaIIHOHHOM CUCTEMBI;

CBeleHUS O Mepax TII0 pasrpaHUyYeHHI0 JOCTyla B HOMELEHus,
B KoTOopbIxX HaxomsaTcs CBT, Ha kotophix peannzoBanbl CK3U n CP;

14)  wcmonb3oBaHME  LITAaTHBIX  CPEACTB,  OTPAaHMYEHHOE  MEPAMH,
peanu30BaHHBIMU B MH()OPMAIIMOHHOW cHCTeMe, B KoTopol ucnosb3yercs CK3U,
W HamnpaBJeHHbIMM Ha MPEAOTBPALICHUE U MpPEeCcedeHHUEe HECAHKLIMOHUPOBAHHBIX
JICUCTBUM;

15) nonyueHue HecaHKIMOHHPOBaHHOro (usnyeckoro poctyna k CBT,
Ha koTopkix peanuzoBaHbl CK3U u CO;

16) Hamuuue y HapymmTens ammapatHeix komrnoHeHToB CK3U un CO,

pean30BaHHbIX B HHPOPMAIHOHHOM cucTeMe, B KoTopoil ucrnonesiyercss CK3U.




