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006 onpeaesieHUH Yyrpo3 6€3011aCHOCTH NepcoHAIbHBIX JAHHBIX,
aAKTyaJbHBIX NpH 00paboTKe NMePCOHAILHBIX JaHHBIX
B HHGOPMANHOHHBIX CHCTEMAX MEPCOHAJIBbHBIX JAHHbIX, SKCINTYaTHPY €MbIX
npu ocyiecrsiennn MUC Poccun dynkumii, onpeeeHHbIX
3aKoHoAaTebeTBOM Poccuiickoi @enepauun

B COOTBETCTBHH C 4acTeio 5 cratbu 19 @efepaibHOro 3aKoHa
or 27 utona 2006 .  Ne 152-®3  «O mNepcoHaNbHBIX AAHHBIX»', IyHKTOM 1
[Monmoxxenuss o MunuctepctBe Poccuiickoit ®efepanuu Mo aeixam TpaXKIaHCKON
0GOPOHBI, UpPE3BBIYAHHBIM CHUTYalHAM H JHKBUIALMHM MOCIEICTBHM CTHUXHIHBIX
GencTBuii, yTBepXkaeHHoro VYxasom Ilpesunmenra Poccuiickoit @Deneparuu
ot 11 vronst 2004 1. Ne 8682, 1 p 1 X 2 3 BI B a I0:

Omnpenenuts yrpo3bl 0€30MacCHOCTH MEPCOHAIBHBIX JaHHBIX, AaKTyalbHBIC
npy 06paboTke  MEpCOHANBHBIX  NAHHBIX B HHQOPMALMOHHBIX  CHCTeMax
[IepCOHANBHBIX JAHHBIX, O9KCIUTyaTHpyeMbIX Iipu ocymectsienun MUYC Poccun
dyHKIHHA, OTpeIelleHHBIX 3aKOHOAaTenbCTBOM Poccuiickoii Denepanyy, COTIACHO
MPUIOXKEHUIO K HACTOAIIEMY IIPUKa3y.

Munuctp A.B. Kypenkos

! Cobpanue 3akoHoaatenscTBa Poccuiickoit ®eaepamyn, 2006, Ne 31, cT. 3451;2011, Ne 31, c1. 4701.
2 Cobpanne 3aKkoHOaTeNbCTBA Poccniickoit enepary, 2004, Ne 28, cr. 2882.
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ITpunoxexue
k npuka3zy MUC Poccun

OT ﬂf 72, ROERNe 72 3/

YI'PO3bI
0€30I1aCHOCTH IIEPCOHANBHEBIX JaHHBIX, aKTyalbHBIE IIpH 00paboTKe
IIEPCOHABHEBIX JAaHHBIX B MHGOPMAIIMOHHBIX CHCTEMAaX IEPCOHAIBHBIX TaHHEIX,
3KCIUTyaTHpyeMEIX mpu ocymectsiaerud MUC Poccun dbyHKwi,
oIpe/ieJIeHHBIX 3aKoHoAaTeNnbCcTBOM Poccuiickoi ®enepanuu

1. VrpozamMu ©6e30macHOCTH IEPCOHANBHBIX JAHHEBIX, aKTYyaJbHBIMH
npu 00paGoTKe MEepCOHANBHBIX HaHHBIX B HHQOPMAIMOHHEIX  CHCTEMax
IIEPCOHANBHBIX JaHHBIX, JKCIUTyaTUpyeMbIXx npu ocymectBieHun MUC Poccun
(GyHKIM#, OTIpeieIeHHBIX 3aKOHOIaTeNnbeTBOM Poccuiickoil Menepaliiu, ABISIOTCS:

YIPO3bI 6e301macHOCTH MEPCOHAIBHBIX JIaHHBIX, 3alHIIaeMBbIX
0e3 HCIONB30BaHMSA CPEACTB  KpunrTorpadpuyeckoil  3ammrsl  HHQOpMaIMH
(manee — CK31);

yrpo3sl pealn3aliy LeleHAIpaBIeHHbIX MOCHCTBUH C HCIOJB30BAHHEM
alIapaTHBIX M (WIK) IPOTPaMMHBIX CPEeICTB C LEJbl0 HapyIleHHs 0e30macHOCTH
jamuImaeMeix ¢ ucnoiab3oBanneM CK3M nepcoHalbHBIX JAHHBIX MM CO3JQHHUSA
YCIIOBUH [JIs 3TOTO.

2. Jlnd mepcoHaNbHBIX MaHHBIX, 3aIluNiaeMbIX Qe3 ucmonas3oBaHus CK3H,
aKTyaJIbHBIMU SBIISIOTCS YTPO3bI, CBI3aHHEIE C:

1) ocoGenHocTsMH  (PyHKIIMOHMPOBaHHMA TEXHHUUYECKHX, IIPOTPaMMHO-
TeXHWYECKHX M IIPOrPaMMHBIX CpeICTB, O0ecleuMBarOmNX XpaHeHHe, 00paboTky
U nepenauy uHdopMauu;

2) HECaHKIMOHHUPOBAaHHBIM IOCTYNIOM K IIE€PCOHAIBHBEIM JaHHBIM JIMLIAMH,
00JIaJaloNMMH  IOJb30BAaTEILCKUMHM [paBaMU JOCTyla K TOCyAapCTBEHHBIM
MHGPOPMAIIMOHHBEIM CHCTEMAaM, aBTOMAaTH3HPOBaHHBIM H HH()OPMALHOHHBIM CHCTEMAM
(masmee — uHQpOPMALIOHHBIE CHCTEMBI), IIPaBaMH JOCTyIa K aJIMHHHCTPHPOBAHHIO
IPOrpaMMHEIX, IIPOrPaMMHO-AIAPaTHBIX CPEJCTB, CPEACTB 3allUTEl MH(OPMALIHH,
BXOIAIIMX B COCTaB HH(POPMALMOHHBIX CHCTEM, B XOJ€ CO3/aHMsd, SKCILTyaTalluH,
TEXHHYECKOT0 OOCTy)XWBaHMs u (WIM) pPEMOHTa, MOJECPHHU3ALMH, BHIBOJA
U3 SKCIUTyaTalliid HHPOPMALMOHHBIX CHCTEM;

3) BO3meHCTBHEM BPEJOHOCHOI'O KOJa, BPEIOHOCHOM MPOrpaMMEI,

4) HCIONB30BaHUEM COLAATBFHOTO U IICHXOJIOTHYECKOr0 BO3JICHCTBUS Ha JIUII,
00JIaIaloIIKX TIPaBaMH JOCTYIa K HHPOPMAIIMOHHBIM CHCTEMaM, IpaBaMH JOCTYyIa
K aIMHHHACTPHPOBAHHIO [IPOrPaMMHBIX, IPOrPaMMHO-AMMNAPATHEIX CPEICTB, CPENICTB
3aIIUTE HH(POPMAIHH, BXOAAIIUX B COCTaB HHPOPMALMOHHBIX CHCTEM;

5) HeCaHKIMOHHPOBAHHBIM JOCTYIOM K OTYY)KHAEMbIM HOCHTEILIM
IIEPCOHANBHBIX JaHHBIX, BKIIOYas [EPEHOCHBIE IIEPCOHANBHBIE KOMIIBIOTEPHI
I10JIb30BaTeIei HHPOPMAIMOHHBIX CUCTEM;

6) Bo3zlelicTBMEM Ha OTYY)KJAeMble HOCHUTEIH IIEPCOHANBHBIX HaHHBIX,
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BKJIIOYas MIEpPEHOCHbIE EpPCOHANIbHBIE KOMIIBIOTEPBI TI0JIb30BaTeNeH
HH(POPMALIMOHHEIX CUCTEM;

7) HECaHKIIHOHHPOBAHHBIM JIOCTYIIOM K TMEPCOHAIBHBIM IAHHBIM JIMIIAMH,
He 00JafaolMMH TpaBaMH JOCTyNMa K HHGOPMAIMOHHBIM CHCTEMaM, IpaBaMH
JOCTYIIa K aJIMHHICTPUPOBAHUIO TIPOIPAMMHBIX, IPOrPAMMHO-AIMAPaTHRIX CPECTB,
CPEINCTB 3aIIMTHl WH(OPMAIMH, BXOASIIMX B COCTaB HMHGOPMALMOHHBIX CHCTEM,
C MCTIOIB30BaHUEM YSI3BUMOCTEI:

B OpraHM3ally 3alWUThl IEPCOHAIBHBIX JaHHBIX;

B 00eclleYeHHH 3alllUThl CETEBOTO B3aUMOACHCTBHA M KaHAJIOB Iepedayd
JAHHEIX, B TOM YHCJIE C HCIOIb30BaHUEM IIPOTOKOJIOB MEXCETEBOTO B3aUMOIECHCTBHS,

B 00eCIeYeHHH 3aIIUThI BEIYACIUTENFHBIX CeTell HHOPMallMOHHEIX CUCTEM;

BBI3BAaHHEIX HECOOIOJiIeHHEeM TpeOOBaHUi MO 3KCITyaTallMy CPEACTB 3allUThI
HHpOpMaIIUY;

8) HCmonp30BaHHEM HOBBIX HHQPOPMALIMOHHBIX TEXHOIOTHH.

3. Jlna peanu3alidd LeJeHANpaBICHHBIX MACHCTBUM € HCIIONBE30BaHUEM
anmapatHeix M (WIH) MPOTPaMMHEBIX CPEICTB C LIENbIO HapyIleHHs 0e30IacHOCTH
3amuiiaeMex ¢ ucnonb3oBanreM CK3M mepcoHanbHBIX AAHHBIX HIIM CO3JAHMS
YCJIOBHH [Tl 3TOTO aKTYaJIbHBIMU SBJISIOTCS YTPO3bIL:

1) co3manus cnocoGoB, IIOATOTOBKU W HMpPOBEIEHUs aTak 0e3 MpUBICYCHHS
CIELMATMCTOB B 00MacTH pa3pabotku 1 anamiza CK3H;

2) co3maHHS CcnoOco0OB, MOATOTOBKH M MPOBEINCHHS aTaKk Ha DPa3IHYHBIX
stanax xusHenHoro uukia CK3H;

3) nmnpoBefeHWs aTaKk HapyIIUTENSIMH, HaxXOAjAIWMHCH BHE INPOCTPAHCTBA,
B ITpeieNiaX KOTOPOTO OCYLIECTBIIETCS KOHTPOJIb 3a IPEOBIBAHUEM H JICHCTBUAMM JIMI]
1 (WIK) TPAHCIIOPTHBIX CPEACTB (asiee — KOHTPOIMpyeMas 30Ha);

4) rmpoBeleHHS Ha STamax pa3paboTKu (MOAEpHHU3ALUH), IPOM3BOACTBA,
xpanenus, TpancnoprupoBku CK3W u stame BBoma B skcmiyaramuio CK3U
(mycKoHanago9Hble paboThI) aTak:

HanpaBleHHbIX Ha BHECEHHME HeCaHKIMOHMpoBaHHbIX m3MeHeHud B CK3HU
U (W1d) B KOMIIOHEHTHl AaNlapaTHBIX M HPOrPaMMHBIX CPENCTB, COBMECTHO
¢ KoTopsiMH mTaTHO GyHKIMOHUPYIOT CK3U U B COBOKYIIHOCTH INpEeACTaB/ISIONIHE
cpeny ¢yukuuonnpoBanus CK3U (manee — C®), xoTopble CIOCOOHBI MOBIHATH
Ha BeojHeHwe mnpenbseiasemMbrx kK CK3U  1peboBaHmii, B TOM 4YHCIE
C MCIIOJIb30BaHNEM BPEJOHOCHBIX IIPOTPaMM;

HAIPaBJIEHHBIX ~ Ha  BHECEHHE  HECAHKIMOHMPOBAHHBIX  H3MEHEHHH
B nokymeHTaimo Ha CK3U u xomnonenTsl CO;

5) mpoeaeHus Ha starne 3kciuryaTanui CK3M arak Ha:

IIepCOHANIbHBIE JaHHBIE;

KIIOUEBYIO, Ay TEeHTU(GHUIHPYIOIYIO B IaponabHylo nHpopManmo CK3HU;

nporpammiubie koMmrioHeHTs CK3H;

anmapartHele komnoHeHTs! CK3U;

nporpamMuble KommoreHTs CD, Bkiiodas 6a30ByI0 CHCTEMY BBOJA (BEIBOMIA),

anmnapaTHble KOMIIOHEHTHl C®;

JaHHBIE, TiepelaBaeMble 110 KaHallaM CBSI34;

UHBIE OOBEKTHI, KOTOPHIE YCTaHOBIICHB! NMpPU (OPMHPOBAHHH COBOKYITHOCTH
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TPEANOIOKEHUI O BOZMOXKHOCTSAX, KOTOPBIE MOTYT HMCIIOJIB30BaThCS NPH CO3NAHUH
cnoco00B, IOArOTOBKE M TMPOBEACHMHM arak ¢ Y4eTOM IIPUMEHAEMBIX
B MHGOPMAIIHOHHOH cricTeMe MH(GOPMAlMOHHBIX TEXHONOTHH, alapaTHBIX CPEICTB
(manee — AC) u mporpammuoro obecnieuerus (nainee — I10);

6) MOJIyYEHMs U3 HAXOAAIIMXCS B CBOOOTHOM JIOCTYTI€ HCTOYHUKOB (BKJIIOYAst
HH()OPMAITHOHHO-TEEKOMMYHHKALIMOHHEIE CETH, AOCTYIl K KOTOPEIM HE OrpaHMYEH
ornpezesieHHBIM Kpyrom JIu1l, B TOM Yucle UHPOPMALUOHHO-
TeJIEKOMMYHHKAIMOHHYI0 ceTh «HTepHeT») uH(bOpManuu o6 HHGOpPMaLMOHHON
cucTeMe, B kotopoi ucnons3yercs CK3U, Takoi kaxk:

obmue cBemeHus 06 HHOOPMAMOHHBEIX CHCTEMaxX, B KOTOPHIX HUCIIONB3YIOTCS
CK3U (nasHaueHHe, COCTaB, OomnepaTop, 0OBEKThl, B KOTOPBIX pa3MeILleHbl PECYPCHI
UH()OPMAIIMOHHOM CHCTEMBI);

cBeneHUd 00 MHQPOPMAlMOHHBEIX TexXHONMOrmsax, Oazax naHHelx, AC, IIO,
HCIOJIB3YEMBIX B HH()OPMAIMOHHEIX cicTeMax coBMecTHO ¢ CK3H, 3a uckmoyeHneM
CBEJICHHH, COOEpKAIIUXCSd TOJNBKO B  KOHCTPYKTOPCKOH  JOKYyMEHTaIlHH
Ha HHpOpMalHOHHbIe TexHoiorny, 6Oa3bl naHHbX, AC, IIO, wucronae3yeMele
B HHPOpMaMOHHOM cucteMe coBMecTHO ¢ CK3U;

coziep)xaHre KOHCTpYKTopckoit nokymeHTanuu Ha CK3U;

cofiep)kaHHe JOKYMEHTAllMd Ha allapaTHbE M IPOrpaMMHBIE KOMIIOHEHTBI
CK3U u CP;

obmye CBeAeHHs O 3alllMIaeMoi WH(OpPMAINM, HCIOIb3yeMOH B Npolecce
skcmutyataumu CK3U;

CBEIleHMsS O KaHalax CBA3H, 110 KOTOPBIM mepenatotTcs 3ammmaemsle CK3U
niepcoHanbHbIe AaHHble (nanee — KC);

BCE BO3MOXHBEIE [aHHBIE, TIepelaBaeMble B OTKpbiToM Buae no KC,
He 3allMIIEHHBIM OT HECAHKIMOHMPOBAHHOrO JOCTyHa K HH(pOpMaluH
OpraHU3aIMOHHBIMHU U TEXHUYECKUMHU MEpPaMH;

cBemeHuss 000 Bcex rmposeusromuxcs B KC, He  3alUINEHHEBIX
OT HECAaHKIMOHMPOBAaHHOTO JOCTynma K MHGOpMalud OpraHW3alMOHHBEIMU
¥ TEXHUYECKAMH MEPaMH, HapymeHus X npasu 3kciutyatauud CK3U u CD;

cBemeHus 000 Bcex mposemgomuxcs B 0 KC, He  3allUIIEHHBIX
OT HECAaHKUHOHMPOBAHHOTO JOCTyma K HHGOpPMAalMHd OpraHU3aldOHHBEIMU
1 TEXHHYECKMMM MEPaMH, HEUCIIPABHOCTAX U c00s1x anmapaTHeIX komnoHeHToB CK31
u Co;

CBEJIEHMS, TI0JIyYaeMble B pe3ybTaTe aHaIn3a JI00bIX CHTHAJIOB OT allapaTHBIX
koMioHeHToB CK3U u C®;

7) TpUMEHEeHUSA:

HaXONAIIMXCI B CBOOOMHOM JOCTyNE€ WM HCIONB3YEMBIX 3a IpeAenaMu
xoutpoiupyemoii 30l AC u IIO, Bxmouyasd amnmapaTHele H IIPOTPaMMHEIE
xoMmmnoHeHTsl CK3U u CD;

crenuanbpHo paspadotanubix AC u I10;

8) HCIOJB30BaHMs Ha 3Tamle SKCIUIyaTallMd B KadyeCTBE CPEIBI IEpeHoca
AEeHCTBHUH, OCYIIECTBISEMBIX TIPH MOATOTOBKE U (WJIK) IPOBEICHNUH aTaKH:

KC, He 3alMINEHHEIX OT HECAHKIIMOHHPOBAHHOIO NOCTyNa K HH(OpMAILUH
OpPraHW3alUOHHBIMU U TEXHUYECKUMH MEPaMH,
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KAHAJIOB PaclpOCTPaHEeHHS CUTHAIOB, COTPOBOXIAIONMX (PyHKLIMOHUPOBAHHE
CK3U u CP;

9) nmpoBedeHHs Ha OJTale OKCIUTyaTallid arTaku U3 HH(OPMALHMOHHO-
TeIEKOMMYHHKAIIMOHHBIX CeTell, TOCTYIl K KOTOPHIM HE OrpaHMYEH ONpeeIeHHBIM
KpPyroM JIMLl, B TOM YHCIe U3 HHOOPMAIMOHHO-TEIEKOMMYHHUKAIMOHHOW CETH
«HTepHeT», ecii MH(POPMALMOHHBIE CHCTEMB], B KOTOpHIX Hcmoinb3yrores CK3U,
HUMEIOT BBIXOJ B 3TH CETH;

10) wcrosp30BaHWS HaA JTalle 3KCIUTyaTallid HaXOMAIIMXCS 3a IpeAeIamu
xouTponupyemoit 3061 AC u I1O u3 coctaBa cpecTB HHOOPMALOHHON CHUCTEMEL,
npUMeHsAeMBIX Ha Mectax skciuryatauun CK3H (manee — mraTHsle cpeacTBa);

11) mpoBeneHHs aTak IpH HAXOXJSHUH B Ipefiesiax KOHTPOIUPYEMOH 30HBI;

12) monyuenms Ha stame okciryaTanuu CK3M HecaHKIIMOHHPOBAaHHOTO
IOCTyIa K CIIeAYIOIUM 00BbEeKTaM:

nokymenTtanus Ha CK3U n komnonents! CQ;

nomemernns, rae pasmemensl ucnonsdyemsle CK3M, xpamsarcs CK3U
1 (WIH) HOCHTENH KIIOYEBOM, ayTeHTU(HIMpYIOMeH M MapoibHOH HHpOpMaluu
CK3M, B KOTOpHIX HAXOAWUTCS COBOKYIHOCTb IIPOTPaMMHBIX M TEXHMYECKUX
JIIEMEHTOB  CHCTEM  OOpabOTKHM  MaHHBIX, CHOCOOHBIX  (YHKIMOHHPOBATH
CaMOCTOATENbHO MIM B coctaBe napyrux cucteM (gmanee — CBT), Ha KoTOpmIX
peamzoBansl CK3U u CO;

13) momydeHHs B paMmKax [pPeJOCTaBICHHBIX IIOJHOMOYHM, a Takxke
B pe3yJibTaTe HabmoAeHu crenylomeid HHGOpMAalH:

CBEJEHHM O (M3MYECKUX Mepax 3alUThl OOBEKTOB, B KOTOPHIX pPa3sMEIIEeHBI
pecypcsl HHGOPMAIIOHHOM CHCTEMBI,

CBeleHHII O Mepax IO O0eCHeYeHHI0 KOHTPOIHPYeMOH 30HBI OOBEKTOB,
B KOTOPBIX pa3MeIleHbl pecypchl HHPOPMAIIMOHHON CUCTEMBI,

CBEJIEHHIL O MepaXx M0 pa3rpaHUYeHHIO AOCTYIa B IIOMELIEHNS, [/Ie€ Pa3MeILleHbI
ucnonesyemsle CK3U, xpansrcas CK3M wu (unm) HOCHTENH KIHOYEBOH,
ayTeHTHOUIHUpYIoNIe U maponsHoi nHbopMarmu CK3H, B koTopix Haxoasatces CBT,
Ha KoTopsix peanm3oBansl CK3U u CO;

14) ucmons30BaHMsA ~ IITaTHBIX  CPEACTB,  OTPaHMYEHHBIE  MepaMmy,
peann30BaHHEIMH B MH(QOPMALMOHHON cucTeMe, B koTopod mcnonesyercs CK3U,
¥ HaIpaBIeHHBIMM Ha MpEeJOTBpALICHHE M IIpeceYeHHe HECAaHKIHOHHPOBAHHBIX
e CTBHM; |

15) momydeHHs HECaHKUMOHHpOBaHHOTO (suueckoro poctyna k CBT,
Ha koTophix peann3oBaHbl CK3U u CO;

16) cBa3aHHBIE C BO3MOXHOCTBIO pacloJiaraTe anrapaTHeIMA KOMIOHEHTaMU
CK3U u C®, orpaHHYeHHBIE MEpaMM, pEaIH30BaHHBIMM B HHGOPMAIMOHHON
cucreMe, B KoTopoit ucnonsdyercds CK3U, u HanpaBlIeHHBIMH Ha NMPENOTBpALICHUE
Y MpeceyeHne HeCaHKLIIMOHUPOBAHHBIX JICHCTBUIA.




