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| MUNHETRRCTHO HCTHIM

ITPUKA3
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006 yrBepxIeHHH MPO¢ecCHOHATBLHOIO CTAHAAPTA
«Cnenuanauct no 3amure HHGOPMaNHH B ABTOMATHU3HPOBAHHBIX CHCTEMAX)

B coorBerctBuM ¢ 1nyHktomM 16 [lpaBun  paspaGoTkd M YTBEPKICHHA
Npo)eCCHOHANBHBIX ~ CTAHJApTOB,  YTBEPXICHHBIX — IOCTAHOBICHHEM IpaBuTenscTBa
Poccuiickoii @epeparu ot 22 smBaps 2013 1. Ne23 (CobpaHme 3aKOHOAATENBCTBA
Poccuiickoii @enepanmn, 2013, Ne 4, cr. 293; 2014, Ne 39, cr. 5266),mpuKa3 b Balo:

1. VTBepauTh mpuiaraeMsii npodeccHoHaNbHbIH cTaHnapT «CreluankcT Mo 3aluTe
MHG(OpMALMH B aBTOMaTH3HPOBAHHBIX CHCTEMAX)).

2. TlpusHath YTpaTHBIIMM CHITy [PHKa3 MHEHHCTEPCTBa TPY/a H COLHMANBHOH 3allATbI
Poccuiickoii ®epmepaumu ot 15  ceHTAOpA 2016 1. Ne 522 «OO0 yTBEpXIECHHM
npodecchonansHoro  cragiapra  «CrempanucT 10 3almre uHpopMalMu B
ABTOMATH3HMPOBAHHBIX CHCTEMAX» (3apeTHCTpUpoBaH MUHHCTEPCTBOM FOCTHIIMH Poccuiickoit
®enepatmn 28 centsops 2016 r., peructpanuonHsiii Ne 43857).

3. YCIaHOBUT, YTO HACTOSIIMI TpHKa3 BCTymaer B cwily ¢ 1 mapra 2023 . u
neiicteyer 1o 1 maprta 2029 r.

Munuctp A.O. KotsixoB
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I. O6mue cBeaenus

O6ecrneuenne 6e30MacHOCTH HHPOpMaLUY B AaBTOMATH3HPOBAHHBIX CHCTEMAX,
VICIIOJIB3YEMBIX B TOM UHCIIE Ha 00BEKTaX KPHTHYECKOH HH(OPMAIMOHHOK 06.033
HH(PACTPYKTYPHI, B OTHOLIEHAN KOTOPEIX OTCYTCTBYET HEOOXOAMMOCTE '

IIPpHUCBOCHUS UM KaTCl"OpI/Iﬁ 3HAYUMOCTH
(HaMMeHOBaHNe BUA NIPODECCHOHANBHOM AESTENbHOCTH) Kon

OcHoOBHAasA LEIb BHJA HpO(l)CCCHOHaJIBHOfI JCATCIBHOCTH:

- TloBsIlIeHHE 3aIMIIEHHOCTH aBTOMATH3UPOBAHHBIX CHCTEM, (YHKIIHOHUPYIOIHX B YCIOBHAX
| CyIIeCTBOBAHHS yIpo3 B HHGOPMAIMOHHOK chepe u obnagaronmx HHGOPMALIHOHHO-
| TEXHOJIOTMMECKHMHM PECYPCAMH, OJUIEKAIMMH 3allIHTe, HCTIONB3YEMBIX B TOM HCIIC HA obBeKTax
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KPHTHYECKOH HH(POPMAIHOHHOH HH(PACTPYKTYPEI, B OTHOIEHHH KOTOPBIX OTCYTCTBYET
HEO0OXO0JMMOCTh IIPHCBOCHHS UM KaTErOpHUi 3HAYHMOCTH

['pynna 3aHATHIA:
1213 PykoBoauTeny B 00acTH 2512 Pa3paboTunky MporpaMMHOrO
olpezesIeHUs MOMTUKY H obecneueHus
IUTAHMPOBAHUS ACATEIBLHOCTH
2523 CrnenuanucThl 10 KOMIbIOTEpHEIM | 3513 CrenanucThl-TeXHUKHA 110
CETAM KOMITBIOTEPHBIM CETAM M CHCTEMaM
(xon OK3!) (HauMeHOBaHUE) (xonq OK3) (HauMeHOBaHHUE)

OTHeceHHE K BUIAM SKOHOMHYCCKOM EeSITEIBHOCTH:

62.09 JleqTeNnbHOCT, CBA3aHHas C UCIIOIb30BAHMEM BHIYMCIIHTEILHON TEXHUKH H
UH()OPMALVIOHHBIX TEXHOJIOTHHM, IIpoYast

(xon OKBDJI1?) (HaMMEHOBaHKe BH/Ia 5KOHOMUYECKOM JEATENLHOCTH)
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II1. XapakTrepucTHKa 0000eHHBIX TPYAOBLIX (pyHKIHii

3.1. O606mennas TpyxoBas GpyHKIHNA

OO6cnyKHBaHHE CHCTEM 3allIUTHl HHPOPMAIIMH B
ABTOMATH3HPOBAHHBIX CHCTEMAX, HCIIOIb3YEMBIX B

TOM YHCJI€ HA 00bEKTaX KPUTHICCKOR VposeHb
HanmeHoBaHue . Kon A 5

nH(OPMALMOHHOH MHPPACTPYKTYPhI, B OTHOLICHHH KBaTMQUKALHH

KOTOPBIX OTCYTCTBYET HEOOXOAUMOCTD IPUCBOCHHUS

UM KaTeropui 3HaYMMOCTH
[TponcxoxaeHue

N " 3auMCTBOBaHO M3
000611IeHHO TPy AOBO# OpuruHan X
opuruHana
(yHKUUH
Koxn PernctpauOHHBIN
opHrMHana HOMED
1pogecCHOHATLHOTO
cTaHzapra

Bo3moxHbIe Texnuk no 3amute uHbpopMmanuu I kareropun
HaUMEHOBaHHS Texuuxk no 3amute nHbopmanuu Il xkateropuu
JOJDKHOCTEH, TexuuK 110 3auuTe HEPOpPMAUK
npodeccuit
Tpebopanus K Cpennee npodeccHoHATBHOE 06pa3oBaHKe — POrpaMMBI IOJTOTOBKH
o06pa3oBaHHIO ¥ CIIEIIMANICTOB CPEXHErO 3BEHA IO MIPOGHITIO AEATENLHOCTH
00y4EHHIO

TpeGoBanMs K OMBITY | Jyisi IOJDKHOCTEH C KaTeropHei — ONbIT paGoThl B JOJDKHOCTH ¢ Goree
TIIPAKTHYECKOH paGoTHI | HH3KOM (TIpe/IeCTBYIONIEH) KaTeropHeii He MEHee OJIHOTO ro/a

Ocobsie yciioBus -
Jonycka k pabore

Hpyrue PexoMeH/IyeTCs IONOIHUTENBHOE MPOohecCHOHANTBHOE 00pasoBaHue —
XapaKTEPUCTHKH TIPOrpaMMbI [OBBILICHHS KBATH(HKAIMH B 00/1acTH HHGPOPMALHOHHOM
6e30macHOCTH

JTormoTHUTENbHBIE XapaKTEPHUCTHKH

HaunmeHoBanue Ko HaunmenoBanue 6a30B0i IPyIIIILL, JOKHOCTH
JIOKYMEHTA (mpodeccun) UM CIENHUAILHOCTH
OK3 3513 CrelHaIMCTHI-TEXHHKHU M0 KOMIIBIOTEPHBIM CCTAM M
cucTeMam
EKC? - Texnux mo 3amurte HHGOpMAIHU
OKIIATP* 27032 Texuuk 1o 3amurte HHGOpMAIH
OKCO® 2.10.02.01 Oprasu3anys ¥ TEXHOIOTHS 3aIllUThl HH(pOPMAIMH
2.10.02.02 NndopmanponHas 6€30MaCHOCTb
TEIEKOMMYHHMKAIIMOHHBIX CHCTEM
2.10.02.03 NnpopmanmonHas 6€30MaCHOCTh aBTOMaTH3UPOBAaHHBIX
CHCTEM




3.1.1. TpynoBas pyHKuus

IIpoBeeHHE TEXHMIECKOTO 00CITY)KUBaHUA VposeHs
HaumeHoBaHKMe | CHCTEM 3aIUTHI HHPOPMALIAH Kog i A/01.5 | (momypoBeHb) 5
aBTOMAaTH3UPOBAHHEIX CHCTEM KBaIHUKAIMH
IpoucxoxaeHne TPyI0BOH Opurmman X 3aMMCTBOBAHO H3
byHxuun OpHruHana
Kon PerucTpallHOHHBIH
OpHTHHATA HOMEp
npodecCHOHAIBHOTO
cTaHgapTa
Tpynosele nelcTBUS [IpoBepka  paGOTOCIIOCOOHOCTH ~ CHCTEMBI  3aIIUTHI uHpopManuu

aBTOMaTHSHPOBaHHOﬁ CHCTCMBI

KOHTpOJ'IB COOTBCTCTBHUA Konqmrypaunn CHUCTEMEI 3allNTHI I/IH(l)OpMaIII/II/I
aBTOMaTI/I3Hp0BaHHOI71 CHCTEMEI €C 3KCIIJ'IyaTaI.II/IOHHOI71 JOKYMCHTAIIUH

KOHTpOJ'lIJ CcTaOMIIBHOCTH XapaKTCPUCTHK CHUCTEMBI 3alUTLI PIH(bOpMaIII/II/I
aBTOMaTH3Hp0BaHHOﬁ CUCTEMBL

Heob6xoauMbie yMEHHS

KoHQUrypHpOBaTE  NapaMeTpsl  CHCTEMBI  3aIMTHl  WH(bOpMAIHH
aBTOMATH3HPOBAHHON CHCTEMBI B COOTBETCTBHH C €€ JKCIUIyaTalHOHHOH
JOKyMEHTaluen

OGHapyXMBaTh U YCTPAHATb HEHCIIPABHOCTH CHCTEMBI 3aIIMTHI HHpOpMaLHH
aBTOMAaTH3MPOBAHHOM CHCTEMBI COTJIACHO HKCILTyaTal[MOHHOM
JOKYMEHTalluu

HpOI/ISBOI[I/ITB MOHTaX ¥ JHAarHOCTHKY KOMIILIOTCPHBIX cereit

Wcmonp3oBaTh  THNOBBIE — KpUITOrpadUyUecKHe  CPE/ICTBa
nH(OpMALMK, B TOM YHCIIE CPEACTBA JJIEKTPOHHOM MOMTHCH

3alllAThL

HeobxoauMele 3HAHUA

Tunossie cpeactBa U METOIbI 3aHIMTBI I/IH(l)OpMaIII/II/I B JIOKAJIBHBIX H
rJI00ABHBIX BEUHCIIUTENBHBIX CETIX

bazoBas KOH(pUTypanus CHCTEMBbI uHdopmanun

aBTOMaTHSHPOBaHHOﬁ CHCTECMBI

3alIUThI

Oco6GeHHOCTH TNpPHMEHEHHS TNPOrPaMMHEIX H IPOTPaMMHO-aNMapaTHBIX
CpeICTB 3alMThl HHPOPMAIIMM B ABTOMATH3MPOBAHHBIX CHCTEMAX

TumoBsle  CpEACTBA,  METOABI M NPOTOKONBI  MAEHTH(HKALMH,
ayTeHTU(UKAIMHA ¥ aBTOPH3aLAK

HopMaTuBHEIE NPABOBLIC aKTHI B 00IACTH 3aIIMTEI HH(OpPMALIUHU

Opranu3a¥OHHbIE MEpHI IO 3alATe HAGOPMALUH

Hpyrue

XapaKTEepHUCTHKH

3.1.2. TpynoBas pyHKUHsI

HaunmeHnoBaHue

[TpoucxoXAeHHE TPYAOBOH
(dyHKIUH

Benenue TeXHUIECKON TOKYMEHTAIHH, YpoBeHb
CBA3aHHOM C 3KCILTyaTallued CHCTEM 3alllATHI Kon | A/02.5 | (momypoBeHb) 5
uH(opMali aBTOMAaTU3HPOBAaHHBIX CUCTEM KBANM(UKALHY
Opurmman X 3aMMCTBOBaHO M3
OpHIHHANA
Kon PerucrpanioHHbIH
OpHUrHHaNa HOMED
npodeccHOHATEHOTO

craHgapTa




TpynoBbie aeiicTBuA

Benenne J0KyMEHTOB ydera, oOpabOTKM, XpaHEHHs H IEpENayu
HH(pOpMAIH OrpaHHYEHHOTO N0CTyIa

Nudopmuposanue mepconaia 06 yrposax 6e30nacHOCTH HHPOpMaLyH

WudpopmupoBaHue NepcoHaNa O MpaBHIIaX SKCILTyaTalld¥ CHCTEMBI 3allUTHI
aBTOMATH3HPOBAHHOM CHCTEMBI H OTACIbHBIX CPEACTB 3alINTH HH(POpPMAaUK

Bezenne IPOTOKONIOB M XYPHAIOB yYeTa IPH W3MEHCHHH KOHQHIrypauuu
CHCTEM 3alIUTH HH(POpMaIHK aBTOMATH3MPOBAHHBIX CHCTEM

Benenue IPOTOKOJIOB U XXKYPHAJIOB Y4Y€Ta IIPH OCYIICCTBICHHH MOHUTOPHHI'A
CHCTEM 3alllUThI I/IH(i)OpMaIII/II/I ABTOMATU3UPOBAHHBIX CUCTEM

BeneHne HpPOTOKOJIOB W JKYPHAJIOB ydeTa IIPHU OCYIIECTBICHHH ayauTa
CHCTEM 3aIIUTEI HH(POPMAIMN aBTOMATU3HPOBAHHBIX CHCTEM

IMoaroToBka cBeAcHH 00 OTCYTCTBHM HEOOXOIMMOCTH INPHCBOEHHS
KaTeropuii  3HAUMMOCTH OOBEKTy KpHTHYECKOH  HHQOPMAIMOHHOH
HH(PACTPYKTYpsl, Ha KOTOPOM HCHOJB3YEeTCS aBTOMAaTH3UPOBAHHAsA
CHCTEMa, M HaOpaBlieHHE B IHCHBMEHHOM BHAE OSTHX CBEICHHUH B
denepanbHEIA OpraH HCIIONHATENBHOM BIACTH, YIIOJTHOMOYEHHBIH B 001aCTH
obecneyeHus 0e30macHOCTH KpUTHYECKON uHGOPMaIMOHHON
uHbpacTpykTyphl Poccuiickoit Pezepaliyu, o yTBEPKACHHOH HM dopMe

HeoOxoauMele yMeHUs

O¢opMIsTh JOKYMEHTAIMIO IO PErJIaMEHTAMH MEPONPHATHH U OKa3aHHUIO
ycIIyr B 00J1aCTH 3aUIUThl HHGOpPMAIMH

O(bOpMJIﬂTB TEXHHYICCKYIO JOKYMCHTAITUIO B COOTBCTCTBHHA C
HOpPMATUBHBIMH IIDABOBEIMH aKTaMH B 00J1aCTH 3aIUTHI I/IH(i)OpMaIII/II/I

Heo6xoauMble 3HaHUS

HopMaTHBHEIE TIPaBOBbIE aKTH! B 00JIACTH 3aIIMTE HHPOpPMALMH

OCHOBHBIE METOIMYECKHE H DPYyKOBOIMIIHE JOKYMEHTH (eaepalbHbIX
OpPraHoB  HCIOJIHUTENBHOM  BIAacTH, YHOJHOMOYEHHBIX B  00JjacTu
obecreyeHus! THPOPMAHUOHHOM 6€30macHOCTH, 6e30ImacHOCTH HH(OPMALIUH
B KJIIOUEBBIX  CHCTeMaX  HH(GOPMAIMOHHOH  HHQpPacTPYKTYypBHI,
NPOTHBOJEHCTBAS. TEXHWYCCKHM pa3sBENKaM M TEXHHYCCKOH 3aIUTHI
uHOpMauu

DKCIUlyaTalMOHHas M MPOEKTHas JOKYMEHTallMs Ha aBTOMAaTH3HPOBAHHYIO
CHCTEMY

OcHoOBHBIE MCTObI OpraHu3any 151 IIPOBCACHUA TEXHUYCCKOTI'O
06CIIy)KI/IBaHI/ISI TCXHHYECCKHX CPCACTB I/IH(i)OpMaTI/BaIII/II/I

OpraHu3alMOHHbIE MEPHI 110 3allUTe HHpopMaUK

Hpyrue
XapaKTEPUCTHKH

3.1.3. Tpyaosas pynkuus

TIponcxoxaeHue TPy 10BOi
byHKIMH

OO0ecrieuenne 3auTH HHGOpPMaH IIPH VposeHb
HauMmeHoBaHHe | BBIBOJIE M3 SKCILTyaTal[ii aBTOMAaTU3HPOBAaHHBIX | Kox A/03.5 | (momyposeHs) 5
CHUCTEM KBaTM(pUKaLuA
3auMCTBOBAHO M3
OpurpHan X
OpHTHHAJA
Kon PerucrpannoHHbIH
OpUruHajia HOMEp
HpO(l)eCCI/IOHaIILHOFO

cTaHaapTa




TpynoBsle aeiicTBus

BxmiodeHre B OpraHM3allHOHHO-PACTIOPSAAUTENBHBIE JOKYMEHTHI 110 3aI0UTe
uHGOpMAlli [POUEAYp YHHUYTOXKEHHA (CTHpaHHs) HH(popManud Ha
MAIINHHBIX HOCHTEISX, a TaKKe KOHTPONS YHHYTOXKEHHS (CTHpaHMs)
uH(popMau

YHuuTOXeHKe (CTHpaHue) HHGOPMalUy Ha MAIIMHHBIX HOCHTEIAX MPH HX
nepenaye MEX/y MOIb30BATEIIMH, B CTOPOHHME OpraHU3alliy UL PEMOHTA
WJIN YTUIH3AIMH, 4 TAKOKe KOHTPOJIb YHHUTOKEHHS (CTUPAHHS)

duspdecKkoe  yHHYTOKEHWE MAIIMHHBIX  HOCHTeNed  MHQopmaimw,
00pabaTsiBacMO# aBTOMATH3MPOBAHHON CHCTEMON

ApxuBrpoBande HHpopMaluy, o6pabaTLiBaeMOM aBTOMATH3UPOBAaHHOMN
CHCTEMOMH

Heob6xoaumMble yMEHHS

Hcmonp3oBath MporpaMMHBIE CPEIACTBA IJIs1 apXUBHPOBAHKSL I/IH(i)OpMaIII/II/I

HWcnonp30Bath NpOrpaMMHBIE M IPOrPaMMHO-AlapaTHBIC CPEACTBa Ui
YHUYTOXEHHMS (CTHpaHus) MHGOPMAIIMH B HocHTeNei nHdopmanuy

Wcnons30BaTk  THOOBBIE — KpUNTOrpadMdeckWe  CpEICTBA  3alIMTHI
MHGOPMALMH, B TOM YHCJIE 3JIEKTPOHHYIO MOAMACh
Heob6xoaumsble 3Hanus | [Ipouenypsr apXWBHPOBAHHUS HHpOpMAIIUH, obpabaTtsiBacMOi

aBTOMAaTU3UPOBAHHON CHCTEMOH

Ha3Hauenue M [PUHOUINB  PabOTHI
TEXHHYECKHMX CPeACTB MHQOPMaTH3aIMH

OCHOBHBIX Y3JIOB COBPCMCHHBIX

OpraHmaumI TEXHHUYCCKOTO O6CJIy)KI/IBaHPISI H peMOHTa KOMIIOHCHTOB
aBTOMaTI/BI/IpOBaHHOﬁ CHCTCMEBI

ITponenypsl yHHUYTOXEHHS (CTHpaHus) HHpopManuu Ha MAIIHHHBIX
HOCHTEIISIX, a TAKXKEe KOHTPOJIsS YHHYTOXEHHS (CTHPaHHs) HHPOpMalHH

HOpMaTI/IBHI:IC IIpaBOBLIC aKThI B 00J1acTH 3aIlUThI I/IH(bOpMaI_II/II/I

OcHOBHBIE METOJAMYECKHE U PYKOBOJAIME JAOKYMCHTEI YIIOTHOMOYUCHHBIX

Hpyrue

XapaKTCPUCTHUKU

(benepaanHx OpraHoB KUCIIOJIHUTEIHLHOM BJIACTH IO 3alUTE HH(bOpMaIIPII/I

3.2. O60o0mennas TpyaoBas GyHKIHuA

ObecneueHne 3amThl HHGOPMAIHHU B
aBTOMATHU3UPOBAHHBIX CUCTEMAX, UCIOIB3YEMBIX B
TOM 4HCIIE HAa 00BEKTaX KPUTHYECKOH
o YpoBeHb
Hanmenosanue | HHQOPMALMOHHON HHGPACTPYKTYpHI, B OTHOWEHAN = Kox B P — 6
KOTOPEIX OTCYTCTBYET HEOOXOIMMOCThH IPHCBOCHUS
MM KaTeTOpHil 3HAYUMOCTH, B MPOIIECCE UX
JKCIULyaTallui
[MpoucxoxaeHne
N ., 3anMCTBOBAHO U3
06061IeHHO TPy XOBOH OpuruHan X
OpuruHana
(hyHKuMn
Kon PerucrpaurioHHbIH
OpUrHHAJa HOMep
podecCHOHANBHOTO
craHjapTa

Bo3MoxHbBIE
HAMMCHOBAHUS
JIOIDKHOCTEH,
npodeccuit

WmxeHep no 3amure HHbopManuu

Cuenpanuct no 3aiure uHpopMalrH | KaTeropHu

Cremuamict 1o 3amurte naopmarmn Il kareropuu

CrenMaiucT 110 3amure HHpopMaruu

VKeHep-IporpaMMHCT [0 TEXHUYECKOH 3amure uHpopmauuy I kareropuu
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HHxeHep-IporpaMMHCT 110 TeXHWYeckoit 3ammTe uHGopMauuu I xareropuu
WHxeHep-mporpaMMHUCT IO TEXHHYECKOH 3alyTe HHPOpMayH
Hmwxenep-nporpammuct I kareropuu

Umxenep-nporpammuct Il kareropun

Hmxenep-nporpammuct I xareropun

Wmxenep-nporpaMMHUCT

TpeboBanus K
00pa3oBaHHIO U
00yueHHIO

Briciee o6pazoBanue — 6axanaBprar B 001acTi HHGOpMAIMOHHOMI
0e3011acCHOCTH

TpeGoBaHHUsA K ONBITY
HMPaKTHYECKOH pabOoTEI

JUist IOJDKHOCTEH ¢ KaTeropueil — OIbIT padoThI B JOIDKHOCTH ¢ Ooiee
HHU3KOI (mpeiecTByomei) Kareropuei He MeHee OJTHOro roja

Oco0bIe yclioBus
Jonycka K pabore

Hanmure fomycka K ToCyJapcTBEHHOM TaitHe® (IIpr He0OX0AUMOCTH)

Hpyrue

XapaKTEPUCTHKHI

I[OIIOJ'IHI/ITCJIBHHG XapaKTEPUCTUKH

HaumenoBanue Kox HawnmenoBanue 6a30B0ii rpyIibl, JODKHOCTH
JOKYMEHTa (mpodeccun) MM CHENUAIBHOCTH
OK3 12523 CrienuamicTsl 10 KOMIIBIOTEPHEIM CETAM
EKC — HmxeHep-nporpaMMICT (IPOrPaMMHECT)
- VmxeHep-IporpaMMHUCT 110 TEXHMYECKOH 3alMTe
uHpopmau
OKIIATP 22567 Hmxenep 1o 3amurte HHGOpManyu
22824 WmxeHep-nporpaMMHUCT
26579 Crenuanuct 1o 3amuTe HHGOopMayl
OKCO 2.10.03.01 Wndopmanmonnas 6€30macHOCTb

3.2.1. Tpyaosas pyHKuHUS

JInarHocTHKA CHCTEM 3aIIHTH HHGOpManuy YposeHb
HaumeHoBaH#e aBTOMATH3HPOBAHHBIX CHCTEM Kon | B/01.6 | (moyposet) 6
KBannpuranum
HCXOKICHUE oBOM 3auMCTBOBaHO U3
llpo A TPy OpurgHan X
$yHKUHH opHur1Hana
Kon PeructpaunoHHBIH
OpHTHHAJA HOMEDP
npoeCcCHOHATIBHOTO
CTaHgapTa
TPYIIOBI:IG I[CflCTBI/Iﬂ O6Hapy>KeHne UHIIUACHTOB B IIponccce 3KCILIyaTalluu
aBTOMaTI/I3I/Ip0BaHHOﬁ CUCTCMEI
HI[CHTHQ)HK&HI/ISI HUHIUJACHTOB B mponccce JKCITyaTalluu

aBTOMaTHSHpOBaHHOfI CHCTCMBI

OIIeHKa 3aI0UMIEHHOCTH aBTOMAaTH3HPOBAHHBIX CUCTEM C [TIOMOIIbIO THIIOBBIX
IporpaMMHBIX CPEICTB

VcIpaHeHue [OCHEACTBHM  HHIMIEHTOB, BO3HHKIIMX B  IIpouecce
SKCIUTyaTallii aBTOMATH3HPOBAHHOM CHCTEMBI
Pacuer nokazaremnei 3¢ HeKTUBHOCTH 3aIUTHI HHpOpMALUY,

00pabaTsiBacMO#l B aBTOMAaTH3UPOBAHHBIX CHCTEMax
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VHCTpyMEHTANBHEIN KOHTPONb IOKa3aTened 3(QEKTUBHOCTH 3allyThI
undopmanuu, 06pabaTHIBAEMOi B aBTOMATM3HPOBAHHBIX CHCTEMAaX

Heo6xonuMbie yMeHHs

OHpeIleJ'DITL HCTOYHHMKH H IPHUYHNHBI BOSBHUKHOBCHHUS HHINJICHTOB

OueHuBaTh HOCIEACTBUS BBIIBIIEHHBIX HHIMICHTOB

OGHapy)XuBaTh HAPYIICHUS MIPABHII pa3TPaHAYCHHS JOCTyna

VCTpaHsaTh HapyLIEHHS IPAaBIII pa3rpaHHYeHHs IOCTYa

OCYIIICCTBJISITB KOHTPOJIb obecreueHUus YPOBHA 3alllMIOICHHOCTH B
aBTOMAaTH3HMPOBAHHBIX CUCTEMAX

Hcnonp3oBath KpI’IHTOI’pa(I)I/I‘ICCKI/Ie METOABI H  CpC€ACTBA 3allNThI
I/IH(bOpMaIII/II/I B aBTOMATH3HPOBAHHBIX CACTEMAX

Heo6xoauMble 3HaHUA

HopMaTuBHBIE IPaBOBbIE aKTHI B 00JIACTH 3aIIMTEI HHGOpMALH

HanuoHalbHBIE, MEXTOCYAapCTBEHHBIE M MEXIYHApOIHBIE CTaHAApTHl B
ob6acty 3amuThl HHGOPMALHH

PYKOBOJI}IH.[I/IC n METOAUYCCKHUC JOKYMCHTBL YIOJIHOMOYCHHBIX
(bCIleELTILHI:IX OpraHoB HCIIOJIHUTENLHOM BIACTH 110 3alUTe I/IH(i)OpMaIII/II/I

OpraHu3alHoOHHbIE MEPHI 110 3alUTe HHPOPMAIIUH

[IpMBEIMOBL  NOCTPOEHMsS  CPEACTB  3allMTBl  MH(pOpMamud  OT
HECAHKI[MOHMPOBAHHOTO JOCTYNA M YTEUKH 10 TEXHMYECKUM KaHaIaM

KpnTeme OLICHKH 3allIHINCHHOCTH aBTOMaTI/ISHPOBaHHOﬁ CHUCTEMEI

TexHuueckue cpejacTBa KOHTpoisi 3(QQEeKTHBHOCTH MeEp  3amlUThI
uHdopManuu

PernamenT HHGOPMHUpPOBAHHS IEPCOHANA aBTOMAaTH3HPOBAHHOM CHCTEMBI O
BBISIBJICHHBIX HHIUACHTAX

Pernament ydeTa BBIABJICHHLIX HHINJICHTOB

Pernament yCTpaHCHUsA MOCJEJICTBUH MHIUICHTOB

OcHoOBHBIE KpI/IIITOI‘pa(bI/I‘ICCKI/IC METOAbl, AQJITrOPHUTMBI, IIPOTOKOIJIBI,
HCIIOJIB3YEMBIC PARIE: S obecneueHus 3alllUThL an)opMaunn B
aBTOMATU3HPOBAHHBIX CHCTCMAaxX

Hpyrue

XapaKTCPUCTHKH

3.2.2. Tpynosas pyHKIusA

TMpoucxoxkaeHue TPy A0BOM
dyHKIIH

AJIMAHUCTPHUPOBAHHE CHCTEM 3aIMTHI Yposerp
Hanmenosanue  ypdopmaliuy ABTOMaTH3UPOBAHHBIX CHCTEM Kon | B/02.6 | (monyposens) 6
KBaJIMpuKaLuu
3aluMCTBOBAHO U3
OpuruHan X
OpHTHHAJIA
Kon PerucrpannoHHbIH
OpUrdHaia HOMED
npoecCHOHAIBHOTO
cTaHgapTa

TpynoBsle aeiicTBus

VY cTaHoBKa 0GHOBJIEHHH MPOrPaMMHOT0 00ecIiedeH s aBTOMATH3UPOBAHHON
CHCTEMBI

BBINOJHEHUE YCTAHOBJIEHHBIX Mpomedyp obecnedenus 6e30MacHOCTH
undopMamuu ¢ yderoM TpeboBaHHA d(dexTHBHOrO (PYHKIHOHHPOBAHHSA
ABTOMATH3UPOBAHHON CHCTEMBI

YipaBieHne NOJTHOMOYHSIMH JOCTYIIA IIOIB30BATe e aBTOMATH3HPOBAHHOH
CHCTEMBI




11

UndopMupoBanne  HONb30BaTeNell O  HpaBMIAX  JKCIUIyaTalnd
aBTOMATH3MPOBAHHOM CHCTEMBI C Yy4YeToM TpeOOBaHHH 1O 3alluTe
uH(popMauu

[IpoBeieHHe 3aHATHI € IEpCOHATOM IO paboTe ¢ CUCTEMOM 3alUTHI
uHpOpMAallMd aBTOMATU3HPOBAHHOM CHCTEMBI, BKIIOYasd IPOBEACHUC
HPAKTHYECKUX 3aHATUH C IEPCOHATIOM Ha MaKeTaxX MJIM B TECTOBOW 30He

BHeceHwe HM3MEHEHHMH B OKCIUIYaTallMOHHYIO  JOKYMEHTaUMIO H
OpPraHM3alMOHHO-PACTIOPSAUTEIbHBIE JOKYMEHTB II0 CHCTEME 3allUThl
HUHGOPMAlMH aBTOMAaTH3UPOBAHHON CHCTEMBI

HeobxoauMbie yMeHHs

C03IlaBaTI>, yaasTb M U3MEHATH  YYCTHBICE 3allMCH IOJIb30BaTENeH
aBTOMaTHSHPOBaHHOﬁ CHUCTCMBI

q)OpMI/IpOBaTB ITOJIUTHKY 6e30macHOCTH IporpaMMHBIX KOMIIOHCHTOB
ABTOMATU3HPOBAHHBLIX CHCTEM

VcranaBnuBath M HACTpaWBaTh OIEPALOHHBIE CHCTEMEI, CHCTEMBI
ynpaBjieHuss 0a3aMH JaHHBIX, KOMIIBIOTEPHBIE CETH M IPOrpaMMHBIC
CHCTEMBI C Y4€TOM TpeCOBaHHii 10 00eCTIeYeHHIO 3alUTHI HHPOpPMALHK

Hcnonp3oBath KpI/IHTOFpa(l)I/I‘IeCKI/IC METOABI H CpEACTBAa  3alllUTHI
an)opMaunn B aBTOMaTHU3WPOBAHHEIX CUCTEMAX

PCI‘I/ICTpI/IpOBaTI: COGBITI/I)I, CBA3aHHEIE C 3al[UTOM nntbopmaunn B
aBTOMAaTH3HNPOBAHHLIX CUCTEMAX

AHanu3upoBaTh COOBITHSA, CBs3aHHblE C 3aMTOH HHQopManuu B
aBTOMATH3UPOBAHHBIX CHCTEMAX

Heo6xoauMblie 3HaHUSA

[Tpuamunel GOpMUPOBAHHS MOMHTHKH HHGOPMALMOHHOH 0€30IacHOCTH B
aBTOMATH3HPOBAHHBIX CUCTEMAX

ITporpaMmMHO-annaparHeIe cpeacTBa 3aIUTHI uHpOpMALUA
AaBTOMATH3MPOBAHHBIX CUCTEM

OCHOBHBIE ~ KpHITOrpaguyecKHe METOIBI, AaITOPUTMBI, MPOTOKOJEL,
ACHOJB3YEMBIE JUTsl 3aIUTH MHPOPMAIHH B aBTOMATH3MPOBAHHBIX CHCTEMAX

Mertonpl KoHTpOIsA 3PQPEeKTHBHOCTH 3alIUTH HHPOPMALMH OT YTEUKH IO
TEXHIYECKUM KaHaJIaM

Kpurepun OueHKH 95()GEKTHBHOCTH H HANEKHOCTH CPEICTB 3allUThI
IPOrpaMMHOT0 00ecIeueHHs aBTOMATU3HPOBAHHBIX CHCTEM

TexHuueckue cpenctBa KOHTpONS  3GQEKTHBHOCTH MeEp  3alIUTHI
uH(popManuu

[IpUHIMIEl OpraHH3alldd M CTPYKTypa CHCTEM 3alUTHI IPOrpaMMHOIO
obecreueHns aBTOMaTH3APOBAHHBIX CUCTEM

COIIep)KaHI/IC H NOpAAOK JACATCIIBHOCTH IIEpCOHaIa MO OKCIUIyaTalun
3alMMUICHHBIX AaBTOMATHU3MPOBAHHBIX CHCTEM H CHCTCM 06e30MmacHOCTH
aBTOMATHU3UPOBAHHBIX CHCTCM

OcHOBHBIE MCDPEI 110 3aIUTC I/IH(bopMaIII/II/I B aBTOMAaTH3HUPOBaHHBIX CHCTCMAX

Hpyrue

XapakKTEPUCTHKH

3.2.3. TpyaoBas pyHKIuUs

YnpaBiieHHe 3aUMTONR HHGOPMALHH B YposeHs
HanMEHOBAHHE | opT1OMATH3MPOBAHHBIX CHCTEMAX

Kon B/03.6 (momypoBeHs) 6
KBanHpHKaLHH
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Ipoucxoxkaenue TpyA0BO#I
¢$yHKIMH

3anMCTBOBaHO H3

OpuruHan X J——
Kon PeructpaupoHHBIN
OpurdHaia HOMep
npoecCHOHAIBHOTO
CTaHAapTa

TpynoBsle neicTBus

AHanmu3 BO3IEHCTBHS HM3MEHEHHH KOH(QHIypallud aBTOMAaTH3HPOBAHHOM
CHCTEMBI Ha €€ 3alUIIEHHOCTD

CocTaBeHHE KOMILIEKCA IIPABHJ, MPOUEAYp, NPAaKTUYECKHX IIPHEMOB,
NPUHIHUIOB M METOAOB, CPEACTB OOECNEYCHHs 3alllTHl HHQopManuu B
ABTOMATH3HPOBAHHOMN CUCTEME

OueHKa MOCIECTBHI OT pealM3aluu yrpo3 6e30macHOCTH MHGOpMalyu B
ABTOMAaTHU3UPOBAHHON CHCTEME

Ananms U3MEHEHUs yrpo3 6€e301acHOCTH uHpopManuu
aBTOMATH3HPOBAHHOM CHCTEMBI, BOSHUKAIOMINX B XOJE €€ 9KCILTyaTalluy

HeobxonnmMble yMeHHs

OneHuBars I/IH(I)OpMaHI/IOHHLIe PHCKH B ABTOMATU3HPOBAHHLIX CHCTCMAX

KitaccuuuupoBaTh 1 OEHHBATH YTPO3bl 6€30I1aCHOCTH HHpOpMAIMK

Onpefienars  mojiexamye  3ammTe  MHGOPMAUMOHHBIE  PECYpPCHI
ABTOMATU3UPOBAHHBIX CHCTEM

IMpumeHATh HOpPMAaTUBHbBIE TOKYMEHTHI o 3aIUTE oT
HEeCaHKIMOHMPOBAHHOTO AOCTyma K HHGOpPMAalMH H IPOTHBOACHCTBHIO
TEXHHYECKOH pa3BeKe

Pa3pa6aTBIBaTB MPCIOKCHHUS 1o COBCPINCHCTBOBAHHIO CHCTCMBI
yapasJICHUS 3alTHTHI I/IH(bOpMaIII/II/I aABTOMATH3NPOBAHHBIX CUCTEM

KoHourypupoBaTh  NapameTpsl  CHCTEMBbl  3alUThl  MH(pOpMauKH
ABTOMATH3MPOBAHHBIX CHCTEM

IIpUMEHATH TEXHAYECKHE CPEACTBA KOHTPONIA 5 PEKTHBHOCTA Mep 3allUTHI
uHpopManuu

H606XOHI/IMHC 3HaHHUA

OcHOBHbBIE METOJTBI yHpaBJICHUSA 3aI0ATOMN I/IH(bOpMaI_II/II/I

OcHoBHBIE Yrpo3sbl 6e30macHOCTH HH(bOpMaI_II/II/I U MOJCJIH HApYHIUTCIA B
aBTOMAaTHU3MPOBAHHBIX CUCTEMAX

MeToapl 3al{UTHI I/IHq)OpMaI.II/II/I OT HECAaHKIIMOHHPOBAHHOTO [0CTYyIla H
YTCUKH 10 TCXHUIECKHUM KaHallaM

HopmarrBHbIe IPaBOBHIE aKTHI B 00JIaCTH 3aIMTEI HHpOpMaIHH

HanmoHanbHBIE, MEXKIOCYyIapCTBEHHBIE M MEXIYyHApOAHBIC CTaHIAPTHl B
00J1acTH 3amATHl HHPOpMaIKH

PykoBomsiide W~ METOJMYECKHME  JOKYMEHTBl  YIOJIHOMOYCHHBIX
deiepabHEIX OPraHOB HCIIONHUTEIBHOM BIACTH MO 3aIIUTe HHOPMALHH

Hpyrue
XapaKTePUCTHKH

3.2.4. TpynoBas pynKuus

O6ecnieyenne paboTOCIIOCOOHOCTH CHCTEM YpoBeHb

HaumeHoBaHve | 3alATHI HHGOpMaNUK IIpY BOSHUKHOBEHUH Kox | B/04.6 | (nomypoBeHs) 6
KBaJIH(pUKaLMH

HEIITaTHBIX CUTYyalud
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[MpoucxoxaeHUE TPYAOBOKH
dyHKIMH

3anMCTBOBaHO U3

OpurmHan X
OpHrHHAna
Kon PeructpaumoHHbII
OpHIHHaja HOMep
npodeccHOHABHOTO
CTaHgapTa

TpynoBble IeACTBUA

OGHapyXeHHe HEHCTpaBHOCTeH B paboTe CHCTEMBI 3aIIUTEI HHQOpMAIUH
ABTOMATHU3HPOBAHHOM CHCTEMBI

YcTpaHeHHE HEHMCIPABHOCTEH B paboTe CHCTEMBI 3aIMMTHl MH(pOpMALUH
aBTOMATH3MPOBAHHOM CHCTEMBI

PesepBupoBaHie INPOrPaMMHOrO 0OeCleYeHHs, TEXHHYCCKHX CPEICTB,
KaHAJIOB II€pe/ladi JAaHHBIX aBTOMATH3MPOBAHHOM CHCTEMBI YIIPaBJICHHs Ha
CIly4aif BOSHUKHOBEHHS HEINTATHBIX CUTYallHi

Co3fanue aqbTEPHATHBHBIX MECT XpaHEHHsA H oOpaboTku HHpopMauuu Ha
CclIy4ail BO3HUKHOBEHHUS HEINTATHBIX CUTYallHid

BoccTranoBienue mociae cO0eB M OTKa30B IporpaMMHOIO obecreueHHus
aBTOMATH3HUPOBAHHEIX CUCTEM

HeobGxonvMble yMEHHA

IIpUMEHATh TUIOBbIE MPOTPaMMHBIE CPEICTBA PE3CPBUPOBAHUA M
BOCCTAHOBJIEHHs HH(OpMALK B aBTOMATU3UPOBAHHBIX CHCTCMAX

HpI/IMeHXTB CpeacTBa obecrnieueHUs OTKaBOYCTOi/'I‘IHBO CTH
aBTOMATU3HPOBAHHLIX CHCTCM

KiaccuuuupoBath M OLICHUBATh YTPO3bl MHPOPMALMOHHOH 6€30I1acHOCTH

HpI/IMeHSITI:. IIporpaMMHLIC CPCACTBA obecrieueHus 0€30IIaCHOCTH JAHHEIX

JIOKyMEHTHpOBaTh JEHCTBUS 10 YCTPaHEeHHIO HEHCHpaBHOCTEH B paboTe
CHCTEMBI 3alIMTEI HHPOPMAIMH aBTOMaTU3HPOBaHHOM CHCTEMBbI

HeoOxoauMele 3HAHUS

Mertonst )7 CIocoObI obecnieueHus OTKa30yCTOMYHNBOCTH
ABTOMATH3MPOBAHHBIX CHCTEM

Conepxcal-me U MOpsAAOK MCATEIIBHOCTH IIEpCoHala IIo IKCIITyaTaluu
3alIAINCHHBIX aBTOMAaTH3MPOBAHHBIX CHCTEM U ITOJACHCTCM 6€30MMacHOCTH
aBTOMAaTH3HUPOBAaHHBIX CHCTCM

OcHOBHEBIE I/IH(bopMaIII/IOHHBIC TEXHOJIOT'HH, HCIIOJIB3YEMBIC B
aBTOMATH3HPOBAHHLIX CUCTEMAX

HpPIHIIPIHBI IOCTPOCHHUA CPECACTB 3allUThI I/IH(bOpMaIII/II/I OT YTCUKH IIO
TEXHHYCCKHUM KaHaJIaM

IIporpaMMHO-aNmapaTHEE CPEACTBA OOECIICUCHHs 3aMThi UHGOPMAIUH
aBTOMATH3MPOBAHHEIX CHCTEM

HopMaTHBHBIE IPABOBBIE aKThI B 0OIACTH 3aIMTHI HHGOpMAIIH

PykoBomsimde W METOJAMYECKHE  JOKYMEHTBl  YMOJIHOMOYEHHBIX
e ZlepalbHBIX OPTaHOB MCIIOTHUTEIBHOM BIACTH MO 3amKTe HHPOPMALHH

Opl"aHH3aI.lI/IOHHI>IC MEPHI 1O 3alUTE I/IH(i)OpMaI_II/II/I

Hpyrue
XapaKTEPUCTUKH

3.2.5. TpyaoBas pyHKuus

MOHHTOPHHT 3alIMIIEHHOCTH HHPOpMAUK YposeHb
Haumeropakue B aBTOMATU3HUPOBAHHBIX CUCTEMAX Kox | B/05.6 | (nomyposens) 6
KBaJIMpUKaLUH




[MpowcxoxaeHAE TPYAOBOA
(hyHKUUH
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3anMCTBOBaHO U3

Opurunan X pS———
Kon PeructpaunoHHBIH
OpUTHHAJIA HOMep
po¢ecCHOHATLHOTO
cTaHAapTa

TpynoBele neficTBUs

BripaGoTka peKOMEHAAlMH Ul IPUHATHA PpEIiCHHA O MOJCPHU3AINH
CHCTEMBI 3aLMTH HHPOPMAIMH aBTOMAaTH3MPOBAHHON CHCTEMBI

BeipaGoTKa peKOMEHZauMii is NPUHATUA PEHIEHHs O MOBTOPHOH
aTTecTallid  aBTOMATH3HPOBAHHOW CHCTEMBI HJIH O  IPOBCICHHH
JOTIONHUTENBHBIX aTTECTAllHOHHBIX HCTIBITAHMA

Briasnenune yrpos 0e30IMacHOCTH HH(bOpMaI.II/II/I B aBTOMAaTH3HPOBAHHBIX
CHUCTEMAX

[IpuBsaTde Mep 3aliUThl HHGOPMAIMK TNpPH BBLIBICHHH HOBBIX YyIpoO3
Ge3onacHocTH MHGOPMaLMU

AHann3 HeJOCTATKOB B (byHKIII/IOHI/IpOBaHI/II/I CHCTCMBI 3allIUTHL I/IHQ)OPMaIlI/II/I
aBTOMaTI/BI/IpOBaHHOﬁ CHUCTCMBI

YcTpaneHue HEZOCTaTKOB B ()YHKUMOHUPOBaHHMHM CHCTEMBbI  3aINUTHI
nHpOpMaIii aBTOMATU3HPOBAHHON CHCTEMBI

HeobOxoauMble yMEHHS

KraccuHIEpoBaTh ¥ OLEHUBATh YIPO3bl HHGOPMALMOHHON 6€30I1aCHOCTH

AHaTU3UpOBaTh pPOrpaMMHEIE, apXHUTEKTYPHO-TEXHUYECKHUEC u
CXEMOTEXHHYECKHE PELIEHNUS] KOMIIOHCHTOB aBTOMATH3HPOBAaHHBIX CHCTEM C
HeNbl0  BHIABJIEHHS  IOTEHIMAIBHBIX  YA3BHMOCTEH  06e30macHOCTH
MHQpOPMALMH B aBTOMaTH3HPOBAHHBIX CHCTEMaX

TIpUMeHATs HOPMATHBHBIC JOKYMEHTHI IO 3aluTe HHGOpMAMH OT
HECAHKIOHMPOBAHHOTO [JOCTYlda H IPOTHBOJCHCTBHIO ~TEXHHYECKOH
pasBeaKe

KonTpomuposath 3¢¢eKTHBHOCT NPHHATEIX MEP IO PeaH3allii MOTUTHK
6e3onacHoCTH HHGOPMAIMH aBTOMAaTH3HPOBAHHBIX CHCTEM

KoHTpo/MpoBaTh cOOBITUA 0€30MaCHOCTH M JIEHCTBAA IIOJNB30BATENICH
ABTOMATH3MPOBAHHBIX CHCTEM

IIpiMeHSTh TEXHUYECKUE CPEACTBA KOHTPONs 3¢ GeKTHBHOCTH Mep 3alllUThl
uH(OpMaIi

JIOKyMEHTHPOBATh IPOLIEAYPHI H Pe3yIIbTaThl KOHTPOI QYHKIHOHHPOBAHUS
CHCTEMBI 3allUThl HHPOPMAUMHI aBTOMATH3HPOBAHHON CHCTEMBI

HeobOxoauMblie 3HaHUSI

Conepxca}me H TMOpIA0K JACATCIBHOCTH IICPCOHAIIA o JKCIIyarauuu
3aMUIICHHBIX aBTOMAaTH3UPOBAHHBIX CHUCTEM H NOoACHUCTEM 0e30macHOCTH
ABTOMATHU3UpPOBAHHBIX CHCTCM

OcCHOBHBIE Yrpo3bl G€30MacHOCTH MH(OpMAalMH W MOJCIM HapyIIUTENIs B
aBTOMATH3UPOBAaHHBIX CHCTEMAX

OcHOBHbBIE KpI/IHTOFpa(l)I/I‘—ICCKI/IC METOJBI, &QJITrOpHTIMBI, IIPOTOKOJIbI,
HUCIOJIB3YCMBIC I 3alUTHI I/IH(bOpMaIII/II/I B aBTOMAaTH3NPOBAaHHEIX CHCTCMax

HpOI‘paMMHO-aIIHapaTHBIe cpeacTea oOecIieyeHHs 3allUTHI I/IH(l)OpMaIlI/II/I
ABTOMATH3MPOBAHHBIX CUCTCM

MeTtoapl 3aIUATEI I/IH(i)OpMaI.II/II/I 0T YT€UYKH 110 TEXHUICCKHUM KaHajllaM

HOpMaTPIBHBIe IIPaBOBLIC dKTHI B o0yacTH 3alIuThI I/IH(l)OpMaIII/II/I

PykoBofsmue ¥  METOAMYECKHE  JOKYMEHTBHI  YHOIHOMOYCHHBIX
deepanbHBIX OpraHOB KCHOJMHUTENBHON BIACTH 10 3aIUTe nH(OpMaLMH

OpraHu3alMOHHEIE MEPHI 110 3aIMuTe HH(POpPMALHH

Hpyrue
XapaKTePHCTHKH




3.2.6. Tpynosas pyHxuus
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AyIuT 3alUIIeHHOCTH MHGOpMaIyi B YposeHb
HaumeHoBanue aBTOMATH3HPOBAaHHBIX CHCTEMAX Kon | B/06.6 | (momyposer) 6
KBaTM(pUKALUH

IMpoucxoxaeHue TpyAOBOH
$yHKUMH

3auMCTBOBaHO W3

OpuruHan X
OpHTHHAJIA
Kon PerncrpaliuoHHBIH
OpHTHHAJA HOMEp
npoecCHOHAILHOTO
CTaHIapTa

TpyznoBsie AeficTBHSA

Onenka HMHPOPMAMOHHBIX PHUCKOB Oe30macHOCTH HMH(OpMaLMH B
ABTOMAaTU3UPOBAHHON CUCTEME

OO0ocHOBaHHE M KOHTPOJIb PpE3yJIbTAaTOB YIPAaBICHYECKHX pEIUCHHA B
o6:1act 6e30macHOCTH HHOPMaIMi aBTOMaTH3UPOBAHHEBIX CHCTEM

9Kcnean3a COCTOSAHHSA 3allIHIIICHHOCTH I/IHq)OpMaI.II/II/I aBTOMATH3UPOBAHHBIX
CHCTCEM

ObocHoBaHKE KpUTEPHEB s¢dexTHBHOCTH (OYHKIIMOHUPOBAHM
3aUIMIIECHHBIX aBTOMATH3HPOBAHHBIX CUCTEM

Heo6xoauMpie yMeHUA

KnaccuduuupoBats u OleHHBaTh YTpo3bl 6€30IaCHOCTH MH(OPMAIUU Ui
00BbeKTa HHPOpPMaTU3ALUH

PaspabareiBaTh  NPEIJIOKEHHS IO  COBEPUIEHCTBOBAHMIO  CHCTEMBI
ynpasjieHuss HHGOpPMAanMOHHOH 6€30MacHOCTBI0  ABTOMATH3MPOBaHHBIX
CHCTEM

Pa3pabatsiBaTh MOJIUTHKH Oe3onacHOCTH HHpOpMaLUU
aBTOMATH3UPOBAHHBIX CHCTEM

[TpUMEHAT HMHCTPYMEHTAIBHBIE CPEACTBA KOHTPOJIA  3AlMIICHHOCTH
HHQpOpPMAIMH B aBTOMAaTH3APOBAHHBIX CHCTEMAX

H606XOIII/IMBIG 3HaHHUA

OcHoBHBIE KpI/IHTOI‘paq)I/I‘ICCKHC METOAbl, AJIrOpUTMBI, IIPOTOKOJIBI,
HUCITOJIB3YCMBIC JIJIs1 3aIIUThI I/IH(bOpMaI_II/II/I B aBTOMaTH3HUPOBAHHLIX CUCTEMAX

CrocoObl 3aImuThI I/IH(i)OpMaI.II/II/I OT HCCAaHKIHOHMPOBAHHOTO JOCTYyIla H
YTCUKH 110 TCXHAYECKUM KaHaJIaM

Metonsl  KoHTpons — 3Q¢QeKTHBHOCTH  3allUTHl  MHQOpMauud  OT
HECAHKIMOHUPOBAHHOTO JIOCTYNA M YTEYKH [0 TEXHMYCCKUM KaHaIaM

TIpHAIHIIBI TOCTPOSHUS CHCTEM 3alIMTHI HHPOPMaIUK

HOpMaTHBHBIe ITPaBOBBIC AKTHI B obmactu 3allUTBI I/IH(I)OpMaIII/II/I

PykoBomsfmme W METOAMYECKHE  JOKYMEHTBI  YIOJHOMOYEHHBIX
demepabHBIX OPraHOB MCIIOIHATENBHON BIACTH IO 3aIuTe HHGOpMAliH

OpraHu3alHOHHBIE MEPHI 110 3allUTe HHGOpMaIny

Hpyrue

XapaKTePUCTHKH

3.2.7. TpynoBan ¢pynxuus

VcTaHoBKa M HACTPOMKA CPEACTB 3alllMThl Vposenn

HaumeHoBaHue HH(pOpPMALIMH B aBTOMATU3MPOBAHHBIX Kon | B/07.6 | (nomypoBeHb) 6

CHUCTEMaX kBT UKaLHA




TpoucxoXKaeHHE TPYAOBOH
dyHKUHH

16
Opurmwan X 3auMCTBOBAHO H3
OpHrHHana
Kon PeructpaunonHbIi
opUrHHaja HOMEp
TpoEeCCHOHATILHOTO
cTaHIapTa

TpynoBble aeiicTBHS

BxoHO# KOHTPOJIb Ka4eCTBa KOMILIEKTYIOMMX H3/ENHH CHCTEMBI 3allUThI
MH(OpManyy aBTOMATH3MPOBAHHON CHCTEMBI

OC}’IIICCTBHCHI/IC ABTOHOMHOM HAJIAJKA TEXHHYECKHX H MIPOrpaMMHBIX
CpCACTB CUCTCMBI 3alIUThI PIH(bOpMa].II/II/I aBTOMaTHSHPOBaHHOﬁ CHCTEMBI

HpOBeI[CHI/IC IIpUEMOYHBIX UCHBITAHUM CHCTEMBI 3allfUTHI HH(bOpMaIII/II/I
aBTOMaTI/ISI/IPOBaHHOﬁ CHCTEMbBI

BueceHue B 3KCIITyaTallHOHHYIO JOKYMCHTAaIUIO HSMCHCHHﬁ, HalpaBJICHHBIX
Ha yCTpaHeHHC HEJOCTAaTKOB, BHIBJIICHHBIX B IIPOIECCE HCIBITAaHAHT

Heo6xoauMbie yMEHUS

AILMI/IHI/ICTpI/IPOBaTB IIpOrpaMMHBIC cpeacTea CHUCTEMEI 3allMTEI
I/IH(l)OpMaIII/II/I ABTOMATH3HPOBAHHEIX CHCTCM
yCTpaHSITI: H3BECTHBIC YA3BHUMOCTH aBTOMaTI/ISI/IpOBaHHOﬁ CHCTEMBEI,

TIIPpUBOIAIINE K BO3HHUKHOBCHHIO YI'DO3 0e30I1acCHOCTH I/IH(I)OpMa].II/II/I

TIpuMeHATh HOPMATHBHBIE NOKYMEHTHl N0 3aluTe HH(popmaumuu oOT
HECAHKIMOHMPOBAHHOTO JOCTYNa M IPOTHBOJEHCTBHIO ~TEXHMYECKOH
pa3BeJKe

HpI/IMCHHTB AHAJIMTHYCCKHC H KOMIIBIOTCPHBIC
aBTOMAaTU3HMPOBAHHBIX CUCTCM H CHUCTEM 3alllAThI I/IH(i)OpMaI.II/II/I

MOACIIH

IIpoBOIMTH aHAIN3 CTPYKTYPHBIX H (YHKIHMOHATLHBIX CXEM 3aIUIIEHHON
AaBTOMATH3MPOBAHHON CHCTEMbI

OnpeesaTe napaMeTpbl HACTPOHKH NPOTrPaMMHOTO obecrieueHUs: CHCTEMBI
3aIMTH HE(GOPMALMK aBTOMATH3HPOBAHHOH CHCTEMBI

Heo0OxoauMbie 3HaHHA

OcHOBHBIE YTpo3bl Ge30MacHOCTH MHPOPMALMH U MOJEIH HapyHMMTe B
aBTOMATH3HPOBAHHBIX CHCTEMaxX

COlIep)KaHI/IC SKCHHyaTaHHOHHOfI JOKyMEHTaIluHu aBTOMaTI/ISHpOBaHHOﬁ
CUCTEMBI

Tunossie CcpeacTna, MCTOBI 151 I/II[CHTI/I(bI/IKaHI/II/I,

ayTeHTA(HKAUH ¥ aBTOPU3ALNH

IPOTOKOJIBI

OcHOBHBIE MCPBEI 110 3alIUTC HH(bOpMaI.II/II/I B aBTOMATHU3UPOBAHHLIX CUCTCMAX

HOpMaTI/IBHBIC TIIPABOBLIC AKTHI B 00J1acTH 3amUThL I/IHCI)OpMaI_II/II/I

PykoBoAslie M  MCETONMYECKME  NOKYMEHTbI  YIONHOMOUCHHBIX
deiepaibHBIX OpraHOB HCHIONHUTENBHOH BIACTH 110 3alIHTE uHdopmanun

Hpyrue

XapaKTEePUCTHKH

3.2.8. TpyaoBas gpynKuus

HanmeHoBaHHE

TIpoucxoxkeHHe TPy AOBOA
¢GyHKIUM

PaspaboTka opraHu3alOHHO- VposeHb
PacIopsSANTENBHBIX JOKYMEHTOB 110 3alIUTE Kon | B/08.6 | (momypoBeHb) 6
uH(OpMaIUy B aBTOMATU3HPOBAHHEIX CHCTEMax KBAIM(UKAUIH
3anMCTBOBAHO M3
Opurunan X
OpMruHana
Kon PerucTpauoHHBIA
OpHUruHajia HOMED
TpodecCHOHANBHOTO

cTaHaapra
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TpynoBsle AeHCTBUA

OnpeneieHie TPaBWJI M MpPOLEAYp YNPAaBICHHA CHCTEMOW 3alUTHI
MH(OPMAIIHH aBTOMATH3HPOBAHHOM CHCTEMBI

Onpezenenye TpaBU U TPOLEAYP BIIBICHUS HHIMICHTOB

OnpejieieHre TPaBWI W NPOLUEAYP MOHHTOPHHTa OOECIEYEHMs YPOBHS
3aIUIICHHOCTH HH(OPMAIK aBTOMATH3UPOBAHHON CHCTEMBI

Onpejienenne mpaBHl W NPOHEAYp 3allMTHI MHQOpPManuM IpH BBIBOJIE
ABTOMATH3UPOBAHHON CHCTEMBI M3 SKCILTyaTalluu

Onpenenedre HpaBWI M IpPOLUEAYp pearMpoBaHHs Ha HHIMICHTHL B
aBTOMAaTU3UPOBAHHOMN CHCTEME

Heo6xoaumMble yMEHUS

KitaccuduuupoBaTh ¥ OLEHABATh Yrpo3bl HHPOPMAKOHHOMK 6e3011acHOCTH

[IpuMeHAT, HOPMATHBHBIE IOKYMEHTHI 10 3amuTe HH(pOpMauuum OT
HECAaHKIMOHMPOBAHHOTO AOCTyHa M HPOTHBOJCHCTBHIO TEXHHUYECKOM
pasBefike

OnpeziensaTh napamMeTpsl HACTPOUKH IPOrpaMMHOTO OOECTIEUEHHS CHCTEMBI
3aIuTE HHGOPMAIUH aBTOMATH3UPOBAHHON CHCTEMBI

Kontpoimposats 3¢eKTHBHOCTS IPUHATHIX Mep 10 3aIMTe HHGOpMalny B
AaBTOMATH3NUPOBAaHHBIX CHCTEMAX

Heob0xonuMele 3HaHHSA

Conep)lcaﬂne U MOpAAOK JACATCIBHOCTH IICPCOHANIa MO SKCIUTyaTalliH
3alIUIIEHHBIX aBTOMAaTU3HPOBAHHEIX CUCTEM H CUCTCM 3aIINTEI I/IH(bOpMaI_II/II/I

OcHOBHBIE YIpo3sl Oe30macHOCTH HHGOpMaUuM M MOJEIM HapyUIUTENs B
ABTOMATU3UPOBAHHBIX CHCTEMAX

OcHOBHEIE  KpHITOTpadudYecKHe METOIBl, AITOPUTIMBIL,  MPOTOKOJBI,
HCHOJB3yeMBIE IS 3aIATH ’HGOpPMALHK B aBTOMaTU3HPOBAHHBIX CHCTEMaX

[IpUHIMOBL  TOCTPOSHHS ~ CPEACTB  3allUThl  HMHpoOpManuu  OT
HECAHKIMOHMPOBAHHOTO JOCTYIIA M YTEUKH M0 TEXHUIECKUM KaHaJlaM

HOpMaTI/IBHBIe IIPpaBOBLIC aKTLHL B 00J1aCTH 3aIUTHI HH(bOpMaHHH

PykoBojsiiupe W~ METOAMYECKHE  JOKYMEHTHI  YIIOJHOMOYCHHBIX
desepatbHBIX OPraHoOB HCIOJIHUTELHOM BIIACTH 1O 3alIMTe MH(pOpMALKH

Hpyrue

XapaKTEPUCTHKH

3.2.9. TpyaoBas pyHKUHHA

AHanu3 ysa3BUMOCTEH BHEAPAEMON CHCTEMBI VposeHb
HaumeHOBaHUE | 3amiyTH HEpOPMALHK

Kox | B/09.6 | (momyposeHs) 6
KBaJTA(pUKaLUH

[powcxoxacHHE TPYAOBOH
(GyHKIHU

3auMCTBOBaHO U3

Opuranan X
OpHrHHANA

Kon PeructpaltioHHbI#H
OopHUruHana HOMEp
1podecCHOHATBHOTO
cTaHjaprTa

TpyznoBble NeHACTBUSA

Beibop u o6ocHoBaHHe KpuTepueB 3(dekTHBHOCTH (GyHKIHOHHPOBAHUS
3alIMIIEHHBIX aBTOMATU3HPOBAHHBIX CHCTEM

HpOBCI[eHPIC aHaIH3a YI3BUMOCTH IPOrpaMMHBIX H  IIpOrpaMMHO-
annapaTHBIX CPpEICTB CUCTEMbI 3ALIHThI I/IH(l)OpMaI_lI/IIrI aBTOMaTHSHPOBaHHOfI
CUCTECMBEI

HpOBeHCHI/Ie SKCHEPTH3BI COCTOAHMA  3alIUINCHHOCTH I/IH(I)OpMaIII/II/I
aBTOMATH3HUPOBAHHEBIX CHCTEM
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VYTouHEHHE MOJIEH yrpo3 0e30macHOCTH nHpopMaIN
ABTOMATH3WPOBAHHOH CHCTEMBI

HpOBCI[CHI/Ie NpeaBaApUTEIIBHBIX HCIIBITaHUI CHCTEMBI 3aU[UTHI nthopmauI/m
aBTOMaTI/I3I/IpOBaHHOI71 CHUCTECMBI

[IpoBeneHMe  aHanW3a  ysA3BUMOCTEHl  aBTOMATH3HPOBAHHBIX M
AHGOPMAIIMOHHBIX CHCTEM

HeobxoaumMeie yMeHust

KnaccuuuuposaTe ¥ OLEHHBATh Yrpo3bl 0Oe30macHOCTH HH(poOpMauuu
aBTOMAaTU3UPOBAHHON CHCTEMBI

PaspabarpiBaTh  NPEIJIOKECHHS II0  COBEPHICHCTBOBAHHIO  CHCTEMEI
yIpapJieHus 3amuTol MHGOpManyy aBTOMaTH3HPOBAHHOMH CHCTEMBI

IIpoBoauTh aHAIM3 OOCTYIMHBIX MH(OPMAIMOHHBIX MCTOYHHKOB C IIENIBIO
BBISIBIICHHUSI H3BECTHBIX YS3BUMOCTEH, HCIIONB3YEMBIX B CHCTEME 3AIMTHI
MH(GOPMaIMHU IPOrPaMMHBIX ¥ IIPOTPaMMHO-AMNIAPATHBIX CPE/ICTB

VYcerpaHsaTh BBIIBJICHHBIE YS3BHMOCTH aBTOMATH3MPOBAHHOH CHCTEMEI,
IpUBOJIAIIYE K BOSHUKHOBEHHIO Yrpo3 6€30MacHOCTH HHpopManuu

HeobxonuMsle 3HaHNI

OCHOBHBEIE METO/IBI M CPEICTBA KpUITOrpaduueckoi 3aluTh HHpOpMaiu

Crroco0sl 3anmThl MHGOPMAIMK OT HECAaHKIHMOHMPOBAHHOIO JOCTyIa H
YTE€UKH 0 TEXHUYECKUM KaHalaM

Crnoco6sl  KOHTpoNs  3(¢EKTHBHOCTH  3amMTHl  HHpOpManmuMH  OT
HECAHKIMOHMPOBAHHOTO HOCTYIA U YTE€UKH 10 TEXHHYECKHM KaHa/laM

HopMaTHBHEIE IIPaBOBBIE aKThI B 00JIACTH 3alIUTE HH()OpMAIUK

PykoBoisdiipe ¥ METOAMYECKHE  JOKYMEHTHI  YIIOJHOMOYCHHBIX
deaepanbHEIX OPraHOB MCIIOJHHTENBHOMN BJIACTH IO 3aIIUTE HHPOPMALHK

OpI‘aHI/ISaIII/IOHHBIC MEPBHI I10 3aIUTE HH(bOpMaIII/II/I

Coz[epxcaHHe 3KCHJIyaTaIII/IOHHOﬁ JOKYMCHTAIun aBTOMaTPISI/IpOBaHHOﬁ
CHUCTCMBI

Hpyrue
XapaKTEePUCTUKH

3.2.10. TpynoBasi yHKUMSA

BHezapeHne opraHu3alHOHHBIX Mep 110 YposeHb
HaumeHoBaH#E 3armuTe HHPOpMaIUU B Koa | B/10.6 | (momypoBeHs) 6

aBTOMATH3NPOBAHHLIX CHCTEMAX KBaH(HKaLMH
[IpoucxoxaeHue OBOi 3auMCTBOBaHO U3

po A TPYA Opuruan X
($yHKIMH OpHUIMHaIa
Kon PerucrpalHOHHBIH
opurnHana HOMEp
nipogeccHoHaILHOIO
cTaHaapra

TpynoBsle neicTBHA

[IpoBeieHHe TPOBEPKM HOJMHOTHl  ONMCAHHA B  OPraHU3aUMOHHO-
pACHOpSAUTENBHBIX  JAOKYMEHTaX Ha aBTOMATH3WPOBAaHHYIO —CHCTEMY
neficTBUIf IepcoHAla [0 pPeaTU3allid OPTaHU3alMOHHEIX MEp 3allUThI
HHpOpMaIu

IIpoBe/ieHMe 3aHATHA C MEPCOHANOM MO pPaGoTE C CHCTEMOH 3allUThI
MHQOpMAIMA  ABTOMATH3HUPOBAHHOM CHCTEMBI, BKIIOYas IPOBEACHHE
TPAaKTHYECKUX 3aHATHH HA MAaKeTaX HJIM B TECTOBOM 30HE

IMoAroToBKa [OOKYMEHTOB, OIpeE/MIOIMX IpaBUIa M IPOLERyphI,
peanmsyeMble omepaTopoM Jisi ofecleueHHs 3alMThl MHQOpMAlUH B
UHPOPMALIOHHON CHCTEME B XOJIE€ €€ IKCILTyaTallu
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HpOBeI[eHI/IG MIPOBCPKH TOTOBHOCTH mepcoHana K OKCILUTyaTallui CHCTCMEI
3a1UThI I/IH(i)OpMaI_II/II/I aBTOMaTHSPIPOBaHHOﬁ CHCTCMBL

T[ToAroToBKa JOKyMEHTOB, ONPEAEIIONIMX IIPaBHIia M NPOENypbl KOHTPOIIA
0GeCeYeHHOCTH YPOBHS 3aIMIIEHHOCTH MHGOpPMAIMH, colepxameics B
HH(OPMAIMOHHON CHCTEME

[ToAroToBKa JOKYMEHTOB, OIPEACHAIONNX TpaBUla M MPOUCAYPHI
BLISBICHUS HMHIMICHTOB, KOTOpHIE MOTYT IpPHBECTH K COOsIM MM
HapylleHMIO  (YHKUHOHMpOBAaHHMS — MH(GOPMAIMOHHOH  CHCTEMBI M
BO3HHUKHOBEHHIO YTpo3 6e30MacHOCTH HHPOpMAIiK

IToAroToBKa AOKYMEHTOB, ONpENCIAIOMMX MpaBHIa M IPOHCAYpHI
ylpasieHus KoH(urypanuen aTTeCTOBAaHHON HH(OPMAIMOHHOK CHCTEMBI H
CHCTEMBI 3alMTHl HHGOpMaIi HMHPOPMALIMOHHON CHCTEMBI

Heo6xoauMble YMEHHSA

Peai30BbIBATh IIPaBIIa Pa3sTPaHHYEHHs HOCTyIa IEpcoHaia K 00BeKTaM
Joctyna

AHaIM3HPOBATh NPOrPaMMHEIC H IIPOrPaMMHO-AINApaTHbIC PEINCHHA IIPH
[IPOCKTHPOBAHUM CHCTEMbl 3AIUTEl HHQOPMAIMH C UENbIO BBIABICHUA
MOTeHIMATBHBIX  ysA3BHMocTedl  OesomacHocTM — HHoOpMalMd B
aBTOMATH3UPOBAHHBIX CHCTCMAX

KOHCY/IHTHPOBAHME IIEpCOHANA ~ABTOMATH3MPOBAHHOH ~ CHCTEMBI MO
KoMmIUTekcy Mep (UpaBHiIaM, IpONEAypaM, MPaKTHIECKUM IpHEMaM,
PYKOBOJAIIMM TPHHIMIAM, METOJAM, CPEACTBaM) obecreyeHus 3allUThI
uHdopManuu

OcylIecTBIATs IUIAHUPOBAHME M OPTaHM3ALMIO paboTel MEpcoHaNa
ABTOMATH3UPOBAHHON CHCTEMBI C Y4eTom TpeOoBaHMH 10 3alluTe
uadopManuu

KoH(HIypHpOBaTH ATTECTOBAHHYIO HH(POPMAIMOHHYIO CHCTEMY M CHCTEMBI
3amuTs HHGopMaIuK HHPOPMALMOHHOH CHCTEMBI

Heob6xonuMele 3HaHUSA

HopMaTuBHBIE [PaBOBBHIC AaKThl W HAIMOHAIBHBIC —CTAHJAPTHI MO
JIHIEH3POBAHMUIO B 00)1acTH 00€CTICIeHHS 3aIM TR roCcyJapCTBEHHOM TalHbBI
¥ cepTH(HKAIAA CPEICTB 3AIIMTH HHPOPMALHH

MeTosl, cocoOBI, CPEACTBA, MOCIEAOBATEIFHOCTS H COMEPKAHUE STANOB
pa3pa0OTKH  aBTOMATH3MPOBaHHbIX ~ CHCTEM M CHCTEM  3alMTBI
AaBTOMATH3UPOBAaHHBIX CHCTEM

HopMaTuBHBIE IPABOBHIC AKThI B 00/1aCTH 3alIUTHI undopmanun

PykoBojsAmue M METONWYECKME  JOKYMEHTHI  YIOMHOMOHYEHHBIX
deiepabHBIX OPraHOB HCHIONHUTENBHOH BIACTH 10 3aIATE uHdopManyu

OpraHH3alMOHHBIC MEPHI 110 3aIUTe HHGOPMANKK

METOIMKH CepTHPHUKALMOHHBIX UCIILITAHUH TCXHHIECKHX CPCICTB 3aIUThI
uHdOpMAaIMU OT HECAHKIMOHMPOBAHHOrO ~JOCTYNa M YTEHKA IO
TEXHAYECKHM KaHAJaM HA COOTBETICTBHE TPeOOBAaHMAM MO OE30NACHOCTH
uHGOpMaIMH

MeTtonsl, crocodbpl ¥ cpeacTsa obecrieueHU OTKaSOYCTOﬁqHBOCTH
aBTOMAaTH3HPOBAHHLIX I/IH(l)OpMaIII/IOHHI:IX CHCTEM

Hpyrue
XapaKTEPUCTHKH
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3.3. O6o6mennas Tpy1oBas GyHKIUS

Pa3paboTKa CHCTEM 3alIAThI uHdopMaluu

ABTOMATH3HPOBAHHBIX CHCTEM, HCTIONIB3YEMBIX B

TOM UHCIIe Ha 00BEKTaX KPHTHYECKOH VpoBeHb
HanMeHoBaHKne . Kon C 7

uH(OPMAIMOHHOH HH(PACTPYKTYPEL, B OTHOILICHUH KBaTMUKALIH

KOTOPEBIX OTCYTCTBYET HE0O0XOIUMOCTH IIPUCBOCHHA

M KaTeropwii smawmmocrs .. L1 i
[TporcxoXKIeHUE

. . 3auMCTBOBAHO M3
000061IeHHOH TPYAOBOH OpHrusai X
opumnana
(GyHKIMH
Kog PerucTpaloHHbIH
opvryHaia HOMEpP
npogecCHOHaANIBHOTO
cTaHzgapra
Bo3moxHbBIE Bemymmii HHXEHED — pa3pabOTIHK CHCTEM 3AlIATHI uHpOpMaIHA
HauMEHOBAHH Bemymuii cieLMaliycT 10 3alluTe pHpOpMALHA
JOJDKHOCTEH, PykoBoAMTEND IPOCKTOB B o06acTu pa3pabOTKH CUCTEM 3aIlMTEI
npodeccuit undopMmanun
PyKOBOJHUTEND OT/ENa CHCTEM 3allAThI uHbOpMalHA

TpeGopanus K
00pa30BaHuUIO U
00y4EHHIO

Boiciee 06pa3oBaHue — CIEIMAATET MM MAruCTparypa B obnacTu
yH(pOpMALMOHHOH O€30IIACHOCTH

TpeGoBanust K OTBITY
IPaKTHYECKO# paboThl

Ocobple yCIOBHA

Hanuume gomycka K rocy/lapcTBeHHOM TalHe (pu HEe00X0IMMOCTH)

JomycKa K pabote
Jpyrue PexomeHyeTCs JOIOIHUTENBHOC npodeccHOHANBHOE 00pa3soBaHue —
XapaKTepUCTHKU IpOrpaMMBbl MOBBIICHAA KBanH(UKay B 001aCTH nH(OPMAIHOHHOH

06e30MacHOCTH

JlomoHATENbHBIE XaPaKTEPUCTHKH

HanMenoBaHue Kox HaumeroBanue 6a30Bo#l rpynilbi, JOJDKHOCTH
JOKyMEHTa (mpodeccuy) WiIM CHENHANBHOCTH
OK3 2512 Pa3paGoTYMKH IPOrPaMMHOI0 obecrie4eHus
EKC — NHxenep-porpaMMHuCT (IpOrpaMMHCT)
- VHxKeHep-porpaMMUCT IO TEXHUYECKOH 3alIUTE
undopMalnuu
OKIIATP 20911 I maBHbIA CIEMMAIACT IO 3aIuTe HHGOPMAIHHK
22567 WrokeHep 1o 3amuTe nHGopMaIuy
26579 CrenMaiuCT 1O 3aluTe MHpopMAalH
OKCO 2.10.04.01 UndopmaionHas 6€301acHOCTE
2.10.05.01 KommsioTepHas 6€3011acHOCTh
2.10.05.02 MndopmanuonHas 6e30MacHoCTh
TeJIeKOMMYHHKAIMOHHBIX CHCTEM
2.10.05.03 WrdopmaiioHHOH 6e30MacHOCTH ABTOMATH3UPOBAHHBIX
CHCTEM
2.10.05.04 HdopMalOHHO-aHATUTHIECKAE CHCTEMBI
6€e30macHOCTH
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2.10.05.05 BezonacHocTh HHGOPMALIMOHHBIX TEXHOIOTHI B
IIPaBOOXPAHHUTEIBHOMH cdepe

2.10.05.06 Kpumrrorpadus

2.10.05.07 ITporuBoeiicTBHE TEXHHYCCKUM pa3BeIKaM

3.3.1. TpynoBas gpynKmus

[MpoucxoxaeHHE TPYIOBOH
dyHKIHMH

TecTHpoBaHHE CHCTEM 3aIUTHI HHPOPMALHH YpogeHs

HauMmeHOBaHNE | apToMaTH3MPOBAHHBIX CHCTEM Kox | C/01.7 | (monyposenn) 7

KBaTH(UKaLUH

Opurmsan X 3auMcTBOBAHO U3
OpUTHHANA
Kon PerucrpauioHHBII
OpUrHHaNa HOMeEp

npodecCHOHATEHOTO

cTaHgapTa

Tpynoebie aelicTBHA

ITpoBenenue aHanu3a CTPYKTYPHBIX U QYHKIHOHAIBHBIX CXEM 3aIUIICHHbIX
ABTOMAaTH3HPOBAHHBIX WH(OPMAIMOHHEIX CHCTEM C IIENBIO BLIIBICHHS
MOTEHIUATBHBIX yS3BUMOCTEH uHGOPMALMOHHOM 0€30MacHOCTH
ABTOMATU3HPOBAHHBIX CHCTEM

BrolBlIeHHE YA3BUMOCTH HHGOPMAalHOHHO-TEXHOJIOTHYECKHX —PECypcoB
ABTOMATH3UPOBAHHBIX CHCTEM

BoIsBIeHHE  OCHOBHBIX  YIpo3  Oe3omacHOCTH — HMHpopmanumu B
ABTOMATHU3MPOBAHHBIX CHCTEMaX

CocTaBjieHHe METOAHMK TCCTHPOBAHHA CHCTEM 3alliMTHI I/IH(l)OpMaIII/II/I
ABTOMAaTHU3NPOBAHHBIX CUCTCM

H0ﬂ60p HHCTPYMCHTAIBHBIX CPCACTB TECTUPOBAHUA CHCTEM 3alINThI
I/IH(l)OpMaIII/II/I aBTOMaTH3HPOBAHHBIX CUCTEM

CocrasicHHe MIPOTOKOJIOB TECTHPOBaHMsA CHCTEM 3alIUATHI I/IHII)OpMaI_[I/II/I
aBTOMATH3UPOBAHHBIX CUCTCM

Heob6xoauMble yMEHUS

AHaIM3HpOBaTh ~ OCHOBHBIE  XapakKTePUCTHKH M BO3MOXHOCTH
TeNeKOMMYHHKAIIHOHHBIX CHCTEM II0 nepe/aie uHGopMalliH

AHamm3uMpoBaTh  OCHOBHBIE  y3IbI M YCTPOHCTBA ~ COBPEMCHHBIX
ABTOMATU3MPOBAHHBIX CHCTCM

[IpuMeHATh JeHCTBYIOIIYIO HOpMATHBHYIO 6asy B oGmacT obecnedeHHs
6e3onacHoCcTH MHPOPMAIMH

KonTponuposaTs (YHKIMOHMPOBAaHME TEXHMYECKHX CPEICTB 3alllUThI
uHbOpMaLKH

BoccTaHaBIMBaTh (3aMEHATH) OTKa3aBINME TEXHUYECKHE CPEJCTBA 3aLIUTHI
AHPOpMaLMH

HeobxonuMble 3HAHUA

TIpHHUMIB! TOCTPOEHAS ¥ (GYHKIMOHMPOBAHHS CHCTEM M CETeH mepeiadu
uHpOpMaLMH

OTaNoHHas MOAEIb B3aHMOJICHCTBUSA OTKPBITEIX CHCTEM

OcHOBHBIE Yrpo3bl 6€30MacHOCTH MHGOpMAMH U MOJEIH HApYyIIUTEId B
aBTOMATH3UPOBAaHHBIX CHCTEMAX

OcHOBHEIE MCPEI I10 3alIUTC HH(bOpMaIII/II/I B aBTOMaTH3HMPOBAHHBIX CUCTCMAX

OcobeHHOCTH 3allMTEI PIH(bOpMaI.II/II/I B aBTOMAaTH3HPOBAHHBIX CHCTCMAaX
ynpasJICHHA TEXHOJOI'MYCCKHUMH ITpolecCaMu

HpI/IHIII/Il'IBI NOCTPOCHHUA CpCACTB 3allUThI I/IH(i)OpMaIII/II/I oT
HECAaHKIIMOHUPOBAHHOTO IOCTyINA A YTE€UKH 10 TCXHUICCKHM KaHallaM
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OCHOBHBIE KpnnTorpa(bI/Iqecme METOJBI, AJIrOPHTMEI, IIPOTOKOIBI,
HUCIONB3YEMBIC I 3AIINTHI PIH(bOpMaI.II/II/I B aBTOMaTU3HPOBAHHLIX CHCTCMaX

TexHuuecKre KaHAIBI YTeUYKH HHpOpMaLMU

TexHuueckde CpencTBa KOHTpONA  3QQEKTUBHOCTH MEp  3aIIUTHL
uH(opMaIMH

OpraHu3alyoHHbIE OCHOBEI 3aIIUTHI urdopMaluu oT
HECAHKIHOHMPOBAHHOTO JOCTYNA M yTEYKH N0 TEXHHYCCKMM KaHanaM Ha
00neKkTax MHGOpMaTH3ALHH

HopMaTHBHEIE IPABOBbIE AKTHI B 00)IACTH 3aLIUTH HHPOPMAITHH

PykoBomsiiie ¥ METOJMYECKHE  JTOKYMEHTBI  YIOJIHOMOYCHHBIX
(eepabHBIX OPraHOB HCIIOJHATEIBHON BIACTH 110 3AIUTE uHdopMaLMU

Opranu3alMOHHBIC MEPHI 110 3aIuTe HHGOpMAIH

Apyrue -
XapaKTCPUCTUKHI

3.3.2. Tpynosas qpynkuus

Pa3paboTKa MPOEKTHBIX PELICHHH MO 3aIIUTE YposeHb
HauMeHOBaHHE | ppdopMaly B aBTOMATH3HPOBAHHBIX CHCTEMAX Kox | C/02.7 | (monyposes) 7
KBATH(QUKALHU
TporcxoxaeHue TPYAOBOH Opurmsan X 3auMCTBOBAHO M3
GyHKIUH OpUTHHAJIA
Kon PerucrpaunoHHbIH
OpHWruHama HOMeEp
poeCCHOHATIBEHOTO
cTaHgapTa
TpynoBsle 1eACTBUS Pa3paGotka Mmozemu yrpo3 ©6e30macHOCTH uHdopManuyd M MOJENIH

HapymuTeIs B aBTOMAaTH3HPOBAHHBIX CHCTCMAX

Pa3pa60T1<a MoIelel aBTOMATH3UPOBAHHBIX CHCTCM H NnoACUCTEM
0e30MacHOCTH ABTOMATH3HPOBAHHLIX CUCTEM

Pa3paGoTKa HPOEKTOB HOPMATHBHBIX IOKYMEHTOB, pernaMeHTnpylomnx
paboTy 10 3amuTe MHQOPMALHH

Pa3pa6oTKa NpeUIOKEHHH TI0 COBEPUICHCTBOBAHHIO CHCTEMBI YIPABJICHHA
6e301acHOCTHIO HH(OPMAIUY B ABTOMATU3HPOBAHHBIX CUCTEMAX

Heobxonumpie ymeHust | I[IpuMeHsTs JeHCTBYIONYIO HOPMAaTHBHYIO 0azy B obOnacTu oOecleYCHUs
3aIUTHl MHOOPMaLHH

TIpEMeHATs HOPMATHBHEIE JIOKYMEHTBI 10 IPOTHBOJCHCTBAIO TEXHUYECKOH
pasBeJiKe

KnaccHUIUpoBaTh 3allHIIAeMyl0 MHGOpMAlMio IO BUIaM TalHBl U
cTeneHsIM KOH(UACHIHAILHOCTH

Onpenemm; THIIBL C}’G’LCKTOB JocTtyna u 00BEKTOB JOCTyIa, SABJLIIOIMMNXCA
00HEKTAMU 3aILATHI

OmnpenensT METOABl YNPaBleHHs AOCTYIIOM, THIIBI AOCTyNa H HpPaBHIiia
pasrpaHHYeHHs JOCTYNa K 00bEKTaM J0CTYIa, TIOANEKAIUM pealt3aii B
aBTOMATH3UPOBAaHHON CHCTEME

BrIGHpATh MEPHI 3aIIUTH HHGOPMAIMH, OICKAIIKE PeaTi3auy B CUCTEME
3aIUTH HHGOPMALYH aBTOMAaTH3HPOBAHHOH CHCTEMBI

Ol'Ipe)leJISITB BBl ¥ THIIBI CPCACTB 3aIIUThHI I/IH(i)OpMaIII/II/I o0ecneunBarOIMX
peain3aguio TEXHUYECKUX MCP 3alllUThI I/IH(I)OpMaIlI/II/I

Omnpenensith CTPYKTYDPY CHCTEMBI 3aNUThI uHpOpMau
ABTOMATH3MPOBAHHOM CHCTEMBl B COOTBETCTBUM C TpeOOBaHUIMHU
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HOPMATHBHBIX MPABOBbIX IOKYMEHTOB B 00JAcTH 3amuThl MHpOpManuu
ABTOMATH3HPOBAHHBIX CHCTEM

Heob6xomuMble 3HaHHA | PyKoBomsilque H  METOJAMYECKHE  JOKYMEHTHl  YIMOJHOMOYEHHBIX
eiepanbHBIX OPraHOB MCIIOJIHUTENFHOMN BIACTH O 3amuTe HHbOpMALK
HopMaTHBHBIE [pPaBOBHIE aKThl M HAMOHAIbHbIE CTaHAApPTHl IO
JTUIEH3APOBAHHUIO B 0011acTH 06ecreyeH s 3alMThI TOCYIapCTBEHHON TalHBI
U CepTU(HKALMA CPEACTB 3alIUTH HHPOpPMaLUK

[puHIMIBl TOCTPOeHHs H (YHKIMOHUPOBAHHUs, IPUMEPHl pealnu3aliy
COBPEMEHHBIX JIOKANBHBIX H TNOOANIBHBIX KOMIBIOTEPHBIX CETeH M HX
KOMITOHEHTOB

OcobGeHHOCTH 3alMTEl MH(POpPMallii B aBTOMAaTH3MPOBAHHBIX CHCTEMax
yIPaBICHUS TEXHOJIOTHYECKHMM MIPOLIECCaAMH

Kputepun onenku 5(@EKTHBHOCTH H HANEXHOCTH CPEICTB 3alIUTHI
MHPOPMAIMH IPOrPaMMHOr0 00ecnieueHHs aBTOMATH3HPOBAHHBIX CHCTEM
[IpMHIMIE OpraHM3alMM H CTPYKTYpa CHCTEM 3allMTHl HHpOpMAuu
HpOrpaMMHOro odecriedeH s aBTOMATU3HPOBAHHbBIX CHCTEM

OCHOBHBIE XapaKTEPUCTHKK TEXHUYECKHX CPE/ICTB 3alIMTHl HH(POPMALIH OT
HECAHKIMOHMPOBAHHOTO JOCTYINA H YTEUEK IO TEXHHYECKAM KaHaJIaM
IIpuanunel GopMHUPOBaHHS MOIATHKHM MH(OPMAMOHHOH 6€30macHOCTH B
AaBTOMATH3MPOBAHHBIX CHCTEMAaX

Hpyrue -

XapaKTEepUCTUKH

3.3.3. TpynoBan ¢pyHKIHUH

PaspaboTka KCITyaTalHOHHOM VposeHb
HauMenoBanue | JOKYMEHTAlMH HA CHCTEMBI 3alUTHI Kon | C/03.7 | (nomypoBeHB) 7
uH(pOpMaIMy aBTOMAaTH3MPOBAHHBIX CHCTEM KBamU(uKaum
i 3 TB U
[powncxoxaeHne TpyAOBOH Opurmman X aUMCTBOBAHO M3
dyHKUMH OpHIMHaNa
Kon PerucTpaunOHHbIH
OpHWTHHANa HOMeEp
npodeccHoHaILHOrO
cTaHaaprTa
TpyznoBeie AeHcTBUA AHain3 TeXHUYECKOH NOKyMeHTauuu MHGOpMalHoHHONH MH(PACTPYKTYpHI
ABTOMATH3MPOBAHHOM CHCTEMBI
Ananus 3aMUIIEHHOCTH uHpOpMaIMOHHON UHPaCTPYKTYPBHI

aBTOMATH3UPOBAHHOM CUCTEMEI

dopmupoBaHnde TpeOOBaHH 1O 3ammTe HMHGOpMAlHH, BKIIOYas
HCIIOJIB30BAHHE MAaTeMaTHYeCKOro arnmnapara Juld DPEIICHHs MPUKIaTIHbIX
3aad

JIOKyMEHTHpOBaHKE MPOTPAMMHOIO OO€CIIEUECHHUs, TEXHUUECKUX CPE/ICTB,
6a3 JaHHBIX B KOMIIBIOTEPHBIX CeTel ¢ yueToM TpeGoBaHuii 1o 06eceYeHIIO
3aIUThl HHQOpPMALUH

AHamM3  CTPYKTypHBIX H  (QYHKIMOHAIBHBIX  CXeM  3alIMIIEHHBIX
aBTOMATH3HPOBAaHHBIX HHPOPMALIMOHHBIX CHCTEM

O6ocHOBaHHE KpUTEpHEB 3¢ PEKTHBHOCTH (YHKIMOHHPOBAHUS
3aIMIIEHHBIX ABTOMATH3HPOBAHHBIX HH(OPMAMOHHBIX CHCTEM
IMpumenenue IpOrpaMMHO-aNIapaTHEIX CpeICTB obecnieyeHus

6€e30macHOCTH HH(bOpMaIII/II/I B aBTOMaTH3UPOBAHHBIX CUCTEMAX
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HeobxoauMbie yMEHHS

Onpegendats Mepbl (IpaBHia, IIPOLEAYPHI, IPAKTHIECKUE MNPHEMBL,
PYKOBOJISIIIME TIPUHIIKIIGI, METOJIbL, CPEICTBA) LA 3AIIUTEI HH(popManuy B
ABTOMATH3HPOBAHHBIX CHCTEMAaX

Pa3pabaThiBaTh ~ TEXHMYECKHE 3aJaHus Ha  CO3/AHME  MOJICHCTEM
HH(OPMAIIMOHHOM 6e30MTacCHOCTH ABTOMATH3HPOBAHHBIX CHCTEM

TIpoeKTHpOBaTh NOACHCTEMbl 6e30MmacHOCTH MH(pOpMALMA € YIETOM
AeHCTBYIOIMX HOPMATHBHBIX H METONUYCCKHX IOKYMEHTOB

Pa3pa6aTeiBaTh MOJENH aBTOMATH3MPOBAHHBIX CHCTEM M CHCTEM 3alllMThHI
uHPOPMALNH aBTOMATH3UPOBAHHBIX CHCTEM

HccnenoBarh MOJAECIN aBTOMATH3WPOBAHHBIX CUCTEM U CHCTCM 3allluThl
0€3011aCHOCTH aBTOMAaTH3MPOBAHHBIX CUCTEM

AHan3upoBaTh IpOrpaMMHBIE, apXMTEKTYPHO-TEXHHYECKUE u
CXEMOTEXHHUYECKHE PELICHHS KOMIIOHEHTOB aBTOMAaTH3HPOBAaHHBIX CHCTEM C
HENbI0 BHIABICHHA IIOTCHOHAIGHBIX YA3BAMOCTEH CHCTEM  3allUTHI
nH(OpMAaINY aBTOMATH3HPOBAHHDBIX CHCTEM

OuennBaTh HHOOPMALHMOHHBIE PHCKA B aBTOMATH3HPOBAHHBIX CHCTEMaxX M
onpenenaTh MHGOPMALMOHHYIO HH(PACTPYKTYpy H HHGOPMALUOHHBIE
pecypeBl, IOICKAIIHE 3aHATe

TIpOBOIUTE TEXHHKO-DKOHOMHYECKOE 00OCHOBAHHWE MPOCKTHBIX pEIIEHHH
[IPOrpaMMHO-aNIapaTHEIX CPEACTB OGECTeuenHs 3auTEl HH(popMAlyiy B
aBTOMATH3UPOBAHHON CHCTEME C LeNbio 0becrieuenus TpedyeMoro ypoBHs
3aIUIICHHOCTH

UccnenoBath AQ(EKTHBHOCTE NPOEKTHBIX  PELICHHH  IPOrpaMMHO-
alllapaTHBIX ~ CPEACTB  ofecmedeHWs]  3alIMTHI uHdpopManum B
ABTOMATH3HPOBAHHOMN CHCTEME C IeNblo 0beciedenus TpebyeMoro ypoBHs
3aIUIIECHHOCTH

HpOBOI[I/ITI) KOMILJIEKCHOE TECTHpPOBAaHME H OTIAIKY anmnaparHbeIx H
NporpaMMHEIX CHCTCM 3allluThL IfIH(l)OpMaIII/II/I

HeoOxonuMble 3HaHUS

OcCHOBHBIE METOJIB! YIIpaB/ieHUs] HHGOPMAIHOHHOH 6€30MaCHOCTBIO

OCHOBHBIE TIOHATHS TEOPHH ABTOMATOB, MaTEMAaTHYECKOH JIOTHKH, TEOPUH
AITOPATMOB M TEOPHH IpadoB

OCHOBHBIC METO[BI YIpaBICHUS NPOESKTaMU B obnacte HHGOOPMALMOHHOM
0€30I1aCHOCTH

HanpoHATBHBIE, MEXTOCYIapCTBEHHbIE H MEXIyHapOIHBIC CTaHIapThl B
001acTy 3auThl HHGOpPMAIUH

OcHOBHBIE MCPBI 110 3alIUTC I/IH(I)OpMaIII/II/I B aBTOMATHU3HPOBAHHLIX CUCTEMAX

OcoGeHHOCTH 3alMTHl MHGOpPMAalUM B aBTOMATH3MPOBAaHHBIX CHCTEMax
yIIpaBJICHHs TEXHOJIOTMYECKUMH IporieccaMu

VYrpo3sl 6€30MacHOCTH, HHPOPMAMOHHBIC BO3ACHCTBHS, KPUTEPHH OLCHKH
3QIIMIIEHHOCTH M METOAbI 3alUThl WHPOpMAauuy B aBTOMATH3MPOBaHHBIX
CHCTEMAX

MCTOHH, CHOCO6BI, CpeacTBa, OCJIER0BATCIALHOCTE U COACPKaHHE ITallOB
pa3pa60TKn aBTOMAaTH3HPOBAHHBIX CUCTCM H CHUCTEM 3allUTHI I/IH(I)OpMaIII/II/I B
aBTOMAaTHU3HPOBAHHBIX CHCTCMAaX

HpOI‘paMMHO-aHHapaTHble CpeacTBa obecneucHns 3alUThHI I/IH(l)OpMaI.II/II/I B
TIIporpaMMHOM obecrieueHUM aBTOMATH3HPOBAHHBIX CHCTEM

OcHOBHBIE CpCacCTBa, CII0COOBI H IIPUHIATIBI IIOCTPOCHUA CHCTCM 3all[NThI
HH(bopmaunn ABTOMATH3HPOBAHHBIX CHCTCM

HopMaTHBHBIE IPABOBBIC aKThI B 0071aCTH 3aIIUTHI uadopManyu

PykoBoisiie W METOIMYECKHE  JOKYMEHTbl  YHONHOMOUCHHBIX
denepaibHbIX OpraHoB UCIIOAHHTEILHOH BIIACTH 110 3allATE uH(OopMaIMH
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Hpyrue
XapaKTEPUCTHKH

3.3.4. TpynoBas pyHKuus

Pa3paboTka mporpaMMHBIX B IIPOrPaMMHO- VposeHb
HaumeHoBaHue | aMllapaTHBIX CPEACTB U1 CHCTEM 3aILUTHL Koxg | C/04.7 | (nogyposeHb) 7
HH(pOpMal¥H aBTOMATH3HPOBAHHBIX CUCTEM KBan(uKaLH
IMpoucxoxaeHUe TPy AOBOMH Opurmsan X 3alMCTBOBaHO M3
$yHKIHH opHruHajia
Kon PeructpauroHHbIif
OpUTHHAJIA HOMEp
npo¢ecCHOHAILHOIO
CTaHgapTa
TpynoBeie AeHCTBHSA PazpaboTka TEXHMYECKOMH JIOKyMEHTAaIU! Ha KOMIIOHEHTHI

ABTOMATH3HPOBAHHBIX CHCTEM B COOTBETICTBHH C TpeGoBanusaMu Ejnunoi
CHCTEMBI KOHCTpyKTopckod mokymentamuu (gamee — ECKJI) u Enunoit
CHCTEMBI IPOrpaMMHOIi fokyMeHTanud (nanee — ECIID)

CuHTE3 CTIPYKTYpHBIX H  (QYHKUMOHAIBHBIX CXEM  3alMINEHHBIX

aBTOMATH3NPOBAHHLIX CUCTCM

PazpaboTka mpOrpaMMHOro o0ecreyeHus, TEXHHYECKHX CPEICTB, 6a3
JAHHBIX ¥ KOMIBIOTEPHEIX ceTell ¢ yderoM TpeGoBaHHil MO 06eCHeYeHHIO
3amuThl MHQOpMALKH

Pa3paboTka DSNEKTPOHHBIX CXeM C Y4eToM TpeGoBaHHil MO 3alluTe

HHpOpMaLUU
OnTUMu3aLHs paboTHl IEKTPOHHBIX CXEM C Y4ETOM TpeOOBAaHUM IO 3aIUTe
uHpopManuu
Heob6xoaumble yMeHHs | OlEHHBATh CJI0XKHOCTh ATOPHTMOB M BHIMHCIICHAH
Pa3pabaThiBaTh ~ TEXHHYECKME 3aJaHMs Ha  CO3JaHHE  MOJCHCTEM

6C3OHaCHOCTI/I I/IH(i)OpMaI.II/II/I aBTOMaTI’ISI/IPOBaHHHX CHUCTEM, HpO@KTHpOBaTI:
TaKkue IMOACUCTCMBI C YYCTOM Tpe6OBaHI/Ii;I HOpMaTI/IBHBIX JOKYMCHTOB,
ECKJI u ECITJ[

Ananu3upoBarh IpPOrpaMMHEBIE, ApXUTEKTYPHO-TEXHHYECKUE U
CXEMOTECXHHYECKHE PElIeHHsI KOMIIOHEHTOB aBTOMAaTH3HPOBAaHHBIX CUCTEM C
[ENbI0  BHIBNCHHS  IOTEHIHMAIBHBIX  YA3BHMOCTEH  0€30macHOCTH
HHPOpMALMH B aBTOMaTH3MPOBAHHAIX CUCTEMAX

IIpoBOmMTh KOMILUIEKCHOE TECTHPOBAHWE alMapaTHBIX H NPOrpaMMHbIX
CPENCTB

Heo0xoauMble 3HaHUS

IIpodeccHoHanbHas M KpHITOIpauyeckas TEPMHHONOTHS B 00IacTH
6e3omacHoCTH HHGOPMaIUU

OcHOBHBIE  HH(OpPMaALMOHHBIE
aBTOMAaTH3UPOBAHHBIX CHCTEMAX

TEXHOJIOTHH, HCIOJIL3YEMBIC B

Cpencrsa 1 crioco6bl 06ecIeYeHUS 6e3onmacHOCTH HHGOPMAIUH, TPHHITUIIET
TIOCTPOEHHUS CCTEM 3alUTHI HHPOpMAIHH

OcHOBHBIE  KpumTorpagudeckue MeETOIbL, ITOPUTMBL,  IPOTOKOJIEL
HCIIOJIB3yeMBIE ISl 3aIIUTHl HHPOpMAIMH B aBTOMAaTH3HPOBAHHEIX CHCTEMAX

COBpeMeHHI)Ie TEXHOJIOTHH ITPOrpaMMHPOBAHNSA

OTalloHHasd MOJEIb B3aHMO/ICHCTBHUS OTKpPBITHIX CHUCTEM, OCHOBHBIC
IIPOTOKOJIBI, TOCIeI0BATEIIBHOCTE U COACPKAHHUC STAIIOB IIOCTPOCHUST H
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(QYHKIIHOHMPOBaHHS  COBPEMEHHBIX  JIOKAIBHBIX M IJ100AIbHBIX
KOMIIBIOTEPHBIX CETEH

OcoOCHHOCTH 3all{UTHI I/IH(i)OpMaIII/II/I B aBTOMAaTH3HPOBAHHBEIX CHCTEMax
YIpaBJICHUA TCXHOJIOIMYECKUMHU IPOIIECCAMH

[MpuHipnel paboTel HAEMEHTOB M (DYyHKIHOHAIBHBIX Y3IIOB 3JIEKTPOHHON
anmaparyphbl, THIIOBBIE CXEMOTEXHUYECKHE PEIIEHHS OCHOBHBIX Y3JIOB U
OJIOKOB 3JIEKTPOHHOH ammnapaTyphl

[IpUHIMOBl OpraHM3allH JOKYMEHTHPOBAaHHA pa3paboTKM M Iporecca
CONIPOBOJKICHHUS TPOrPaMMHOTO 1 allNapaTHOIO 00eCcIeYeHus

MeToApl TECTHPOBaHHS M OTJAOKd IIPOTPAMMHOIO M alNapaTHOro
o0ecnieyeHn s

ApaneKTypa, OCHOBHBIC MOJCIIH, IOCICAOBATCIBHOCTE U COJACPKAHHC
3TanoB IIPOCKTUPOBAHUA, (bnanecxaa OopraHusagus 6a3 JaHHbIX

HopMaTHBHEIE IPaBOBbIE aKTHI B 00/1aCTH 3alUTHI HHPOPMALMH

PykoBosimiie W METOAWYECKME  JOKYMEHTHI  YIOJIHOMOYCHHBIX
deepabHBIX OPraHoB UCIIONHUTENIBHOM BJIACTH 110 3alIMTe HHpOPMAIUH

Hpyrue

XapaKTEPUCTHKH

3.4. O606mennan TpyaoBas QyHKIHS

®opMmupoBaHue TpeOOBAHUH K 3alIUTE
uHpOpMaLMK B aBTOMAaTU3UPOBAHHLIX CHCTEMAX,
UCIIOJIB3YEMBIX B TOM YHCIIEe Ha 00BEKTaX

Haumenosanne | KpHTHYECKOM MHpopMaIoHHO# HHGpAcTpyKTyphl, Koa | D Zf;‘fg;xaum 7
B OTHOILIEHHH KOTOPHIX OTCYTCTBYET
HeoO0X0AMMOCTh IPUCBOEHUS UM KaTeTOpui
3HAYUMOCTH
[Ipoucxoxnenne
00001IeHHO# TPy AOBOIH OpuruHal X 3aUMCTBOBAHO U3
FA—— ; OpHTHHAJIa
Kon PerucrpaunoHHEII
OpHUrHMHaNa HOMEp
npoeCCHOHATLHOTO
cTaHpapTa
Bo3mMoxHbBIE ['aBHBIHA CIIEMAIKCT IO 3aIuTe HHGopManuu
HAaUMEHOBAHHSI 3aMecTHTENL PYKOBOAUTENA AeTIapTaMeHTa (0T/ENa) UCCICIOBAHUM 1
JIOJDKHOCTEH, pa3paboTok
npodeccuit PyKoBOIHTEND JemapTaMenTa (0TeNa) HeClleIoBaHuM U pa3paboToK

TpeGoBanus k
00pa30BaHMIO U
00y4YeHHIO

Briciiee o6pa3oBaHKe — CIELHANHTET HIIX MarucTparypa B obactu
HH(OPMAIMOHHOM 6E30IIaCHOCTH H JOTOIHHUTENBHOE NPOodecCHOHANBHOE
o6pa3oBaHKe — IPOrPaMMBbl OBBIIIEHNs KBATHQHKALMH B 00J1aCTH
uH(pOopMAIIMOHHOH 6€301IaCHOCTH

170074

Bricinee 06pa3oBaHie — aCIMPAHTYpa (AIBIOHKTYPa) H JAOHOIHUTENBHOE
npodeccrHoHanbHOE 0Gpa3oBaHHe — IPOrpaMMbI IIOBBIIECHHAS KB (UKaLUH
B 00J1aCTH HH(POPMAIMOHHOM 6€30I1aCHOCTH

TpeboBaHuUs K OIBITY
MPaKTAIECKOH pabOoTEI

He MeHee IATH €T B 061acTH 3aMIUTH HHPOPMAlHH, B TOM YUCIIC HA
PYKOBOJIAIIUX JODKHOCTSIX HE MEHEE TPEX JIET, JUIS MMCIOLIUX BBICLIICE
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o0Opa3oBaHue — CIIELHATUTET WX MarucTpaTypa B 061acTH
H(OPMAIHOHHOM 0€30IaCHOCTH

Hin

He MeHee Tpex jieT B 06;1aCTH 3aATH HHOOPMALUK, B TOM Y4CIIE HA
PYKOBOASAIIMX JAODKHOCTSX HE MEHEE JBYX JIET, VISl HMEIOLIUX BhICIIEE
o0pasoBaHue — acUpaHTypa (aIbIOHKTYpa)

Oco0ble yCIIoBUs
JIomycKa K pabote

Hanuue momycka K rocyIapcTBeHHOH TaiiHe (IIpH HE0OX0MMOCTH)

Hpyrue

XapaKTEPUCTHUKU

HOHOJ’IHI/ITGJIBHI)IC XapaKTEPUCTUKH

HaumeHoBaHue Kox HauMenoBanue 6a30B0#i rpymIIbl, JODKHOCTH
JIOKYMEHTa (npodeccun) UM CHENUATBHOCTH
OK3 1213 PykoBoauTeu B 0671aCTH OIpe/ICIICHHS TOJTUTHKH H
IUIAHMPOBAHUS EATEILHOCTH
EKC - JlupexTop (HauyalIbHHUK) BEIYUCIHTEIBHOTO
(uH(pOpPMAOHHO-BBIYHCIIHTEIFHOTO) LIEHTPA
- Havanpauk otaena nHGopMauu
- Havansauk otena (1abopaTopuu, CEKTOpa) IO 3alllUTE
uHpopManun
— HauanbHHK TEXHUYECKOTO OT/IEIA
OKILATP 20911 [ NaBHBI CIEMHATKCT [0 3alIuTe HHPOpMAIMK
OKCO 2.10.04.01 WndopmanmonHas 6€30MaCHOCTb
2.10.05.01 KommprotepHas 6€3011aCHOCTh
2.10.05.02 Hudopmanmonsas 6€301aCHOCTD
TEJIEKOMMYHUKAIIHOHHBIX CHCTEM
2.10.05.03 HudopmanmonHoii 6€30MaCHOCTH aBTOMATH3MPOBAHHbBIX
CHCTEM
2.10.05.04 HHdopMaunOHHO-aHAIUTHUECKUE CHCTEMBL
6e30macHOCTH
2.10.05.05 BesonacHocTh HHGOPMAIMOHHBIX TEXHOJIOTHH B
HpaBOOXPAHUTENBHON cdepe
2.10.05.06 Kpunrorpadus
2.10.05.07 IIpoTuBOAEHCTBHE TEXHMIECKUM pa3BeIKaM
OKCBHK’ 051319 MerToasl ¥ CHCTEMBI 3allIUTHI HHPOPMALIKH,
uH(pOopMaIoHHas 6€301aCHOCTh

3.4.1. Tpynosas dpyHKuus

HaunmenoBanue

TporcXoXKACHUE TPy AOBOMH
byHKIHHA

O6ocHOBaHME HEOOXOAUMOCTH 3aAIUTHI YpobeHb
HH(pOpPMAIIMH B aBTOMaTH3UPOBAHHON CHCTEME Kon | D/01.7 | (momyposems) | 7
KBaTADHKALAA
3auMCTBOBAHO H3
OpuruHan X
OpHTHHAJIA
Kon PerncrpauroHHbIH
OpHUruHajia HOMEP
1podecCHOHANBHOTO

cTaHaapTa
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Tpynossle neicTBHSs

Amnanu3 xapakrepa 00paGaTsiBaeMoit HHOPMALHH H ONPEACIICHHS IEPETHSI
uHdopManuy, NoAJIeKalleH 3aimuTe

BoIBICHHE CTeleHM Y4YacTHs INepcoHana B 00paboTke 3alluInaeMoH
uH(popMaIU

TLTaHUpOBaHHE MEPOTPUATHH 10 OOECIEYEHHIO 3AIIMTH MH(OpPMaNUH B
aBTOMATH3HPOBAHHOH CHCTEME

OmnpenencHue TpedyeMoro KJjlacca (ypoBHS) 3aIUIIEHHOCTH
aBTOMATH3NPOBAHHOMN CHCTEMBI

O60CHOBaHHE HEOOXOIMMOCTH  HCIONB30BaHMA  KPHITOrpaduuecKux
CpeJCTB 3alUTH HAGOpMaIiy

Pa3pa60TKa OTYETHEIX JOKYMCHTOB U pa3sACIIOB TEXHUYCCKUX 3a,uaHm71

Heob6xoauMbie yMEHHUS

AHaJII/ISI/IpOBaTI: eI CO3/1aHusl aBTOMATU3UPOBAHHBIX CUCTEM H 3aJavH,
peluaEMLIC aBTOMATU3HPOBAHHBEIMM CHCTEMAMH

BeUIBIATD  YA3BHMOCTH — HH(QOPMAIMOHHO-TEXHONOTHYECKHX  PeCypcoB
aBTOMATU3MPOBAHHBIX CHCTEM

KinaccuuuupoBaTh 3allMiaeMylo HH(GOpPMalMiO 0O BHAaM TaiHbl H
cTemeHsM KoH(UICHIHAIBHOCTH U OICHHBaTh YIpo3bl 0e30MacHOCTH
uHopManuu

OpI‘aHI/I30BBIBaTB paGOTBI 10 CO3JiaHHUIO, BHCIAPEHUIO, MIPOCKTHPOBAHUIO,
pa3pa60T1<e H COIIPOBOXIACHHIO 3alUIICHHBIX AaBTOMATH3MPOBAHHBIX CHCTCM

Vcnonb30BaTh PECKOBYIO METONOJIOTHIO YIIPABIICHHUS 31U TOM pHpOpMaLUU
B aBTOMaTH3NPOBAHHOM CHCTEME

Onpefenarh KIace 3alIMIIEHHOCTH aBTOMAaTM3MPOBAHHBIX CHUCTEM U €¢
COCTABHBIX HacTei

Heob6xoauMple 3HaHUS

OCHOBHBIE PIH(i)OpMaI.II/IOHHI)Ie TEXHOJIOTHH, HCII0JIb3YCMBIE B
aBTOMATU3HPOBAHHBIX CUCTEMAX

OcHOBHEBIE Yrpo3bl (e30IIaCHOCTH MH(pOPMAaUH M MOJENM HapyLIMTCId B
aBTOMATH3MPOBAHHBIX CHCTEMAX

Buas1 HHOOPMALMOHHEIX BO3JEHCTBAA M KPHTEPUH OLCHKH 3alIHIICHHOCTH
uaQopManuy B aBTOMaTH3MPOBAHHBIX CHCTEMAX

Metoanl 3aIUTHI HH(i)OpMaIII/II/I OT HECAaHKIHUOHHPOBAHHOTO HOOCTYIIA H
YTCUKH I10 TEXHHYCCKUM KaHaJlaM

TIporpaMMHO-aapaTHIE CPEACTBA 00SCIICUCHUS 3AIATEL uHdopmanuu B
IPOrPaMMHOM 00€CTIEYCHAN aBTOMATH3MPOBAHHBIX CHCTEM

MeTombl, cmocoObl M cpeacTBa oOecreyeHHs —OTKa30yCTOHYMBOCTH
aBTOMATH3UPOBAHHBIX CHCTEM

[IpuBUKOE (POPMUPOBAHHS MOTHTHKH MHGOPMALHOHHOH 0e30macHOCTH B
aBTOMATH3UPOBAHHBIX CHCTEMaX

HopMaTuBHbIE IPABOBBIE aKTHI B 0071aCTH 3aIUTHI HHpOpMaLVH

HanuoHaIbHBEIE, MEXIOCYIapCTBCHHBIE W MEXIYHapOIHbIC CTaHAAPTHI B
00macTH 3amuUTHI HHGOPMAIIUK

PYKOBOI[HH.II/IC n MCTOJJHYCCKHUE JOKYMCHTBI YHOJIHOMOYECHHBIX
(l)ellepaJIBHI:IX OpraLHoB HMCIIOJIHUTENHHOMR BJIACTH IO 3aINTE I/IH(i)OpMaI.II/II/I

OpraHu3alMOHHbIE MEPHI 110 3aI0MTe HHGOPMAIUH

MeToauKH CepTH(HUKAIMOHHBIX HCIIBITAHHH TEXHHIECKMX CPCACTB 3alIAThI
pHOpMAlME  OT HECAHKIMOHMPOBAaHHOTO JIOCTYNa M YTCUKH IO
TeXHAYECKUM KAaHAIAM HA COOTBETCTBHE TPEOOBAaHMAM 1O Ge30NaCHOCTH
uH(opMaluu

Conepn(aﬂne U TOpAAOK JEeATENILHOCTH nepcoHaia 1o JKCILTYyaTarun
3aIMUIICHHABIX aBTOMATH3HPOBAHHbBIX CHUCTEM U CUCTEM 3AILINTHI nH(l)opMauym
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Hpyrue

XapaKTEePUCTHKH

3.4.2. Tpynosas pyHKIHA

HanMeHnoBanue

TMpoucxoxaeHUe TPy A0BOH
¢dyHKUIH

Ompenenenue yrpo3 6€30macHOCTH VpoBeHs

nH(opmauuu, 06padbaTbIBacMOM Kon | D/02.7 | (momyposens) 7

ABTOMATH3MPOBAHHOM CUCTEMOMH KBaNHQUKAIIH

Opurmsan X 3aUMCTBOBAHO U3
OpHruHajia

Kon PerucrpauyoHHsIi

OpHMruHana HOMEP
npodecCHOHATILHOIO

CcTaHaapTa

TpynoBsle neiicTBus

(I)OpMHPOBaHHC pasaciioB TEXHHYCCKHX 33JJaHHii Ha CO3JaHHE CUCTEM
3aIIUATHI I/IH(l)OpMaIII/II/I AaBTOMATHU3HUPOBAHHBIX CUCTEM

Pa3paboTka cHcTeM 3aluThl HHPOPMAlMH aBTOMAaTH3UPOBAHHBIX CHCTEM C
y4ETOM JEHCTBYIOIUX HOPMAaTHBHO-NIPABOBBIX IOKYMEHTOB

Onpegenenne KoMiUiekca Mep (IIpaBHIL, IPOLEAYP, IPAKTAYECKUX NPHEMOB,
PYKOBOISIUX TIPHHIKIOB, METONOB, CPEACTB) I 3allMTHl MHpOpMALHK
aBTOMATH3NUPOBAHHBIX CHCTEM

OnpeieeHne OlEHKH BO3MOXKHOCTEH BHEINHAX U BHYTPEHHUX HapyIIuTeneH

Pa3pabotka MOJIETH yrpo3 0e3011acCHOCTH dHpopMaLUU
ABTOMATH3NPOBAHHOM CUCTEMBI
O6ocHOBaHWE  MEpeyHs  CepTHOHUIHPOBAHHBIX  CPEACTB  3alUTHI

MH(POPMAITHH, HEOOXOMMMBIX JUIS CO3JaHHS CHCTEMBI 3allIAThl MHpOpMALiK
aBTOMATU3UPOBAHHON CHCTEMBI

AHanu3 TpeOOBaHMI K HA3HAYCHHIO, CIPYKType H KOHQHUIypauuu
CO3/1aBacMOil aBTOMATH3HPOBAHHOW CHCTEMBI C IIEJBIO BBIABICHHS YTpo3
Oe3onacHoCTH HHPOpMaNHH

Ormpenenenue CTPYKTYPHO-()yHKIIHOHATBHEIX XapaKTepHCTHK
MH(OPMALIMOHHOM CHCTEMBI B COOTBETCTBHH C TPEGOBaHHAME HOPMATHBHBIX
IpaBOBRIX  JOKYMEHTOB B  o0nacTH  3amuTel  HMHGOpMauuu B
ABTOMATH3UPOBAaHHBIX CHCTEMAX

Heo6xoaumMpie ymMeHHs

[Ipou3BoauTs BHIGOp  NPOrpaMMHO-aNNApaTHBIX  CPEACTB  3AllIUTEI
MHOOPMAUUH JUIs HKCIONB30BaHHA HMX B COCTaBE ABTOMATH3HPOBaHHOH
CHCTEMBI € LENbI0 ofecrmedyeHus TpeOyeMOro YpOBHS 3alllUINEHHOCTH
uH(pOpMAINK B aBTOMaTH3APOBAHHOM crcTeMe

dopmupoBaTh MEpedeHh MEPONPHUATHA 10 NPEAOTBPALIEHHIO yrpo3
6e3onacHocTH HHGOPMAIMH aBTOMAaTH3MPOBAHHOK CHCTEMBI

CHCTeMaTH3MPOBATh Pe3y/IbTaThl IPOBEACHHBIX MCCIIEI0BAHUH

AHaIM3APOBATH BO3MOXXHBIE YA3BHMOCTH HH()OPMAIIHOHHBIX CHCTEM

BEIIBISITE H3BECTHHIE YsA3BHMOCTH I/IHq)OpMaI.II/IOHHBIX CHUCTCM

PaspaGarbiBaTh IPOEKTHl HOPMATHBHBIX JOKYMEHTOB, PEIIaMEHTHPYIOIIHX
paboTy 110 3aiuTe HHGOPMALNK B ABTOMATH3UPOBAaHHBIX CUCTEMAX

HeoOxoauMele 3HaHUA

OcHOBHEIE PIH(bOpMaHI/IOHHBIC TCXHOJIOTHUH, HCIIOJIB3YEMEBIC B
aBTOMAaTH3HMPOBAHHBIX CHCTCMaX
OcHOBHBIE KpI/IHTOI‘pa(bI/IquKI/IC METOALI, AaJITOPUTMBI, TIPOTOKOJIBL,

HCITIOJIB3YCMBIC IS oOecrieyennst 0e30MaCHOCTH B BEIYHCIUTENBHBIX CETAX
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TIporpaMMHO-aNTapaTHble CpPeACTBa ObecriedeHns 3allUTbl HH(OpMAIH
aBTOMATH3HPOBAHHBIX CHCTEM

Crioco6Bsl  peanu3aiiiy  yrpo3 0€30aCHOCTH B  aBTOMATH3MPOBAHHBIX
cucTeMax

[Toc/ieACTBHS OT HAPYHIEHHS CBOMCTB Ge30macHoCT! HHpOopMaliH

OCHOBHbIE yrpo3bl 0€30macHOCTH MH(OPMAalMK W MOZIEIH HApyLIMTENS B
aBTOMATH3UPOBAHHBIX CHCTEMAX

HarmoHanbHble, MEXTOCYAAPCTBEHHbIE M MEXIyHapOAHBIC CTaHIapThl B
06J1acTH 3alUTHI HHPOpMau

PykoBoisme M METOAMYECKHE  JTOKYMEHTH  YIOJTHOMOYCHHBIX
deepabHBIX OPraHOB HCHIOJHUTELHON BIACTH 110 3alUTE uHpopMaLun

MeToUKH cepTHQHKAIMOHHBIX HCIBITAHUA TEXHUYECKHX CPE/ICTB 3alATHI
pHGOpPMAIMH OT HECAHKIMOHMPOBAHHOrO JOCTyNa H YTEYKH IO
TeXHWUECKMM KaHalaM Ha COOTBETCTBHE TPeOOBAHMAM IO 0OE30MaCHOCTH
uHpOpMaLVH

Metoapl 3alUThI I/IH(l)OpMaIII/II/I OT HECAHKIMOHHPOBAHHOrO JOCTyNa H
YTE€YKH I10 TEXHUICCKHM KaHaJlaM

HpI/IHLIPIHBI (I)OpMI/IPOBaHI/IH H pcamm3aliyd  TOJIHUTHKH 06e30MacHOCTH
I/IHll)OpMaI.II/II/I B aBTOMATH3NPOBAHHEIX CUCTEMAX

Apyrue -
xapaKTepHchn

3.4.3. TpynoBas GpyHKIus

Pa3pa60TKa ApPXUTEKTYDPbI CHCTCMBI 3alUThI YposeHb
HanMeHOBAHHE | yyhopMaluy ABTOMATH3MPOBAHHON CHCTEMBI Kon | D/03.7 | (monyposenr) 7
KB UKaLl
IIpoucxoxnenue BO# 3auMCTBOBAHO U3
P . TPyRO OpuruHan X
¢$yHKIMH OpUTHHAIA
Kon PeructpaumoHHbII
OpUrHHajia HOMeEp
npodecCHOHANLHOTO
craHjgapTa
TpynoBele IeCTBHS IIpoBenenne OLEHKH IOKa3aTelied KayecTBa H 3(pEeKTUBHOCTH PabOTHI

BBIMACIATEIILHBIX CUCTEM, IIPpOTpaMMHBLIX H IporpaMMHO-aIlIapaTHhIX
CPCACTB, HUCIOJIL3YyCMBIX 74 TOCTPOCHUA CHUCTEM 3alllUTHI PIH(i)OpMaI.II/II/I B
ABTOMATH3HPOBAHHBIX CHCTEMAX

HpOBCIICHPIC TEXHUKO-3KOHOMHYECKOH OLIEHKH I.ICJICCOOGpa?»HOCTH co3aaHuAa
CHCTCMBI 3allIUThL I/IH(i)OpMaI.II/II/I aBTOMaTI/I3I/IpOBaHHOI7I CHCTECMBL

Ompezenenne nopsaka o6paboTku mHGOpMauu B aBTOMaTH3MPOBAHHOM
cucTemMe

(I)OpMI/IPOBaHI/Ie pasjieioB TEXHHYCCKHX 33JaHU Ha CO3JaHHE CHCTEM
3aIlIUThI I/IH(i)OpMaIII/II/I aBTOMATU3HPOBAHHBIX CUCTCM

Pa3paboTka  NPOEKTHOM  [NOKYMEHTalMH Ha  CHCTEMBI  3allUTHI
aBTOMATH3UPOBAHHBIX CHCTCM

OdopmiieHne 3asdBKH Ha pa3spabOTKy CHCTEMbI 3alUUTEHI uHpOopManUU
ABTOMATU3HPOBAHHOH CUCTEMBI

HeobxonuMble YMCHHA OHpeIleJISITb KOMILJICKC MCp AT obecneueHUs 0e3011aCHOCTH
HH(bOpMaHHOHHOﬁ B AaBTOMaTU3HPOBAHHBIX CUCTEMAX

BruaBiaare YsS3BUMOCTH I/IH(I)OpMaIII/IOHHO-TeXHOJIOFI/I‘IeCKI/IX pecypcoB
aBTOMAaTU3NPOBAHHBIX CUCTCM
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PaSpa6aTI>IBaTB MPEIIOXKEHNA Io COBCPILICHCTBOBAHHUIO CUCTCMBI
YIpaBJICHUS 3alIUTLI I/IH(i)OpMaIII/II/I aBTOMATHU3MPOBAHHBIX CHCTEM

IIpoBoauTs BHIOOP IPOTPaMMHO-ANIIAPATHRIX CPEACTB  OOeCIHeUeHUs
OezomacHOCTH HMHGOPMalMM JUI1 HCIONB30BaHMS HMX B COCTaBe
ABTOMATH3MPOBAHHOM CHCTEMBI C LENBI0 0OecreyeHns TpeGyeMoro ypoBHs
3alMIEHHOCTH aBTOMAaTH3UPOBAHHOM CHCTEMBI

KnaccuduuupoBaTh U OLIEHHBAThH YIPo3bl 6€30IIaCHOCTH MHGOPMAUUH I
ABTOMATH3HPOBAHHON CHCTEMBI

Onpenensats MHPOPMALMOHHYI0 HHQPACTPyKTypy H HHGPOPMALMOHHBIC
PECYpPChl aBTOMATH3UPOBAHHOM CHCTEMBI, MOAJICKAIINC 3AIUTE

PaspabareiBaTh MOJIe/H yrpo3 Ge3onacHocTH HHGOpMalWK U HapyLIUTeIeH
B AaBTOMAaTH3HPOBAHHBIX CHCTEMAX

Onpenensts 3¢ heKTHBHOCT IPHMEHEHHS CPEICTB HHPOpPMATH3ALHH

Heo0OxoauMmebie 3HaHUS

OcHoBHBIE HH(i)OpMaI.II/IOHHBIC TEXHOJIOTUN, HCTIONB3YEMBIC B
aBTOMAaTH3MPOBAHHBIX CUCTEMAX

Cnoco6Bl ¥ cpeacTBa 3amMThl HHGOpPMaEKM OT HECAHKIIHOHHPOBAHHOIO
JOCTYIA U yTe4YKH 110 TEXHHYECKHM KaHajaM M KOHTpOJA 3pGheKTHBHOCTH
3aiMTHl HHQOpMALUH

OcHoBHBIE CpeacTBa H criocoOBl o0ecreyeHuss 0€30IacCHOCTH I/IH(i)OpMaI.II/II/I,
NPUHIMITEI IOCTPOCHHUS CUCTCM 3alTHThI I/IH(i)OpMaIII/II'I

HporpaMMHo-annapaTHHe cpeacTBa obeclieyeHns 3alAThI I/IH(I)OpMaI_II/II/I
aBTOMATHU3HPOBAHHBIX CUCTCM

[IpUHIMIEL ~ TOCTPOEHHS  CPEJACTB  3allMTBl  HHpOpMAlMH  OT
HECAHKIMOHMPOBAHHOTO HOCTYIA U YTE€UKH 10 TEXHHYECKUM KaHallaM

HanuoHanbHble, MEXIOCYIapCTBEHHbIE M MEKIAyHApOIHbIE CTaHIAPTHI B
o6nacTH 3aIuTh HHGOpMaHul

PykoBomsAmme ¥ METOJMYECKME  JOKYMEHTBl  YIOJHOMOYCHHBIX
deiepaTbHBIX OPraHOB UCIIONHUTEIBHOM BIACTH MO 3aIATe WHOopManuH

Opranmannonﬂme MCPBI 110 3aI0UTE I/IH(i)OpMaIII/II/I

Metonpl ~ TECTHpOBaHMS ©  OTJAAKH, [PHHIMIBL  OpraHH3alyH
JIOKYMEHTHPOBaHHsl pa3paboTKH, IPolecca CONPOBOXK/IEHHS IIPOrPAMMHOIO
o0ecneyeHus

Hpyrue
XapaKTePHCTHKH

3.4.4. TpynoBas GpyHKIHSA

MOI[eJII/IpOBaHI/IC 3alHUICHHBIX

B
ABTOMATH3MPOBAHHBIX CHCTEM C LIEMBIO aHAIN3A UX YposeHb
HaumeHoBaHne . Kox | D/04.7 | (momypoBeHB) 7
ys3BUMOCTeH U AP (HEKTHBHOCTH CPENCTB U KBaTHbHKALHY
c1oco0oB 3amuThl HHGOpMALIUU
ITpoucxoxaeHne 0BOM 3auMCTBOBaHO M3
POHCXOI Rde OpuruHan X
$yHKunH OpUTMHAIA
Kon PeructpanMOHHLI#
OpUrrHaNa HOMEP
npo(eCCHOHATILHOTO
cTaHzapTa
TpynoBbie AeHcTBUS Pa3paboTka AQHATH THYECKUX u KOMITBIOTEPHBIX Mojeei
aBTOMAaTH3NPOBAHHBIX CHCTEM u IIOJICHCTEM 0€30IaCHOCTH

ABTOMAaTH3HUPOBAHHLIX CHCTCM
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Hccnenopanue AHATUTHYCCKHUX n KOMIIBIOTCPHBIX Mojenen
aBTOMATHU3HPOBAHHBIX CHCTEM n oACUCTEM 6€301acCHOCTH
ABTOMATH3HPOBaHHBIX CUCTCM

Paspa6oTka Monenmn yrpo3 Oe3omacHOCTH MH(OpMalMK ¥ HApyUIHTeNned B
aBTOMATH3HPOBAHHBIX CHCTEMAX

Hccnenosanue MPOTPaMMHBIX, ApXHUTEKTYPHO-TEXHHYECKHX )’}
CXEMOTEXHHUYECKUX pellleHHH KOMIIOHEHTOB aBTOMATU3HPOBAHHBIX CHCTEM C
LENBI0  BBIIBICHMS  MOTEHUMAIBHBIX  YA3BHMOCTeH — 6e30macHOCTH
UH(pOpPMAIK B aBTOMaTH3MPOBAHHBIX CHCTEMaX

Anann3 uHGOpMaEOHHON HHOPACTPYKTYphI H Ge30MacHOCTH MHpOPMALHH
ABTOMATH3HPOBAaHHBIX CHCTEM

Pazpa6oTka mpeioxkeHHil 0 COBEPIIEHCTBOBAHUIO CHCTEMBI YIIPABJICHHSA
HHPOPMAIMOHHOM 6e30IMaCHOCTBIO aBTOMATH3UPOBAHHBIX CHCTEM

Heo6xoauMbie yMeHHs

BemonHATe cbop, 00paboTKy, aHaju3 H CHCTEMATH3alUI0O Hay4dHO-
TexHHYeCKoi HHGOPMAIIMK B 00JIaCTH 3aIIMTH HHQOPMALUUH

Pa3p36aTI)IBaTI> U HCCIEOOBaTh MAaTeMaTHYCCKHC MOACIIH KOHKPETHBIX
SIBJICHHH 1 IPpoUECCOB UL PEIICHUS PACYCTHLIX U KCCJICAOBATCIBCKUX 3aJa4

[TpuMEHATH MaTEMAaTHYECKHAE MOJICIIH IIPY NIPOEKTHPOBAHHH CHCTEM 3allUTEL
HH(POPMAIH aBTOMaTH3MPOBAHHBIX CHCTEM

HpOCKTHpOBaTB H peann3oBbIBAaTh HOJIUTHKY 0e30MacHOCTH
BBEIYHC/IMTENBHBIX CETEH

AHanmW3MpOBaTh ~ OCHOBHBIE  XapaKTEPUCTMKA M BO3MOXKHOCTH
TENEKOMMYHHKAIIMOHHBIX CHCTEM IO Tepeaade HHpopMalyu

HeobxoauMele 3HaHUSA

MeTtoapl ¥ TEXHOJIOTHH IIPOEKTHPOBAHHUA, MOICITAPOBAHHSA, UCCIICAOBAHUA
CHUCTEM 3alllThIL I/IH(i)OpMaIII/II/I ABTOMATH3HUPOBAHHLIX CUCTEM

OcHOBHBIE yrpo3sl 0e301acHOCTH I/IH(bOpMaI.II/II/I U MOJC/IH HAPYIIUTEIA B
ABTOMAaTH3HUPOBAHHBIX CHCTEMAX ’

OcHOBHEBIE MEPHI 110 3aIlIUTC I/IH(I)OpMaIlI/II/I B aBTOMaTH3HPOBAHHLIX CHCTEMAX

HaupoHanpHble, MEXIOCYJapCTBEHHBIC M MEXIYHApOAHBIC CTaHIApPTHI B
o6nacty 3amuTH HHGOpPMaIUU

PykoBomsiue ©  METOAMYECKHE  JOKYMEHTBl  YIOJHOMOYCHHBIX
deZiepalbHBIX OPraHOB MCIIOJTHUTENLHON BIACTH TIO 3alIMTe HHPOPMALHH

OCHOBHBIE KpI/IHTOFpa(l)I/I'-ICCKI/IC METOABI, aJrOpHTMbI, IIPOTOKOJIBI,
HCIOJIB3YEMBIE JIJIS1 3alATHI I/IH(l)OpMaI.II/II/I B aBTOMATH3HUPOBAHHBIX CUCTCMaX

[IpHHOMOBI  TOCTPOCHHS ~ CPEACTB  3allMTBl  MH(popMalud  OT
HECAHKI[MOHMPOBAHHOTO JIOCTYNA M YT€UKH [10 TEXHUIECKUM KaHalaM

[IpuHIMIE DOCTpoeHUs U (YHKIIMOHHPOBAHUA CUCTEM H CeTeH mepeiavu
uHpopManuu

Hpyrue
XapaKTEPUCTHKH

IV. CBeeHns 06 opranu3anusx — pa3paboTunkax npogeccHoHaILHOIO CTaHAAPTa

4.1. OTBEeTCTBEHHAs OPraHM3ANAs-Pa3padoTIHK

Acconuanus 3amuThi vHGopMaIuu, ropoa Mocksa

IIpesnpeHT

Jlocs Bnagumup 1lasnosuy

4.2. HauMeHOBaHHA Opranu3anuii-pazpaéoTiHKOB

1 | AHO JITIO uentp noesunenns kpanuduxamyn «AUC», ropon Mocksa
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2 | Acconmanys IpeAnpHATHIA KOMIBIOTEPHBIX M HH(OPMAIHOHHBIX TEXHOJIOTHIA, ropoa Mocksa
®I'BY «BHUU tpyna» Muntpyaa Poccun, ropox Mocksa

4 | ®YMO B cucreMe Briciuero oopaszosanus no YI'CHII «MudopmaronHas 6€301acHOCTE Y, TOPOJL
Mocksa

[P

1 O6mepoccuiickuii KnaccupuKaTop 3aHATHIA.

2 O6mepoccuickuil Ki1accu(pUKaTop BUIOB IKOHOMHYECKOM] JEATENEHOCTH.

3 Enunblil KBanuQUKALHOHHEIH COIPABOYHHUK JOJDKHOCTEH PYKOBOJAMTEIEH, CIICLHATMCTOB U CITyXKallHX.

4 O6mepoccuiickuit knaccudukarop npodeccuit paGodnx, JOMKHOCTEH CITyKalIUX ¥ TAPUGPHBIX Pa3psL0B.

5 O61mepocCHACKHUI KTacCHHUKATOp CHEHANLHOCTEH 110 00pa3oBaHUIO.

6 3akon Poccuiickoit ®egepamum ot 21 uons 1993 r. Ne 5485-1 «O rocynapcTeeHHoi Taiine» (Poccuiickas rasera, 1993, 21
cents0ps; Cobpanue 3akoHozaTenscTBa Poceuiickoit ®enepaum, 1997, Ne 41, cr. 4673; 2022, Ne 32, c1. 5809).

7 O6mepOCCHIACKHUI KTaCCH(MKATOp CrIeNHANBHOCTEl BRICIHEH HayYHOH KBaTM(pUKaLMH.




