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I. O0mHue cBeaeHns
3amuTa uHGOPMAIMU B KOMIIBIOTEPHBIX CUCTEMAaX U CETAX | 06.032 |

(HauMeHOBaHKe BUA PO(eCCHOHAILHOM NEATENLHOCTH) Kon

OcHoOBHas LEIb BUAA HpO(bCCCPIOHaJIBHOﬁ JACATCIBHOCTH:

O6ecneucHue 6e30MacHOCTH HHGOPMAIUK B KOMIBIOTEPHBIX CHCTEMAX M CETAX B yCIIOBHAX
CYyLIECTBOBaHHMs yrpo3 UX HHQOPMALMOHHOH 6€3011aCHOCTH

I'pynna 3aHaTHI:

2519 PazpaboTunku ¥ aHATHTHKH 2522 CHcTeMHBIE aIMUHACTPATOPEI
IIPOrPaMMHOTO 00eCTIeYeHH s H
TPHIOXKEHHH, HE BXOJSINHE B

JpyTHe TPYIIbL
2523 CrenManucThl 0 KOMIbIOTepHbIM 3513 CrnenuanucThI-TEXHUKH 110
ceTsIM KOMIIBIOTEPHBIM CETSAM H CHCTEMaM

(xox OK3") (HauMEeHOBaHME) (xon OK3) (HauMEeHOBaHUE)
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OtHeceHue K BUAaM SKOHOMHMYECKOH AEATCIBLHOCTH:

62.09

JlesTensHOCTD, CBSI3aHHAs C HCTIONb30BAHMEM BBIYHMCIIMTEIbHOH TEXHUKH U
UH(pOPMALMOHHBIX TEXHOJIOIHH, Tpoyast

(xox OKBD/1?)

(HanmeHonaHne BHUJIa DKOHOMHYECKOM HCHTGHLHOCTI/I)
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IT1. XapakTepHcTHKa 00001eHHBIX TPYAOBBLIX GyHKIMi

3.1. O6o0mennas TpyaoBas GpyHKIHA

Texnuueckoe 0OCTYKUBaHUE CPE/ICTB 3AIIUTHI y
OBCHb
HaumenoBanne | WHGOpPMAIUN B KOMIBIOTEPHBIX CHCTEMaX H Kon A P 5
KBanA(pUKalu
CeTAX
[TpoucxoxacHue
. ., 3alMCTBOBAHO M3
06001IEHHO TPy A0BO# Opurunan X
OpUTrHHANA
$yHKIIH
Kox PerucrpaunoHHsIif HOMep
OpUrHHana npogeccHOHATBHOTO
| cTaHjapTa
Bo3MoxHEBIE TexHHUK 10 6€300aCHOCTH KOMIIBIOTEPHBIX CUCTEM U CETEH
HaMMEHOBAaHHUS Texuuk no 3amure uHpopmanuu I kareropun
JIOJKHOCTEH, Texuuk o 3amute nHdpopmanu II xkateropun
npodeccuii TexHuk 1o 3amurte HHPOpMALH
TpeboBanus k Cpennee npodeccHoHaIbHOE 00pa3oBaHKE — IPOrPAMMBI IOATOTOBKH
00pa30BaHUIO U CHEIHAICTOB CPEIHETO 3BEHA
00y4YEeHHIO

Tpe6oBanus k onbity | st JOJDKHOCTEH ¢ KaTeroprei — OBIT paboThl B JOJDKHOCTH ¢ Gosiee HU3KOM
NPaKTHYECKON paboTsl | (IpeecTBYIOLIEH) KaTeropuei He MeHee OJHOTO roja

Oco0ble yclioBus -
Jomycka K pabote

Hpyrue PexoMeHIyeTCs JOMOMHUTENBHOE POdecCHOHANBHOE 00pa3oBaHue —
XapaKTEePUCTHKH IIPOTrpaMMEI TIOBBIIEHHS KBaTHdHKaAK B 061aCTH HHPOPMAIMOHHOMH
0e30macHOCTH

I[OHOJIHI/ITGHLHBIC XapaKTCPUCTUKH

HaunmeHnoBanme 6a30B0Oi I'pyIIIBL, JOJDKHOCTH

Haumeroanme AoKyMerTa Kon (mpodeccnn) Wiy CHENUAILHOCTH

OK3 3513 CrnenuanicThl-TEXHHKU 10 KOMIIBIOTEPHEBIM CETAM H
cucTeMam

EKC? - TexHuk 1o 3amuTe HHGOPMAIUH

OKIiTP? 27032 TexXHHK 110 3aiuTe HHHOpMaLUN

OKCO® 2.10.02.01 | OpraHu3ainus ¥ TEXHOJOTHS 3aUUTH HHPOPMAILIH

2.10.02.02 | UndopmanuonHas 6€301aCHOCTD
TEeIEKOMMYHUKAIIHOHHBIX CUCTEM
2.10.02.03 | MudopmanuoHHas 6€301aCHOCTH aBTOMaTH3HPOBAHHBIX

CHCTEM
3.1.1. TpyaoBas pyHKIHHA
Texundeckoe 0OCITy’)KUBaHUE ITPOrPaAMMHO- Vposens
HaumenoBanue | alMapaTHBIX CPEIACTB 3aIUTHI uadopmaruu B . Kon . A/01.5 | (monyposeHs) 5
OIlepalOHHBIX CHCTEMAX KBanuQuKauu




[poucxoxkaeHue
TpyaoBoii GyHKIHM

6

3anMCTBOBaHO W3

. OpurmHan X
opuruHaia
Kon PerucrpaunoHHbIA HOMED
OpUTHHAIA npo¢ecCHOHATEHOTO
cTaHzapTa

TpynoBsie aeiicTeus

BBoj B 9KCILIYaTalHIoO IPOrpaMMHO-ANIapaTHBIX CPEICTB 3alIAThl HH(pOPMALH
B ONIEPAI[IOHHBIX CHCTEMAX

YcTaHOBKA IPOrpaMMHO-ANNAPATHBIX CPEICTB 3AMTEI HHpopMauu

HacTpoiika nmporpaMMHO-aNapaTHLIX CPEICTB 3allUTHI uH(OpMaLlUK, B TOM
Ypclae CpPEeACTB AHTHBMPYCHOH 3alliUTHI, B OIIEPAlIAOHHBIX CHCTEMax IO
3a/laHHBIM 1a0I0HaM

VYcTaHOBKA CPEeCTB aHTHBUPYCHOM 3allIMTHI B COOTBETCTBUM € ACHCTBYIOIIUMU
TpeOOBaHHIMH

VIHCTpYKTHpOBAaHHE TONb30BaTelell MO TOpsAKy GesomacHOW paboOTHl B
OTEpaHMOHHBIX CHCTEMAX

Odopmienne 3KCIUTyaTafHOHHOH JTOKYMEHTAlMK Ha IPOrpaMMHO-alNapaTHEIe
CpelcTBa 3aUTH HHPOPMAIMHU B ONIEPAUMOHHBIX CHCTEMAaX

BoccranoBnenue pa60TOCl'IOCO6HOCTI/I nporpaMMHoO-annapariblx CpCACTB
3allUThI I/IH(I)OpMaIII/II/I B ONCPAllMOHHBIX CHUCTEMAax COINAaCcHO TEXHHYESCKOI
JOKYMCHTAIIUU

I[IpoBepka KOPPEKTHOCTH PabOThl IPOrpaMMHO-aMMapaTHbIX CPEJICTB 3alMTHI
uHpOpPMAlliM TPH KX B3aUMONECHCTBHM C TCXHUYCCKHMH CPEJCTBAMHM M
MPOrpaMMHBIM 00€CIICUEHHEM

HeobxoauMele
yMEHHS

HaCTpaI/IBaTB KOMIIOHEHTHI IMOACHCTCM 3alllAThHI PIH(bOpMaHI/II/I OncpanroOHHbIX
CHUCTEM

praBJIﬂTB YYCTHBIMH 3alliCAMHA MoJIb30BaTEICH, B TOM YHCIIEe TEHEPHPOBAHUEM,
CMeHO# H BOCCTaHOBJIICHHEM naponei/'l

HpI/IMeHSITB mporpaMMHO-allnapaTHeie CpEACTBA  3AIUTHI PIH(bOpMaI_II/II/I B
OIICPAlTHOHHEIX CUCTEMAX

HpI/IMCHSITI: AHTUBHPYCHBEIE CPECACTBA 3alllUThI I/IH(l)OpMaIII/II/I B OIICpaliuOHHBIX
CUCTCMAx

PaGoTars B OIEPAlMOHHBLIX CHCTEMaX C COOMIONEHUEM MACHCTBYIOIIUX
TpeboBaHmii 10 3aIHTe HHPOPMALHH

TIpoBOJUTE MOHWTOPHHI, aHAIH3 U CpaBHEHHE 3(PGPEKTUBHOCTH NMPOrpaMMHO-
annaparHpIX CPEeACTB 3allUTHI HHPOpMaliK B OTIEPallMOHHBIX CHCTEMAX

YcTaHaBiIHBarhb 0OHOBJIEHUS IIporpaMMHOTO OGCCHC‘IeHI/IH, BKJIIO4Yast
IIPOrpaMMHOC obecneucHue CpCACTB 3alIUThI I/IH(i)OpMaIII/II/I

BBIIONHATL ~ pe3epBHOEC  KONMPOBAHME W aBapuMdHOE  BOCCTAHOBIICHHME
paBoTOCIOCOGHOCTH CPEACTB 3allUThl HH(pOpMALUH

KOHTpOIHpOBaTh  IENOCTHOCTh  IOACHCTEM  3alUThl  HH(pOpMAIiH
OllepallHOHHBIX CHCTEM

YCTpaHSITI: HEUCIIPAaBHOCTH ITOACUCTEM 3alllUThl PIH(bOpMaI.II/II/I onecpanHOHHbIX
CHCTEM H IIporpaMMHO-amnmaparHblx CpcACTB 3alUThI I/IH(l)OpMaI.II/II/I COrjIacHoO
TEXHHYCCKOM JOKYMCHTalUH

OdopMISTS IKCIUIYaTalMOHHYIO JOKYMCHTAlMIO NPOrpaMMHO-aNNaparHbIX
CPEJICTB 3aIUTH HHPOPMALMH

HeobxoauMeie
SHAHUS

ApaneKTypa H IMOJIB30BATCIIBCKHUC PIHTCp(l)CfICBI OIICpallAOHHLBIX CHCTEM

Tlopsok obecreueHnss 6Ge30macHOCTH WHpOpMAlMKM TpPH  SKCILTyaTallky
OIIEpAMOHHBIX CHCTEM

Hcrounuku yrpo3 WHPOPMAUHOHHOH O€30MacCHOCTH M MEpel 10 HX
[IPEA0TBPALICHUIO




CymHoCTh M COIEp)KaHMEC MOHATHA HH(pOpMaUMOHHOH Oe3omacHOCTH,
XapaKTEPUCTHKH €€ COCTaBJISIONINX

TunoBkle cpeacTBa 3aIUTH HHPOPMALMH B ONEPAMOHHBIX CHCTEMAX

TIporpaMMHO-annaparHsle CPeACTBa H METO/BI 3alIMTEI HH(opManuy

TTopsfioK SKCIUTyaTalMy CPEeACTB AHTHBMPYCHOW 3aIIUTHI B ONEPallMOHHBIX
CHCTEMaX

@opMBI U METO/Ibl MHCTPYKTHPOBAHHs IOIB30BATENEH MO MOPSAKY paGoTsI B
ONEPaIMOHHBIX CUCTEMAX

O6mue NpuUHUMIBl (YHKIMOHHPOBAHMS IIPOrPAMMHO-ANIAPaTHBIX CPEICTB
kpurrorpaduaeckoil 3alUTh HHPOPMALUH

IMopsiox ohopMIIeHHS SKCILTYaTAllAOHHOM IOKYMECHTallMH

HopMaTHBHEIE IIPABOBBIE KTHI B 00/IACTH 3alIATE HH(OpMALHH

OCHOBHBIE PYKOBOAILIME M METOAMYECKHE JOKYMEHTHI YHOIHOMOYEHHBIX
deepalbHBIX OPraHOB HCIOIHHTENBHOM BIACTH 1O 3alATe HHGOpMAlMH U
obecreyeHnio 6e301acHOCTH KPUTHYIECKOH HHAOPMAIMOHHOR HHPPACTPYKTYPbI

OpraEu3alHOHHBIE MEPHI 110 3aIIUTe HH(OpMaun

Hpyrue
XapaKTEpPUCTHKH

3.1.2. TpynoBas ¢pyHKIus

Texuuueckoe 00CTyKHBaHHE POrPaAMMHO- YpoBeHb
HauMeHoBaHWe | ANIIAPATHBIX CPEACTB 3aIMTH HHPOpMaIuy B Kox | A/02.5 | (momyposens) 5

KOMIIBIOTEPHBIX CETAX KBaNMpHKALHH
Hponcxovncnenne Opurmian X 3auMCTBOBaHO U3
TpyaoBoOit hyHKIMH OpHUIvHANA

Kon PeructpauoHHbIH HOMED
opuruHana npoecCHOHANBHOTO
cTaHgapTa

Tpynosble A€HCTBHA

Bron B 3KCINTyaTal|io IIPporpaMMHO-aInapaTHbIX CPCACTB 3allfHTEI HH(bOpMaI_II/II/I
B KOMIBHOTCPHBIX CETAX

VYcranoBka nporpaMMHO-armapaTHelX  CpCIACTB 3allUTEI I/IH(l)OpMaIII/II/I B
KOMITBIOTCPHBIX CCTAX

VCTaHOBKA CPEACTB MEXKCETEBOrO SKPaHMPOBaHMsS B COOTBETCTBHH C
AefCTBYIOIMMH TPeOOBaHUSIMH TIO 3aIlIuTe HHGOpMAIHK

Hactpoiika NporpaMMHO-allapaTHbIX CPEACTB 3alATHl MHQOpPMALMH B
KOMITBIOTEPHEIX CETAX IO 3aJaHHBIM IIa0JI0HaM

VeTpaneHue HEHCIPABHOCTEH IPOrpaMMHO-AlNApaTHRIX CPEJICTB  3aIUTHI
MH(OPMAIHH B KOMIIIOTEPHBIX CETAX COIIACHO TEXHHICCKOH JOKyMEHTalUH

VIHCTPYKTHpOBAaHHE IONb30BaTeleli MO IOpAAKy Oe3omacHod paboOTEl B
KOMITBIOTEPHBIX CETAX

OdopmiieHHE 3KCILTYaTallMOHHOM JOKYMEHTAllMH Ha IPOrpaMMHO-aNNapaTHbIC
cpeJIcTBa 3alIMTH HH(POPMALMK B KOMITBIOTEPHBIX CETAX

HeobxoamMbie
yMEHHS

[IpuMeHATs TIPOTPaMMHO-ANINAPATHEIE CPEACTBA 3AMTHl WH(pOpMamuH B
KOMIIBIOTEPHBIX CETAX

VcTaHaBIIMBaTh MEXKCETEBBIE S9KpaHbl B KOMIBIOTCPHBIX CETAX

KondurypupoBarh MEKCETEBBIE OKpaHbl B COOTBETCTBHM C 33/l@HHBIMH
paBHIaMHA

KOHTpOJII/IpOBaTI: KOPPEKTHOCTDb HElCTpOfIKPI MEXCETCBBIX JKpaHOB B
COOTBETCTBUH C 3aJaHHBIMH ITpABHJIAaMHU
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PaboTaTh B KOMIIBIOTEPHBIX CETAX C COOMONCHAEM AEHCTBYIOMMX TpeOOBaHUM
10 3auuTe HHGOpMaLuH

TIpoBOIMTE MOHMTOPHHI, aHATH3 H CpaBHEHHE 3((EKTHBHOCTH HPOTPaMMHO-
annapaTHBIX CPEACTB 3aLIMTH HH(YOPMAIMH B KOMITBIOTEPHBIX CETAX

VCTaHABIMBATH  OOHOBIEHHS  IPOrPaMMHOIO  OOEcledyeHus,  BKIFOYasd
IPOrpaMMHO€ 0becreueHre CPEICTB 3alIMTE HH(GOpMALHK

cDOpMYJII/IPOBaTB NpEUIOKCHUA IO IIPHMCHCHHIO IIporpaMMHO-aIlnaparHbix
CPCICTB 3allIUTHI I/IH(l)OpMaIII/II/I B KOMIIBIOTCPHBIX CETAX

Heob6xoaumele Tomonoruss M NPOTOKOJBI CETEBOIO B3aUMOJACWCTBHSA, HPHMEHAEMBIC B
3HAHUSA IKCILIYaTHPYEMBIX KOMIBIOTEPHBIX CeTIX
CocTaB ¥ OCHOBHBIE XapaKTEPUCTHKH 0OOpyJOBaHHMs, IPHUMEHSEMOTO IpH
IOCTPOEHHH KOMITBIOTEPHBIX CETEH
TumoBble MeTOAHl M NPOTOKONBI HACHTA(UKAIMH, ayTEHTHQUKAIHH U
ABTOPU3AIMN B KOMIBIOTEPHBIX CETAX
THIHYHBIE CETEBHIC aTaKy U CIIOCOOBI 3aIUTHI OT HUX
CymHOCTh H COACpXKAHHE MOHATHA HMHPOPMALMOHHOH 0e30IMacHOCTH,
XapaKTEePUCTHKH €€ COCTABJISIONINX
OCHOBHBIE MCTOUHHKH yrpo3 MHGOpPMalHOHHOH 6€30IIaCHOCTH W MEpHI 10 HX
pe0TBPALICHHUIO
I[TporpaMMHO-aIapaTHeIE CPEACTBA M METO/IBI 3AIIUTHI HH(pOpMALIH
OCHOBHBIE METOIBI OPTAaHH3AIMHA M NPOBEACHAS TEXHHYECKOTo 00CTyKUBaHUs
KOMMYTAIIHOHHOTO 000PYAOBaHHS KOMITBIOTEPHBIX CeTei
IMopsox ohopMIeHHs SKCILTYaTallHOHHON JOKYMEHTalHH
O61ye TpUHIUNGL GYHKIHOHHUPOBAHUS CPEICTB Kpunrorpaguyeckoi 3amuThl
HH(POPMAIMH B KOMIIBIOTEPHBIX CETSX
Hopsimok  obecredeHnst GesomacHOCTH HMHGOpMAlM¥ IPH  SKCILTyaTalud
KOMITBIOTEPHBIX CeTEN
@opMbl M MeTOAbl HHCTPYKTa)Xa MOJB30BAaTeNICH 10 HOPAIKY paboTBl B
KOMITBIOTEPHBIX CETAX
HopmarvBHbIE IPaBOBBIE AKTHI B 00JIACTH 3aIHTHI HHpOpMALUU
OCHOBHBIE PYKOBO/MIIME W METOAMYECKHE TOKYMEHTHl YINOIHOMOYEHHBIX
deaepalbHBIX OPraHOB HCIIOJHMTENBHOH BIACTH IO 3aIIUTE uHpopManud u
obecreueHnio 6e30IacHOCTH KPUTHIECKOM MH(OPMALHOHHOH HHPPACTPYKTYPHI
OpraHu3allMOHHEIC MEPHI IO 3alIuTe MHPOPMALIMH
Hpyrue -
XapaKTEPUCTHKH

3.1.3. Tpynosas pyHKnus

Texnnueckoe 00CITyKUBAaHHUE CPE/ICTB 3aIIUTBHI YpoBeHb
Haumenosanve | HHPOpPMALUH NPHKIAHOTO U CHCTEMHOTO Kon: A/03.5 | (nomyposeHs) 5

IPOTPaMMHOTO 00eCIIEUEHH S KBaHUKALIH
[MpoucxoxacHue

TpyaoBoii QyHKIHH

. OpurvHan X = 3aMMCTBOB2HO M3 OpPHIHHANA

Kon PerucTpaunoHHBIH HOMEP
OpHWTHHANA npodecCHOHAILHOTO
cTaHjaaprTa

 TpynoBele fieficTBAA

|
|
|

VcTaHOBKA IPOTPaAMMHOTO 00€CTIEYCHH S

Hacrpoiika TpOrpaMMHOIO oOGeclieueHHs C COOMoZeHHeM TpeOoBaHuH 110
3amuTe MHPopMALUU
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Hactpoiika cpeicTB aHTHBUPYCHON 3alITHI [ KOPPEKTHOH paboThI
IIPOrpaMMHOTO 0GecTiedeH s 10 3a1aHHBIM IabIoHaM

MHCTpyKTHpOBaHKe IIONb30BaTelieil o cobmoneHny TpeGoBaHUM MO 3aluTe
uH(OpMaNH Opy paboTe ¢ IPOrpPaMMHBIM 0OecieYeHHEM

HacTpoiika BCTPOEHHBIX CPEICTB 3allUTHl HMHQOPMAlMH IPOrPaMMHOIO
o0ecredeHns 110 3a/IaHHBIM I1a0JI0HaM

TIpoBepka (yHKIMOHMPOBAHHMS BCTPOCHHBIX CPEJCTB 3aIUTH MH(GOPMALHH
IIPOrPaMMHOT0 00€eCIIEUYeHHUS

O6HapyXeHHe IPA3HAKOB HAJNYAS BPEIOHOCHOTO IPOrpaMMHOr0 06ecedeHust

Heo6xoaumeie YcTaHaBNIMBATh MPOrpaMMHOE OOecliedeHHEe B COOTBETCTBHU C TEXHHYECKOH
yMEHUS IOKyMeHTalen

BHIIONHATE HACTPOMKY MHapaMeTpoB pabOTHl IPOrpaMMHOIO OOcCIEYeHus,
BKJIIOYAs CHCTEMBI YIpaBieHHd Oa3aMd NaHHBIX M CPEICTBA JJIEKTPOHHOTO
JOKyMeHTOo00OopoTa

Paborare ¢ HporpaMMHbBIM oOOecriedyeHHEM C COONIONCHHEM JCHCTBYIOIIMX
TpeCoBaHHii 110 3aIuTe HHPOPMAIMH

VcraHaBmuBarh  OOHOBJIEHHS  HPOrpaMMHOTO  obecredeHus, — BKIOYas
IPOrpaMMHOE 0fecIedeHre CPECTB 3alMTH HHPOPMAlUK

Heob6xoaumele [Topsmox HACTPOMKH IPOrpaMMHOT0 0OecIeueH s, CHCTeM ynpapieHus 6azamu
3HaHUSA JAHHBIX U CPEACTB JIEKTPOHHOTO JOKyMEHTO000pOoTa
OO6mpe OpUHUMNEL  (YHKIHOHHUPOBAHHMA  BPEJNOHOCHOTO  [POrPaMMHOIO
obecrevcHuUs

[Mpunnuns! GyHKIHOHAPOBAHUS CPEACTB AaHTHBUPYCHOM 3aIMTHI

CYIIIHOCTI: H COACpKAHHUC IIOHATUA HH(i)OpMaIIHOHHOi/’I 6e30nacnocm,
XapaKTCPUCTHUKHU €€ COCTABIIIIOMIAX

Hctounuku yrpos uHpopMamMoOHHOH 0€30macHOCTA H  MEpel IO HX
TpeIOTBPALICHUIO

Oco6eHHOCTH MCTOYHHMKOB yrpo3 HHPOPMALMOHHOH 6€301aCHOCTH, CBA3aHHBIX
C DKCILIyaTalyei MporpaMMHOTO 00eCTIEYCHUs]

[Tpu3HAKK HAIMYHSL BPEIOHOCHOTO IPOrPaMMHOT0 00ecTieueH s

Tunu4anbie YSI3BHMOCTH IPOTPaMMHOI'O obecrieyeHHS M METOJIBI UX YCTpaHCHUA

O6mue DPUHIOMIE  (YHKIMOHHPOBAHMS CPEACTB 3alIUTH  HHGOpPMAUMH
IPOrPaMMHOT0 00€CTIEYEH s, B TOM YHCIIE CPEACTB KPUNTOrpadUIECKOi 3a1IHThI
uH(popMaLUU

TopsimoK SKCILTYaTalud CPEACTB AHTHBUPYCHOM 3aIIUTHI

IMopsaok obecneueHns 6e30macHOCTH MHQOpPMAMK NPH  SKCIUIyaTalluy
MPOrpaMMHOTI0 obecTeueHus

HOpMaTI/IBHBIC IIPpaBOBBIC aKThHI B obnacTu 3alIUThL I/IH(I)OpMaIII/II/I

OCHOBHBIE PYKOBOISAIIME M METOAMYECKHE JOKYMEHTBI YNOJIHOMOYEHHBIX
denepanbHBIX OpraHoB HCNOJHHTENBHOM BIACTH TIO 3amure HH(GOPMAUU U
obecreueHnIo 6e30IaCHOCTH KPUTHYECKOH HHPOPMAMOHHOR HH(PaCTPYKTYpPhI

Opranu3aoHHBIE MEPHI 10 3alUTe HHpopMany

Hpyrue -

XapaKTCPUCTUKH

3.2. O606mennas TpyaoBas GpyHKIHNA

AJIMMHHCTpHpPOBaHHE CPEACTB 3alUTHI
HanmenoBanue | WHGOPMAIIMH B KOMIBIOTEPHBIX CHCTEMAxX U Kon B
ceTsIX

VYpoBeHb 6
KBaJTH(UKaLHH




[pouncxoxkaeHHe
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N L 3auMCTBOBaHO M3
000061eHHOM Tpyaoeoit = OpuruHan X
opuruHana
¢$yHKUIH
Kon PerucrpaunoHHbIH HOMEP
OpHMIHHAJIA Tpo¢eCCHOHATBHOTO
cTaHaapTa
BozMoxHbIe AnMuHECTpaTOp 6€30MacHOCTH KOMIIBIOTEPHBIX CHCTEM U CETEH
HauMEHOBAHH AJMHUHHECTpaATOp 1O obecedeHuo 6e30macHoCcTH HHGOpMaIMH
JOJDKHOCTEH, W B>keHep-IPOrpaMMHKCT II0 TEXHHYECKO# 3amuTe nHGopmanuu [ kareropuu
npodeccuii VHKXeHep-IporpaMMHUCT 0 TeXHH4YecKo#t 3amute nadopmanuy II kareropuu

HMKeHep-NporpaMMHECT IO TEXHHYECKOH 3aIuTe HHPOpMAIHH
WmxeHep-nporpaMMHUCT I Kareropuu

Wmxenep-porpammuct Il kateropun

Wmxenep-nporpammuct 11 xareropun
HNmxenep-nporpaMMHUCT

TpeGoBanus k
00pa30BaHUIO U

Bricinee o6pa3oBanne — 6akanaBpHaT

00yueHHIO

TpeboBaHus k JI11s1 OMKHOCTEH ¢ KaTeropueit — OIBIT paboTHI B AOIDKHOCTH € 6olee HU3KOM
OIIBITY (mpeaiIecTBYIONIEi) KATErOpHel HE MEHEE OJJHOTO roJa

MPaKTHYECKOH

paboThI

Oco0Bble yCIIOBUS
Jormycka K pabote

Hanuuwe fomycka K TocyAapcTBeHHOMR TaitHe® (pi HeoGX0AMMOCTH)

Hpyrue

XapaKTEePUCTHKHI

PexoMenyeTcs A0NONHUTENBHOE PodeccHOHabHOE 00pa3oBaHUe —
IpOrpaMMBI IOBHIEHAs] KBaTH(HUKaAIUK B 0611acTH HHPOPMALMOHHON
0€e30IMacHOCTH

I[OHOJIHI/ITGJIBHBIC XapaKTCPUCTHKH

Hanmenosanue
JOKYMEHTA

Ko HanMenoBanne 6a30B0ii rpymIibl, JODKHOCTH
(mpodeccun) WM CIENMAITEHOCTH

OK3

2522 CucteMHBIC aIMUHHCTPATOPhI

EKC

- WHXeHeP-IIPOrpamMMHCT (TIPOrPaMMHCT)

- VHXeHep-MPpOrpaMMHUCT 1T0 TEXHHYECKOH 3aIuTe
uHpopManuu

- AIMMHHCTpATOp 110 00ecnedeH 0 O€30MaCHOCTH
nHopManuu

OKIIATP

22824 Hmxenep-nnporpaMMHCT

26579 Crenpanuct 1o 3amure HHGOpMaIyl

40067 AJZIMHHHCTPATOP BBIYUCIIUTEILHON CETH

40070 AIMMHHCTPATOp HHPOPMAIUOHHOH 0€30MaCHOCTH

BBIUHCIATEIIFHON CETH

OKCO

2.10.03.01

Wudopmannonsas 6€300acHOCTh

3.2.1. TpyaoBas pyHKIHA

HaumMmenoBanue

AI{MI/IHI/ICTpI/IpOBaHI/IC NOACHUCTEM 3allIUThI
I/IHq)OpMaIII/II/I B ONI€pallHOHHBIX CUCTCMaAX

YpoBeHb
(moxypoBeHb) 6
KBaJIN(pUKALUH

Kom | B/01.6




ITponcxoxaeHue
TpyaoBoH QYHKIHH
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3anMMCTBOBaHO H3

Opurusan X
OpHI'HHANA
Kon PerucrpaunoHHblif HoMep
OpHI'MHANA npo¢ecCHOHABHOTO
cTaHJapTa

TpynoBble nelicTBuA

OnpeneneHHe COoCTaBa NPUMCHAEMBIX [IIPOTrpaMMHO-AINIapaTHbIX CpPCICTB
3allThL HH(bOpMaI_[I/II/I B OIICPAIlMOHHBIX CUCTEMAaX

Pa3pa60TKa nopsaka NpUMEHECHUS MPOTpaMMHO-aNIlapaTHbIX CPEACTB 3alllHThbI
I/IH(bopMaI.II/II/I B OIICPAMOHHBIX CHUCTEMAX

q)OpMI/IPOBaHI/Ie mabIoOHOB YCTaHOBKH IIpOrpaMMHO-aIlIapaTHblX CpeIACTB
3alluThI I/IH(l)OpMaHI/II/I B OIICPAIlHOHHBIX CUCTEMaX

VcTaHOBKA MPOrpaMMHO-aNMapaTHBIX  CPEICTB * 3allUTBl HMH(OpPMALHMH B
OIEPALHOHHBIX CHCTEMaX, BKIIOYas CPEACTBAa KPUNTOrpaQuuecKoi 3amIuThl
uHpOopMaLUH

Kon¢uryprupoBan#e IporpaMMHO-aINIapaTHBIX CPEJCTB 3allUTEl HHGOpMALiH B
OIEepallMOHHBIX CHCTEMaX

Kontpons KkoppekTHOCTH  (YHKUHOHMPOBAHHS INPOrPaMMHO-AIIIaPATHBIX
CpeJCTB 3aIUTH HHGOPMALMHU B ONEPAlIMOHHBIX CUCTEMAX

praBJIeHI/Ie aHTHBPIPYCHOﬁ 3alUTON OIICPallTHOHHBIX CUCTEM B COOTBCTCTBHH C
HCﬁCTBymMHMH TpeﬁoBaHI/IﬂMI/I

Heob6xomuMbie
yMEHHS

q)OpMy.TII/IpOBaTI) MOJIMTHKH O€30IMaCHOCTH OICPAITMOHHBIX CUCTEM

HaCTpaI/IBaTI) MMOJIMTHKH 0€3011aCHOCTH OCPAILlNOHHEIX CHCTEM

OuenuBarh yrpo3bl 6€30MacHOCTH HHPOPMAIMHU ONIEPAallMOHHBIX CHCTEM

HpOTHBOﬂeﬁCTBOBaTB yrposzam 6e3omacHOCTH I/IHq)OpMaI.[I/II/I C HCIIOJIF30BAHUEM
BCTPOCHHBIX CPEACTB 3AIMNTHI I/IH(bOpMaIII/II/I OIICpAllMOHHLIX CHCTEM

BI:I6I/IpaTI> PEXUMBI paGOTBI IporpaMMHO-aIaparHbix CpeACTB 3alluThl
HH(bOpMaI.II/II/I B OII€palMOHHEIX CUCTCMaxX

HaCTpaI/IBaTI: AHTHBHPYCHBIC CPEJCTBA 3AlIATHI I/IH(i)OpMaIII/II/I B OIICpallHOHHBIX
CUCTEMAX

VYceraHaBauBaTh  OOHOBJICHHS IIporpaMMHOI0 obecrieueHuss H© CpEACTB
aHTHBHPYCHOﬁ 3alIUThI

IIpoBOAUTE MOHHTOPHHT  (GYHKIMOHHPOBAaHHA  IIPOrPaMMHO-aNNapaTHBIX
CpPeACTB 3aIUTH HH(POPMAIHH B OLEPAIIMOHHBIX CHCTEMAaX

IpousBomute aHamu3 3((EKTHBHOCTH IIPOrpaMMHO-AINApPAaTHBIX CPEICTB
3aIMUTHl HH(HOPMAIIHH B OIIEPAlIIOHHBIX CHCTEMAX

OLeHMBAaTh ONTHMANILHOCTE BEIOOPA IPOrpaMMHO-AIIAPATHEIX CPEICTB 3aAIUTHI
HHPOPMAIIMH 1 UX PEXXIMOB (YHKIMOHHPOBAHHMS B ONEPAIIMOHHBIX CHCTEMax

HeobOxonuMbie
3HAHUS

ApXHUTEKTYpa U MIPUHLHIIBI TOCTPOEHHUS OLIEPAI[MOHHEIX CHCTEM

ITporpammuble HHTEpGEHCH ONEPAIMOHHBIX CHCTEM

Buael MONHTHK yapaBJI€HUA JOCTYIIOM H I/IH(bopMaI_II/IOHHBIMI/I ITIOTOKaMH
IIPAMCHHUTECIIEHO K OIICPATMOHHBIM CHCTCMaM

ApaneKTypa IMOACHUCTEM 3aINUTHI I/IH(bopMaI_II/II/I B OLICPpATMOHHLIX CUCTEMaAX

[Ipusmunel  GyHKUMOHMPOBAaHHSA  CPEACTB  3alMTBI  MH(OpMauuu B
ONEpalMOHHEIX CHCTEMaX, B TOM HHCJIC HCIONB3YIONMX KpHITOrpaduueckue
AJITOPUTMBI

CocTaB THIOBBIX KOH(Urypanmii mporpaMMHO-allIapaTHBIX CPEACTB 3alIUTHI
uHpopMauu

Tpe60BaHI/I$I 0 COCTaBy M XapaKTEPUCTHKaM ITOJACHCTEM 3allAThI I/IH(l)OpMaIII/II/I
IPHMCHUTCIIBHO K ONEpalliOHHBIM CHCTCMaM

HOleIOK peanu3anil MCETOLOB H CPCACTB aHTHBHPYCHOﬁ 3allfUThl B
ONCpallHOHHLIX CHCTCMaxX
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TIporpaMMHO-annaparHpie CPEeACTBA M METONBI 3aMTH MHpOpMauuH B
OMepanMoOHHbIX CUCTEMAX

[TpuHIHMIE] pabOTHI U IIPABUIIA FKCILTYaTalUK TPOrPaMMHO-aNIIapaTHBIX CPEICTB
3amuThl HHGOpPMaIHU

HopmaruBHbi€ IpaBoBbIe aKThl B 00JIACTH 3aIMMTEI HH(pOpMAlAH

PyKOBOJAIIME H METOAMYECKAE JOKYMEHTHI YNONHOMOYEHHBIX (erepanbHbIX
OpraHOB HCHONHMTEILHON BIAacTH MO 3aldTe HHPOPMAUMH U OOCCIEUCHUIO
6e30acHOCTH KPUTUYECKOH HH(POPMAIMOHHOH HHPPACTPYKTYPBI

Opranu3alHoOHHBIC MEpHI 110 3alIuTe HH(OPMaii

Hpyrue

XapakKTCPUCTUKHA

3.2.2. TpyaoBas pyHKuns

AIMHHHUCTpUPOBaHME IIPOrPAMMHO- VposeHs
HanMeHoBaHHe | AIIIIAPATHBIX CPEACTB 3aUTH HHQopManuu B Koxn B/02.6 | (noaypoBeHs) 6

KOMIIBIOTEPHBIX CETAX KBaTUHKALMH
Hponcxc)umz[eﬂne Opuruman X 3auMCTBOBAHO M3
TpyAOBOH GyHKUHMH opuruHaia

Kon PerucrpaumoHHbIH HOMED
OpHUrHHana npoeCCHOHANBHOIO
cranzapta

TpynoBsie ieicTBUA

OﬂpelIeJIeHI/IC cocTaBa [IIPUMEHACMBIX MOPOrpaMMHO-AINAapaTHBIX CpEacCTB
3alllUThI I/IH(I)OpMaI_II/II/I B KOMIIBIOTEPHBIX CETAX

PaspaGoTka mopsiika IPUMEHEHHs IIPOrPaMMHO-ANApPaTHRIX CPE/ICTB 3aIlUThI
UH(OPMAIHU B KOMIBIOTEPHBIX CETSX

®opmupoBanue 1abI0HOB KOH(HIypaluy IPOrpaMMHO-aIapaTHBIX CPEICTB
3aIUTE HHGOPMAIMH B KOMIIBIOTEPHBIX CETAX

HacTpoiika nporpaMMHBIX H alllapaTHBIX CPEACTB IOCTPOCHUS KOMIBIOTEPHBIX
cereif, HCIONB3YIONMX KPUITOrPaguIecKyIO 3auTy HHGOpManuu

Vnpasnenue GyHKIHOHHPOBAHMEM NPOrpaMMHO-AMIAPaTHBIX CPEICTB 3aIHMThI
UHGOPMAIMH B KOMIIBIOTEPHBIX CETIX

KoHTpoiib  KOPPEeKTHOCTH  (YHKIMOHMPOBAaHHS  NPOrpaMMHO-aNNapaTHBIX
CPEJICTB 3aIUThl HHPOPMALMHK B KOMIBIOTEPHBIX CETAX

YIIpaBJ'IeHI/IC cpeACTBaMH MEKCETEBOTO SKPAHHPOBAHHUA B KOMITBIOTCPHBIX CETAX
B COOTBETCTBHUA C I[CﬁCTByTOIIIPIMPI Tpe6OBaHI/I}IMI/I

HeoOxonumMeie
yMEHUS

OrmeHUBaTh YIpo3sl 6€30MacHOCTH HHGOPMAIMK B KOMITBIOTEPHBIX CETAX

HaCTpaI/IBaTB IpaByia (bI/IJ'ILTpaHI/II/I HaKETOB B KOMIIBIOTCPHBIX CETAX

OGOCHOBBIBATh BLIOOP HCIONB3yeMBIX I[IPOrpaMMHO-AaNNAPaTHBIX CPEICTB
3aIATH HHGOPMAIIAN B KOMIBIOTEPHBIX CETAX

KoHpurypuposars # KOHTPOJIHPOBATh KOPPEKTHOCTh HACTPOHKH NPOrpamMMHO-
annaparHbIX CPEACTB 3allMThHI HHGOPMalHK B KOMIIBIOTEPHBIX CETAX

Beibupare pexumbl  pabOTHl  POrpaMMHO-AlIapaTHBIX CPEACTB  3AILHUTHI
HH(OPMAIHH B KOMIIBIOTEPHBIX CCTIX

[IpoBOAMT MOHHTOPHHI  (QYHKIMOHMPOBaHMS  IIPOrPaMMHO-ANIAPaTHBIX
CPEJICTB 3aIUTHl HHPOPMAlMH B KOMITBIOTEPHBIX CETAX

[IpousBonuts anamu3 3(PEKTHBHOCTH IMPOrPaMMHO-ANNAPATHBIX CPE/CTB
3aIUTH HHGOPMANAH B KOMIBIOTEPHBIX CETAX

OleHUBaTh ONTHMAIBHOCTE BEIOOPA MPOrpaMMHO-AIIIAPAaTHBIX CPEJICTB 3aLMTHI
HHG(OPMALMY U X PSXKUMOB (DYHKIMOHAPOBAHYIS B KOMIBIOTEPHBIX CETAX
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Heobxoaumeble ITprHIAIBI TOCTPOEHHS KOMIIBIOTEPHBIX CETER

3HaHHUA Crek ceTeBbIX MPOTOKOJIOB ONIEPALIMOHHBIX CHCTEM
CTex IpOTOKOJIOB CETEBOT0 000pylOBaHHUS
[Mopsiaok peanu3aiyii METONOB U CPEICTB MEKCETEBOTO SKPAHUPOBAHUS
[punnunsl  QyHKUMOHHPOBAaHMA  CETEBBIX  IIPOTOKOJNOB,  BKJIFOYAIOIMIUX
Kpurntorpaguyeckue aropuTMbI
BHIB! IONMTHK YIPABICHHS JOCTYIOM H HH(OPMAIMOHHBIMHM IIOTOKaMH B
KOMIBIOTEPHBIX CETAX
HcToyHukH yrpo3 uHGOpPManHOHHOH 06€30IaCHOCTH B KOMIBIOTEPHBIX CETAX H
MEPHI 10 UX NPEJOTBPALLECHHIO
CocTaB THIOBBIX KOHGHrypauuil NporpaMMHO-aMAapaTHBIX CPEACTB 3alIHTHI
UHQPOPMALIMH U PSKUMOB HX (GYHKIHOHHPOBAHHMS B KOMIBIOTEPHBIX CETAX
Meronsl HM3MEpEHHi, KOHTPOIS M TEXHHYECKHMX pacyeToB XapaKTEepUCTHK
IPOrpaMMHO-AMIAPATHBIX CPE/ICTB 3aIIUTHI HHYOPMAIHUH
ITpuHIiMnel paboThl M TpaBHIla 3KCIUIyaTalldd IIPHMEHSEMBIX HpPOrpaMMHO-
anmnapar’biX CpeACTB 3aliUThl HHOOPMALIK
IIporpaMMHO-anmaparHeie CPEACTBA M METOABI 3amuThl MHGOpManuH B
KOMIBIOTEPHBIX CETAX
HopMaTuBHBIE IPABOBBIE aKTHI B 00JIaCTH 3aIMMTEL HHPOPMALUH
PykoBosIye M METOAMYECKHE JOKYMEHTHI YIONHOMOYEHHBIX (enepalbHbIX
OpraHoOB HCTIOJHMTEJIPHOH BIACTH IO 3amuTe HMHGOpMAUMH M OOECTICYECHHIO
6€30MacHOCTH KPUTHYECKOH MH(POPMAIMOHHON HHPPACTPYKTYPhI
Opraau3aiuoHHbIE MEPHI 0 3allUTe HHGOpMaIHK

Hpyrue -

XapaKTEPHCTHKH

3.2.3. TpyaoBas pyHKuHS

AJIMHHHUCTPHUPOBAHHE CPEACTB 3allUThI VpoBeHb
HaumeHoBanue | HHPOpPMALUHN NPHKIAJHOIO B CHCTEMHOTO Kon | B/03.6 | (nmomyposeHs) 6

IPOrPaMMHOT0 0GeceyeH s KBanMuKanuy

OUCXOKICHUE 3apMCTBOBAHO M3
Tip DI Opurunan X
TpyaoBOi GYHKIMH OpHTHHANA
Kon PeructpaunoHHBIH HOMED
OpHMruHana npoeCCHOHAILHOTO
cTaHAapTa

Tpynossie aeiicTBus

OnpesieNieHHe TIOPSAOKA YCTAHOBKH IPOTPAMMHOIO OOECIECYCHHS C LENBIO
cobioenus TpeboBanuil mo 3aumTe HHGopMauy

Koutpois 3a cobmoneHueM TpeboBaHMi [0 3a1uTe uH(pOpMAIIHHU IPH YCTAHOBKE
NporpaMMHOr0  oOecedeHHs, BKIIO9asd AaHTHBHPYCHOS  IPOrpaMMHOE
o0ecrieueHHe

®opMynmupoBanue TpeGOBaHHH K IapaMeTpaM CPEICTB aHTHBHUPYCHOH 3allUTEHI
I KOPPEKTHOM pabOoThI IPOrPaMMHOT0 00eCTIeYeHUSI

BommonHenue paboT 10 OOHAPYKEHHMIO BPENOHOCHOTO  NPOTPAMMHOIO
obecneyeHus

JluxBunanus OOGHAPYKEHHOTO BPEIOHOCHOTO IPOrPAMMHOIC oOeciedeHus U
MOCIIEACTBHUHM €ro QYHKIMOHHPOBAHHUS

®opMyHpoBaHHe TPeGOBAHUI K BCTPOCHHBIM CPEZICTBAM 3aIlUThl HHpOpMALMH
IPOrpaMMHOTO obecTieueHus




14

Heobxoaumeie
yMeHHS

AHanm3upoBark  yrpo3bni  Oe3omacHOCTM — MHQOpMAlMH  IIPOrpaMMHOTO
obecneyeHH

@opMynupoBarh  mpaBHia  0e30mMacHOM  JKCIUIyaTallid — [IPOrPaMMHOTO
o0ecredeHns

O6ocHoBBIBarh  mpaBuia  Oe30macHOM  SKCIUIyaTalldd  IPOrpaMMHOIO
oOecriedeHAs

AnanusupoBarh (YHKIHOHHPOBAaHHE INPOTPAMMHOTO OOECIECUEHHS C LEIbIO
onpejieICHAs BO3MOXHOTO BPEJAOHOCHOTO BO3JIEHCTBHS

HpOI/ISBOIlI/ITB IIPOBEPKY COOTBETCTBUA PEaAIbHBIX XapaKTCPHCTHK IIPOTPAMMHO-
almnaparHeIX CpPEACTB 3alllUThI I/IH(i)OpMaI_II/II/I 3asBJICHHBIM B HX TEXHHUYECKOH
JOKYMCHTAIlUH

OcyIIecTBIATh MEPONPHATUS IO NPOTHBOACHCTBMIO yrposaMm O€30mMacHOCTH
MH(OpMAIFH, BOSHUKAIOMUM MPH SKCILTyaTalluH IIPOrPaMMHOT0 00eCIIeYeHuUs]

OHpeI[eJISITB MMOpAAOK q)YHKIII/IOHI/IPOBaHI/ISI IIporpaMmMHOTO obecrmeyeHus ¢
IEIBIO obecricueHus 3aIuThI I/IH(bOpMaIII/II/I

Anamu3upoBath  3QQGeKTHBHOCTE  cOPMYIHPOBAaHHBIX  TpeOOBaHHM K
BCTPOEHHBIM CPEJICTBAM 3alUThl HH(OPMALMH IIPOrPaMMHOTO 0GeceueHus

Heo0OxoauMeie
3HAHUSA

ApaneKTypa IIOACHUCTEM 3AlUTEI I/IH(l)OpMaI.II/II/I B OIIEpallMOHHLIX CHCTCMAX

HpI/IHHI/IIIH NOCTPOCHUS CUCTEM YIIPABJIICHUA 0azaMH JaHHBIX

OcHoBHBIE CpeACTBA H METOJAbI aHa/IN3a IIPOrpaMMHLIX peanmaunﬁ

HpI/IHI.II/IHBI IIOCTPOCHU AaHTUBUPYCHOI'O IPOIrpaMMHOI'0 obecreueHus

BHIBI MOAMTHK YOpAaBlI€HHS JOCTYIOM M HHGOPMALMOHHBIMU IIOTOKAMH
IPUMEHHTENHHO K PHKIAJHOMY IIPOrPaMMHOMY O0ECTIEUEHHIO

Hctounuku  yrpo3  MHpOpManMOHHOH  6€30MacHOCTH  NPOTPaMMHOIO
obecrieueHHss ¥ MEPHI 110 UX NPEJOTBPAILEHHIO

VS3BUMOCTH MCIIOJBE3yEMOrO MPOTPaMMHOrO OOecIedeHHs M METOABl HX
yCTpaHEeHHUS

Buast u  (opmbl  (GYHKIIMOHHPOBAHHA  BPEJOHOCHOTO  IPOTPAMMHOIO
obecrieueHng

XapaKTeprle NIpU3HAKHA HAJIM4YHUs BPpEJOHOCHOI0 IIpOorpaMMHOI0 obecneyeHUs

CpenctBa ¥ MeTofsl OOHApY)KEHHS PaHCE HEH3BECTHOIO BPEJOHOCHOTO
IPOrpaMMHOTO 00eCICUECHHS

[IpuHIMNBl (yHKIMOHAPOBAHHS MPOTPAMMHEIX CPEICTB KpHHTOorpahuyeckon
3aIUTEl KHQOPMAIUU

[Mopsimox  obecriedeHnss 6e30macHOCTH HMHGOpMAalMA NPH  SKCIUIyaTalluH
IPOrPaMMHOT0 0OecIIeueHHUs

HopmaTHBHbIE IIPAaBOBbIE aKTHI B 001ACTH 3aIMTEI HHPOpMALHK

PykoBofAIIE W METOAMYECKHE JOKYMEHTHI YIOIHOMOYEHHBIX (enepanbHbX
OpraHOB HCIIOJIHMTENBHOM BIAcCTH IO 3amuTe HHPOpManMu U 0OecneueHUI0
6e30acHOCTH KPUTHYECKON MH(POPMALHOHHON MHYPACTPYKTypBI

Opranu3allMOHHBIE MePHI 10 3aIuTe HHPOpMALUM

Hpyrue
XapaKkTEepPUCTHKA

3.3. O6o6mennan TpyaoBas GpyHKIuA

HaumenoBanue

OuenuBaHie ypoBHS 6€30MaCHOCTH
KOMIIBIOTEPHBIX CUCTEM U CETEH KB/ UKALIH

Koz C YpoBeHb 7
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[Tpoucxoxaenue
M " 3auMCTBOBAHO U3
0606menHoit TpynoBoii | OpuruHan X
3 OpuruHaia
(byHKIHMR : :
Kon PeructpaunoHHslii HoMep
OpUI'HHANA npoteccHOHABHOTO
craHgapTa
BosMoxHbIe CHCI.II/IaIII/ICT 10 3aluTe I/IH(i)OpMaI_[I/II/I B KOMIIBIOTCPHLIX CUCTEMAX U CCTAX
HanMCHOBaHHUA BKCHepT 0 aHaJIK3y 3alIHIICHHOCTA KOMIIBIOTEPHBIX CHCTEM M ceTel
JOJIKHOCTEH, Bexnymmii (crapimii) CrieHaIACT O 3aluTe HHPOpMauu
npodeccuit PyKOBOJMTENb IPYIIB! (CICHUATH3NPOBAHHOM B IPOYMX OTPACIIAX)

PykoBojuTeNs rpynnbl ((yHKIMOHAIBHOM B IPOYHX 06/IACTSX AESTENLHOCTH)

TpeGoBanus k
00pa30BaHUIO H
00y4ECHHUIO

Bricmee 06pa3oBaHue — CIIEIUAIMTET HIIM MaruCTpaTypa

TpeboBanus k
OIIBITY
IPaKTUYECKOR
paboThI

Oco6pie ycIoBUs
JoImycKa K pabote

Hasnmume omycka K rOCYIapCTBEHHOI TaiiHe (IIpH He0OX0MMMOCTH)

Apyrue
XapaKTepUCTHKH

PexoMeHIyeTcs IONOIHATENBHOE HpodecCHOHANBEHOE 00pa3oBaHUe —
IPOrpaMMBbI MOBBIIIEHNS KBATHPUKAIHK B 001aCTH HHGOPMALMOHHON
0€30I1aCHOCTH

JlonoTHATEIbHBIE XapaKTePUCTHKH

HaumeHnoBanue Kox HamMmeHoBaHHE 6a30BOi IPYIIIEL, JOJKHOCTH (Ipodeccun)
JIOKYMEHTa WA CHEHATBHOCTH
OK3 2523 CrieHanuCcThl 10 KOMIIBIOTEPHBIM CETAM
EKC - WHxeHep-IporpaMMHECT 1O TEXHUYECKOH 3aIlIUTe
uHpopManuu
- AJIMHHHCTpPATOP MO 0becreyeH o 06€30IIaCHOCTH
HHPOPMaKH
- CrienMamicT 0 TEXHMYECKOH 3a1uTe HHpopMalMu
OKIIATP 26579 Crnenuanuct no 3amute nHGopMaIyu
46155 PykoBOMTENb TPYIIE TOAPA3AEIECHHAS 110 KOMILTEKCHOM
3amuMTe HHPOpMalUK
OKCO 2.10.04.01 | NudopmaimonHas 6€30MaCHOCTh
2.10.05.01 | KommosloTepHasd 6€300aCHOCTD
2.10.05.02 | MudopmanmronHas 6€30MaCHOCTh T€JIEKOMMYHHKAIHOHHBIX
CHCTEM
2.10.05.03 | UudopmanroHHOH 6€30I1aCHOCTH aBTOMAaTH3HPOBAHHBIX
CHCTEM
2.10.05.04 | UndopManroHHO-aHAIMTHIECKHE CHCTEMBI 0€30IaCHOCTH
2.10.05.05 | Be3onacHOCTb HHGOPMAIMOHHBIX TEXHOJIOTHH B
IPaBOOXPAHUTENBHOH chepe
2.10.05.06 | Kpunrorpadus
2.10.05.07 | IIpoTuBOnEHCTBHE TEXHMYECKAM pa3BeiKaM
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3.3.1. Tpynosas pyHKuus

HpOBCIleHI/Ie KOHTPOJIBHBIX IIPOBEPOK

paboTocmocoOHOCTH U 3 PEKTHBHOCTH VpoBeHb
HanMeHoBanue = MPUMEHSEMBIX IIPOrPaMMHO-aNMapaTHBIX Kon | C/01.7 | (nonpyposetn) 7
CpeICTB 3aIMUTHl HHPOpPMaLUH B KOMIIBIOTEPHBIX KBamApHUKALHIH

CUCTEMaX H CCTAX

[MpoucxoxacHue
Tpya0oBoii PYHKIHH

3auMCTBOBAHO H3

- Opurmaan X
OpUTHHANA
Kon PeructpaumoHHbli HOMEP
OpHMIHHANA npodecCHOHANEHOTO
cTaHAaprTa

TpynoBsle neicTBus

Onenka pa60TOCIIOC06HOCTI/I IIPHMEHAECMBIX MIPOrpaMMHO-aNnapaTHbIX CPCACTB
3alIUTBI I/IH(I)OpMaIII/II/I C HCIIOJIb30BaHUEM IITATHBIX CPCACTB H METOAUK

Onenka 5(p(EeKTUBHOCTH HPHMEHSIEMBIX INPOrPaMMHO-aNMapaTHBIX CPEACTB
3alUTH MHGOPMAIIHH C MCIIOJIB30BAHAEM HITATHBIX CPEJICTB M MCTOAUK

OnpeziesicHre YpOBHS 3alIMUICHHOCTH M JIOBEPHSA IIPOrpPaMMHO-aNNapaTHBIX
CpeICTB 3alUTH HHpOpMaLK

XapaKTEPUCTHKH

HeobxonumMeie OnpefienaTs mapameTpsl  (QYHKIMOHMPOBAHHSA  [IPOrPaMMHO-aNNapaTHBIX
yMEHHUS CpEJCTB 3aIluTh HHPOpMaLuH
Paspa6aTbiBaTh METOOVKH OLECHKH 3aIMLICHHOCTH IPOrPaMMHO-aNiapaTHBIX
CpEACTB 3aIUTH HH(pOpMaLK
OnenyBarh GGEKTHBHOCTD 3aIMTH MHpOpMauu
IIpuMenATs pa3paboTaHHbIE METOIWKH OLEHKH 3AIUINECHHOCTH IIPOrpaMMHO-
annapaTHBIX CPe/ICTB 3aIIUTH HH(OpPMaLH
AHanu3upoBaTh [IPOrPaMMHO-ANIapaTHBIE CPENCTBA 3allUTBl C  LETBIO
OIIpe/IeNieHUs. YPOBHs 00€CIIeMBAEMBIX HMH 3AILMIICHHOCTH U JIOBEPHS
HeoOxonumele ITpuHIMITEL TOCTPOSHUS KOMITBIOTEPHBIX CHCTEM M CeTeH
3HAHUA MeToBl © METOOUKH OLEHKH 0€30MacHOCTH MPOrpaMMHO-aNapaTHBIX CPE/ICTB
3aIuThl NHGOPMAIUN
[IpMHIMOBI  TOCTPOEHHA  NPOrPaMMHO-AMIAPATHBIX — CPEACTB  3AIIMTHI
uHpOpMAaIHU
[IpyHIMNBL OCTPOSHUS HOJCHCTEM 3aIIMTHl UH(GOPMALKH B KOMIIBIOTEPHBIX
cHcTEMax
MeToaB!I OLEHKM 3((EKTHBHOCTH MONUTHKH G€30IMaCHOCTH, PEallM30BaHHOM B
IPOrPaMMHO-ANAPATHEIX CPEACTBAX 3aAIUTEHI HHGOPMALHH
MeTopl M CpeCcTBa OLEHKH KOPPEKTHOCTH M 3(P(EKTHBHOCTH NPOrpaMMHBIX
peanu3anyii AIrOPUTMOB 3alIUTH HEPOPMAalHK
MeTonpl aHamM3a NPOrPaMMHOrO KoJa C HENbl0 MOMCKA IOTCHIHAIBHBIX
yA3BAMOCTEH U HEJOKYMEHTHPOBAaHHBIX BO3MOXHOCTCH
CriocoGBI aHAIM3a IPAMEHAEMBIX METOJIOB U CPE/ICTB 3aIIMTHl HH(pOpMAIUY Ha
TPEIMET COOTBETCTBHU TONUTHKE G€30MaCHOCTH
HaupoHanbsHble, MEXTOCYIAPCTBEHHBIE H MEXKIYHAPOIHbIE CTAHAAPTHI B 001aCTH
3aIUTHl HHQOpMalH
HopMaTHBHEIE IPaBOBBIC aKTHI B 06/1aCTH 3aIATH! HHGOPMAIHH
PyKOBOZSIIME M METONUIECKUE JOKYMEHTHI YMOTHOMOYEHHBIX (hesepatbHbIX
OpraHOB HCIOJHMTENBHOM BIACTH HO 3amuTe MHGOpMAUUH W 00ECIECYEHHIO
6e30MacHOCTH KPUTHYECKON MHPOPMAIHOHHOH MHPPACTPYKTYPBI
OpraHu3alHOHHBIE MEPEI 110 3allIATe HHPOPMALHH
Hpyrue -




3.3.2. TpynoBas pyHKuus

PazpaGoTka TpeGOBaHHii O 3aIIUTE, VpoBerb
Haunmenosanye | (pOpMHUPOBAHHE OJUTUK 6€30IaCHOCTH ' Kox  C/02.7  (momyposens) 7

KOMIBIOTEPHBIX CUCTEM H CETEH KBanMpukamy
Hponqu‘muenne Opuruman X 3aMMCTBOBaHO U3
TpyAOBO# PYHKUHI OpHIHHAJA

Kopn PerunctpaunoHHbIi HOMED
OpHUruHaNa npoheCCHOHANBHOTO
cTaHaapTa

TpynoBbie ®opMUpOBaHHE MOJUTHK 0€30M1aCHOCTH KOMIIBIOTEPHBIX CUCTEM
JefcTBUA KoHCyIbTHPOBaHKE 1O BOIPocaM 6€30I1acCHOCTY KOMITBFOTEPHBIX CHCTEM
Paspabotka mpodueil 3aIUTh] M 3aJaHUH 10 6€30MaCHOCTH
Pazpa6oTka TeXHMYECKHUX 3aJaHAi Ha CO3aHue CPEICTB 3alIUTh HHpopManuu
[NpunsTHe pelneHns 0 HeoOXOAUMOCTH 3alMTHl HH(GOPMaLKH, COAEepXKaIICHCS B
HH(OPMAIMOHHOH cHUCTEME
Knaccudukanus HHPOPMAUMOHHONH CHCTEMBI MO TpeOOBaHMAM 3aIUUTHI
nHGOpMaIHU
Oupenenenne yrpo3 6e30macHOCTH HHGOPMALHHU, peau3alid KOTOPBIX MOKET
TPUBECTH K HAPYIICHHUIO 0e30MacCHOCTH HH(POPMALMH B KOMIILIOTEPHO# crHCTEME
M CETH
PaspaGoTka Moziesu yrpo3 6e300acHOCTH HH(OpMalH
3asanve TpeOoBaHMii K 3auTe HHYOPMAIMH KOMIBIOTEPHOH CUCTEMEI
Pazpa6oTKa pyKOBOUIIMX JOKYMEHTOB IIO 3allyTe MH(OpMALUK B OpraHu3aluy
Heo6xomiMble AHaIH3HPOBATh KOMIIBIOTEPHYIO CHCTEMY € LIEIBIO ONIPeIENIEHHs HE0OX0[MMOTO0
YMCHHUS YPOBHS 3aIINIIEHHOCTH M JOBEPHS
Pa3pabarsiBaTh TpOGHIH 3aIIMTHl KOMIBIOTEPHBIX CHCTEM
®opMyIIMpOBaTh 3a1aHus 110 6€30IaCHOCTY KOMIBIOTEPHBIX CHCTEM
BrimonHaTe aHamM3 0€30IacHOCTH KOMIBIOTEPHBIX CHCTEM M pa3pabaThiBaTh
PeKOMEHIALIMH 110 SKCILTyaTallul CHCTEMBbI 3allIU T HHpOpMaluH
®opMHpPOBATH IOJHUTHKA O€30MACHOCTH KOMIBIOTEPHBIX CUCTEM U CETEH
Heob6xonumeie IIpUHIMIIB HOCTPOEHHS. KOMIIBIOTEPHBIX CHCTEM M CETEH
3HAHUA Monenu 6e30macHOCTH KOMIBIOTEPHBIX CHCTEM
Buibl TOIHTHK 6€30MaCHOCTH KOMIIBIOTEPHBIX CHCTEM U CeTel
TIpMHIANB TOCTPOEHHS CPEICTB KPHNTOrpaduIecKor 3amu Tl HHGOpMaLHH
HaruoHanbHEIE, MEXIOCYAapPCTBCHHBIE H MEXIyHapoAHbIE CTaHJAapThl B
oGnacTy 3amuThl HHGOPMaIMU
BO3MOXHOCTH HCIOJNB3yEMBIX H IUIAHHPYEMBIX K HCIIOIB30BAHUIO CPEICTB
3aIIUTH HHGOpPMALMH
HopmaruBHBIE IPABOBBIE aKTHI B 001I1aCTH 3aIMTHL HHPOPMALIMH
PykoBojsiye B METOAMYESCKUE JOKYMEHTHI YIOMHOMOYEHHBIX (enepaibHbIX
OpraHOB HCIIOJHUTEIBHON BIACTH IO 3aluTe HMHGOpMAIMU U 00CCICUCHUIO
6€30MacHOCTH KPUTHYECKOM HHGOPMAlMOHHOH HHPPAaCTPYKTYpBI
Opranu3agroOHHBIC MEpPHI IO 3allUTe HHpOpMaluH
Apyrue -
XapaKTepHCTHKH
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3.3.3. TpyaoBast pyHKUHA

[TpoBeseHne anamu3a 6€30MacHOCTH YposeHb
HanMCHOBAHHE | gy IBIOTEPHBIX CUCTEM

Kon C/03.7 (O TypOBEHB) 7
KBUIH(pUKaLAN

[IponcxoxneHue
TPy 0BOH PyHKIMH

3auMCTBOBaHO U3
OpHTHHAJIA

OpurvHan X

Kon PeructpauinoHHbil HOMEP
OpHMTMHAJIA npodecCHOHATBHOTO
cTaHgapTa

TpynoBbie aeiicTBHA

OnpeneneHI/Ie YPOBHA 3alIHIICHHOCTA U JOBCPHUA B KOMITBIOTCPHEBIX CUCTEMAX

Onenka PHCKOB, CBA3aHHBIX C OCYIICCTBICHHEM yrpos 0e30macHOCTH B
OTHOINICHUYU KOMINBIOTCPHEIX CHCTEM

OneHKa COOTBETCTBHUS MEXAHU3MOB 0e30MmacHOCTH KOMHBIOTepHOf/'I CUCTEMBI
TpeGOBaHI/ISIM CYILIECTBYIOIIUX HOPMATHBHBIX JOKYMEHTOB, a TaKXKC HX
aJIEKBaTHOCTH CYIICCTBYIOIINM pHCKaM

IloaroroBka aHAIMTUYECKOrO OTYETa MO pe3yibTaTaM HPOBCACHHOTO aHaJIn3a
YPOBHA 3alIMIICHHOCTH H JOBCPHA B KOMITBIOTEPHBIX CUCTCMAX

DopMyTHpOBaHME NPEAJIONKEHHI 10 YCTPAHEHHIO BBISBJICHHBIX YS3BUMOCTEH
KOMITBIOTEPHBIX CETEN

HeobOxoammele
YMEHHS

AHaNTH3MPOBaTh KOMIGIOTEPHYIO CHCTEMY C IIENIBIO ONpPE/IENICHUA YPOBHA
3alIUIIEHHOCTH U IOBEPHS

IIporHo3upoBaTh BO3MOXHBIE TIYTH pasBUTAS JCHCTBHA  HapyImIuTesNs
uH(OPMAITOHHOH 6€30I1aCHOCTH

HpOHSBOlIHTB aHaJIN3 [MOJIMTHKY O€30MacHOCTH HA IpeAMET aACKBATHOCTH

TIpOBOMTL MOHHTOPHHT, aHAIA3 H CPaBHEHHE 3(PPEKTHBHOCTH NPOrpaMMHO-
aNNapaTHBIX CPEe/ICTB 3alllUThl MHPOPMALUK B OLIEPAIIHOHHBIX CHCTEMAX

CocTaBisaTh U 0(1)OpMJIﬂTB aHAJMTHYECKHH OTYET MO pe3ynbsTaTaM NpoBECACHHOIO
aHalIu3a

Pa3pa6aTBIBaTI> NpeAIOXKCHHS 110 YCTPAaHCHHIO BBISIBJICHHBIX y5[3BI/IMOCTeI71

Heo6xomuMele
3HAHUS

IIpHHIMIIB! TOCTPOEHHS KOMIIBIOTEPHBIX CHCTEM U CeTeH

Viazsamoctu KOMIIBIOTEPHEIX CUCTEM U ceTel

Kpunrorpadguteckie METOIbI 3alMTE] MHGOpMaLy

TIpHHIMIE! TOCTPOEHHS CHCTEM YIIPaBJIeHHs Oa3aMH JaHHBIX

CpejcTBa aHaIM3a KOHQUIYpalyi

HanmoHaIbHBIE, MEXTOCYJApCTBEHHBIE H MEXIAyHAapOIHbBIE CTaHIapThHl B
00/1aCcTH 3aIIATHI HHPOpMaLUH

HopMaTHBHEIE IIPAaBOBBIE AKTHI B 061aCTH 3aIIMTHI HHGOPMAIHH

PyKOBOJAIINE M METOIMYECKHE IOKYMEHTHI YHONHOMOYEHHBIX (enepatbHbIX
OPraHOB HCIOJHHTENBHOM BIACTH IO 3aIUTe MHGOpPMAIMH N OOCCIEICHHIO
Ge30MacHOCTH KpUTAIECKOH NH(OPMAIIMOHHOH MHPPAaCTPYKTYPBI

OpraHu3allMOHHBIE MEPHI IO 3alIUTe MHPOPMALHH

Hpyrue
XapaKTEePUCTHKH

3.3.4. Tpynosas pyHKuus

IIpoBejienne cepTHGHKALMHA IIPOrPAMMHO- YpoBeHb
HauMeHOBaHHE | aapaTHEIX CPeCTB 3alUTH HHGOpManu

Kon . C/04.7 | (momypoBeHb) 7
KBaJTH(PUKALAH




TIpoKcXoXKIeH e TPYOBOH

(OYHKLIMH
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3aMMCTBOBaHO H3

 OpuruHan =~ X
OpHIHHANA ;
Kon PeructpaunoHHslif HoMep
OpUTHHaNA npoecCHOHAIBHOTO
cTaHJapTa

TpynoBsie aeficTBHSA

[IpoBenieHHE  TEOPETHYECKHX  HCCIENOBaHMH  ypOBHEH  3alMINCHHOCTH
KOMITLIOTEPHBIX CHCTEM H CETEH

[IpoBeeHHe OSKCHEPHMEHTAIBHBIX HCCIENOBAHMEA YpOBHEH 3alllUINCHHOCTH
KOMIIBIOTEPHBIX CUCTEM H CETEH

[IpoBenenne cepTUHKALNMOHHBIX HMCOBITAHHNA  [POrPaMMHO-ANNAapaTHIX
CPEJCTB 3alUTHl HHPOPMALMH C HCIOJIb30BAHHEM MHCTPYMECHTANBHBIX CPEIICTB

[ToaroToBKa aHAJIMTUYECKOrO OTYeTa IO  pPE3ylsraraM MPOBEJCHHBIX
cepTH(HKAIMOHHBIX HCIBITAHUH IPOrpaMMHO-ANMAaparHbIX CPEJCTB 3allUThI
uHpopMaLuU

®opMynMpOBaHHE BHIBOIOB 00 OLlEHKe 3alUIIEHHOCTH KOMIBIOTEPHBIX CHCTEM
H ceTeil

HeoOxoauMeie
yMEHUs

AHaMM3MpOBaTh KOMIBIOTEPHYIO CHCTEMY C ILENBIO OIPEACNCHHS YPOBH:
3alMIIEHHOCTH U JOBEPHUS

Hcnonas3oBarhb l'IpO(l)I/IJ'II/I 3alIUTHL U 3alaHuA 110 6e30MmacHOCTH

IIpHMEHATh HHCTPyMEHTIbHBIE CPEACTBA IPOBEJCHHS CepPTH(UKALMOHHBIX
MCIILITAHH IPOrpaMMHO-AIIaPaTHBIX CPECTB 3allUThl HHPOpMaLKH

CoctaBnsiTh H OQOPMIATH AHAJIMTHYECKHMH OTYET MO TMPOBEACHHBIM
cepTH(HKAIKOHHEIM HCIBITAHAAM IPOrpaMMHO-ANNAPAaTHEIX CPEJCTB 3alIUTHI
uHpopMaLuu

lleJIaTB BBIBO/JbI 00 olieHKe 3aIUILEHHOCTH KOMITBIOTEPHBIX CHCTEM U cereil Ha
OCHOBAaHUU aHAIIUMTHYCCKOTO OTUCTa

HeobxoauMele
3HAHUS

HannoHaIbHEIE, MEXTOCYAapCTBEHHBIE M MEX/IyHapOIHbIE CTaHIapThl B 00J1aCTH
3aIUTHl HHGQOPMaLlUK

HarroHalIbHBIE CTaHIAPTHI IPOBEIECHHUS HAYMHO-HCCIIEA0BATENECKUX H ONBITHO-
KOHCTPYKTOPCKHX paboT, cepTH()HUKAIMOHHBIX MCIBITAHUHA M CO3JAHHA CHCTEM
34U TR HHQOPMaLU

Crioco6bl Oprau3anuy paboT IPH IPOBECHHH CEPTHUKALMKM NPOrpamMMHO-
anmnaparHbIX CPeJICTB 3allMTh

TIpHHLKIIEI HOCTPOEHHMS CPECTB KPUNTOrpadMIecKoit 3amuTsl HHGOPMALIHH

HOpMaTI/IBHBIe IIPAaBOBLIC aKTHI B 00JIacTH 3aIUTHI PIH(bOpMaIII/II/I

PYKOBOJMIIAE M METOAMYECKHE TOKYMEHTHI YIOJHOMOYEHHBIX (efepatbHbX
OpraHOB HCIOJTHHTE/BHON BIIACTH IO 3amMTe MHGpOpMALUK H OOECHECYCHHIO
6e30MacHOCTH KPHTHYECKON HHPOPMAIHOHHOH HHGPAaCTPYKTYPBI

OpFaHH3aIIHOHHBIC MCPHI 110 3aI0UTE PIH(l)OpMaIII/II/I

Hpyrue

XapakTEPUCTHUKH

3.3.5. Tpyaosas dpyHKIHUS

IpoBenieHHEe HHCTPYMEHTAILHOTO YpoBeHb

HanveHoBanue | MOHUTOPHUHIA 3ALHIICHHOCTH Kog  C/05.7 | (nomypoBeHs) 7

KOMIILIOTEPHBIX CHCTEM H CETEH KBATH(HKALHHI




ITpoucxoxaenue
TpyaoBoi QYHKIVH
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Opurgnan X | 3auMCTBOBaHO W3 OPHUTHHATA

Koxn PeructpaumoHHEIH HOMEp
OpHIHHAJIA npodecCHOHANEHOTO
CTaHjAapTa

TpynoBeie neficTBud

BrmonaeHnue aHajip3a 3alUIICHHOCTH KOMIIBIOTCPHBIX CHCTCM C
HCMOJIb30BAHUEM CKAaHEPOB 0e30ImacHOCTH

BRHINOJTHEHAE aHANM3a 3AlMINEHHOCTH CETEBBIX CEPBHCOB C HCIHOJB30BAHHEM
CPEJICTB aBTOMATHYECKOT0 PeardpoBaHUs Ha IONBITKHA HECAHKIMOHUPOBAHHOIO
JOCTYIa K pecypcaM KOMMBIOTEPHBIX CHCTEM H CETEH

CocraBnieHue OTYETOB 1o pe3yiasTaTaM IIPOBCPOK 3alMUIICHHOCTH
KOMITBIOTCPHBIX CHCTEM

HeobxoauMele
yMeHUS

(DOpMaJII/ISOBBIBaTI) 3azady ynpaBJICHUS 06€30I1aCHOCTEIO KOMITBIOTCPHBIX CHCTEM

HpI/IMeHSITB HHCTPYMCHTAJIIbHBIC cpeacTea IIPOBEACHUA MOHHTOPHHI'A
3alUINEHHOCTH KOMIIBIOTCPHBIX CUCTEM

HpI/IMeHSITB METOABI aHAJIN3a 3alliMII€EHHOCTH KOMIIBIOTCPHBIX CUCTEM H ceTeit

CTpyKTYpHpOBaTh aHAJIMTHUECKYIO HHPOPMALIMIO JUI BKIIFOYESHHS B OTYCT

Heo6xoauMeie
3HAHUSA

HpI/IHI_[I/Il'IBI MNOCTPOCHHUA KOMIBIOTEPHBIX CHCTCM H ceTei

q)OpMEUIBHBIC MOJCIIH 6e30IMacHOCTH KOMIIBIOTCPHEBIX CUCTEM H ceTei

HpPIHLII/IHBI IIOCTPOCHU CUCTEM 06Hap}’)KeHI/I$I KOMITBIOTCPHBIX aTakK

Metoasl 00paGOTKM HAaHHBIX MOHHTOPHHIa O€30MaCHOCTH KOMITBIOTEPHBIX
CHICTEM U ceTell

ITopamok co3maHMs M CTPYKTypa OTYETa, CO3[aBaeMOro IO pe3ylbTraraMm
TPOBEPOK

Crioco6b1 OoOHapyXeHuWss ¥ HEHTpaluM3alMH IOCHEACTBUM BTOPXKCHHH B
KOMIIBIOTEPHBIE CHCTEMBI

KpnnTorpa(queCKHe IIPOTOKOJIbI, HPUMCHAEMEIC B KOMIIBIOTEPHBIX CCTAX

HOpMaTI/IBHBIe IIPAaBOBLIC AKTHI B 00J1acTH 3aIUThHI I/IH(l)OpMaI_[I/II/I

PyKoBOJfIIME M METOJMYECKHE JOKYMEHTHI YIOTHOMOYEHHBIX (enepanbHbIX
OpraHOB HCIIONHMTENHLHON BIACTH MO 3alluTe MHPOpMALUU U OOECICUCHHIO
6€301acHOCTH KPUTHYECKOH MH(POPMAIIMOHHON HHPPACTPYKTYpPhI

OpraHu3aldoHHBIE MEpHI 110 3allUTe HHPOPMAllUH

Hpyrue

XapaKTCPUCTHKH

3.3.6. TpynoBasa dynkuusi

HpOBe,T.ICHI/IC 3KCHEPTHU3bI IPU pacCiIcIOBaHHN v
o POBEHb
KOMIIBIOTEPHLBIX ITPCCTYIIIICHUU
HaumMeHoBaHKe P UP Ty ’ Kon | C/06.7 ' (nmomypoBeHs) 7
IpaBOHapyIICHUU H HHIIUJICHTOB B KBaTH(HKALHA
KOMIIBIOTEPHBIX CUCTEMAX U CCTAX
XK
Hponcxov HCHHE Opurunan X = 3aMMCTBOBaHO M3 OpPMrHHaJIa
TpyaoBoi pyHKIHM
Kon PerucTpauinoHHBIA HOMED
OpHUrHHaIa poeCCHOHANTBHOTO
CTaHAapTa

TpynoBble neAcTBUS

Onpeneneﬂne CBOICTB anmnaparHbIX CPEeACTB B COCTABC KOMHBIOTepHOﬁ CHUCTEMBI
H UX (baKTI/I‘IeCKOI‘O H NIEPBOHAYAIEHOI'O COCTOAHHA

Knaccugukaius CBOMCTB amnmapaTHBIX CPEICTB B COCTaBe KOMIIBIOTEPHOH |
CHUCTEMBI
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JluarHocTHKa TPHYHH, YCIOBHH H3MEHEHHS CBOMCTB (JKCILTyaralliOHHBIX
PEXHUMOB) aNmapaTHBIX CPECTB B COCTABE KOMIIBIOTEPHOM CHCTEMBI

Onpenenem/le XapaKTEPUCTUK onepaunonnoﬁ CHUCTEMBI H HCHOJIB3YCMBIX
TEXHOJIOTHA CHUCTEMHOIO nporpaMMHpPOBAHUA B KOMIBIOTCPHBIX CHCTCMax H
CETAX

AHamu3  QyHKIHMOHAQTBHBIX  CBOHCTB  IIPOrpaMMHOIO  ofecledeHds B
KOMIIBIOTEPHBIX CHCTEMAX M CETAX

Hccaegoranue ajnroputMa IIporpaMMHOIO obecneyeHus n THIIOB
HONACPKUBACMBIX allllapaTHbIX HII&T(bOpM B KOMIIBIOTEPHEIX CUCTEMAX U CCTAX

Onpenenenye NpPHYWH, LENed H yCIOBHH HM3MEHEHHS CBOHCTB (COCTOSHMU)
IPOrpaMMHOT0 00eceueHHs B KOMIILIOTEPHBIX CHCTEMAX U CETAX

I/IHlII/IBI/II[yaJIbl-Ioe OTOXICCTBJIICHHC OpUTHHAJIA IIPOTPaMMBbl (HHCTaHHHHHOHHOfI
BepCI/II/I) U €€ KOIIMH Ha HOCHTCIX TaHHBIX KOMHBIOTCpHOﬁ CHCTEMBI

YcraHoBlIeHUE prnHOBOﬁ IPUHAMJICKHOCTA NPOrpaMMHOIO obecneueHus: B
KOMITBIOTCPHEIX CHCTEMAX U CCTAX

BripaGoTKa MNpEVIOKEHHH MO YCTPAHEHHIO BBIABICHHBIX YA3BUMOCTCH B
KOMIIBIOTEPHBIX CHCTEMAX U CETAX

BeisBlieHHE HMHIUBHAYATbHBIX IPU3HAKOB  IIPOTPaMMBI,  IIO3BOJSAIOMINX
BIOCJIEACTBHH MICHTHGHMIMPOBATh €€ aBropa, a TakkKe B3aUMOCBI3H C
MH(OPMALMOHHBIM 00eCIIedeHHEM MCCIIEYEMON KOMIBIOTEPHON CHCTEMBI

VCTaHOBJICHHE BHZa, CBOMCTB M cocTosHus HH(GpopMmanuu ((akrayeckoro u
IIepBOHAYATLHOrO, B TOM HHCIE JO ¢ yJaleHus M Moaudukauun) B
KOMITBIOTEPHOH cHCTEME

OmnpeneneHHe TPUYAH M YCIOBHH H3MEHEHHS CBOWCTB HCCIICLyeMOH
UHGOPMAIIMH B KOMIIBIOTEPHBIX CHCTEMaX M CETAX

Onpeneneﬂne MexXaHu3Ma, JHHaMHUKHA 1 00CTOATENBCTB COOBITHS 110 UMEIOIIEHCA
I/IH(I)OpMaIII/II/I Ha HOCHUTEJE JAaHHBIX MJIH €€ KONIUSIM B KOMIIBIOTCPHBIX CHCTEMAX
A CCTIAX

VcTaHOBICHHE YUACTHHKOB COOBITHSA, MX POJIH, MECTa, YCIOBHH, MPH KOTOPBIX
6bU1a co3ana, MOTH(UIMpOBaHa WK yAajdeHa HHPOpMalusa B KOMITBIOTCPHBIX
CHCTEMaX U CETIX

VCTaHOBIEHHE COOTBETCTBHA MO0 HECOOTBETCTBUS JeHCTBUH ¢ MHpOpManuei
CIIENHANBHOMY peryiaMeHTy ([paBHIaM), YCTAHOBJIEHHOMY B KOMIIBIOTEPHBIX
cHCTEMax H CETAX

CocTaBlieHHE 3KCIIEPTHOTO 3aKJIIOYEHHMs II0 pe3yibTaraM pacClIEAOBaHHA
KOMIIBIOTEPHEIX ~ TPECTYIUIEHHH, NpaBOHAapyMICHMA W  HHUHIACHTOB B
KOMITHIOTEPHBIX CHCTEMAX M CETAX

HeoOxoaumMeble
yMEHUS

HpI/IMeHﬂTB HOpPMATHBHBIE H IIPaBOBBIC aKThI 1IpH IPOBCIACHUU
KpPIMHHaJIHCTH‘IeCKOfI 3KCHEPTH3Bl M KPHUMHHAUTHCTHYICCKOI'O aHally3a B
IIpoIeCcCe paccienoBanud KOMIIBIOTCPHBIX HpeCTYHHCHI/Iﬁ, HpaBOHap}’HIeHI/Iﬁ Hu
HHIIHACHTOB B KOMITBIOTCPHBIX CHCTEMAX U CETAX

AHaJIM3HAPOBATh CTPYKTYPY MEXaHW3Ma BO3HHMKHOBEHHA H OOCTOATEIBCTBA
COOBITHS, HMEIOIIECTO  IPHU3HAKH KOMIILIOTEPHOTO  IIPECTYILICHHMS,
NpaBoHAPYIUCHUs WM HHIMJCHTA B KOMIIBIOTCPHBIX CHCTEMAX U CETAX

OHpeI[eJ'IﬂTI: IpUYMHY W YCJIOBHS H3MCHCHHA IIpOrpaMMHOTO obecriedeHUsl B
KOMIIBIOTCPHBIX CHCTEMAX M CCTAX

BrimessITh CBOMCTBA M IPH3HAKH HHPOPMAIIUH, TOCTYNAMOMICH B KOMIBIOTCPHBIE
cucTeMbl M ceTH (00pabaThiBaeModl B KOMIIBIOTEPHBIX CHCTEMaX H CETIX),
HO3BOJISIIOLIME YCTAHOBHTD €€ IIPUHAIIIEKHOCTD K OlIpeIcIeHHOMY HCTOYHMKY

OHpeI[CJISITB [IpUHINIEL JCJICHUA IIPOTPAaMMHOTO oOecreycHUA Ha TpYIIIBI, UX
cneumbuqecxne CBOKMCTBA U B3aUMOCBSI3E C KOMHLIOTCpHOﬁ CHCTEMOI1
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[TpuMeEHATEL JeHCTBYIONIYIO 3aKOHOAATeNbHYI0 6a3y B o0OnmacT o0eCledYeHHs
3aUTEl HHGOPMALMK B KOMIBIOTEPHBIX CHCTEMAX H CETAX

BLISBIATL BO3MOXHBIE TPACKTOPHH U3MEHEHHUS COCTOSHUH (HYyHKIIHOHUPOBAHUS
KOMIIBFOTEPHO# CHCTEMBI

BBISABIISATE HECOOTBETCTBHS aTPUOYTOB U COAEPKAHU MMEoIeiicss HHbOpMau
€€ pacIoJIOKEHHIO B KOMIILIOTEPHOH CHCTEME

HpOFHO3I/IpOBaTB BO3MOXXHEIC OyTH BO3HHUKHOBCHHA HOBBIX BHOOB
KOMIIBIOTCPHBIX HpeCTyl'IJ'ICHl/If;I, HpaBOHapymeHI/Iﬁ H HHIIUJICHTOB B
KOMIIBIOTEPHBEIX CHCTEMAX B CCTAX

Heo6xoxuMeble dopmarsl xpaHeHus THGOpPMAIUY B aHATU3HPYEMOH KOMIILIOTEPHOI CUCTEME
3HAHHUSA OcHoBHBIE (hopMarthI (aiyioB, HCIONb3yEMBIE B KOMIIBIOTEPHBIX CHCTEMaX
OcobeHHOCTH XpaHEHHs] KOH(HMIypalHOHHON M CHCTEMHOH MHGpOpMAUMH B
KOMIIBFOTCPHEIX CHCTEMAX
Va3BHUMOCTH KOMITBIOTCPHBIX CUCTEM H cereld
TexHonoruyn IIOMCKAa H aHaIH3a CIEHOB KOMIIBIOTEPHBIX HpCCTYl'IJICHHfI,
TpaBOHAPYIICHUN U HHIHIECHTOB
[lopsmox  ¢ukcauMd H  JOKYMCHTHPOBAHHS  CJICIOB  KOMIIBIOTEPHBIX
l'IpeCTYHJICHI/If;I, npaBOHapymeHm‘fl N HHIHUACHTOB B KOMIBIOTEPHBIX CUCTEMAX H
CCTAX
Hopmel yronosHoro ¥ aJAMHHHCTPAaTHBHOTO IMpaBa IIPHMCHUTEIBHO K
IpECTYIUIEHHAM H IPABOHAPYIIEHUIM B chepe KOMIBIOTEPHOH MH(pOpMann
XapakTepUCTHKHU [paBOHAPYIICHHH B 00J1aCTH CBA3H U uHpopManun
Bupl IpecTyIUieHuit B cdepe KOMIbIOTEPHOM HHpOpMAUH
HOpSIIIOK IIPOBCACHUA 3KCIIEPTHU3bI BBIUHMCIMTENLHON TEXHHKH M HOCHTENCH
KOMHBIOTepHOﬁ I/IH(i)OpMaIII/II/I € Yy4CTOM HOPMAaTHBHBIX IIPABOBLIX AKTOB IipH
paccHeOBaHMHA  KOMIBIOTEPHBIX — IIPECTYIUICHHH, OpaBOHApyIICHHH U
HUHLIHACHTOB
Cnocobsl OOHapy)KeHHs ¥ HEHTpalu3alliM IOCIEACTBHH BTOPXKCHHH B
KOMITBIOTCPHBIC CUCTEMBI
Metoapl aHamM3a CcHCTeM obecnedeHuss HHGPOPMAIMOHHOH O€30IaCHOCTH
00BEKTOB PIH(bOpMaTI/BaIII/II/I Ha Oaze KOMIIBIOTEPHBIX CHCTEM B 3allUIICHHOM
HCIIOJIHCHHUH
HOp}IlIOK HOArOTOBKH HAy4YHO-TCXHHYCCKUX IKCIEPTHBIX 3aKMOYEeHNH 110
pesynpraraM BBIIIOJHCHHBIX pa60T 1o I/IH(bOpMaLII/IOHHO-aHaJIHTPI‘IeCKOﬁ u
TEXHUYECKOH IKCHEPTU3EC KOMIBIOTCPHLIX CUCTCEM
Meronsl  TpOBENEHHS  PAcCIENOBAaHHS  KOMIBIOTEPHBIX — MPECTYIUICHU,
MpaBOHAPYIIEHNH U HHIUICHTOB
MCTOIIBI aHaIu3a OCTaTOYHOM IfIH(l)OpMaI.II/II/I H IIOUCKA CIECAO0B JJIA (bmccaunn
KOMITBIOTEPHBIX HHIIUACHTOB
Kpunrorpaduueckue aropuTMbl H 0COOEHHOCTH MX IPOrPaMMHOM peau3aun
B KOMITBIOTCPHBIX CHCTEMAX U CCTAX
HopMaTuBHbIE IIPaBOBbIE akThI B 001aCTH 3aIMTEI HHOpMalHH
PyKOBOIUIHII/Ie H METOAMYICCKHEC JOKYMCHTBI YIOJHOMOYCHHBIX (benepanLHbe
OopratnoB UCIONHUTEIBHOM BJIACTH II0 3allUTE I/IH(I)OpMaIII/II/I A o0ecIeueHHIO
6e30IIacHOCTH KPHTHYCCKON HHPOPMAHOHHOH HH(PPACTPYKTYpPBI
Opl“aHI/I3aI.II/IOHHbIe MCPEI 11O 3alluTe I/IH(l)OpMaIII/II/I B KOMITBIOTECPHBIX CUCTEMAX
H CECTAX
Apyrue -

XapaKTCPUCTUKH
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3.4. O600mennas TpyAoBas PyHKIHSA

Pa3paboTka mporpaMMHO-alnapaTHeIX CPEiCTB v
OBEHb

HawnmeHnoBanue Ko P

3aIIATEL HH(pOpMaIIUH KOMIIBIOTEPHBIX CHCTEM )| D N — 8

H CETCHU
IIpoucxoxaenue

M . 3auMCTBOBAHO M3
00001IeHHO# TPYIOBOI Opurunan X
OpHrHHANa
¢$yHKuun
Kon PeructpaunoHHBIH HOMEP
OpHTHHAJA npo¢eccHOHANBHOTO
cTaHzapTa

BozmoxHEIE ['MaBHEIA CHIEMATKCT IO 3aIIuTe HHPOpMALUH
HanME€HOBaHU Pa3pa60T'-II/IK IIpOrpaMMHOTO obecrieyeHus 1 l'IpI/IJ'IO)KeHI/Iﬁ
JIOJKHOCTEH, AHaJIWTHK IPOTPaMMHOTO 00eCIIEUeHNUS U IIPUIIOKEHUI
npodeccuii

TpeboBanus k
00pa3oBaHHIO U
00y4EHHIO

Bricmee 00pa3oBaHue — CIIEIHAMTET WIH MarucTpaTypa H JAOMNOJHATENBHOE
npodeccHoHaNbHOe 0Gpa3oBaHie — IPOrPaMMBI IIOBBIICHHS KBATHQUKALNK
B 06/1acTH MHGOPMAIIHOHHOH 6€30MaCHOCTH

170 0%

Bricmee o0pa3oBaHue — acHUPaHTypa (aIBbIOHKTYPa) U AOMOJHUTEILHOE
npodeccHonabHOe 00pa3oBaHUe — IPOrPaMMbl OBBIIEHAS KBATHUKAIMH
B 00acTu HH(OPMAIMOHHOH 6€3011acCHOCTH

TpeboBaHMsI K ONBITY
IPaKTUIECKOH paboThI

He mMeHee nTH 1€T B 001acTH IPHMEHEHHS ¥ aHAIN3a 3G PEKTHBHOCTH
CPECTB 3aIUTH HHPOPMALUK KOMIBIOTEPHBIX CHCTEM, B TOM YHCIIC Ha
PYKOBOJISIIHX TO/DKHOCTSIX HE MEHEE TPEX JIET IIPH HAJIMYMU BBICIIETO
00pa3oBaHys — ClIEHATUTETa HIIH MarHCTPaTyphl B 00/1acTH
uH(popMaMOHHOH 6€3011aCHOCTH

WIH

He MeHee Tpex JieT B 001acTy IPUMEHEHNS U aHam3a 3QPeKTHBHOCTH
CPEJICTB 3alUTH HHPOPMALNK KOMIIBIOTEPHBIX CHCTEM, B TOM YHCIIEC HA
PYKOBOULIMX TODKHOCTSAX HE MEHEE ABYX JIET IPH HATMYUH BBICIICTO
06pa3oBaHus — aCHPAHTYPhl (ATBIOHKTYPHI)

OcoObie ycIoBus
JOIycKa K pabote

Hanuame fomycka K rocyiapcTBeHHO# TaiiHe (IIpH He00XO0TMMOCTH)

Hpyrue

XapakKTEPUCTUKH

I[OHOJ'IHI/ITCJILHI)IC XapaKTCpUCTHKH

HammMeHnoBaHue
JIOKyMEHTa

HanmvenoBanue 6a30B0ii IPYIIIBL, HOJDKHOCTH (podeccu)

Kon
WY CIIELHAIBHOCTH

OK3

2519 Pa3paGoTuvKy ¥ aHATHUTHKH IPOrPaMMHOTO 00€CIIeYeHHs 1

HPHUJIOXKCHUI, HE BXOAAINHNE B APYTHE TPYIIIIbI

EKC

- [ aBHBIA CHEMMATKCT O TEXHAYECKOM 3aluTe
uHpopManuu

- Crienuamuct no obectiedeHuro Ge3onacHocT HHGOpMaluu
B KJIIOYEBBIX CHCTEMaX HHPOpMaHOHHOR

HHPaCcTPYKTypHI

OKIIJITP

20911 I'NaBHBIHA CIIEUATIKCT [0 3aIHTE HHPOPMALHU

OKCO

2.10.05.01 | KommeroTepHas 6€301acHOCTE
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2.10.04.01 | UndopmanmonHas 6€30MaCHOCTD

2.10.05.02 | Uudopmanmonnas 6e30MacHOCTb TEIEKOMMYHHUKAITMOHHBIX
CHCTEM

2.10.05.03 | MadopmanmronHoit 6€301aCHOCTH aBTOMaTH3NPOBAHHBIX
CHCTEM

2.10.05.04 | ndopMaumoHHO-aHATHTHYECKHE CUCTEMBI O€30I1aCHOCTH

2.10.05.05 | BezomacHOCTh HHPOPMAIIMOHHBIX TEXHOJIOTHH B
IpaBOOXPAHUTENBHON chepe

2.10.05.06 | Kpunrorpadus

2.10.05.07 | IlpoTuBOAECHCTBIE TEXHHYECKUM pa3Be/IKaM

2.10.06.01 | UudopmanumonHas 6€30MaCHOCTh

2.10.07.01 | Madopmanmonnas 6€301aCHOCTh

OKCBHK’

051319 MeTo/bl H CHCTEMBI 3AIUTHL HHPOpPMaLUU U
HHGOPMAIMOHHOH 06€30aCHOCTH

3.4.1. Tpynosas pyHKIHs

Paspa6GoTka TpeOoBaHHH K IPOrpaMMHO-
VposeHn

afmnapaTHbIM CpEeACTBaM 3allIUThL

HawnMeHnoBanue P pel = Koa | D/01.8  (nmomypoeeHb) 8
I/IH(i)OpMaIII/II/I KOMIIBIOTCPHBIX CHCTCM H KBaJ'II/I(bI/II(aI.lPII/I
ceTel

IIpoucxoxaeHue 3auMCTBOBaHO U3

P K Opurunan X © Ho
TPyAOBO# QYHKLHMH OpHI'MHANAa
Kon PerucrpalluoHHBIH HOMED
opurnHana npo¢ecCHOHALHOTO
cTaH1apra

TpynoBsle AeHCTBHA

Onpez[ene}me yrpos 0e30mMacHOCTM H HX BO3MOXHBIX HCTOYHHKOB B
KOMIBIOTCPHBIX CUCTEMAX H CCTAX

OHpC}IEJ’IeHI/Ie KaHaJIOB YTCUKH I/IH(i)OpMaIII/II/I B KOMITBIOTEPHEIX CUCTEMAX U CCTAX

Pa3pa60TKa MareMaTH4YeCKHX MOJIENIEH, peanu3yeMBIX B CPCACTBAX 3alllAThI
I/IH(i)OpMaIII/II/I B KOMITIBIOTEPHBIX CHCTEMAX H CCTAX

OneHka 3¢ peKTHBHOCTH peau3yeMbIX TEXHUYECKUX PEIICHUH B KOMIBIOTEPHBIX
CHCTEMaX U CeTIX

OueHKa TEXHUKO-DKOHOMHYECKOTO YPOBHS pealln3yCMBIX TEXHHUCCKHX pe]J.ICHI/Iﬁ
B KOMIIBIOTCPHBIX CUCTCMAX H CCTAX

BoiGop cpencTB M METOJOB 3allUTHI uHpopMalii KOMIIBIOTEPHEIX CHCTEM H
ceTel

HeoOxoanmele
YMEHUS

O6061aTh HAYYHO-TEXHHYECKYIO JITEPaTypy, HOPMaTHBHbIC ¥ METONUYECKHE
MaTtepuaisl B 00J1aCTH 3aIWThl MHGOpMaIUH

q)OpMI/IpOBaTI) MOZEeMH Yrpo3 H MOIACIH HapyLIHUTCI 0€e30IacHOCTH
KOMIIBIOTCPHBIX CUCTEM

BoisBisiTe Hambolee ILeIecOO0pasHBle MONXOABI K OOECHEYCHHUIO 3allUTHL
UH(OPMAIIMH KOMIIBIOTEPHOA CHCTEMBI

Pa3pa6aTBIBaTB YacTHEIE OMTHKH 0€30I1aCHOCTH KOMIIBIOTCPHBIX CUCTEM, B TOM
YHCJIC MOMATHKH YIIPpaBJICHUSA TOCTYIIOM H I/IH(I)OpMaIII/IOHHBINII/I IIOTOKaMH

HpI/IMeHSITB HallHOHANBHBIC, MEXTOCYNApCTBEHHBIC U MEXIAYHApOIHBIC
CTaHIQpPTHL B 00JIacTH 3alUTHI I/IH(i)OpMaIII/II/I 1A OIICHKHM 3allHIICHHOCTH
KOMHI:IOTCpHOfI CUCTCMBI

TIpHMeHATh JEHCTBYIOLIYIO 3aKOHONATENbHYI0 6asy B 00nacTH obecreyeHus
KOMIIEIOTEPHO# 6e3011aCHOCTH
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UnTaTh HOpPMAaTHBHEIE M METONMYECKHE NOKYMEHTHI MO HMH(OPMALMOHHOM
6€30MaCHOCTH Ha aHIIUHCKOM SI3BIKE
OcCylecTBIATh MPUHATHE pPEmEHHA O HEoOXOAUMOCTH —HCIONb30BAHHA
IIPOrpaMMHO-AIMAPATHBIX CPEACTB 3alUTH HHGOpPMAUUH
Heobxo1Mble [Mopsigok opranu3auMu paboT 1O 3amuTe HHGOPMAlMH B KOMIIBIOTEPHBIX
3HAHUA CHCTEMAaX U CETAX
Metomsl M CpeAcTBa NONy4eHHs, oOpaGoTKM M mepenadn HHpopManuu B
ONEpallMOHHBIX ~CHCTEMax, CHCTeMax yIpaBleHHs 0a3aMiH JaHHBIX M
KOMIBIOTEPHBIX CETAX
MerTozs! aHanu3a 6€30MacHOCTH KOMIBIOTEPHBIX CUCTEM
Bus! aTak ¥ MEXAHU3MEBI HX peali3alliy B KOMIIBIOTEPHBIX CHCTEMax
MeTo b1 BBIBIICHHS KaHAJIOB YTEYKH HHGOPMALHH B KOMIIBIOTEPHBIX CHCTEMaX
H CETAX
Merogsl M cpeacTBa 3ammTel HMHGOpPMAUUMM B KOMOBIOTEPHBIX —CETAX,
OTIEPAIMOHHBIX CHCTEMAX Y CHCTeMax YNpaBJicHHs 0a3aMy JaHHbIX
TTpMHIHMIIEI TOCTPOSHHS CPEACTB 3aIIMThl HHPOPMALMU KOMIIBIOTEPHBIX CHCTEM
dopMabHBIE MOJIENA YIPABIECHHS JOCTYIIOM B KOMIBIOTEDHBIX CHCTEMax H
CeTsaxX
Kpuntorpapudeckue anropuTMEI ¥ 0COOEHHOCTH HX MPOrPaMMHOH pealH3aluy
B KOMIIBIOTEPHBIX CHCTEMAX M CETAX
HopMaTuBHBIE IIPaBOBBIC aKTHI B 00JIACTH 3aIIATHI HHPOPMALHH
PyKOBOJISIIME U METOAMYECKHE JOKYMEHTHI YIOTHOMOYEHHBIX (enepanbHBIX
OpraHOB HCIHOJNHMTENLHON BIACTH N0 3allUTe HHPOPMAUMM K OOCCIEUCHHIO
6e30MacHOCTH KPUTHYECKON HHPOPMALMOHHON HHPPACTPYKTYPbI
OpraHu3allMOHHBIE MEPHI T10 3aIIUTe HHPOPMALUH
HaiMoHaIbHEIE, MEXTOCYAapCTBEHHBIE U ME)KIyHapOAHbIE CTAHAAPTH B 00IaCTH
3aIUTHl KHQOpPMaIUH
Hpyrue -
XapaKTEepPUCTHKU

3.4.2. TpynoBas pyHKkuus

[TpoexTupoBanKe MPOrpaMMHO-aNNAaPaTHBIX YpoBeHsb
HaumeHoBaHue = CpEICTB 3aIIUTHI HHGOPMAIMH Kon | D/02.8  (moayposeHs) 8
KOMIIBIOTEPHBIX CHCTEM M CETER L KBaTHuKaIun
X HH
Hpoue OHACHHE OpurgHan X | 3aMMCTBOBAHO U3 OPUIHHANA
TpyA0BO# GYHKLUHMH

Kon PerucTpalitoHHBIH HOMED
OpHMIHHANA 1podecCHOHATEHOTO
cTaHIapTa

TpynoBble AeHCTBUSA

Pa3spaboTka TEXHHYECKMX 3a[aHHH, SCKM3HBIX, TEXHHYECKHX H Ppabouux
IpOeKTOB paboT 10 3aiuTe HHGOpMauK

Pa3paboTKa IIIaHOB U rpaduKoB NPOBeeHHs paboT 1o 3amyTe UHGOpMAIUHT

AHaJIH3 CyIIECTBYIOUIMX METONOB M CPEICTB, MIPUMEHSEMBIX UL KOHTPOJISA M
3aIU TRl HHQOPMaUH

Pa3pa6oTka MpeioKeH i 0 COBEPUICHCTBOBAHHUIO CYNIECTBYIOIMX METO/I0B H
CpEJCTB, IPUMEHSEMBIX ISl KOHTPONIA M 3alUThl HH(POPMALMH, H HOBBIICHHIO
5((eKTHBHOCTH 3TOM 3aILMTHI

Pa3pa60TKa IIPOCKTOB IPOrpaMMHBIX H anmnaparHplIX CpeACTB  3allIUTEI
I/IH(i)OpMaIII/II/I B COOTBETCTBUH C TCXHUYCCKHUM 3alaHUEM
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OreHKa TEXHUKO-IKOHOMHYECKOTO YPOBHS U 3()(EKTHBHOCTH INpelaracMbIX H
peaM3yeMbIX TEXHUYECKUX pelIeHUI

IIpoBenieHre arTecTalliMl MPOrpaMM H AJTOPHUTMOB Ha IPEIMET COOTBETCTBHS
TPeOOBaHMAM 3aIMTH HHYOpMALUH

Heo6xoaumMeie
yMEHHS

ITpoBOAMTE MCCIEIOBAaHUS C IENbI0 HaXOXAEHHS Hauboliee IenecooOpasHbIX
IMPaKTHIECKUX PEIIeHHUH 10 0OecIeyeHHIO 3aUTHl HHPOpMalun

[IpUMEHATh OTEYECTBEHHBIC CTaHIApTHl B 0ONACTH 3alUTHl UHGOpPMAUK IS
IIPOEKTHPOBAHMS CPEJICTB 3alIUTH HHPOPMAIMU KOMIIBIOTEPHONH CHCTEMBI

PaspabarbiBarh apXUTEKTYpy ¥ HHTepdeiicsl CpeACTB 3aiuThl MH(pOpManuu,
TPOLEAYPEl BOCCTaHOBJIEHHS. pabOTOCIIOCOOHOCTH CPEACTB M CHCTEM 3alllUTHI
nocye cboes

ITonOupars u 0600IaTh HAYYHO-TEXHHYECKYIO JIMTEPATypy, METONMYECKHUE
Marepuasbl 10 MPOTPaMMHEIM M allllapaTHBIM CPEACTBaM M CIOCO0aM 3aIHThI
uH(pOpMalK, B TOM YUCIIE HA AHIJIMHCKOM SI3BIKE

HeobxoaumMele
3HAHUS

Meroasl ¥ cpeacTBa monydeHHs, oOpaboTkM M mepelaun HHopManuu B
OlIEpAallMOHHBIX ~CHCTEMaX, CHCTEMax YyIpaBieHMs OazaMu JIaHHBIX U
KOMHOBIOTEPHBIX CETIX

Bunpi arak 1 MEXaHW3MbI UX peain3ani B KOMIIBIOTCPHBIX CUCTEMAX

MeTOIIBI A CpeacTBa 3alllHThL I/IHll)OpMaI.II/II/I B KOMIIBIOTCPHBIX CCTIX,
OIICpallMOHHBIX CUCTEMAX N CHCTEMAX YIIPAaBJIICHUSA 0azamMH JJaHHBIX

HpPIHIIPIHI:I ITOCTPOCHHUS CUCTEM 3AIIUTHI I/IH(l)OpMaIII/II/I KOMIIBIOTECPHBIX CHCTEM,
B TOM YHCJIC aHTUBHPYCHOT'O IPOTrpaMMHOTO obecreueHus

MerToapl aHaM3a 0e30MacHOCTH KOMITBIOTEPHBIX CUCTCM

TeopeTHKO-YHCITIOBBIE METOABI H AITOPUTMBL, IPUMEHAEMBIE B CPEICTBAX 3AlIUTHI
nHpOpMaLUU

dopmaTbHBIE MOZIENH YIIPABIECHHS JOCTYIIOM

HpI/IHIII/IHBI M MCTOABI IIPOCKTHPOBAHUS IIPOIrpAMMHO-AIIIAPATHOTO obecneueHus

MeTo0JIOTHH ¥ TEXHOJIOTHH pa3paboTKH MPOrpaMMHOI0 00€CIICUEHUS

[IpHHUKIBI ¥ METOIBI YMpaBICHUS HPOEKTaMH B 00NacTH HHPOPMANMOHHOM
0€e30I1aCHOCTH

Kpunrorpaguueckue anropuTMbl H 0COOEHHOCTH HX IIPOrPaMMHOMN peanu3aniy

HopMaruBHbIE IPAaBOBBIE aKTHI B 00J1aCTH 3alIMTH HHGOpMalVH

PykoBojsiye ¥ METOAUYECKHE NOKyMEHTHI YNOIHOMOYEHHBIX (helepanbHbIX
OPraHOB MCIOJHUTENBHOM BNAcTH IO 3amuTe MH(GOpPMANMU M OOECHECYCHHIO
0€30I1aCHOCTH KpUTHYECKO HHPOPMAIMOHHOH HHPPACTPYKTYPBI

Opranu3agroHHble MepSI [0 3aluTe HHGOpMAaLKH

HanwoHanbHble, MEXTOCYIAPCTBEHHBIE K MEXTyHapOHBIE CTAHAAPTHI B 0011aCTH
3alUTH HH)OpMaLUU

Hpyrue

XapakKTEPUCTHKU

3.4.3. Tpynosas pynkuns

Pa3paboTka 1 TeCTUpOBAHHUE CPENICTB 3AIIUTHI YposeHs
HanMEHOBAHAE | prpdopMaUH KOMITBIOTEPHBIX CHCTEM M CeTel Kon | D/03.8 | (monyposens) 8
KBanupuKauun
HCXOKICHUC 3auMCTBOBAHO U3
Tpo 4 | OpuruHan X
TpyaoBO# QYHKIMH OpHTrHHaNa
Kon PerucrpauyioHHEIH HOMED
OpHTHHANA npo¢ecCHOHATLHOTO

cTa”HaapTa
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TpynoBsle ACHCTBHS

Paspa60T1<a CpECACTB 3aIINTHI an)opMaunH B COOTBCTCTBHH C TCXHHYCCKHM
3alaHHEM

Hccnenopanue OpOrpaMMHO-aNapaTHbIX CPeCTB 3allMThl MH(QOpPMALMA B
KOMITBEOTEPHBIX CUCTEMAX

Pa3pa6oTka mpOrpaMMHO-aNIapaTHBIX CPEACTB 3allMThl HH(OpMauuu B
KOMIIBIOTEPHBIX CUCTEMAX

Ortnajka co3gaBaeMbIX CPE€ACTB 3alIUThI I/IHq)OpMaI.II/II/I

I[IpoBeieHye aTTeCTAallMM IPOrpaMM M aJITOPMTMOB Ha MpPEeJIMET COOTBETCTBHS
TpeOOBaHHUSM 3aIUTHl HHPOpMAIMH

Pa3spaGoTka MareMarniecKux Mojielieii 6e30IacHOCTH KOMITLIOTEPHBIX CHCTEM

BEhINOIHEHHE KOHTPOJIBHBIX MIPOBEPOK PaboTOCOCOOHOCTH U 3P (EKTHBHOCTH
CHCTEM M CPEJICTB 3alIUTH HHPOpMaIHH

HeobxoauMble Hcronb30Barh MPHEMBI 3aAIIUTHOTO IPOrpaMMHPOBaHHUs

yMEHHS Hcronp30BaTh IPUEMBI 3aLIUTHI OT THIIMYHBIX aTaK HAa KOMIILIOTEPHBIE CHCTEMBI
ITpyMeHATH METOABI U IIPUEMBI OTIAIKH
TTpuMEeHSTH METOZIBI M CPE/ICTBA TECTHPOBAHHS

Heo6xonumele Meronsl M cpeicTBa MONy4eHHs, oOpabOTKH W Iepefadd HHQopMaluu B

3HAHUA ONEpPallMOHHBIX ~CHCTEMAaX, CHCTeMax yNpapleHHs 0a3aMu JaHHBIX |
KOMITHIOTEPHBIX CETAX
Metogsl M cpenactBa 3amMTel MHGOpPMAMM B KOMIBIOTEPHBIX —CETAX,
OIEpAlOHHbIX CHCTEMAX M CHCTEMaX yNpaBJIeHUs 0a3aMu JaHHBIX
Meroap! aHamn3a 6€30MaCHOCTH KOMIIBIOTEPHBIX CHCTEM
[IprBIHIL TPOEKTUPOBAHUS AHTHBHPYCHOTO IIPOTPAMMHOTIO 00€CTIEYeHNS
Buzpl aTaKk ¥ MEXaHU3MBbI HX PeaJIM3allii B KOMIIBIOTEPHBIX CHCTEMAX
TIpUHIKAIE! HOCTPOSHUS CHCTEM 3aIUTH HHPOPMALMH KOMIBIOTEPHBIX CHCTEM
MeTof0oIOTHH M TEXHOJOTHH pa3pabOTKH MPOTPaMMHOIO M alllapaTHOro
obecrieueHus
Kpunrorpapuueckue alropuTMbl 1 0COOEHHOCTH MX IIPOTPaAMMHOM pealTH3alny
HopMarvBHBIE IPaBOBHIE aKTHI B 00/IACTH 3aIIUTE HHYOpMaUUu
PykoBozisillie B METOAMYECKHE HOKYMEHTHI YHOJTHOMOYEHHBIX (heiepabHbIX
OpraHOB HCIIOJNHHMTEIBHOW BIacTH MO 3aIMTe MHPOpPMAauuH U O0OECHEICHHIO
6€30M1aCHOCTH KPHTHYECKOH HHPOPMALMOHHOH HHGPACTPYKTYPHI
Opranu3anHoOHHbIE MEPHI T10 3aIUTE HHPOPMALHK
HanpoHanbHBIE, MEXTOCYIAPCTBEHHBIE K MEXIyHapOIHBIC CTaHAAPTEI B 001aCTH
3aMUTHl KHGOpMay

Hpyrue -

XapaKTePUCTHKU

3.4.4. TpynoBas pyHKuns

ConpoBosxaeHue pa3paboTKH CPEICTB VposeHs
HanMeHoBaHue | 3aIUTH HHPOPMAIIMU KOMIBIOTEPHBIX Kon | D/04.8 | (nmomyposewn) 8
CHCTEM U ceTelt KBAIHUKALHH
H
Hpoucxczln(ne ue | Opurunan X | 3aUMCTBOBAHO M3 OpMTMHANA
TpyAoBoit GyHKIHK

Kon PeructpaumoHHbIH HOMED
OpHI'HHaNa npo¢ecCHOHAILHOTO
cTaHaapTa
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TpynoBeie aeicTBHA

Pa3paGoTKa TEXHHYECKHX 3alaHMii, IIIaHOB U TpadMKOB NPOBEAEHHS PaboT 110
3amure HWHQOPMAIMHA B COOTBETCTBHM C JEHCTBYIOIMM HOPMAaTMBHBEIMH H
METOAMYECKUMHI JOKYMEHTaMHU

Pa3paGoTka peKOMeHIAIMit M MPEIJOXKECHHH II0 COBEPIICHCTBOBAHHMIO H
HOBBINEHHIO () PEeKTHBHOCTH 3aIIUTH HHOPMALUH

Cocrasienue 1 o(popMICHHE Pa3eoB HayYHO-TEXHWIECKHX OTYETOB

OnpeﬂeneHI/Ie IIOTpe6HOCTH B CpE€IACTBAx 3aIlMThbI I/IH(i)OpMaI.II/II/I, COCTaBJICHUC
3as4BOK Ha UX npnoﬁpeTeHHe C HCOGXOZLI/IMBIMI/I 000CHOBaHHAMH H pacuycTaMu

IToaroroBka npe,zmoxcennﬁ 0 3aKJIOYEHHIO COITIAlICHUM | JOTOBOPOB €
OpraHu3alHiAMy, NPEAOCTABIIAIOMNMH YCIIYTH B 00JIaCTH 3aIHUTHI I/IH(I)OpMaIII/II/I

BbeimonHeHre arrecTaldyd MporpaMM U alrOPUTMOB Ha NPEAMET COOTBETCTBHUS
TpeGoBaHMSIM 3aIMThHl HHPOpMaLUK

BrInonHenye KOHTPOJIbHBIX MPOBEPOK paboTOCIOCOOHOCTH M 3PEKTHBHOCTH
CHCTEM H CPEICTB 3alUTh HHHOPMAIMH

AHanu3 CymecTBYIONHUX METOIOB M CPEICTB, MPHMEHAEMBIX Ui KOHTPOIA H
3aIUThl HHGOpPMALIIH

Pa3paGoTka TpeIJIOKEHUH 1O  COBEPIICHCTBOBAHHIO M  IOBBINICHUIO
5(peKTUBHOCTH METONOB U CPEACTB, NPUMEHAECMBIX Ul KOHTPOJA M 3alUThI
uHopManuu

IMomroroBka MPOEKTOB HOPMAaTHBHBIX M  METOIMYECKHX  MAaTEpHaIoB,
peraMeHTHPYIOLHX paboTy IO 3aluTe HHPopMaluu

Pa3paGoTka OpraHH3allHOHHO-PACIIOPAIUTENBHBIX JOKYMEHTOB II0 3allUTe
uHpoOpMaLUU

KoHTponms 3a paboToif IO OLEHKE TEXHHKO-3KOHOMHYECKOrO  YPOBHS
paspabarsiBaeMBIX Mep O 3amuTe HHPOpMaluH

MeTtoauueckoe PYKOBOACTBO pabOTOH IO OLEHKE TEXHHKO-DKOHOMHYECKOTO
ypoBHs pa3pabaTsiBaeMbIX Mep 110 3alIuTe HHGOpMaLHH

Kontposs 3a cOOGMIONEHHEM YCTaHOBJIEHHOIO MOPS/IKA BBIMNOTHCHUS pabort, a
TaKxKe JEHCTBYIOIIETo 3aKoHoAaTeNNbcTBa Poccuiickoii Denepallvu py pelCHUH
BOIPOCOB, KAaCAIONIMXCS 3aMUTH] HHPOpMaIHH

OpraHmaunﬂ IIPOBEACHUS CIICITHAJIBHBIX HCCIIC/IOBaHMT U KOHTPOJBHBIX
IIPOBEPOK NJIA BELBJIICHUA BO3MOXHBIX KaHAJIOB yTCUKH I/IH(i)OpMaIII/II/I

HeobxoauMele
YMEHHSA

dopMmupoBaTh MOZENM Yrpo3 W MOJENH Hapymmrens 0e30macHOCTH
KOMITBIOTEPHBIX CHCTEM

Pa3pa6aTI)IBaTI: YyaCcTHEIE [TOJIMTHKH O€3011aCHOCTH KOMIBIOTEPHEIX CHCTEM, B TOM
YUCJIC MOJIMTHKHA YIIPABJICHUS TOCTYIIOM H I/IH(l)OpMaHI/IOHHLIMI/I IIOTOKaMH

[IpuMeHATh HAlMOHAIBHBIE, MEXIOCYJapCTBEHHbLIE M MEXIyHapOIHBIC
CTaHAApTHI B 00NACTH 3aluThl HHGopManuu

IIpuMeHATh ACHCTBYIOIIYIO 3aKOHOAATENbHYIO 6asy B obnactu obecrmeveHus
3aIUThl HHQOpPMALHH

Yurarp HOpPMATHBHBIC H METONUYECKUHEC JOKYMCHTBI IIO PIH(bOpMElIIHOHHOfI
0e30MacHOCTH HA aAHIJIMICKOM S3bIKE

HeobxoaumMeie
3HAHUSA

MerTozpl M cpeicTBa IOJTydYeHus, 06paboTKH ¥ epenain MHGopMaun

MeTo/b! BEISBIEHHS KAHAIOB YTEUKH MHPOPMALHH

ITopsiiox opranu3aiy paboT 110 3aluTe HHpOPMaluu

Meronsl IIaHAPOBAHMA M OpraHH3aldH IIpoBeAEHHs paboT Mo 3aluTe
HHpOpMaMH U 00€CTIEUEHHIO TOCYIAPCTBEHHOM TANHBI

MeTonpl TIpOBEJEHHS CIELHATBHBIX HCCIENOBAHHH M HPOBEPOK, paboT o
3amuTe HHGOpMaUu

Metonsl u cpeacrsa 3allUuThI I/IH(I)OpMaIII/IH B KOMIIBIOTEPHBIX CCTiX,
ONEepallHOHHBIX CUCTEMaX U CUCTEMAX YNIPABJICHUA 6azaMHu JaHHBIX

MeTonpl aHamM3a 0e30MacHOCTH KOMIIBIOTCPHBIX CHCTCM
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TIpHHIMITB! IPOEKTHPOBAHNS aHTHBHPYCHOTO IIPOTPAMMHOTO 00eCIeYeH s

Buap! atak 1 MEXaHU3MBI UX pcan3alii B KOMIIBIOTEPHLIX CHCTCMaxX

TIpHHLMITBI TOCTPOCHHUS CUCTEM 3alMTH HH(POPMAIIMKM KOMIIBIOTEPHBIX CHCTEM

®opMalibHBIE MOZEIH YIIPABIECHHUS JOCTYIIOM

Kpunrorpapudeckue alropuTMbl H 0COOEHHOCTH UX NPOTPAMMHOM pealtn3alii

HopmarupHbIe paBOBbIC aKTHI B 00/1aCTH 3alMT5 HHYOPMAIUH

PyKoBOZSIIIME W METOAMYECKHE JOKYMEHTHI YIOJTHOMOYEHHBIX (hefepabHBIX
OpraHoOB MCIIONHHTENBHOM BJIACTH IO 3aIuTe HHGpOpMaUHd H 0OECIEYCHHIO
6€30MaCHOCTH KPUTHYECKO# MH(POPMAITMOHHON HHPPACTPYKTYPhI

Opl‘aHI/I3aIIPIOHHBIe MCPBEI 110 3aIlUTE I/IH(bOpMaI.II/II/I

HannoHabHbIE, MEXTOCYIAPCTBEHHbIE M MEXIyHapOIHBIE CTAHAAPTHI B 00J1aCTH
3aIMUTHl HHGOpPMaLUH

Hpyrue
XapaKTEPUCTHKH

3.5. O0o0mennan TpyaoBast QyHKIMs

PykoBozcTBO pa3paboTKOii IIporpaMMHO-
HaumeHOBaHME | QNMAapaTHBIX CPEJCTB 3AIMUTHI HHPOPMALUH Kox E Yposene 8
P P N p KBATHpUKALIN
KOMITBIOTEPHBIX CUCTEM H CETEH
IpoucxoxneHne
o . 3auMMCTBOBAHO H3
0000111eHHOH TPy O0BO# . Opururan X
OpHUrMHana
dhyHKIANA
Kon PeructpaumoHHsIi HOMEp
opurnHana npodecCHOHATLHOTO
cTaHgapTa
Bo3MmosxHbIe HauanbHEK oTz€na (TabopaTopus, CeKTopa) 1o 3aluTe HHGOopMaluH
HaHMEHOBAHUS
JOJDKHOCTEH,
npodeccuii

TpeboBanus k
00pa3oBaHUIO U
00y4YeHHIO

Briciiee o6pa3oBaHne — CHEHAATUTET HIM MAaruCTparypa U JOIOIHATEBHOE
TIpo(eCcCHOHANBHOE 00pa3oBaHie — MPOrpaMMbl OBHIIEHHS KBATH(UKAIAHA
B oOsacTd HHPOPMAMOHHOH 6€301aCHOCTH

WA

Briciuee 06pazoBaHuie — aCHHPAHTYpa (aXbIOHKTYpa) U JOMOIHUTEIBHOE
npogeccHOHANBHOE 06pa3oBaHie — IPOrPaMMBbI IOBHIICHHA KBATH(UKALIA
B 001acT MHGOPMAIMOHHOHM 0€30MaCHOCTH

TpeboBaHus K OIBITY
IpaKTH9IeCcKoi paboTh

He MeHee maTH JieT B 061acTy IPUMEHEHHUS U aHAH3a 3 PEKTHBHOCTH
CPEJICTB 3aIIUTH HHPOPMaIK KOMIIBIOTEPHBIX CHCTEM, B TOM YHCIIC Ha
PYKOBOIALIMX JTODKHOCTAX HE MEHEE TPEX JIET NPH HATMYUH BBICIIETO
06pa3oBaHus — CIICIHATHTETA HIIM MaTHCTPaTyphl B 001aCTH
uH(pOpMAaMOHHOH 6€30IIaCHOCTH

WA

He MeHee Tpex JeT B 00/1acTi MPUMEHEHNS H aHaM3a 3QQeKTHBHOCTA
CPEJICTB 3alIMTHI HHPOpMaiK KOMIBIOTEPHBIX CHCTEM, B TOM YHCIIC HA
PYKOBOIIIMX JODKHOCTAX HE MEHEE ABYX JIET IPH HAIMYUH BBICIIETO
06pa30BaHusl — aCHPAHTYPhI (3ABIOHKTYDBI)

Oco0ble yCnoBHs
Jorycka K pabote

Hasmuue fomycka K rocy1apcTBEHHOIM TaiiHe (IIpH HeoOX0aMMOCTH)




Hpyrue -

XapaKTEepPUCTHKU

JIonoTHUTENTBHBIE XapaKTEPHCTHKH

HaumenoBanue Kon HammeHoBaHHE 6a30BOii IPyIIIBL, JODKHOCTH (Ipodeccun)
JOKYMEHTa WA CIIENUATBHOCTH
OK3 1330 PykoBoauTenu cityx0 U moapasjeneHuit B cdepe
HH(POPMALHOHHO-KOMMYHHKAMOHHBIX TEXHOJIOTHH
EKC Havanpuuk otzena (;1aboparopuu, ceKTOpa) 1o
TEXHHYECKOH 3amuTe HHPOpMauH
OKIIATP 46115 PykoBoauTeNIh aHATHTHYECKOH I'PYIIIBI IOApa3aeeH s 10
KOMIIJIEKCHOI 3amuTe HHHOpMaLHH
46155 PyKoBOAHMTENE TPYIIIBI IOJpa3eNeHUs 10 KOMIUICKCHOH
3auiuTe HHpopMaun
OKCO 2.10.05.01 | KommbtoTepHas 6€301aCHOCTh
2.10.04.01 | MudopmanronHas 6€30MacHOCTD
2.10.05.02 | UudopmarronHas 6€30MaCHOCT TEJIEKOMMYHHKAIIHOHHBIX
CUCTEM
2.10.05.03 | MadopmanmoHHOH 6€30I1aCHOCTH aBTOMAaTU3UPOBAHHBIX
CHCTEM
2.10.05.04 | UndopManMoHHO-aHATUTHYECKHE CHCTEMBI 0€30I1aCHOCTH
2.10.05.05 | BezonacHocTh HHGOPMAIIMOHHBIX TEXHOJIOTHIA B
IpPaBOOXpaHUTENBHOMH chepe
2.10.05.06 | Kpunrtorpadus
2.10.05.07 | IlpotuBojeiicTBHE TEXHHUECKUM pa3BeaKaM
2.10.06.01 | MadopmanronHas 6€300aCHOCTh
2.10.07.01 | MuadopmanuoHHas 6€30I1aCHOCTh
OKCBHK® 051319 MeToAbl ¥ CHCTEMBI 3aIIUTHL HHOPMaLUH U
uH(OPMAIHOHHOH 6€301aCHOCTH

3.5.1. Tpynosas dpyHKuus

PyxoBoncTBo pa3paboTkoit TpeGOBaHHiA K .
pPOBeHb
mporpaMMHO-anmnapaTHeIM CpEACTBaAM
HamMmeHoBaHHe porp P pex Kog : E/01.8 | (momyposens) 8
3alIUThI I/IH(I)OpMaI.II/II/I KOMIIBIOTCPHBIX KBaJIPItl)I/IKaIlI/II/I
CHICTEM M CETEH
3aMCTBOBaHO U3
Hponqu‘mneﬂne Oprunan X
TpyaoBoH GyHKIMH OpHTHHANa
Kog PeructpaunoHHbli HOMEp
OpUrHHaIa npodeCcCHOHATBEHOTO
craHgapTa

Tpynosbie aeicTBus

Opranmsanus pa3paboOTKH MOJETH YIpo3 Oe30NacHOCTH M HX BO3MOXHBIX
HCTOYHHKOB B KOMITBIOTEPHBIX CHCTEMAX M CETAX

Onpeienenye KaHAIOB YTEUKH HH(OPMAIIMU B KOMIBLIOTEPHBIX CHCTEMAX M CETAX

Paspa60TKa MaTeMaTHYCCKUX MOI[GJ'ICFI, pCalu3yeMBIX B CpCACTBAX 3allIUThI
I/IHq)OpMaI.II/II/I B KOMIIBIOTCPHBIX CUCTEMAX H CCTAX

OneHka 3pEKTHBHOCTH Peaii3yeMBIX TEXHIIECKHX PEIICHUI B KOMIIBIOTEPHBIX
CHCTEMAX U CeTAX
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O1eHKa TEXHUKO-3KOHOMHYECKOTO YPOBHA p€AIM3YEMBIX TEXHHYCCKUX pCIJ.ICHI/Iﬁ
B KOMITIBIOTCPHBIX CUCTCMAX U CCTAX

Bri6op cpencTB M METOJOB 3allMTHI HHPOpMALUN KOMIBIOTEPHBIX CHCTEM H
cerel

HeobxoanMeie
yMEHHUS

0O60011aTk HayYHO-TEXHHYECCKYIO JINTEpaTypy, HOPMAaTHBHEIC M METOANYECKHE
Marepralibl B 00JaCTH 3alIAThl HHPOpMaluH

®opMHupoBaTh MOIENHM YIpo3 H MOJENHM Hapymmwrels Ge30macHoOCTH
KOMIIBIOTEPHBIX CUCTEM

Brisenath Haubonee I€1ecooOpasHble MOAXOAbl K OOECICYCHHIO 3allUTHI
HHGOPMAIMH KOMIBIOTEPHOH CHCTEMBI

Pa3pa6aTHBaTB YacTHBIE IIOJIMTHKH O€30IaCHOCTH KOMIIBIOTCPHBIX CHCTEM, B TOM
YHUCJIe TOJIUTHKH YIIPABIICHUS TOCTYIIOM H I/IH(bOpMaI_II/IOHHBIMI/I MOTOKaMH

[IpuMeHATh HAlMOHANBHBIE, MEXIOCYNapPCTBEHHbIE ¥ MEXIyHapOIHbIE
CTaHAapTsl B 00NacTH 3amuThl MHGOpMalUM Ul OLEHKH 3allAIICHHOCTH
KOMITbIOTEPHON CHCTEMBI

[IpuMeHAThL AEHCTBYIOLIYIO 3aKOHOJATeNbHYI0 6asy B obnacTu obecredeHHs
KOMITBIOTEPHO# 6e3011aCHOCTH

YuTath HOPMATHBHBIE U METOAUHYECKHE MOKYMEHTH IO HMH(OPMALMOHHOM
0€30aCHOCTH Ha aHIIIHICKOM SI3BIKE

OcylecTBIAT, NPHUHATHE pPEIMEHHH O HeoOXOAMMOCTH HCIOIb30BAHHUA
IPOTrPaMMHO-AIAPaTHbIX CPEICTB 3alMTE HHPOpPMAalUH

HeobOxoaumeie
3HAHHS

Ilopsagok opranu3anud paboT IO 3alMTe MH(GOPMAUMH B KOMIIBIOTCPHBIX
CHCTEMax U CeTAX

Mertoasl M CpencTBa IMONy4eHHs, 06paGOTKM W Tmepelaid HMH(pOpPMAUUH B
ONEPAllMOHHEIX CHCTEMaX, CHCTeMax YIpaBleHHs OasaMu JaHHBIX H
KOMITBIOTEPHBIX CETAX

MeTonp! aHaIM3a 6€30MMacHOCTH KOMITBIOTCPHBIX CUCTEM

Bunagpi arak 1 MEXaHH3MBI UX peaiu3alii B KOMIIBIOTEPHLIX CHCTEMaX

MeTtonpl BEISBICHUS KaHAJIOB YTCUKH I/IH(I)OpMaI.II/II/I B KOMIIBIOTCPHBIX CHCTEMAaX
H CCTAX

Meroasr ® CpeACTBa 3allUThI an)opMaum/I B KOMIIBIOTEPHBIX CCTAX,
ONCPAMOHHBIX CUCTEMAX 1 CHCTCMaX YHPABJICHUSA 0a3aMHu JaHHBIX

HpI/IHI.II/IHH HOCTPOCHH CPEACTB 3alIMTHI I/IH(bOpMaHI/II/I KOMIOBHOTCPHEIX CUCTCM

q)OpMaJ'IBHBIC MOJECIIH YIPaBICHUS AOCTYIOM B KOMIBIOTCPHBIX CHCTEMAX H
CETAX

Kpunrtorpaduueckue alroput™bl 1 0COOEHHOCTH UX NPOrPaMMHOH peali3anuu
B KOMITLIOTEPHBIX CHCTEMAX M CETAX

HopMaTHBHEBIE IPABOBBIC AKTHI B 00/IACTH 3aIIMTH HHPOPMALHH

PyKoBOASIIME M METOAHUIECKHE JOKYMEHTHI YIONHOMOYEHHBIX (eaepalbHbX
OpraHOB MCHOJHMTENBHOM BIACTH IO 3alMTe HHPOPMAUMH M OOECIEYEHHIO
6e30MacHOCTH KPHTHYECKON HHPOPMAITHOHHON HHPPACTPYKTYPBI

Opranu3aiuoHHBIE MEPHI 0 3aIIuTe HHPOpMALUH

HanuoHa sHbie, MEXTOCYIapCTBEHHBIE U MEXKTYHAPOAHBIE CTAHAAPTHI B 0071aCTH
3aIuTel KHQOpPMAaLMK

Hpyrue

XapaKTEPUCTHKH




3.5.2. TpynoBas pyHKuus

PykoBoACTBO IPOEKTHPOBAHHEM v
OBEHb

IIporpaMMHO-amInapaTHbIX CPpEACTB 3 HUTHI p

Haumenopanne | " POIP P pext at Kon| E/02.8 (nomypoBeHb) 8
HH(pOopMaIMU KOMIBIOTEPHBIX CUCTEM H A —
ceTe

[IpoucxoxneHue

P ., A Opurgnan X | 3aUMCTBOBAHO U3 OPHMTHHAIA
TPYAOBOH (yHKLHHA
Kon PeructpannoHHbI HOMEp
OpHIrHHasa npoecCHOHANBHOTO
cTaHIapTa

Tpynossie meiicteus = Opranusanus pa3paboTK¥ TEXHHYECKHX 3a[jaHHi, ICKU3HBIX, TEXHHYECKHX H
pabo4nx MpOEKTOB paboT IO 3alMTe HHPOPMAlUK

Pa3paboTka iaHoB ¥ rpadMKOB IIPOBeJEHHs paboT Mo 3aIuTe HHPOpMaHUH
AHanu3 CyHIECTBYIOIIMX METOJOB M CPEICTB, NPUMEHAEMBIX /I KOHTPOJIS U
3aMTH HHQOpMalin

Pa3pa6oTka IpeIoxKeH i 110 COBEPIIEHCTBOBAHMIO CYIIECTBYIOLINX METOJIOB U
CpECTB, IIPUMEHSIEMBIX I KOHTPOJS M 3alIUTHI HHYOPMAIMH, U TOBBIICHHIO
3(hEeKTHBHOCTHU 3TOM 3AIUHUTEHI

PaspaGoTka MpPOEKTOB NPOrPaMMHBIX M AaNIapaTHBIX CPEACTB 3allUThI
HMHGPOPMAIIMH B COOTBETCTBHH C TEXHHYCCKHUM 3a/IaHHEM

OmeHKa TEXHHKO-3KOHOMHYECKOTO YPOBHS M 3¢ (EeKTHBHOCTH IPEIIAra€MBIX
peaTH3yeMbIX TEXHHYECKAX PENICHHUM

I[IpoBe/ieHHEe aTTecTAllMF IPOTPaMM M aNrOPHTMOB Ha MPEAMET COOTBETCTBHS
TpeOOBaHUAM 3aIUTH HHPOpMAaIHH

Heob6xoaumseie IIpoBOAMTL MCCIENOBaHUS C IEbI0 HAXOX/CHHS Haubonee Ienecoo0pasHbIX
yMEHHUS TIPAKTHYECKHX PEIeHHit 10 06eCeYeH IO 3aIM T MHPOpMALUH

IIpuMeHATh OTEYeCTBEHHBIC CTaHAAPTHl B OONACTH 3aIIUThl MHGOPMAIMH i
MPOEKTHPOBAHHS CPEACTB 3aIIUTH HHPOPMALMH KOMIILIOTEPHON CHCTEMBI
Pa3pabarbiBaTh apxuTeKTypy U HHTepdEHCH CpeicTB 3ammThl HH(OpMauuHy,
IPOLEAYPH BOCCTAHOBJICHHSA paboTOCIOCOOHOCTH CPEACTB U CHCTEM 3allUTHI
nocie cOoeB

[ToxGupars ¥ 0000marh Hay4HO-TEXHHYECKYIO JIMTEpaTypy, METOAUYECKHE
MaTepHallbl 0 MPOrPaMMHBEIM H allIapaTHBIM CPEICTBAM M COCO6aM 3alllUTEI
uHpOpPMALMH, B TOM YHCJIE HA AHITIMACKOM SI3BIKS

HeoOxoauMele Metonsl M CpeAcTBa INONy4eHus, oOpaGOTKH M mepenadn HMH(pOpMaLuH B
3HAHUS ONEpaliOHHBIX CHCTEMax, CHCTeMaX yIpaBleHuss 0asaMu JaHHBIX |
KOMITBIOTEPHBIX CETIX

Buipl aTak ¥ MEXaHU3MbI HX pPeaIn3allii B KOMIIBIOTEPHBIX CHCTEMAX

Mertonsl M cpencTBa 3alMMTHl MHGOpPMAlMH B KOMIBIOTEPHBIX CETAX,
ONEpalMOHHBIX CHCTEMAX U CHCTEMaX yHpaBJeHus 6azamy JaHHBIX

[IpHHIUIIEI HOCTPOCHHUS CHCTEM 3alUTHI HH(POpPMALMK KOMIBIOTEPHBIX CHCTEM,
B TOM UHCJIE aHTHBUPYCHOTO IPOrPaMMHOT0 00ecIeUeH s

Mertoas! aHanH3a 6e30MacHOCTH KOMIIBIOTEPHBIX CHCTEM

TeopeTHKO-YMCIOBEIC METOIBI H AITOPHTMBI, IPHMEHIEMBIC B CPEICTBAX 3ALIMTHL
uHpopMaLuu

®opmaibHBIC MOZICITH YIIPABIECHUS TOCTYIIOM

TIpHHUMIE! B METOABI [IPOCKTHPOBAHHS IPOTPAMMHO-AITIAPATHOr0 00CCIEeYCHHS
MeTonoJIOTMH H TEXHOJIOTHH pa3paboTKH IPOTpaMMHOTI0 00ecreyeH s
IIpHHIMOBl ¥ METONBI YIPABICHHS NPOEKTaMH B o6nacTd HHGOPMANHOHHOM
6€30MacHOCTH
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Kpuntorpadguieckue anropuTMbl H 0COOEHHOCTH UX IPOTPaAMMHOM peanu3anun

HOpMaTI/IBHHC IIPABOBLI€ AKTHI B obmactu 3allINTEI I/IH(i)OpMaHHI’I

PykoBomilpe ¥ METOAWYECKHE JOKYMEHTHl YIOJHOMOYEHHBIX (enepalibHBIX
OpPraHoOB HCIOJHATENHHOH BIACTH IO 3amuTe HHpopMamuy U obOecnedeHHIo
0€e30I1aCHOCTH KPUTHYECKOH HHYOPMAIHOHHOM NHAPACTPYKTYPHI

OpI‘aHI/I3aIII/IOHHHe MCPBI 10 3alllUTC I/IH(i)OpMaI.II/II/I

HanponanbHbIe, MEXTOCYIAPCTBEHHBIC H MEX/TyHAPOIHbIE CTAHIapTHI B 00JIaCTH
3alIUTH HHOOpMaIuK

Hpyrue
XapaKTEPUCTHKH

3.5.3. TpyaoBas pyHKUHS

PykoBoacTBO pa3paboTkoit U TECTHPOBaHHEM Vposens
HanmMeHoBanue | CPEACTB 3alIUTH HHpOpMaIK Kog : E/03.8 | (momyposenn) 8

KOMIIBIOTEPHBIX CUCTEM H CETEMH KBATHUKALAHT
TIponcxoxaenue . 3auMCTBOBAHO U3

P A - OpurmHan X OBAHO
TpyAOBO# GyHKUHH OpUTHHANA
Kon PeructpaumonHslit HOMep
OpuTrHHaa npoecCHOHALHOTO
CTaHaapTa

Tpynosble nefcTBUA

Kontpoiss 3a pa3paboTkoil CpeACTB 3alIUTHI MHGOPMAIMH B COOTBETCTBHH C
TEXHHYECKIM 33/IaHHEM

OpraHmaumI pa60T II0 HCCICAOBAHHIO IIPOrpaMMHO-aIlIIapaTHBIX CPEACTB
3alIUTHI HH(l)OpMaIII/II/I B KOMIIBIOTCPHBIX CUCTEMAX

Pa3paboTka IpOrpaMMHO-anNapaTHBIX CpPEICTB 3alMTHI HH(popManuu B
KOMITBIOTEPHBIX CHCTEMAaX

Omnazika co3/[aBaeMBIX CPE/ICTB 3aIUTHI HHGOPMALIH

Opranu3zanus aTTecTaliy NPOrpaMM H alTOPHTMOB Ha MPEIMET COOTBETCTBHA
TpeGOBaHMSM 3aIUTH HH(POpMaMU

PaspaboTka MaTeMaTyeckKuxX Mojieliel 0€30aCHOCTH KOMIIbIOTEPHEIX CHCTEM

BBIIONHEHHE KOHTPOJIBHBIX IPOBEPOK paboTocriocoOHOCTH H 3((EKTHBHOCTH
CHCTEM H CPEACTB 3alUThl HHOPMALMU

HeobxoauMsie Hcnons30Barh NpHEeMBbI 3alIMTHOTO IPOrpaMMHPOBaHHUS
yMEHHS Hcrionp30Barh MPHEMBI 3aIIUTHI OT THIIHYHBIX aTaK Ha KOMIBIOTEPHBIE CUCTEMEI
[TpuMeHATH METOIBI ¥ IPUEMBI OTIAKH
[IprMeHSTE METOABI ¥ CPEICTBA TECTHPOBAHMSA
Heo6xonumele Metoasl W cpeicTBa IONy4eHHs, oOpaboTKM W mepenadd HMHopMmanuu B
3HAHHS ONIEPAllAOHHBIX CHCTEMax, CHCTEMax YIpaBlcHHs 0Oa3aMM JaHHBIX W

KOMIIBIOTCPHBIX CCTIAX

MCTOI[BI H CpcacTBa 3aluThL I/IH(i)OpMaIII/II/I B KOMIIBIOTCPHBIX CE€TIX,
OICPAlTMOHHBIX CUCTEMAX U CHCTCMaX YIIPaBJICHMSA 6a3zaMH JaHHBIX

MeTonp! aHanm3a 6e30macHOCTH KOMIIBIOTCPHBIX CHCTEM

[IpUHLHKIEI IPOEKTHPOBAHKS AaHTHBHPYCHOTO IIPOrPaMMHOTO 00€CIIEYeHUS

BI/IIII:I arakK ¥ MEXaHU3MBI X pcaln3allid B KOMIIBIOTEPHBIX CUCTEMAX

HpI/IHI_II/Il'II)I IIOCTPOCHUS CHCTCM 3alIUThI I/IH(bOpMaIII/II/I KOMIIBIOTCPHBIX CHCTCM

MeTooNOrMH M TEXHOJIOTMH pa3paboTKH MpPOrpaMMHOIO M anlaparHoro
obecreueHns

Kpunrorpaguieckue aTrTOpATMBI 1 0COOEHHOCTH MX IIPOrPaMMHOM peain3aliy

HOpMaTI/IBHBIC IIPAaBOBEIC AKTLI B 00JIacTH 3aMUTHI HH(bOpMaIIPIPI
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PykoBoasimde M METOAMYECKHE TOKYMEHTHI YHOJTHOMOYEHHBIX (helepalbHBIX
OPraHoB HCIIOJIHMTENBHON BIACTH MO 3alMTe MH(POPMALMH H 00ECIECUCHHUIO
6€30MaCHOCTH KPHTHYECKON HHOOpMaOHHONR HHAPACTPYKTyphI

OpFaHI/I3aI.lI/IOHHBIe MEPHI 110 3aIUTC HH(bOpMaIII/II/I

HanpoHanpHElE, MEXTOCYIAPCTBEHHEBIE H MEX/YHAPOIHBIE CTAaHAAPThI B 001acTH
3aUTH HHHOPMaLUH

Hpyrue

XapaKTepHCTHKH

3.5.4. Tpynosas pyHKIHA

PykoBOICTBO CONIPOBOXKICHUEM VpoBeHb
Hanmenosanue | pa3paboTKH cpecTB 3amuThl HEGopMamuu | Koa | E/04.8 (nonypoBeHS) 8
KOMITBIOTEPHEBIX CHCTEM M CETEH KBATH(HKALMH
17 XOXKIEH
POHCXON ue  OpuruHan X | 3aMMCTBOBAHO M3 OPHUTHHANA
TpyAoBo# QyHKIHH

Kon PeructpaunoHHEI HOMED
OpUrMHaNa npodeccHOHAIBHOT0
cTaHgaprta

TpynoBble fefcTBHS

KoHTpone 3a pa3paboTKoil TeXHHYECKHX 3aJaHUi, MIaHOB H TIpaduKoB
npoBeaeHs paboT Ho 3amuTe MHPOPMALHH B COOTBETCTBHH C JICHCTBYIOIIUM
HOPMATHBHBIMH H METOAMYECKMMH JOKYMEHTAMH

Pa3paboTka pEKOMEHJAIMHA M MPEUIOKEHHH I10 COBEPIICHCTBOBAHHIO U
HOBBIIEHHIO 3P ()EKTUBHOCTH 3aMIUTHI HHPOpMaLHH

CocrapieHue u O(bOpMJIeHI/Ie pas3aciioB HAYYHO-TCXHUIE€CKHX OTYCTOB

OnpeueneHHe HOTpe6HOCTI/I B CpCACTBaxX 3alllATHI HH(bOpMaHI/II/I, COCTaBJIICHHUC
3asBOK Ha UX npno6peTeHHe ¢ He0OXOAMMBIMHU 000CHOBAaHUAMU U pacucTaMu

3aKimo4eHne COmIalleH il U JOTOBOPOB € OpraHM3alUsiMU, IIPEROCTABIIAIOIIUMHU
YCIYTH B 00J1aCTH 3aIUTHI HHGOPMALUK

BbIlIOTHEHHE aTTECTAllHU MPOTpaMM H aITOPUTMOB HA NPEAMET COOTBETCTBUS
TpeOOBaHMSM 3aIUTHI HH(pOpMaLuy

Opranu3anus KOHTPOJIBHBIX MPOBEPOK PabOTOCIIOCOOHOCTH U SQ)(I)GKTHBHOCTI/I
CHCTEM M CPEICTB 3alUTH HHGOPMALMH

AHai3 CyIIECTBYIOMIMX METONOB U CPEJCTB, NIPUMEHAECMBIX I KOHTPOJIA U
3aImuTEl KHQOpPMAIMU

Pa3pa60TKa npezmomeﬂnffl 110 COBCPIICHCTBOBAHUIO H MOBBINICHUIO
3(1)(1)CKTI/IBHOCTI/I METOAOB H CpEICTB, MPUMCHACMBIX VI KOHTPOJIA M 3alllMTHI

uHpopMaLUA

IMogroroBka MpPOEKTOB HOPMATHBHBIX M METOIWYECKHX  MaTepHaloB,
perIaMEHTHPYIOIHUX paboTy Mo 3amuTe HHGOPMALH

Paszpa6oTka OpraHH3alMOHHO-PACTIOPSAIUTENBHBIX JOKYMCHTOB IO 3alluTe
uHpopMalun

Konrpomp 3a paboToOH 10 ONEHKE TEXHMKO-IKOHOMHYECKOTO  YPOBH:
paspabarbIBaeMBIX Mep 110 3alluTe HHPOPMaIUK

MeTtoanYeckoe PYKOBOACTBO pPabOTOH IO OIEHKE TEXHHKO-IKOHOMHYECKOTO
YpoBHSI pa3pabarsIBaeMbIX Mep 10 3alluTe uHpOpMaITIN

KOHTpOJII) 3a CO6JIIOI[CHI/ICM YCTAaHOBJIICHHOIO HOPsAAKa BBIHOJHCHHA pa60T a
TaKXKC ILCHCTBYIOHICI‘O 3aKOHOOATCIIBCTBA Poccniickoit (De;:[epalmn IIpHu pECIICHHN
BOIIPOCOB, KacarOIMMXCs 3alIHThI I/IH(bOpMaI_lI/II/I

Opl"aHI/ISaI.II/ISI IpOBEACHUA CIICHATIBHBIX HCCIIEIOBAaHUNA U KOHTPOJBHBIX
IPOBEPOK JJIA BEIABJIEHHSA BO3MOXXHBIX KaHAJIOB YTCUKHN I/IH(I)OpMaIII/II/I
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HeobxoauMeie
yMEHUS

dopmupoBarh MOZEIM Yrpo3 M MOICNH HapymmTens 0e30IacHOCTH
KOMITBIOTEPHBIX CUCTEM

PaSPaGaTHBaTB yacTHBIE TOIMTHKH 6€30IMaCHOCTH KOMITBIOTCPHEBIX CHCTEM, B TOM
YUCJIC MMOJIMTUKA YIIPABJICHUA NOCTYIIOM U PIH(bOpMaI.II/IOHHbIMI/I IMOTOKaMH

IlpuMeHATh HAWMOHAIBHBIE, MEXIOCYIapCTBEHHBIE M MEXAyHapOIHbIE
CTaHAPTHI B 00J1aCTH 3alUTH MHpOpMAIHH

[TpuMeHsTL JEHCTBYIONIYIO 3aKOHOZATeNbHYI0 6asy B obmactd obecneueHus
3amuThl THGOpMaNuu

Yurarb HOpPMaTHBHBIC M METOAUYCCKHE JOKYMEHTBI IIO HH(bOpMaHHOHHOﬁ
0e30I1aCHOCTH Ha aHITIHUCKOM SI3BIKE

Heobxonumele
3HAHUA

MeTop! ¥ CpeAcTBa MoJTy4eHus, 06paboTKH 1 nepeaul MHPOpMaIMH

MeToasl BEIABICHMS KAHAJIOB YTCUKH I/IH(i)OpMaIII/II/I

IMopsnok opranuzanuy paboT NO 3aKTe HHGPOPMALUK

Merofsl IIAaHHPOBAHMSA ¥ OpPTaHW3alMH IIPOBEAEHHS paboT mo 3amuTe
UHGPOPMAIMHU U 00eCIIeUeHUIO TOCYAaPCTBEHHON TalHEI

MeTonpl NpOBEEHHA CHENHATBHBIX HCCIENOBaHMH M MPOBEPOK, paboT mo
3amuTe HHGOpMaLnu

Metoapl H cpeacrsa 3alllUuThHI HH(bOpMaLIPIPI B KOMIBIOTCPHBIX CCTIX,
ONICPATUOHHEIX CHCTEMAaX U CHCTEMaX yIIPpaBJICHUA 0a3aMH JaHHBIX

MeTOIII)I aHaym3a 0e30MacHOCTH KOMITBIOTCPHBIX CHCTEM

TTpUHUHMIIB IPOEKTHPOBAHHS AaHTHBHPYCHOTO IIPOrPaMMHOTO 00eCIIeYeHUs

Bunpl aTak 1 MEXaHU3MBI UX peanu3aniy B KOMIIBIOTCPHLIX CUCTECMAX

HpI/IHI_II/Il'IBI NOCTPOCHUSA CUCTEM 3allIUThI I/IH(l)OpMaIIHI/I KOMITBIOTCPHBIX CUCTEM

(I)OpMaJIBHLIC MOJCIH YHPABJICHUA JOCTYIIOM

Kpunrorpaduueckie anropuTMbl ¥ 0COOEHHOCTH MX IIPOrPaAMMHON peali3aiy

HopMaruBHBIE IPaBOBBIC aKTHI B 00IACTH 3alIMThH HHYOpMAIUH

PykoBozsIe M METOAUYECKHE TOKYMEHTHI YIOTHOMOYEHHBIX (eepaibHbIX
OpraHoB HCIIOJHHUTENBHON BIACTH IO 3aIOUTE MHGOPMALMA H OOECTEYCHHIO
6e30MacHOCTH KPUTHYECKOH MH(POPMAIMOHHON HHPPACTPYKTYPhI

Opranmaunonﬂble MCEPBI 110 3alIfUTE I/IHq)OpMaI.II/II/I

HanuoHanbHBIE, MEXKTOCYJAPCTBEHHBIE H MEX/IyHapOAHBIE CTaHIapThl B 00ONACTH
3aMUTH MKHQOPMAIUU

Hpyrue
XapaKTepUCTHKH

IV. CBeaenust 06 opranu3anusx — pa3paéorynkax npogeccHoHaJILHOro CTAaHAapTa

4.1. OTBeTCTBEeHHAs OPraHu3alusi-pa3padoTINK

Accoumarus 3aimmtsl nHpopManuu, ropol Mocksa

[Ipesnpent

Jlocs Bnagumup [laBnoBuy

4.2. HanmeHoBaHUS OPraHA3alHii-pa3paboTIHKOB

AHO JIIO nentp nopsinenns kpampukamyn «AUCy», ropox Mocksa

Acconnanys npenprsTHi KOMIIBIOTEPHBIX B MHQOPMAIMOHHBIX TEXHOJIOTHH, ropox Mocksa

®I'bY «BHUU tpyma» Muntpyna Poccun, ropoa Mocksa

S iRIND -

Mocksa

®YMO B cucteme Boicnero o6pasosanus no YI'CHIT «Madopmannonnas 6e30nacHOCTDY, FOPO

5 | Akanemus OCb Poccun, r. Mocksa




! O6mepoccHitckuii KiTacCHpHUKATOp 3aHATHIA.

2 O6mepoccuiickuii K1acCH)UKATOp BUAOB IKOHOMHYECKOH JIEATENLHOCTH.

3 EuHblit KBaMH(HKAIMOHHBII CIPaBOYHHUK JO0JDKHOCTEH PYKOBOJMTEIICH, CIIEUAMCTOR 1 CITYXKallX.

4 O6wepoccuiickuii knaccudukarop npodeccuii pabounx, LOIDKHOCTEH CYKalHX 1 TapH(HBIX pa3psaoB.

5 O6wepoccuiickuii KnaccuGUKaTOp CHENUANLHOCTEH N0 06pasoBaHMIO.

6 3akon Poccuiickoii ®enepanuu ot 21 mons 1993 1. Ne 5485-1 «O rocyaapcTeenHoii Taiine» (Poccuiickas raseta, 1993, 21
cenTa6ps; Cobpanue 3akoHoaTenbcTBa Poccuiickoit denepanuu, 1997, Ne 41, cT. 4673; 2022, Ne 32, ct1. 5809).

7 O6mepoccuiickuii KaccHUKaTop CrelkanbHOCTe i BEICIISH Hay HOM KBaTA(hUKALMH.

8 O6mepoccHiiCKMii KIacCHPUKATOp CNEMUaIbHOCTEH BhICIIEH HayYHOH KBanuQHKanHm.




