ARS

MHHHCTEPCTBO WICTHIHA POCCHACKOH OENEPALIMM

3APETUCTPHPOBAHO

Perucrpaunonﬂu.ﬁ N f69°24
T ﬁ . f 2022
MHWHUCTEPCTBO HAYKH M BBICII st
POCCHMCKOH ®EJIEPAIIMA
(MUHOBPHAYKH POCCHMN)

ITPUKA3

T v ooty p_ 523 LOLH . Ne £70
Mocksa

OG6 onpenesieHnH yrpo3 6€30MaCHOCTH NEPCOHAILHBIX JAHHBIX, AKTYaNbHBIX
npu 06paboTKe NePCOHAJbHBIX JaAHHBIX B HHOPMAIHOHHBIX CHCTeMaX
NePCOHANBHBIX AaHHBIX, IKCILTYaTHPYEMbIX B cepax [1esTeIbHOCTH,
HOPMATHBHO-TIPABOBOE PeryJIHPOBaHHE KOTOPLIX 0CYIIEeCTBIAETCS
MHHHCTEPCTBOM HAYKH H Bhiciero oopasosanns Poccniickoii @exepannn

B COOTBETCTBHHM C 4acThiO 5 cTaThil 19 PemepanbHOro 3aKOHa OT 27 HMIONA
2006 r. Ne 152-®3 «O nepconanbHbIX JaHHBIX» (CobpaHue 3aKOHOAATENBCTBA
Poccuiickoit ®enepamun, 2006, Ne 31, ct. 3451; 2021, Ne 1, ct. 54), myHkToM 1
[MonoxeHns o MHHHCTEpCTBE HAyK#H M BEICIIero oOpasoBaHMs Poccuiickoi
denepauyy, yTBEpXKIEHHOro mocraHoBneHHeM IIpaButensctBa Poccuiickon
®enepaumu ot 15 urons 2018 r. Ne 682 (Cobpanue 3akoHozaTeNbcTBa Poccuiickoi
®eneparmu, 2018, Ne 26, ct. 3851; 2020, Ne 16, cr. 2612), mpuKa3bpIBalo:

OnpenenuTs yrpo3sl 0€30MacHOCTH IIEPCOHAIBHBIX MAHHBIX, AKTyalbHBIC
npu o0paboTke MepCOHANBHBIX JAHHBIX B HH(QOPMAlMOHHBIX CHCTEMax
MEPCOHANBHBIX JAHHBIX, SKCILTyaTHPYEMBIX B Ciepax AesTebHOCTH, HOPMAaTHBHO-
IIPaBOBOE pETyJIMPOBaHHE KOTOPBIX OCYILIECTBIAETCS MHHHUCTEPCTBOM HAyKH
¥ Beiclero obpasoBaHus Poccuiickod @Denepaniny, COIJIACHO IPHUIOKEHHIO
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Yrpo3nl 6€30MaCHOCTH NePCOHAIBHBIX AaHHBIX, AKTyaJIbHbIE IPH 06paboTke
NEePCOHAJILHBIX JaHHbIX B HHPOPMAIMOHHBIX CHCTEMAX NEePCOHAILHBIX
AAHHBIX, IKCILIyaTHPyeMbIX B cepax AeTe/IbHOCTH, HOPMATHBHO-NIPAaBOBOE
peryJinpoBaHue KOTOPbIX ocymecTBaseTcds MHHHCTEPCTBOM HAYKH
u Bbicmiero oopasoBanus Poccuiickoi ®@eaepauun

Vrposamu  6e30mMacHOCTH  IEPCOHANBHBIX  JIAHHBIX,  aKTyaJbHBIMH
npu 00paGoTKe IMEpCOHANBHBIX HaHHBIX B HMH(QOPMALMOHHBIX CHCTEMaX
IIEPCOHANIBHBIX JaHHEBIX, IKCILTyaTHPYEMBIX B cepax NeATENBHOCTH, HOPMaTHBHO-
NPaBOBOE pEryJIMpOBaHMe KOTOPHIX OCYLIECTBIAETCS MHUHHCTEPCTBOM HAyKH
¥ BeIcIIero oopasoBanus Poccuiickoit Menepanivu, ABIAIOTCS:

YIPO3bl, CBS3aHHBIE ¢ OCOOEHHOCTAMM (YHKIHOHHPOBAHUS TEXHHYECKHX,
IPOrPaMMHO-TEXHIYECKHX U IPOrPaMMHBIX CPEJCTB, 00eCieuHBaAIOIINX XPAHECHHE,
06paboTKy U mepenady HHPOPMalLuH,

YIpo3bl HECAHKIMOHUPOBAHHOTO JOCTyNa (BO3MEHCTBHS) K OTLYXKJACMBIM
HOCHTENSIM IIEPCOHANBHBIX HAaHHBIX, BKJIIOYas [E€PEHOCHbIE I1€PCOHANIBHBIC
KOMIIBIOTEPHI M0JIb30BaTeNnell HHPOPMALMOHHEIX CHCTEM MTEPCOHANBHBIX AaHHBIX,

YIpo3bl BO3IEUCTBHS BPeIOHOCHOTO KOJIa U (WJIM) BPEJIOHOCHOH IPOTPaMMBI,
BHEIIIHMX I10 OTHOILIEHHIO K HHPOPMAITHOHHBIM CHCTEMaM IEPCOHATBHBIX JAHHBIX;

YTpo3bl HECAHKLMOHUPOBAHHOTO JOCTYNa (BO3EHCTBHS) K MEPCOHATBHBIM
JaHHBIM JIAIAMH, 00NafaloIMMH [TOJTHOMOYHSIMH B HHGOPMAIMOHHBIX CHCTEMAX
NEePCOHANBHBIX JaHHBIX, B TOM 4YHCI€ B XOJI€ CO3[aHWs, Pa3BUTHs], BBOIA
B SKCILTYaTALHIO, SKCILTyaTallid W BBIBOJA M3 JKCIUTyaTallik MH(MOPMAIHOHHBIX
CHCTeM TepCOHANBHBEIX JAHHBIX, W JalbHEHIIEro XpaHeHHs COAepXKalleHcs
B MX 0a3ax JaHHBIX HH(POpMALIUH;

Yrpo3sl HCMOB3OBAHMS METOINOB BO3JEHCTBHMA Ha JIML, OOJaJaroLIMX

MHOJIHOMOYHSMH B I/IH(l)OpMaHI/IOHHBIX cucTreMax NepCOHAIBHBIX JaHHBIX,
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YIpo3bl HECAHKLMOHUPOBAHHOTO JOCTYNa (BO3JEHCTBHS) K MEPCOHATBHBIM
JaHHBIM JIMI[aMM, He OOJaJarol¥MH IOJHOMOYHMSIMH B HH(QOPMAIHOHHBIX
CHCTEMaX IIEPCOHANBHBIX JaHHBIX, C HCIIONIB30BaHUEM yA3BUMOCTEH B OpraHU3alMH
3alllATHI [IEPCOHAIBHBIX TaHHBIX;

YIpo3bl HECAHKLMOHUPOBAHHOTO AOCTyNa (BO3ACHCTBHS) K NEPCOHAIBLHBIM
JaHHBIM JIMIAMM, He OO0JaJaloIMMH MOJHOMOYMSIMH B HH(POPMAIMOHHBIX
cUCTeMax  [EPCOHANBHBIX  JaHHBIX, C  HCIOJB30BAHUEM  YA3BUMOCTEH
B [IPOrPaAMMHOM 00ecTieueHUH HHPOPMAIIMOHHBIX CUCTEM IT€PCOHANBHBIX JaHHBIX;

YIpo3bl HECAHKIMOHUPOBAHHOIO AOCTYNA (BO3JNEHCTBHS) K MEPCOHATBHBIM
JaHHBIM JIMLAMM, He OONAJaloMMH TOJHOMOYMSIMH B HH(OPMAIMOHHBIX
CHCTeMax IIepCOHANBHBIX AAHHBIX, ¢ UCIIOIB30BaHHEM YS3BUMOCTEH B 00eCTIe eHHH
3aIUTHI CETEBOIO B3aUMOICHCTBUS ¥ KAHAJIOB IIEPEIaYvy JaHHBIX;

YTPO3Bl HECAHKIMOHUPOBAHHOTO NOCTYNa (BO3NEHCTBHUS) K MEPCOHANBHBIM
JaHHBIM JIMLAMH, He OONajalolMMH TOJHOMOYMSIMH B HHQPOPMAIMOHHBIX
CHCTEMaXx [ePCOHANBHEIX TAHHBIX, C HCIIONb30BAHHEM yA3BUMOCTEH B 0GecneueHuH
3al0UThl BBIYMCIUTENBHBIX CeTel HHQOPMALMOHHBIX CHCTEM IIEPCOHANIBHBIX
JaHHBIX;

yrpo3bl HECAHKIIMOHAPOBAHHOTO OCTYNa (BO3JEHCTBHS) K MEPCOHATBHBIM
JAHHBIM JIMOAMM, He OONaJalolUMM HOJTHOMOYMSMH B HMH(GOPMAIOHHBIX
CHCTeMaX MepCOHANbHBIX NAHHBIX, C HCIONB30BAHMEM YS3BUMOCTEH, BBISBAHHBIX
HecoGIoIeHIeM TpeGoBaHyH Mo SKCILTyaTalUy CPEICTB 3aIMTHI HHPOPMAIH;

Yrpo3bl lIENeHANPaBIeHHBIX IEHCTBUH C MCIONB30BaHWEM annapaTHbIX
¥ (WJIH) IPOrpaMMHBIX CPEJICTB C LEbI0 HapylIeHus! 0e30NaCHOCTH 3alllHIIAEMBIX
C WCTONB30BaHHEM CPEICTB KpUNTorpauyeckoi 3allMTel  HH(QOpPMALHH
TNepCOHANbHBIX JAHHBIX MM CO3JaHMs YCIOBHH JUIA 3TOro, OMNPEACHsieMbIC
onepaTopaMu WH(pOPMALMOHHBIX CUCTEM MEPCOHANBHBIX JaHHBEIX B COOTBETCTBUH
¢ CocraBOM H COJEp)XaHHEeM OpraHU3ALMOHHBIX M TEXHMYECKHX MEp
Mo ObecIedeHHI0 6e30MacHOCTH IIepCOHANBHBIX JaHHBIX HpH HX 0Opaborke
B MHQOPMALIMOHHBIX CHCTEMAaX NEPCOHABHBIX JAHHBIX C MCIIOJIB30BAHUEM CPE/ICTB

KpI/IHTOI‘pa(l)I/I‘-IeCKOf/i 3alIUTHl HH(bOpMaHHH, H606XOI[I/IMBIX JIJI1 BBIITOJHCHHS
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ycraHoBseHHbIX [IpaBurenscTBoM Poccuiickoit Pefepanuy TpeOOBaHUH K 3allUTe
MEePCOHABHBIX JAHHBIX JUIA KQXI0r0 U3 YPOBHEH 3alIMIIIEHHOCTH, yTBEP)KICHHBIM
npukazom @enepanbHoii cmyxObl  Oe3omacHoctH  Poccuiickoit  ®enepaunuu
or 10 wmons 2014 r. Ne 378 (3apeructpupoBaH MUHHCTEPCTBOM IOCTHIIMHU

Poccuiickoit ®enepanun 18 asrycra 2014 r., peructpauonHblid Ne 33620).




