MHHHCTEPCTBO IU®POBOT'O PA3BUTH{I, CBSI3H M JEXECOBBIX
KOMMYHHUKAIIAIA POCCUIACKOH ®EIEPALRE |

(MAHKOMCBSI3b POC IR0 NCTHLE POCCHACEON OFTEPAII
JAPETHCTPHPOBAHO
TIIPUK A3 | peructpaunonnnic 2 506,37

14.03. 2020 e a2

06 yrBepxaennn dopmaTa 3J1eKTPOHHOH NOANMCH, 00513aTEeILHOrO AJIS
peajH3anHi BCEMH CPEACTBAMH 3JIEKTPOHHOH MOANHCH

B COOTBETCTBHH C MOJIOXKEHUSAMH MMyHKTa 5 gacTH 4 ctaThy 8 OenepalbHOro 3aK0Ha
ot 6 anpens 2011 r. Ne 63-®3 «O6 anexrporHoi noamucu» (CoOpaHue 3aKOHOAATENBCTBA
Poccuiickoit @enepamnuu, 2011, Ne 15, ct. 2036; 2019, Ne 26, c1. 3889) u a03aI1a TpeThero
nynkra 1 IlonoxeHus o MuHHCTEpCTBE LM(POBOrO Pa3BUTHUSA, CBA3M M MAaCCOBBIX
xommynmkanuii  Poccumiickoit  @enepauuu,  yTBEpXKICHHOIO  IIOCTAHOBJICHHEM
IIpaputenscTtea Poccuiickoit ®enepammu or 2 miors 2008 r. Ne 418 (Cobpanue
sakononarensctsa Poccuiickoit denepamun, 2008, Ne 42, ct. 4825; 2018, Ne 40, c1. 6142),

ITPUKA3BIBAIO:

1. YTBepnute ®opMmaT 3NEKTPOHHON MHONHMCH, O0S3aTeNbHBIN Ul pealu3anuy
BCEMM CPENCTBAMH 3JIEKTPOHHOW MONHKCH, COIIACHO NPUIOKCHHIO K HACTOAMEMY
IpHUKa3sy.

2. HanpaBuTe HacTOAIMi @pUKa3 HA T[OCYAAPCTBCHHYIO  PETHUCTPALMIO
B MunucrepcTBo roctuuun Poceuiickoil denepauum.

MuHuctp M.U. Illagaes




YTBEPXEH
npukazoM MuUHUCTEPCTBA
U pOBOro pa3BUTH, CBA3H
H MacCOBBIX KOMMYHHKaIAN
Poccutickoin ®@enepanuu

or 14.03. 2020 Ne Y32

O®OPMAT
3JIEKTPOHHOMH MOANHCH, 00S13aTE/ILHBIH JJIsl PEaIH3AIHH BCeMH CPeICTBAMH
3JICKTPOHHOH MOANHUCH

- 1. Hacrosmmii dopMar 3IEKTPOHHOH MOANHUCH, 00S3aTENBHBIN IJIA pealn3aluu
BCEMH CPEJICTBAMH JJIEKTPOHHO#M moamnucH (ganee — PopMar), yCTaHaBIHBAET TPEOOBAHHS
K CTPYKTyp€E M COIepKaHuI0 HH(MOpMALHK B SIEKTPOHHOH moamucH (nanee — JII).

B cocraBe JI1 mommkHa pasmemiatbes HHpopManus 06 HCXOZHOM 3JIEKTPOHHOM
cOOOILIEHNH, alropuTMax xommposanus u OIl, mapaMerpax KpunTorpaguyecKux
aITOPUTMOB, BpeMmeHu co3gamus Oll, ceprupukar Kmoda nposepku Oll
(manee — cepruuKar), HepapxuuecKH OOyCIOBIEHHAs  IOCIEXOBATEIBHOCT
cepTU(hHUKATOB, KaXAELH nocneayonmii ceptrudukat koTopoi moanucan OI1, ocHoBaHHOH
Ha MNPeIIeCTBYIOIEM CEepTUGHKAaTe, M HHBIC, YCTaHOBJECHHBIE B COOTBETCTBUH C
myHKTaMH 5, 6 u 7 HacTosmero ®dopmara, CBEIEHHS.

2. B cootBercTBHH ¢ HacTosmuM @opMaToM cpenctsa 11 HOIKHEI obecneunBaTh
BO3MOYKHOCTH CO31aHust HeCcKONbKuX Ol B OIHOM JOKYMEHTE ¢ COXpPaHEHHEM HaHHBIX,
ONKCHIBAIOIIMX  KOHTEKCT, COIEpXXaHHE, CIPYKTypy [HOKYMEHTOB, a TaKxe
00eCNeUNBAOIMKMX yIpaBieHHe [JOKYMEHTaMH B HCIONB3yEMBIX HH(OPMALHOHHBIX
CHCTEMaX, — METafiaHHBIX M CepTU(UKATOB, Ha KOTOPHIX OCHOBaHEI 3T OIl,
B 3JIEKTPOHHOM COOOLICHUH.

3. Ilpu Bkmodenu# B coctaB OIl momonHuTeNnsHOH HHGPOPMALMH, OTIMIHON
OT yKa3aHHOH B MyHKTax 5, 6 u 7 Hacrosmero dopmara, TpeGOBaHKS K ee HA3HAYEHUIO U
pacmonoxeHuto B cTpykrype OI1 ompenensioTcs 3aka34uKoM B TEXHHYECKOM 3a/aHUH
Ha pa3paboTKy (MoaepHu3auuio) cpexcts JI1 u ynocropepsromero neHTpa (naee — YII),
B COOTBETCTBHH ¢ nprka3zoM ®CB Poccuu ot 9 despais 2005 r. Ne 66 «O6 yTBepxaeHuu
I[TonosxeHus o pa3paboTKe, MPOM3BOACTBE, PEATH3ALNH H SKCIUTYaTaliy MHUPPOBAIBHEIX
(kpunTorpaduyeckux) cpeactB 3amuthl HEpopMamuu  ([Tomoxenue ITK3-2005)»
(3aperucTpupoBan MumntoctoMm Poccuu 3 mapra 2005 r., peructpanmonHsii Ne 6382),
¢ M3MeHeHHsIMH, BHeceHHbIMM npuka3zom OCB Poccuu ot 12 ampens 2010 r. Ne 173
«O BHeceHHMM W3MEHEHHIl B HEKOTOpEIe HOpMmarHuBHEIE mpaBoBble akThl ®Ch Pocchm»
(3apeructpuposan MunrocroM Poccuu 25 mas 2010 r., perucrpanuonHsrii Ne 17350).

4., dopMmaT ONpeHeNsercs B COOTBETCTBHM C OCHOBAMM ayTE€HTH(QUKANUH
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B OTKDHITHIX CHCTeMax', CHHTAaKCHCOM KpHITorpadudeckux COOOuICHHI, OMHCAHHEM
JOMOJHUTENBHEIX  aTpuOyTOB  KpumTorpabuyeckux CcooOmeHumi, —crenudukanmei
abCTpakTHOI CHHTaKCHYECKOM HOTALUH BEPCUH omuHZ,

5. B cily4ae eciu y4aCTHUK 31IEKTPOHHOIO B3aMMOIEHCTBHS ABIACTCS BIA/ICNIBLIEM
IefCTBYIOIIEro CepTh(HKaTa KII09a HPOBEPKH 3JIEKTPOHHOH moamucy, Popmar uMeeT

BH/I CJIEAyIOMEN CTPYKTYPBI:

SignedData ::= SEQUENCE {
version CMSVersion,
digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfo,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SignerInfos }

5.1.Tlone version (tuma CMSVersion) ompenmenser Bepcuro cuHTakcuca OlI,
KOTOpast 3aBUCHT OT CEpTH(HKATOB, THNA MONIKCHIBAEMBIX [AHHBIX M HMHQOPMAIUK
0 IOANHCHIBAIOIIUX CTOPOHAX:

CMSVersion ::= INTEGER
{ v0(0), v1(1l), v2(2), v3(3), v4(4), v5(5) }

5.2. Tlone digestAlgorithms (tun DigestAlgorithmIdentifiers) Bxmodaer B ceOs
MICHTH(QHUKATOPHl HKCIIONB3YEMBIX ANTOPMTMOB XOJIUMPOBAHWA M CBA3AHHEICE C HUMH
apaMeTphl U OIPEAENIETCs CIEAYIONHEM 00pa3oMm:

DigestAlgorithmIdentifiers ::= SET OF DigestAlgorithmIdentifier

DigestAlgorithmIdentifier ::= AlgorithmIdentifier

B KxauyecTBe MAEHTH(UKATOPA AIrOPUTMA X3IIHUPOBAHMS YKA3bIBAETCS OOBEKTHBIA
uneHTAduKaTop anropurma, onpenenenHoro IOCT P 34.11-2012 «MupopmanmoHHas
TexHonorus. Kpunrorpapudueckas 3amura HHGOpMauud. DyHKIHA X3IIKPOBAHHA»
(manee — TOCT P 34.11-2012). Yka3aHHsI# 00BEKTHBIA HACHTHPHKATOP B COOTBETCTBHH
co cnenubukauueii abCTPaKTHOM CUHTAKCHYECKOHf HOTamWU BEpPCHH  OJMH
IpEACTABIISAETCS CIEAYIOMHIM 00pa3oM:

! OcHOBH ayTeHTH()HKAIMH B OTKpHITEIX chcreMax ompenencasl B TOCT P MCO/MOK 9594-8-98
«AHbOopMaHonHas TexHONOrHd. B3amMocBa3b OTKpHITHIX cucTeM. ChpaBoduHHK. acTh 8. OcHoBHI
ayTeHTH(UKANUK» (IPUHAT W BBeeH B JAeficTeHe mocraHosieHneM ['occrannapra Poccun oT 19 mas
1998 r. Ne 215, ony6uxosan B asrycte 1998 r. UIIK «M3natenscTBo crannaprosy, UYC 9-98).

2 Cnoemu¢ukanus aGCTpakTHOH CHHTAKCHYECKOM HOTAalldH BEPCHM OJMH ONpEACicHa B I'oCcT P
UCO/MPK 8824-1-2001 «HMudpopManuonHas TexHONOrHA. AOGCTpaKTHas CHHTaKCHUeCKas HOTaIlUs
Bepcun omuH (ACH.1). Yacts 1. Cuenpdukanys ocHOBHOH HoTauuuy» (NPUHAT U BBEJCH B JeicTBHE
mocranoBienrem Iocctanmapra Poccnu ot 6 centsiGps 2001 r. Ne 375-cT, omy6nukosaH B HOSOpe 2001
r. UTIK «U3natenscTBo cranaaprosy, 1Y C 11-2001).

3 TOCT P 34.11-2012 «/rpopManuonHas TexHonorns. KpunTorpapudeckas 3amuTa WHGOpMAIHH.
OYHKIHEA X>MMpOBaHUs» (YTBEPXKAEH M BBEACH B JeiicTBHe NprukasoM PeieparbHOrO areHTCTBa 10
TEXHHUECKOMY PETyTHPOBAHHIO U METPOJIOrHH oT 7 aBrycra 2012 r. Ne 216-cr, omy0IuKOBaH B ampele
2013 r. ®'YII «CTAHTAPTUH®OPM», K1Y C 3-2013, monpaska 1Y C 6-2018).
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JUIS AIfOPUTMA C JIMHOM BBIXOAa 256 OuT:

id-tc26-gost3411-12-256 OBJECT IDENTIFIER ::= { iso(l) member-body(2) ru(643)
rosstandart (7) tc26(1l) algorithms(l) digest(2) gost3411-12-256(2) }

IJIs alFOPHTMA C JTHHOM BeIxoxa 512 6ut:

id-tc26-gost3411-12-512 OBJECT IDENTIFIER ::= { iso(l) member-body(2)
ru(643) rosstandart(7) tc26(l) algorithms(l) digest(2) gost3411-12-512(3) }

5.3.IJone  encapContentInfo (tun EncapsulatedContentInfo) comepxur
noxmuceiBaeMele naHusle (eContent) BMecte ¢ ux TunoM (eContentType) u onpenensercs
clieayronm obpasoM:

EncapsulatedContentInfo ::= SEQUENCE ({
eContentType ContentType,
eContent [0] EXPLICIT OCTET STRING OPTIONAL }
ContentType ::= OBJECT IDENTIFIER

B cmydae ecnum mnone eContent OPHUCYTCTBYeT, TO B HEM COACPXUTCA
HOIMUCHIBaEMBIil  JneKTpoHHBIA nokymeHT. Ecmum mone eContent OTCYTCTBYET,
3JI€KTPOHHBIHM JOKYMEHT XPaHHUTCS B OTACIBHOM (aidie.

5.4. B none certificates (tum CertificateSet) MOXeT BKIIOYATHECS AOMOIHUTECIbHASL
uH(opManua o ceprudukarax. B maHHOE moje MOXeT GBITh BKIIOYCHA uHbOopMaIUsl
0 cepTU(HUKATAX NOANUCHIBAIOINX CTOPOH.

CertificateSet ::= SET OF CertificateChoices

CertificateChoices ::= CHOICE {
certificate Certificate,
extendedCertificate [0] IMPLICIT ExtendedCertificate,
v1AttrCert [1] IMPLICIT AttributeCertificateVl,
v2AttrCert [2] IMPLICIT AttributeCertificateVv2,
other [3] IMPLICIT OtherCertificateFormat }

5.4.1. OcHoBHoii cuuTakcuc Tuma Certificate npeacrasieH ciexyromum o6pasom:

Certificate ::= SEQUENCE {
tbsCertificate TBSCertificate,
signatureAlgorithm AlgorithmIdentifier,
signatureValue BIT STRING }

[lone signatureAlgorithm (Tmm SignatureAlgorithmldentifier) —omnpenenser
HIACHTH(QUKATOP MCIOIBb30BaHHOro anropurMa Ol 1 cBA3aHHbIE C HUM N1apaMeTPh:

SignatureAlgorithmIdentifier ::= AlgorithmIdentifier

B nacrosmem ®opmarte B KauecTBe uaeHTHOUKaTOpa anroputMa Ol ykassiBaercs
0OBeKTHBIN mueHTHOHKaTOp anroputma, ompepenerHoro I'OCT P 34.10-2012
«VHbopManuonHas TexHonorus. Kpunrorpaduyeckas samura uapopmaruu. IIporneccst
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(hOpMHUPOBaHHUS 7§ IPOBEPKH AJIEKTPOHHOMI mudpoBoit TOATIHCH»!
(manee — TOCT P 34.10-2012). Yka3saHHEIH OOBEKTHBIA HASHTH(GHUKATOP B COOTBETCTBHH
co cnenubukanueii abcTpakTHOH  CHHTAKCUYECKOM  HOTAUMH BEpPCHM  OMUH
IPEeCTABIIAETCS CIeAYIOIUM 00pa3oM:

IJIsi AITOPUTMA C JUTHHOM BeIXOz#a 256 6uT:

id-tc26-gost3410-12-256 OBJECT IDENTIFIER ::= { iso(l) member-body(2) ru(643)
rosstandart (7) tc26(1) algorithms(l) sign(l) gost3410-2012-256(1) }

VIS AITOPUTMA C [UTHHOM Bexozaa 512 6ut:

id-tc26-gost3410-12-512 OBJECT IDENTIFIER ::= { iso(l) member-body(2)
ru(643) rosstandart(7) tc26(l) algorithms(l) sign(1) gost3410-2012-512(2) }

5.4.2. Tlone extendedCertificate (tuma ExtendedCertificate) onpenenser
pacumpennsiit ceprudukar PKCS #6. Pacmmpenneie ceprudpukater PKCS  #6
HOJIEPKUBAIOTCS I COBMECTHMOCTH C NPENBIIYIMMH BEPCHAMU U HE NPHMEHSIOTCS.

5.4.3. Tlone vl1AttrCert (tuma AttributeCertificateV1) ompenenser ceprudpukar
atpubyra X.509 Bepcum | B coorBerctBHH ¢ nyHKToM 9 TpeGosanuii k ¢opme
KBaTH(QHUIMPOBAHHOTO cepTH(MKaTra KIHOYa MPOBEPKH IJICKTPOHHOW  IMOAIHCH,
yTBepXIeHHbIX npukazoM ®CB Poccum ot 27.12.2011 Ne 795 (3aperucrpupoBaH
MustoctoM Poccun 27 suBaps 2012 r., peructpanuoHssiit Ne 23041), ucrions3yercs st
COBMECTHMOCTH C MPEABIAYILIAMH BEPCUIMH H IPUMEHEHHUIO HE MMOJUIEXKHUT.

5.4.4. Tlone v2AttrCert (tuma AttributeCertificateV2) ompeznenser cepTu¢ukar
atpubyTa X.509 Bepcum 2 B cooTBercTBHMH C myHKToM 9 TpeGosamuii k dopme
KBaJIM(UIUPOBAHHOIO cepTUdHKaTa KI0Ya MPOBEPKH OIEKTPOHHOH IOJIMIMCH,
yrBepxkaennsx npukasoM ®CB Poccun ot 27.12.2011 Ne 795:

AttributeCertificateV2 ::= AttributeCertificate

5.4.5. TTone other (Tuna OtherCertificateFormat) npennasHaueHo A obecrieueHus
BO3MOXKHOCTH IMOJJIEPXKKH HHEIX (opMaToB cepTUhHKATOB 6€3 BHECEHWS M3MEHEHHi
B CHHTAKCHC KPUITOrpapuieckux cooOmeHuii:

OtherCertificateFormat ::= SEQUENCE {
otherCertFormat OBJECT IDENTIFIER,
otherCert ANY DEFINED BY otherCertFormat }

55 B mome crls (tum RevocationInfoChoices) Moxer ObiTb BKIIOYCHA
IOTIOIHUTENbHAS MHpOpMAIKsa 00 OT3BIBE CEPTHHUKATOB:

RevocationInfoChoices ::= SET OF RevocationInfoChoice

RevocationInfoChoice ::= CHOICE {

1 TOCT P 34.10-2012 «MudopmanmonHas TexHomorus. Kpunrorpapudeckas samura HHGOpMAIHH.
IIponeccsl GOpMUpOBaHMSA M IMPOBEPKH JNEKTPOHHOH U(POBOH MOAUHCH) (YTBEpXJeH H BBEICH
B jeiicTBHe mpukazoM (DenepasbHOr0 areHTCTBA [0 TEXHHYECKOMY PETYIHPOBAHHIO M METPOJIOTHH
ot 7 aBrycta 2012 r. Ne 215-ct, omy6imkoBan B ampene 2013 r. ®I'YII «CTAHIOAPTUH®OPM», UYC
3-2013, nepensnanue ceHT0ps 2018 1.).
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crl Certificatelist,

other [1] IMPLICIT OtherRevocationInfoFormat }
OtherRevocationInfoFormat ::= SEQUENCE ({

otherRevInfoFormat OBJECT IDENTIFIER,

otherRevInfo ANY DEFINED BY otherRevInfoFormat }

5.5.1. Tlone crl (tuma CertificateList) ompemensieT CNUCOK aHHYIMPOBAHHBIX
cepruduxaroB (CRL). Jlns BBIMMCICHHS MMONNHCH AAHHBIC, KOTOPHIC NOJDKHBI OBITH
noxgnucansl, mpeacraBissorcs B ASN.1-koxe mo DER-mpaBuiam:

CertificatelList ::= SEQUENCE {
tbsCertList TBSCertList,
signatureAlgorithm AlgorithmIdentifier,
signaturevalue BIT STRING }
TBSCertList ::= SEQUENCE ({
version Version OPTIONAL,
-- ecnu MOpPencTaBJIEHO, TO IOJPKHO OHTH 2-i Bepcun
signature AlgorithmIdentifier,
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {
userCertificate CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL

-- ec/JM MNpenCTaBleHO, TO HNOJIKHO OHTb 2-1 BepCHMM
} OPTIONAL,
crlExtensions [0] EXPLICIT Extensions OPTIONAL
-- ecJM MpeICTaBjieHO, TO HOOJIKHO OHTb 2-1i Bepcum

}

5.5.2. Tlone other (tmma OtherRevocationInfoFormat) ompenesnser ¢opMaTsl
uHGopMaia 00  OT3bIBEe  O€3  JNOMONHWUTENBHOTO  H3MEHEHHs  CHHTaKCHCa
KpUOTOrpaguuecKHx COOOMEHHUI.

5.6. B mone signerInfos (tun SignerInfos) coaepxurcs urGOpManus 0 Kaxmou
HO/NMHUCEIBAIOIIEH CTOPOHE 3IIEKTPOHHOI'0 JTOKYMEHTA.

SignerInfos ::= SET OF SignerInfo
SignerInfo ::= SEQUENCE ({
version CMSVersion,
sid SignerIdentifier,
digestAlgorithm DigestAlgorithmIdentifier,
signedAttrs (0] IMPLICIT SignedAttributes OPTIONAL,
signatureAlgorithm SignatureAlgorithmIdentifier,
signature SignatureValue,
unsignedAttrs [1] IMPLICIT UnsignedAttributes OPTIONAL }

5.6.1. Tloxne sid (tun Signerldentifier) ompexenser cepTudHKAT MOANUCHIBAIOMICH
CTOpPOHBI, HEOOXOAUMBIH IS IPOBepKM MOLIMHEOCTH D11

SignerIdentifier ::= CHOICE ({
issuerAndSerialNumber IssuerAndSerialNumber,
subjectKeyIdentifier (0] SubjectKeyIdentifier }




B crpykrype DIl OOIDKEH HCIONB30BAaThCS BApHAHT OIpENENEHUs CepTHdHKaTa
myTeM 3ajaHus 3Ha4eHus issuerAndSerialNumber.

5.6.2. Tlome digestAlgorithm (tun DigestAlgorithmldentifier) onpexenser
HIEeHTU(QUKATOPEI KCIIONB30BaHHOTO B NaHHO# DIl anropurma X3MUpOBAHHUA H CBA3AHHBIE
C HAM IapaMeTpBl.

B KauecTBe HICHTH(HKATOpPA AITOPHTMA XIIIHPOBAHHSA YKA3bIBACTCS OOBEKTHEIMH
uneHTAUKAaTOp anroput™ma, ompepenensoro I'OCT P 34.11-2012. YxasaHHBIA
OGBEKTHBIM HICHTHQUKATOP B COOTBETCTBMH CO chenubmkanuel aOCTPaKTHOH
CHHTAKCHYIECKOH HOTALUM BEPCHH OJIUH OIpPEAeNseTcs CeayomumM obpasom:

VISl AITOPUTMA C [UTHHO# BhIXoza 256 OuT:

id-tc26-gost3411-12-256 OBJECT IDENTIFIER ::= { iso(l) member-body(2) ru(643)
rosstandart (7) tc26(1) algorithms(l) digest(2) gost3411-12-256(2) }

IS QIFOPUTMA C JUIMHO# BeIxozna 512 6ut:

id-tc26-gost3411-12-512 OBJECT IDENTIFIER ::= { iso(l) member-body (2)
ru(643) rosstandart(7) tc26(l) algorithms(1l) digest(2) gost3411-12-512(3) }

5.6.3. Tlome signedAttrs (tun SignedAttributes) nomkHO oOmpenenaTs
JONOTHUTENBHYIO MOIMUCEIBAEMYIO HH(OpMALHIO (Janee — MOMHCEIBAEMBIE aTPHOYTHI).
O6s3aTenbHble K BKIIOYEHHUIO MOANKUCHIBAEMBbIe aTPUOYTHI ONPEAEISAIOTCS CIIEAYIOMIM
obpazom:

SignedAttributes ::= SET SIZE (1..MAX) OF Attribute
Attribute ::= SEQUENCE {
attrType OBJECT IDENTIFIER,
attrvValues SET OF AttributeValue }
AttributeValue ::= ANY

5.6.4. Tone signature (Tun SignatureValue) conepXur CTpOKy OuT, MOIy4EHHYIO
B pe3yJnbTaTe npouecca popmuposanus OlL:

SignatureValue ::= OCTET STRING

5.6.5. TTone unsignedAttrs (tun UnsignedAttributes) onpezenser JONONTHUTENBHYIO
HETIOAICHIBAEMYIO MHPOPMALHIO (dajiee — HENOANUCHIBAEMBIE ATPHOYTHI):

UnsignedAttributes ::= SET SIZE (1l..MAX) OF Attribute

6. O6s3aTenbHBIME MIOAMKACHIBAEMBIME aTPUOYTaMH SBIIAIOTCS:

6.1. Tun comepxumoro (Content-type). [lomkeH ObiTh nobasieH B arpuOyT
id-contentType ¢ 06bekTHBIM HaenTHdHKaTOpoM Brja «1.2.840.113549.1.3»;

6.2. CTpoka GHT, SABJIAIOMAACS BEIXOXHBIM Pe3yNbTaToM (yHKIHH, OTOOpaxkaromeH
CTPOKH GUT B CTPOKH OMT GUKCHPOBAHHOH JUIMHEI M yNOBIETBODSIOLICH CIICHYHOIIMM
yCIIOBHSM:
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IO [AaHHOMY 3HAYEHHIO (YHKIMH HEBO3MOXHO HA IEPHOA ICHCTBHA
cepTudHUKaTa BEIMUCITUTH HCXONHBIE JAHHBIE, OTOOpaXKaeMBIe B 3TOM 3HAYCHUH,

OIS 3aJaHHBIX HMCXOJHBIX MOAHHBIX HEBO3MOXXHO Ha IEpHOA JAeHCTBHA
cepTudUKaTa BEIMUCIATE APyrUe HCXOAHbIE JaHHEIE, 0TOOpaXKaeMbie B 3TOM 3HAYUCHUM,

HeBO3MOYKHO HA MEPHOJ ACHCTBHS CEpTH(HUKATA BEIYUCIUTH KaKyl0-T1u60 napy
HCXOMHBIX AAHHBIX, 0TOOPaXAeMBIX B OJHO M TO Xe€ 3Ha4eHHe X3I-QyHKIuH (nanee —
X3II-KOJ) 3JeKTpOHHOro coobimenus (Message-digest).

Pesynprar QyHKIOMEH, OTOOpaxaromieifi CTpokH OHT B CTpOKH OwuT
(QHKCHPOBaHHON UIMHBI U yAOBIETBOPSIOMIEH YKa3aHHBIM YCIOBHSAM HOJDKEH OBITH
nobasnmer B artpubyr id-messageDigest ¢ OOBEKTHBIM HICHTH()UKATOPOM BHAR
«1.2.840.113549.1.4»;

6.3. Xom-kox or HaGopa moneit cepTHduKaTa, MO3BOJAIOIMIKX OJHO3HAYHO €ro
HACHTHUIMPOBATh, AOJDKeH ObiTh noOaBneH B atpuOyT id-aa-signingCertificateV2
¢ 06BeKTHBIM HeHTHGHKaTOpoM Buna «1.2.840.113549.1.9».

7. B ciydyae ecii y4acTHHK 3JE€KTPOHHOIO B3aUMOJECHUCTBUA HE SBIACTCH
BIAfEIBIEM IEWCTBYIOMIETO cepTHU(HKATa KifoYa MPOBEPKH C-)JICKTpOHHOH HOAIUCH,
®opMarT JODKEH UMETh BHJ CIEAYIOMEH CTPYKTypHhI:

CertificationRequest ::= SEQUENCE ({
certificationRequestInfo CertificationRequestlInfo,
SignatureAlgorithm AlgorithmIdentifier {{Signature Algorithms}},
Signature BITSTRING}, IAOe

certificationRequestInfo — moanucriBacmas naboOpManus,
signatureAlgorithm — uapopmarms 06 anroputMe III, KOTOPEIH HCIONB30BAICH
npu ¢popmuposannu JI1 crpykryps! certificationRequestlnfo;
signature — OIl crpykrypsl certificationRequestinfo, cdopmupoBanHas
C HCIIONb30BaHMEM AITOPHTMA, YKa3aHHOrO B signatureAlgorithm.
7.1. Crpyktypa CertificationRequestinfo B coorBeTcTBHM CO crenupukanuen
abCTPaKTHOM CHHTAKCHYECKOM HOTAlUM BEPCHM OIMH MPEICTABISAETCS CICAYIOMHM
obpa3zom:

CertificationRequestInfo ::= SEQUENCE {
version INTEGER { v1(0) } (vl,...),
subject Name,
subjectPKInfo SubjectPublicKeyInfo{{ PKInfoAlgorithms }},
attributes [0] Attributes{{ CRIAttributes }} }, IA€

version — HOMep BepcHH CTaHAapTa (B JaHHOM (opMare HaHHOE IOoJie NOJDKHO
npuHUMAaTh 3HadeHue 0)

subject — ums cyOnekTa, Bragetomero kmodom O, umeromee tun Name, koTopoe
3alONHAETCS B COOTBETCTBMH C TpebGoBanuAMH K ¢opMe KBaIMGHUIUPOBAHHOIO
cepTr(HKaTa KII0Ya IPOBEPKH 3JIEKTPOHHO# MOANKCH, yTBep XK AeHHbIMU nprka3oM OChb
Poccunm ot 27.12.2011 r. Ne 795;

subjectPKInfo — HaGop 311eMeHTOB, coAepXamuX HHGOPMALIKIO O KIIF0YE IPOBEPKH
OI1 u umeromux cTpykrypy SubjectPublicKeyInfo;

attributes — Habop aTpuOyTOB.

Ctpykrypa SubjectPublicKeyInfo B cooTBeTcTBHHE cO crnenuuKamued abcTpakTHOMI

CUHTAKCHYECKOM HOTAIIUH BEpCHH OJMH MPEACTABIACTCS CICAYIOMHNM 06p330M2
SubjectPublicKeyInfo (ALGORITHM: IOSet} ::= SEQUENCE ({
algorithm AlgorithmIdentifier {{IOSet} }
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subjectPublicKey BIT STRING }, IO

algorithm — anroputm u Habop napameTpoB anropurma Ol I,

subjectPublicKey — ko4 nposepku OIL

ITone algorithm crpykTypsr SubjectPublicKeyIlnfo 3apmaercs crpykrypoit
AlgorithmIdentifier, omucamsoit B 'OCT P HCO/MBK 9594-8 u conepxarueit
CJIe TyIOIIUE MO

algorithm — upentndukarop anropurma JlI;

parameters — mapaMeTpbl OTKpBITOro Kito4ya anropurma OI1

ITone algorithm crpykrypst Algorithmldentifier nomkHO comepXaTh CIEXYIOLIHIA
HIEHTHQUKATOP AIrOPUTMA:

mist anropurmMa FOCT P 34.10-2012 ¢ anuHoit kimoga 256 6uT uaeHTHUKATOP

B COOTBETCTBHH CO criennduKanuei abCTpakTHON CHHTAKCHYECKOM HOTAIMH BEPCUH OXUH

NpeacTaBisI€TCA CICAYIOMINM 06p330M!
id-tc26~-gost3410-12-256 OBJECT IDENTIFIER ::=
{ iso(l) member-body(2) ru(643) rosstandart(7) tc26(l) algorithms (1)
sign(l) gost3410-2012-256(1) }

mis anropurMa FOCT P 34.10-2012 ¢ muHoi# xmoya 512 6ut uaeHTHduKaTop
B COOTBETCTBHH CO crierudpukaueii abcTpakTHOH CHHTAKCHYECKON HOTALMU BEPCHH OHH

MNPEeACTaBIACTCA CICAYOIMNUM 06p330M!
id-tc26-gost3410-12-512 OBJECT IDENTIFIER ::=
{ iso(l) member-body(2) ru(643) rosstandart (7) tc26(l) algorithms(1l)
sign(l) gost3410-2012-512(2) }

[Mone parameters cTpyktypst AlgorithmIdentifier umeer crpyxtypy GostR3410-
2012-PublicKeyParameters, KoTopas B COOTBETCTBHH €O crenuuKanueii abcrpakTHOM
CHHTaKCHYECKOH HOTALMM BEPCHHU OIHH [PEICTABIAETCS CISAYIOMIM 06pasoMm:

GostR3410-2012-PublicKeyParameters ::= SEQUENCE ({
publicKeyParamSet OBJECT IDENTIFIER,
digestParamSet OBJECT IDENTIFIER OPTIONAL }, A€
publicKeyParamSet — wupentHdukatop napamerpoB kmoda mposepku Oll,

cootBercTBytomero anroputmy OI1 OCT P 34.10-2012;
digestParamSet — unentudukarop x>m-dynknuu I'OCT P 34.11-2012.

JaHHOE TI0JIe HE CIeyeT HCIOJb30BaTh, eclu ucronsdyercs anroput I TOCT
P 34.10-2012 ¢ muHo# xiroua 512 Our;

JaHHOE MOJIe JOJDKHO IPUCYTCTBOBATh, eciu ucnonssyercs atroputm I T'OCT
P 34.10-2012 ¢ mmuHOM Kmroya 256 OWT mnpH CIEAYOMUX 3HAYEHHAX IIOJA
publicKeyParamSet:

id—GostR3410-2001-CryptoPro-A-ParamSet
id-GostR3410-2001-CryptoPro-B-ParamSet
id-GostR3410—-2001-CryptoPro-C-ParamSet
id-GostR3410-2001-CryptoPro—XchA-ParamSet
id—GostR3410-2001-CryptoPro-XchB-ParamSet

IpH 3TOM OH JO/DKEH OBITh paBeH HICHTH(GHKATOPY alrOpUTMa X3MHPOBAaHMA
I'OCT P 34.11-2012 ¢ gnu=oii Beixona 256 owurt:

id-tc26-gost3411-12-256
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IaHHOE IOJIe HE CIEAyeT HCIOB30BaTh, €CIH HCIOMb3yeTCs aroput™ Ol I'OCT
P 34.10-2012 ¢ mivHO#i Kmowa 256 OWT mnpu CIEOyIOIEM 3HAYEHWH IO
publicKeyParamSet:

id-tc26-gost-3410-2012—-256—paramSetA

JAHHOE TIOJE [JOJDKHO OTCYTCTBOBATh, €CIH HCIONB3yeTcs anroputMm OIl
T'OCT P 34.10-2012 ¢ miuHO# Kimoya 256 OWUT IpH CIEAYIOIMUX 3HAYEHHAX IOJIA
publicKeyParamSet: |

id-tc26-gost—3410-2012-256-paramSetB
id-tc26-gost-3410—2012—-256-paramSetC
id-tc26-gost-3410-2012-256-paramSetD

[Tone subjectPublicKey crpykrypst SubjectPublicKeylnfo comepxur Kimoq
mpoeepku DIl, KoTopeli 3ajaeTcsi mNapoil KkoopauHar (X,y), OIpEACICHHOH
T'OCT P 34.10-2012, nmpeacTasiseTcs CleayomuM o0pasom:

xmod mposepku OII, coorsBerctBytommii anropurmy I'OCT P 34.10-2012
¢ mmHOM Kmoda 256 6ur, mmeer npexacraBieHue GostR3410-2012-256-PublicKey,
KOTOpOe 3amaercs GaiiToBoil cTpokoit AuuHEI 64 Gaiita, rue mepsble 32 OafiTa coaepxar
nmpezcTaBneHne koopauHatel X B dopmare little-endian (Mimapmmi OuT 3amuchIBaeTCA
nepBbIM), a Hocieanue 32 Gaiita comepXaT NIpeACTaBIeHHE KOOPAMHATHL y B QopMaTte
little-endian;

xmou nposepku OII, coorsercrBytommii anmroputMy I'OCT P 34.10-2012
¢ mmHOM Kmoda 512 6ur, mmeer mpexacrasneHne GostR3410-2012-512-PublicKey,
KOTOpOe 3ajaeTcs GaiitoBoi crpokoil amuHsl 128 Gaift, rae nepssie 64 Galita conepKat
npejicTaBIeHre KoopauHaTsl X B hopmare little-endian, a mocnennue 64 Gaiita conepxar
TpencTaBlieHue KoopauHaTH y B opmare little-endian.

Kiroun IIPOBEPKHU OIl GostR3410-2012-256-PublicKey
u GostR3410-2012-512-PublicKey momkubl ObiTh mnpenctaBneHsl B ASN.1-koxe
mo DER-mpaBumam B Buge crpoku OGaiitr (OCTET STRING) B COOTBETCTBHH
¢ 'OCT P UICO/M3K 8825-1:

GostR3410-2012—256-PublicKey ::
GostR3410-2012-512-PublicKey ::

OCTET STRING (64)
OCTET STRING (128)

7.2. Tlone algorithm cTpykTypsl signatureAlgorithm comepxwur unentudukarop
amroputMa OIl M CBA3aHHBIX C HMM IapaMeTpPOB, KOTOPBIH MCIOJB3YeTCs IPH
dopmupopanmu I cTpykryps CertificationRequestinfo ¢ ncnonssosannem kioda Jl1:

wia anroputma ITOCT P 34.10-2012 ¢ yuno# xmoda 256 6ut uneHTHHKATOP
B COOTBETCTBHH co crienuduKarmeit abcTpakTHOH CHHTaKCUYECKOM HOTAIMU BEPCUH OIUH
IPEACTABISETCA CeAyOMIM 00pa3oM:

id—tc26—signwithdigest-gost3410-12-256 OBJECT IDENTIFIER ::=
{iso(l) member-body(2) ru(643) rosstandart(7) tc26(l) algorithms(1)
signwithdigest (3) gost3410-2012-256(2) }

wis anropurMa I'OCT P 34.10-2012 ¢ gnusoi xmoda 512 GuT uaeHTUdUKATOD B
COOTBETCTBHH cO crenupukanueil abCTpakTHOH CHHTaKCHYECKOH HOTAalHU BEPCHH
OZMH IIPECTABIIAETCA CleAyomuM 00pa3om:
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id-tc26-signwithdigest-gost3410-12-512 OBJECT IDENTIFIER ::=
{iso(l) member-body(2) ru(643) rosstandart{7) tc26(l) algorithms(1l)
signwithdigest (3) gost3410-2012-512(3)}

ITone parameters cTpyKTypsl signatureAlgorithm go/mkHO OTCYTCTBOBATS.

7.3. Tlome signature crpyktypsl CertificationRequest comepxur Ol
HOAMUCHIBaeMO HH(POpMaLUH.

PesyneraTom pabotsl anropurma 11 T'OCT P 34.10-2012 ¢ muHoi kimoda 256 6ut
sBIsieTcs ABa uncnar u s, onpeaenenusie FOCT P 34.10-2012 u umeromue anuHy 256 our
Kaxzmoe.

ITpu ucnons3opanuu anroputma TOCT P 34.10-2012 ¢ anunoit xmoda 256 Gur
none signature 3agaercs OwmroBoii crpokoit (BITSTRING) mmuner 512 6ut; mpu 3TOM
nepeele 256 OMUT comepaT 4YHMCIO S B NpEeACTaBIeHHH big-endian (crapmmii Out
3aIMCHIBAETCS TEPBBIM), a BTOpble 256 OHMT cojepXaT YHCJIO I' B IPEACTaBICHUH
big-endian.

Pesynsratom pabots anropurma DI T'OCT P 34.10-2012 ¢ anunoi kmoya 512 6urt
ABIIseTCA ABa uncha r u s, onpenenennsie [OCT P 34.10-2012 u umeromue qiuny 512 our
Kaxoe.

ITpu ucnonszoBanuu anroputMa [OCT P 34.10-2012 ¢ pnuHO# Kmroda 512 6ur
none signature 3agaercs 6urosoit crpokoii (BITSTRING) mmunsr 1024 Out; mpu 310M
nepsbie 512 6MT comepXar 4KMCiO S B MpeacTaBleHuH big-endian, a Bropeie 512 GuT
COIEepKaT YMCIIO I B IpeacTaBieHuu big-endian.




