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Mocksa

O6 yrBepxaennu Ilopsinka n TexHn4ecKHX yCJIOBHI yCTAHOBKH
H DKCILIYAaTallHH CPEJCTB, MPeJHa3HAYEeHHBbIX AJIf IOUCKA PH3HAKOB
KOMIBIOTEPHBIX aTAK B CETAX YJIEKTPOCBA3H, HCII0JIL3YEMBbIX VIS OPFraHH3aIHH
B3aHMMOJECHCTBHS 00bEeKTOB KpUTHYECKOH HH(POPMANIMOHHOH HHPPACTPYKTYPhI

Poccuiickoii Penepanun

B cootBercTBUM ¢ yacThiO 5 ctathu 6 PenepanbHOro 3akoHa ot 26 uronsa 2017 r.
Ne 187-®3 «O 6e30macHOCTH KpUTHYECKOH HMHPOPMAIMOHHON HHOPPACTPYKTYpPHI

Poccuiickoit ®enepanun» (CobpaHue 3aKOHOIATEIHCTBA

Poccuiickorn ®epnepauum,

31.07.2017, Ne 31, crt. 4736), Ilonoxxenuem 0 MuHHCTEpCTBE HHUPPOBOTO Pa3BUTHSA, CBSI3H

M MaccoBbIX KOMMyHHKauuil Poccuiickoit depepanuu, yreep

KIACHHBIM ITOCTAHOBJIICHHCM

IIpaButensctBa Poccuiickoit @enepanun ot 2 wuroHs 2008 r. Ne 418 (Cobpanue
3akoHojaTenbeTBa Poccuiickoit ®enepanun 2008, Ne 23, ct. 2708; 2019, Ne 36, ct. 5046)

ITPUKA3BIBAIO:

1. VYrBepauts Ilopsnok ycTaHOBKM M JKCIUTyaTallMM CPEJCTB, IpeIHa3HaYEHHBIX

AJIA TIOUCKa IIPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX JJICKTP
OpraHu3alnnv B3aHMO/IECTBHUA 00BEKTOB KpHUTHYC

OCBSI3H; MCIOJB3YEMBIX VIS
CKOM UHPOpPMaLIMOHHON

uHppacTpykTypsl Poccuiickoit ®Penepaunu, cOrnacHO NPUIOKEHHIO | K HacTosILEMY

IpUKa3zy.

2. yTBeleI/ITB TexHHueCcKue YCIOBHA YCTAaHOBKH H JKCIITyaTallud CpEICTB,
NPCAHA3HAYCHHBIX JUIA IMOUCKA MPHU3HAKOB KOMIIBIOTEPHBEIX aTaK B CETAX JIJIEKTPOCBA3H,

UCMONB3YEMBIX  JUIsl  OpPraHW3allud  B3aUMOACHUCTBUSA
HH)OPMAIIMOHHOM UHPpaCTPYKTYphl Poccuiickoi
MPUTIOKEHHUIO 2 K HACTOSLIEMY IIpUKa3y.

O00OBEKTOB  KPUTHYECKOM
®enepanuy, COrJIaCHO

3. HanpaBuTh HacTOsAImMiA TMpHKa3 Ha TOCYJApCTBEHHYI0  PETHUCTPaLHUIO

B MunuctepcTBO 1ocTuniny Poccuiickoi @enepauuu.

4. KoHTpOnp 3a MCHOJHEHUWEM HACTOSILLIErO IIpUKa3a BO3JIOXKUTH HA 3aMECTUTEIA
MuHucTpa UMGPOBOro pa3BUTHS, CBSI3M M MacCCOBBIX KOMMYyHHUKauuil Poccuiickoi

®enepauun A.B. Cokonosga.

Munuctp

M.U. lanaes



IPNJIOXEHME 1
K npukasy MunucrepcTBa iupoBoro
pa3BUTHUS, CBS3U U MACCOBBIX
KOoMMYHHKauuil Poccutickoii ®enepauuu

or 44, 03.20201. Ne /44

MOPSI/IOK

YCTAaHOBKH H 3KCIIyaTallHH CPEACTB, NpeIHA3HAYEHHbIX AJI5l MOHCKA
NPH3HAKOB KOMIILIOTEPHbLIX ATAK B CETAX 3J1eKTPOCBSI3H, HCNOJIb3yeMbIX 1JIf
OPraHM3alHH B3aUMOAEHCTBHS 00bEKTOB KpHTHYECKOH HHGPOPMALIMOHHOM
HHppacTpykTypsbl Poccuiickoii @eaepanuu

1. Tlopsnok yCTaHOBKM M 3KCIUIyaTallMd CPEICTB, NMpeJHa3HAYEHHBIX JUIS MOMCKa
[IPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX JIEKTPOCBSI3HU, UCTIIONbB3YEMBIX AJIi OpraHU3aluu
B3aUMOJEHCTBHS  OOBEKTOB  KpUTHYECKOM  HMHGOpMALMOHHONK  HMH(PACTPYKTYpHI
Poccuiickoli ®enepauun (nanee — Ilopsnok), ompenenser TpeGOBaHHS K YCTAHOBKE
Y DKCILTyaTallMy CPEACTB, IPeHa3HaYE€HHbIX JUIS IOMCKa IIPU3HAKOB KOMITBIOTEPHBIX aTaK
B CETAX JJIEKTPOCBS3U, HCIOJB3YEMBIX [UIsl OpPraHM3alliid B3auMOJAEHCTBUA OOBEKTOB
KpUTHYECKOH  uHpopManuMoHHOM  uHPpacTpykTtypel  Poccuiickoii =~ ®enepanuu
(manee — cpeacta noucka atak, KM cooTBeTCTBEHHO).

2. llopsnok perynupyer mnpouedypy B3auMoeHcTBus (QeaepanbHOro oprasa
HCIIONIHUTENIBHOM BJIaCTH, YIIOJIHOMOYEHHOTO B 0651acTu obecnevyeHus: PyHKLUMOHUPOBaHUS
roCyJapCTBEHHOM CHCTEMBI OOHAPY)XEeHHUS, TPEAYNPEXKACHUS 1 JTUKBUJALMU [IOCIEICTBHIH
KOMIIBIOTEPHBIX aTak Ha MH(pOPMALMOHHEIE pecypchl Poccumiickoit ®enepanun’ (nanee —
VYnonuomouensslit opran ['ocCOINIKA), dhenepanbHOro oprana UCIONHUTENBHON BIACTH,
OCYILECTBIAIOLIETO PYHKIIMH 110 BoIpaOOTKE U peajn3aluy rocyJapCTBEHHON MOJIUTHKHU U
HOPMaTHBHOMY IIPaBOBOMY pEryJIMPOBaHUIO B 00J1acTH CBs3H (fanee — YII0JIHOMOYEHHBIH
opraH B 00JIaCTH CBSI3H) U ONIEPATOPOB CBSA3H.

3. YcraHOBKa U 3KCIUTyaTalus CPeACTB IIOUCKa aTaK BKIIIOYAeT B ced4:

onpezeaeHuEe HEOOXOAUMOCTH U MECT YCTAaHOBKH CPEJICTB II0MCKA aTaK;

YCTaHOBKY CpEACTB IIOMCKA aTaK, MX MOAKIIOYEHHE K CETAM DJIEKTPOCBA3U
¥ K KaHallaM CBSI3M, HE0OXOAUMBIM Jis YNpaBlI€HUs CPEACTBAMH [I0MCKa aTak;

HacCTPOUKY U MPOBEPKY pabOTOCIIOCOOHOCTH YCTaHOBIEHHBIX CPEICTB IIOMCKA aTaK;

IPUEM B KCILIyaTallMI0 yCTaHOBJIEHHbIX CPEACTB [IOMCKA aATaK;

obecrieyeHre HeNpePbIBHON paboThl CPEJICTB [1OMCKA aTaK;

[IPOBEJIEHNE TEXHUYECKOro OOCIYyXMBaHHS, 3aMEHY M IEMOHTAX YCTAaHOBJIEHHbBIX
CpeICTB IIOUCKA aTak;

obecrieueHre COXpaHHOCTH YCTAHOBIIEHHBIX CPEJCTB [IOMCKA aTak;

! Vkasom Ilpesunenra Poccuiickoit ®enepauun ot 22 paekabps 2017 r. Ne 620 «O coBeplueHCTBOBAHUU
rOCyJapCTBEHHOH cyuCTeMbl OOHApY)K€HUS, MNpPEAYNPEXAECHUS W JIMKBUAALUMM HOCHEACTBUI KOMIBIOTEPHbIX aTaK Ha
uHpopMauvoHHble pecypebl Poccuiickoit @enepauuun» (CoGpanue 3akonopatensctsa Pocculickoit ®enepaunn, 2017, Ne 52,
c1.8112) ¢yukuuu enepasbHOro OpraHa MUCMIOJHUTENLHOW BIACTH, YNOJIHOMOYEHHOro B obsactd obecneueHus
(YHKUMOHUPOBAaHUA TIOCYAAPCTBEHHOH CHUCTEMbl OOHapyxepus, MNpefyNpPEeKAEHUA M JUKBUAAUMH  MOCIEACTBUI
KOMIIBIOTEPHBIX aTak Ha HH(pOpManuOHHble pecypchl Poccuiickoit ®enepaumu Bo3noxeHs: Ha OeaepaibHyl0 cayxOy
6e3onacHocTu Poccuiickoii ®enepauun.



OCYIIECTBJICHUE MOHUTOPHHIA 338 QYHKLIHOHHPOBAHHEM CPEJICTB IOUCKA aTaK.

4. Heo6x0auMocCTh ¥ MECTa yCTAHOBKH CPECTB IIOMCKA aTaK Ha CETH 3J1€KTPOCBSI3H,
obecnieunBarolieii B3auMoelicTeue 00bexkToB KUU, OIpeNENAOTCS Y IOJTHOMOYEHHBIM
opraHoM T'ocCOIIKA nBa ocHOBaHMHM OLEHKM 0€30MaCHOCTM  KPUTHYECKOMH
MHGOpMauMOHHON MHOPACTPYKTYpPhl, MPOBOJAUMOM B COOTBETCTBHH C NYHKTOM 4 uactu 4
cratbi 6 @egmepanbHOro 3akoHa oT 26 wons 2017 r. Ne  187-03
«O Oe3onacHOCTH KpHuTHYecKod wuH(OpMalMOHHON wMH(pacTpykTypsl Poccuiickoii
®enepanun» (Cobpanue 3akoHomatenbcTBa Poccuiickoit ®epepanmu, 2017, Ne 31,
cT. 4736) (nanee — 3akoH).

5. YCTaHOBKY B CeTSX 3JIEKTPOCBS3U CPEICTB IIOMCKA aTaK B COOTBETCTBHUHU C
IIyHKTOM 8 4acTu 4 cTaTh¥ 6 3akoHa opraHusyet YnonHoMmodeHHsli oprad ['ocCOIKA.

B coorsercTBrM ¢ noamyHkTamu 50 u 50.1 nynkra 9 TTonoxenus o denepansHoi
cryx0e GesonmacHoctH Poccuiickoit ®enepaunu, yrBepkiaeHHoro Ykazom Ilpesuaenra
Poccuiickort @enepanuu ot 11 aBrycra 2003 r. Ne 960 (CoOpanue 3aKOHOAATENbLCTBA
Poccuiickoint ®enepauny, 2003, Ne 33, cr. 3254; 2018, Ne 28, ct. 4198) Y01HOMOYEHHBIH
opran I'ocCOIIKA MoseT npuBieKaTh OpraHH3alUio A1 YCTAHOBKM CPEICTB IOMCKA aTaK
B CETSX IEKTPOCBsi3u (nasee — OpraHuzanus).

6. Ynonnomouensslii oprad I'ocCOIIKA HanpasiseT onepatopy CBSi3d IO I10YTE
3aKa3HbIM IIMCBMOM C YBEAOMJIEHHEM O BpYYECHHH CIEOYIOIIYI0 HHGOpPMaUUio U
JOKYMEHTHI:

CBENCHUS O HEOOXOAUMOCTH YCTAaHOBKH CPEACTB IMOMCKA aTakK ¢ yKa3aHHEM MECT
YCTaHOBKH Ha CETH 3JIEKTPOCBS3HU ONepaTopa CBS3Y;

SKCILIyaTallMOHHBIE XaPaKTEPUCTUKU yCTaHABIIMBAaEMbIX CPEJICTB MIOMCKA aTak;

HavMeHoBaHue Opranuzanui (B Ciiy4yae NPUBJICUYECHHA );

bamunus, HMs, OTYeCTBO (IPU HANMYMH), AOJDKHOCTH JOJDKHOCTHOTO JIMIIA
YnonnoMouenHoro  opraHa ['ocCOIIKA  unu  HauMeHOBaHWE  CTPYKTYypPHOTO
nozapaszaeneHus Y noiasomoueHHoro oprana 'ocCOITKA, 0TBETCTBEHHOTO 3a OpraHU3al|io
pabor;

MHCTPYKLUS MO DKCIUIyaTallUh CpeJcTBa IOMCKa arak, YCTaHOBKa KOTOpOro
IUIAHAPYETCSA Ha CETH HJIEKTPOCBSI3H.

7. Oneparop cBsi3u He mno3aHee 10 KajeHAApHBIX [OHEH C JaThl MOJNy4YEHMS
uHoOpMalMy, NpeAyCMOTpeHHOW myHKTOM 6 Hactosmero Ilopsaka, ompenensier
JOJDKHOCTHBIX JIMILL OIIepaTopa CBs3H, AOIMYLIEHHBIX K JAHHOH HHPOpMALUU.

8. Omneparop cBsi3u B cpok He Oonee 30 xaneHAapHBIX JHEH C AaTbl MONLYYECHHS
uH(pOpMaLny, IpelycCMOTPEHHO! MyHKTOM 6 HacTtosuero [fopsaka, myTem HanpaBieHUs B
aZipec JOJHKHOCTHOrO juua (CTPYKTYPHOro mojpaszzeneHus) YIOJIHOMOYEHHOIO OpraHa
I'ocCOIIKA, 0TBETCTBEHHOTO 3a OpraHu3aluio paboT, 3aKa3HOro MMChMa C YBEIOMJICHUEM
O BPYYE€HUH YTOUHSET CIEAYIONYI0 HHGOPMALHIO:

MECTa YCTaHOBKH CPEJCTB IIOKCKA aTak;

cnocoObl MOAKIIIOYEHHS CPEJICTB MIOUCKA aTaK K CETSAM AJIEKTPOCBS3H, Yepe3 KOTOpbIe
ocyuiecTBisieTcs: B3auMopencTaue 06bektoB KUU;

cnocoObl NOJKJIIOUEHHUs] CPEJCTB MOMCKA aTaKk K KaHajaM CBS3U, HEOOXOIMMBIM
YnonnomoyeHHoMy oprany I'ocCOIIKA nist ynpasieHus cpeACTBaMU NIOKCKA aTak;

CPOKH U IpOLeAypa yCTAaHOBKH CPEICTB IMOKCKA aTak.



B city4ae TexHM4eCcKkoi HEBOZMOXKHOCTH YCTAHOBKH CPEACTB IIOMCKA aTaK HA MECTa,
onpeziefieHHbIe Y oaHOMo4YeHHEIM opraHoM I'ocCOIIKA, oneparop csizu u Opraausanus
II0 COrNIaCOBaHHI0 ¢  YHoJHOMOYeHHbIM opraHoM I'ocCOITKA B MOPsJIKE,
NpeyCMOTPEHHOM MyHKTOM 6 Hactosuiero Iopsaka, B cpok He Gonee 10 kaneHaapHbix
JAHEH CO [HS yCTaHOBJIEHUS TEXHUYECKOH HEBO3MOXKHOCTH yCTAHOBKH CPEICTB NOKUCKA aTaK
Ha MeCTa, ompeneiicHHble YnonHoMo4eHHbIM opraHoM ['ocCOITKA, onpenensior uHbie
MECTa YCTaHOBKY CPEJCTB IOMCKA aTak.

9. Hudopmauus no nyHKTy 8 Hactosuero ITopska s Kaxaoro MECTa yCTAHOBKH
oTpaxarorcs Ha CxemMax yCTaHOBKH CPEICTB Moucka aTak (maiee — CXeMbl YCTAHOBKH).
CxeMbl  yCTaHOBKM COCTABISIOTCS ONEPAaTOPOM CBS3M B JBYX OK3EMILIAPax
Y HaIpaBJIAIOTCH Ha coriacoBa”ue B YnonHomoueHHbid oprad ['ocCOIIKA B Teuenue 30
paboumx mHeH ¢ JaThl MONMydYeHUs HMH(POPMALUM, MPEIYCMOTPEHHON MYHKTOM 6
Hactosuero Ilopsigka.

Ynonnomouennnii oprad ['ocCOIIKA o6s3an B Teuenne 30 KaleHOapHBIX JHEH
co aHs nonydeHuss CxeM yCTaHOBKM NIPHUHATH pellieHne O corjiacoBaHud CXeM yCTaHOBKH
U 06 060CHOBaHHOM OTKa3e B corylacoBaHWM (CXeM YCTaHOBKH. YKA3aHHOE pelleHHe
HanpasJisiercss YIonHoMoueHHbIM opraHoM ['ocCOIIKA omnepatopy CBS3M HE MO3JHEE
5 pabouux aHeH co JHS ero NPUHATHS.

B cnyuae npunatus VYnonHomoueHHbIM opraHoM ['ocCOIIKA pemenus
06 000CHOBaHHOM OTKa3e B corjacoBaHud CXeM YCTaHOBKH OIEPaTOp CBA3H 00s3aH
B TeueHHe 15 pabounx aHeH co AHs MONyYeHns YKa3aHHOIO peIleHNsi BHECTH H3MEHEHHS B
CxeMBbl YyCTaHOBKM M HamnpaBuTh YmnoiHoMmodeHHOMY opraHy ['ocCOIIKA u3meHeHHbIe
CxeMbl yCTaHOBKH.

10. YcranoBka cpeacTB NoucKa arak, MX MOIKIIOYEHUE K CETSAM 3JIEKTPOCBS3U
M KaHajlaM CBS3M IPOBOJATCS OTBETCTBEHHBIM JIMLIOM YIIOJTHOMOYEHHOrO0 OpraHa
I'ocCOIIKA wnnu Opranuzauuu U OnepaTopoM CBs3M B CpOK He Oonee 60 pabouux mHei
co IHi cornacoBaHus YnosHoMo4eHHbIM opraHoM ['ocCOIIKA Cxem ycTaHOBKH, €CIU
WHOM CpOK He corjacoBaH YnojiHoMoueHHbIM opradoM ['ocCOIIKA.

11.1lpy mpoBeleHWM NpPUEMKHM B DOKCIUIyaTalldI0O CPEACTB IIOMCKA arak
OCYILECTBIIIFOTCA HAacTpoWKa U MpoBepKa pabOTOCIOCOOHOCTH YCTAHOBIEHHBIX CPE/CTB
[IOMCKa aTakK JMLAMH, YKa3aHHbBIMU B IyHKTe § Hacrtoswero Ilopsiaka, B COOTBETCTBUU
C DKCILIyaTallMOHHOM JOKYMEHTAlMEN Ha JaHHbIE CPECTBA.

12. Ilpuem B 3KCIUTyaTaluio yCTAHOBJIEHHBIX CPEACTB MOUCKA aTaK OCYILECTBISETCS
KOMUCCHEW, Ha3HAYE€HHON OIepaToOpOM CBSI3M W3 IPEACTABUTENEH YIIOJIHOMOYEHHOIO
oprada 'ocCOIIKA, Opranusanuu (B ciydae MpUBJEUEHUS) U ONIEPATOpa CBA3H.

13. Ilo pe3ynpTaTam npueMku opopmiseTcs AKT IPUEMKH CPEACTB IOMCKA aTak B
SKCIUTyaTaluio (najiee — AKT IPHUEMKH B SKCIUTyaTaIHIo).

B AkTe npueMKHU B SKCILTyaTalUIO YKa3bIBAIOTCS:

HaMMeHOBaHUEe 00BEKTa CBA3H;

JlaTa IPUEMKHU CPeJICTB IIOMCKA aTak;

baMunus, UM, 0T4eCTBO (IIPU HATMYKH) U JOJDKHOCTh KaXA0I'0 4jleHa KOMUCCUUY;

MeCTa YCTaHOBKH CPeJCTB MOMCKa aTak (aipec, MOMEILEHUE);

COCTaB U CepuiiHble HOMepa (CepuilHble HOMepa KOMIIOHEHTOB) YCTaHOBJIEHHBIX
CPEICTB IIOUCKA aTak;

pe3yibTaT MPOBEPKU paboTOCHOCOOHOCTH YCTaHOBJIEHHBIX CPEACTB IIOUCKA aTak;




CXeMa YCTaHOBKH CpPE/ICTB [TIOMCKa aTak.

AKT IpUEMKH B 3KCILUTyaTalMIO TOAMUCHIBAETCS BCEMU YIEHAMH KOMUCCHH.

14. Oxcnnyaranusi CpelIcTB IIOMCKAa arak OCYIIECTBISETCS YIIOJIHOMOYEHHBIM
opranoM ['ocCOIIKA.

15. HenpepeiBHOCT, (QYHKIMOHHMPOBAaHUS B KpPYIJOCYTOYHOM pEXHUME H
COXPAaHHOCTh CPEACTB MOUCKA aTak 00ECIIEUUBAIOTCS ONEPATOPOM CBA3H CAMOCTOSITENILHO
nyTeM CcOOJIIOJIeHHs] YTBEPXKAEHHBIX YIOJHOMOYEHHBIM OpPraHoM B 00JacTu CBA3U
TEXHUYECKUX YCIOBUH YCTAaHOBKM M SKCIULyaTallMd CPEACTB, NPEAHA3HA4YEHHBIX MJis
MIOMCKa IPH3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX JJIEKTPOCBA3H, HCIIOJIB3YyEMBIX IS
OpraHu3anuy B3aUMOJEUCTBUA 00BEKTOB KPUTHYECKOHN MHGOPMAIIMOHHOM
uHdpacTpykTypsl Poccuiickoii ®enepauun (nanee — TexHuyeckue ycaoBus).

s opraHu3anyy B3auMoJeHCTBHS ¢ YnojHoMoueHHbIM opraHoMm ['ocCOIIKA
ONepaTop CBA3M ONpeAesieT OTBETCTBEHHBIX JIULL.

16. Texuuueckoe 00CITyKUBAaHUE YCTAaHOBJIEHHBIX CPEACTB [IOMCKA aTaK IPOBOAUTCS
OTBETCTBEHHBIMHU JULaMy Y 110JIHOMOYEHHOIO opraHa I'ocCOIIKA
i Opranuzanueii (B ciiydyae IpUBJICYEHHS).

17. Uudopmanuio 0 cpokax U HPOAOJDKMTENBHOCTU IPOBENEHUS TEXHUYECKOTO
o0CITy’)KUBaHHUS CPEJICTB NMOUCKA aTaK U JIMLaX, MPOBOISIINX TEXHUIECKOE 00CITy)KUBaHHE,
VYnonnomouenHbid oprad ['ocCOIIKA nHanpasnsieT oneparopy CBsI3H I10 [10YT€ 3aKa3HbIM
IIUCEMOM C YBEAOMJICHUEM O BpYUYEHHHM HE€ TMO3[lHee 4eM 3a 7 KaJleHAApHBIX IHEH
J0 HaJayia mpoBeJeHus paboT 0 TEXHUYECKOMY 00CIyKUBaHHUIO.

18. OnepaTop CBSI3M B CPOK HE MEHee 4eM 3a 14 xaneHaapHbIX JHEH [0 Havaia
IPOBEJICHHS] TIAHOBBIX PabOT, KOTOPhIe MOTYT IOBJE€Yb HapyLIEHUE QYHKIMOHMPOBAHMS
CpeICTB TOHMCKa arak, onosemaer YmnoaHomodeHHbH oprad ['ocCOIIKA nocpeactsom
HanpaBli€eHUs YBEJIOMJICHHS 110 NIOYTE 3aKa3HbIM MUCBMOM C YBEJOMJIEHHEM O BPYYEHHH
0 CpOKaXx U MPOJO/DKUTEIFHOCTH NMPOBEICHUS YKa3aHHBIX [IaHOBBIX paloT.

19. 3ameHa cpeacTB MOUCKA aTaKk OCYLIECTBISIETCS B ClIy4yae HapyLIECHHS HX
(GbYHKIMOHUPOBAHUS UJIM HEOOXOAUMOCTH UX MOAECPHU3ALIMHY B TOM XK€ MOPAAKE U B TC Ke
CpPOKH, 4TO U MPOBEAECHUE TEXHUUECKOTO 00CIYKHBAHUS CPEICTB ITOUCKA aTakK, YKa3aHHbIE
B myHKTax 16 u 17 Hactosuiero [lopsaka, c opopminenreM AKTa PUEMKH B SKCILTyaTalHIo,
yKkazaHHoro B nyHkre 13 Hacrosuero Ilopsaka.

20. JIleMOHT@X CpEACTB HOMCKAa aTaK IPOBOAMTCA B ciiydyae HEOOXOZUMOCTH
U3MEHEHHS MECT YCTAaHOBKHM CpEICTB IOMCKAa aTak WM B CBS3M C PEOpraHu3alMed,
JUKBHJAIIMEH WM TpeKpalleHueM JesATENbHOCTH Oleparopa CBA3M 110  PELICHHIO
YnonanomouernHoro oprana ['ocCOIIKA u B cpok, cOrniacOBaHHBIM C OIIEPaTOPOM CBSI3H,
OTBETCTBEHHBIMH Jiniiamu YnosnHoMmouerHoro oprana ['ocCOIIKA unn Opranusanum.

ITo pe3ynpraTaM AEMOHTaXa CpPEACTB IOMCKa aTaK YIOJHOMOYEHHBIM OpPraHOM
I'ocCOIIKA u onepaTopoM CBA3M COCTaBIAETCS aKT O AEMOHTAXE B IBYX YK3EMILIApax, M0
OJHOMY JJIs KaXJI0M U3 CTOPOH.

B Axre neMoHTaXxa yKa3plBarOTCS:

HauMeHOBaHUE O0BEKTa CBA3H;

JaTa IEMOHTaXka CPEJICTB IIOUCKA aTak;

dbamunus, WMS, OTYeCTBO (NpHM HAIMYMM) M JOJDKHOCTb  IPEACTABHUTE]IS
YnonaomouenHoro oprada I'ocCOIIKA u oneparopa cBs3u;



MCCTa YCTAHOBKH CPEACTB IIOMCKA aTakK (azlpec, HOMeH.IeHI/Ie), B OTHOLLIEHHH KOTOPBIX
ITPOU3BOAUTCA NEMOHTAX;

COCTaB U CepuilHbie HOMEpa (CepHiHblE HOMEpa KOMIIOHEHTOB) JIE€MOHTHPYEMbIX
CPEACTB [IOMCKA aTax.



IMPMJIOXEHHUE 2
K IIpuka3zy MunucrepcTsa uudpoBoro
pa3sBUTHSA, CBA3U U MACCOBBIX

KoMMyHuKauui Poccuiickoit @enepanuu
or /7. 62 2020r.Ne 74

TEXHUYECKHUE YCJIOBUsI
YCTaHOBKH H 3KCILIyaTallHH CPEACTB, IPeAHA3ZHAYEHHBbIX AJis IOUCKA
NPH3HAKOB KOMIbLIOTEPHBIX ATAK B CETHX 3JIeKTPOCBSA3H, HCNOJIb3yeMbIX 115
OpPraHH3alHy B3aHMOJEHCTBHS 00beKTOB KPpUTHYECKOH HHPOPMALIHOHH O
uappacrpykrypnl Poccniickoii ®@enepaunu

1. VYciaoBusi yCTaHOBKH M 3KCIUIyaTallMMl CPEACTB, NpeJHa3HA4YeHHbBIX JUIS IOMCKa
MIPU3HAKOB KOMIIBIOTEPHBIX aTakK B CETAX 3JIEKTPOCBSI3U, UCMONIB3YyEMBIX ISl OpraHu3aluu
B3aUMOJICUCTBUS  OOBEKTOB  KPUTHYECKOH  HWHGOPMALMOHHOK  HMHGPACTPYKTYpPHI
Poccuiickoii ®epepauun (nanee — TexHuueckue yciaoBusi), pa3paboTaHbl C Y4HeTOM
TpeOOBaHUN K CpeIcTBaM IIOMCKAa arak B TOCYIJapCTBEHHOHM cucteme OOHapyKeHus,
NpeAyIpeXAeHUs 7} JUKBUAALMU NOCJIeJICTBUM KOMIIBIOTEPHbIX aTak
Ha HMH(pOpMaLMOHHBIE pecypchl Poccuiickoit Penepanuu, yCTaHOBIEHHBIX INPHKA30M
®enepanbHoil cityx0b1 6e3onacHoctu Poccuiickoit ®@enepanuu ot 6 Mas 2019 r. Ne 196
(3apeructpuposad Muntocrom Poccuu 31 mast 2019 r., perucrpauuonnsiii Ne 54801).

2. CpenctBa TOMCKa arak JOJDKHbI OBITh yCTAHOBJEHbl B IOMEILEHUSX,
B KOTOPBIX 00€CIIeYeHO:

MECTO ISl YCTAHOBKM W HETIPEPBIBHOM 3KCIUTyaTalldd B KPYIJIOCYTOYHOM PEXUME
CpeACTB MOKCKa aTak;

KOHTpPOJIb U OrpaHUYeHre (U3HUYECKOro JIOCTyNa MepcoHana K CpelACTBaM IIOMCKa
aTak ¢ LeJbIo 00eCneueHns] IX COXPaHHOCTH;

NOAJEPKAHUE TEMIEPATYphbl U BIAXHOCTH BO3AyXa, B IIpelenax KOTOPhIX MOXET
OCYILECTBIATHCSA 3KCIUTyaTauus (B COOTBETCTBUM C HHCTPYKLHMEH MO SKCIUTyaTalluu
CpeICTB IOKCKa aTak);

BBIIEJICHUE MapLIpyTU3UpYeMbIX IP-aapecoB ¥ MOAKIIOYEHUE CPEACTB MTOMCKA aTaK
K KaHajlaM CBSi3HU, HeoOXOoAumbiM (heepaibHOMY OpraHy HMCIIOJIHUTENbHON BIACTH,
YIOJTHOMOYEHHOMY B obnactu obecrniedeHuss (GYHKIIMOHUPOBaHHS TIOCYJapCTBEHHOHN
CHUCTEMbl OOHapYy)XCHHUS, MPEAYIPEXICHNAS U JIMKBHAALMH TOCIEICTBUN KOMIIBIOTEPHBIX
aTak Ha WuHGQOpMalMOHHbIE pecypchl Poccuiickoit @enepauuu, Ui yHpaBlCHUs
CpeAcTBaMM MOUCKa aTak, a Takke obecrneveHre (PyHKLIMOHUPOBAHUSI YKAa3aHHBIX BBIILE
KaHaJIOB CBSI3H;

NOAK/IIOYEHUE CPEACTB MOMCKA aTaK K JUHHUAM CBA3M U CPEICTBaM CBSI3H CETEH
3IEKTPOCBS3M, Yepe3 KOTOPhlE OCYILECTBISETCS B3auMojelicTue o6bektoB KHU,
HEOOXOJUMBIM 11 BBITIOJIHEHHUS 3a7a4 CPEJICTB IIOUCKA aTak;

HaJu4ue CpeICTB MoXXKapHOH CUTHAJIM3AIUH 7} MOXXapOTYILEHHUS
C BO3MOKHOCTBIO BU3yaJIbHOTO ¥ 3ByKOBOT'O OIIOBEIIEHHS.

3.  VYcnosus obecriedyeHUs CpEACTB MOMCKA aTaK dJEKTPOIUTAHUEM:



BbIICISIEMAs 1715 ITOAK/IIOYEHHUS MOIHOCTE 3/1€KTPHYECKOM CETH JOJKHA PEBBILIATH
He MeHee uYeM Ha 20 TMpONEHTOB MOIIHOCTh, TpeOyeMyl0 B COOTBETCTBHM
C HHCTPYKUMEH 110 IKCIUTyaTalliy CPEICTB [IOMCKA aTaK,

CPEACTBa IMOHCKA aTaK MO/DKHBI OBITh MOAKIIOYEHBI K JJIEKTPMUYECKHM CETAM M
obecnieunBaThcs GecrepeGOMHBIM 3J1EKTPONUTAHHEM.




