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O6 yTBepsKaeHHH TeXHHYECKHX YCJI0BHI YCTAHOBKH TEXHHYECKHX CPEACTB
NPOTHBOJEHCTBHS Yyrpo3aMm, a TaKxKe TpeGoOBaHHI K ceTSIM CBSI3H NPH
HCHOJIb30BAHUH TEXHHYECKHX CPeJICTB NPOTHBOAEHCTBHS Yyrpo3am

B coorBerctBuu ¢ mnyHkTtom 3 crtateu 65.1 ®enepampHOro 3akoHa
ot 7 mrons 2003 r. Ne 126-®3 «O cs3u» (Cobpanue 3akoHOAaTeNIbCTBA Poccuiickoi
Gepepaunu, 2003, Ne 28, ct. 2895; 2004, Ne 35, cr. 3607; Ne 45, cr. 4377,
2005, Ne 19, ct. 1752; 2006, Ne 6, cT. 636; No 10, ct. 1069; Ne 31, cT. 3431, 3452;
2007, Ne 1, ct. 8; Ne 7, ct. 835; 2008, Ne 18, ct. 1941; 2009, Ne 29, ct. 3625;
2010, Ne 7, ct. 705; Ne 15, c1. 1737; Ne 27, ct. 3408; Ne 31, cT. 4190; 2011, Ne 7,
cT. 901; Ne 9, ct. 1205; Ne 25, ct. 3535; Ne 27, cr. 3873, 3880; Ne 29, ct. 4284, 4291;
Ne 30, c1. 4590; Ne 45, c1. 6333; Ne 49, ct. 7061; Ne 50, ct. 7351, 7366; 2012,
Ne 31, ct. 4322, 4328; Ne 53, cr. 7578; 2013, Ne 19, ct1. 2326; No 27, ct. 3450; Ne 30,
cT. 4062; No 43, cr. 5451; Ne 44, cr. 5643; Ne 48, ctT. 6162; Ne 49, cr. 6339,
6347; Ne 52, ct. 6961; 2014, Ne 6, cr. 560; Ne 14, ct. 1552; Ne 19, ct. 2302;
Ne 26, ct. 3366, 3377; Ne 30, cr. 4229, 4273; Ne 49, cr. 6928; 2015, Ne 29,
cT. 4342, 4383, 4389; 2016, Ne 10, cT. 1316, 1318; Ne 15, ct. 2066; Ne 18, ct. 2498;
Ne 26, cr. 3873; No 27, cr. 4213, 4221; Ne 28, ct. 4558; 2017, Ne 17, ct. 2457,
No 24, cT. 3479; Ne 31, c1. 4742, 4794; Ne 50, ct. 7557; 2018, Ne 17, ct. 2419; Ne 32,
ct. 5135; Ne 51, cr. 7862; Ne 53, cr. 8453, 8455; 2019, Ne 18, ct. 2214, Ne 23,
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1. YTBepauTs nipunaraeMsie:

a) TEXHUYECKHE YCIIOBHS YCTaHOBKM TEXHMYECKHX CpPEICTB IPOTHBOAEHCTBUA
yrposam (npunoxxenue Ne 1 k HacTosIIeMy NpUKasy),

0) TpeGoBaHUSA K CETAM CBA3M NPU MCIOJB30BAHUH TEXHUYECKHX CPE/CTB
IIPOTUBOAEUCTBHS yrpo3aM (IpuitoxeHue Ne 2 K HaCTOSAMEMY IIPUKa3y).

2. Hacrosmuit npuka3s BcTynaer B cuity ¢ 1 HosOpsa 2019 r.

3. HampaBuTh HacTOSIOMH MNpHKa3 Ha TOCYAApCTBEHHYIO PErHCTPalMIO B

Munucrepcrso octuniuu Poccuiickoit @enepanuu.

Bpuo pyxoBoauTens A A. TTanxoB



[Ipunoxenue Ne 1
K npukasy denepanbHoN CIryxOb1
110 Ha/130pYy B cepe CBsI3MY,
MH(OPMALIMOHHBIX TEXHOJIOTHM
¥ MacCOBBIX KOMMYHHUKAaLIUH

0T 77.07Z 2079 Ne 779

TexHHYecKHe YCJI0BHS YCTAHOBKH TEXHHYECKHX CPeICTB
NPOTHBOAEHCTBHS Yyrpo3am

1. Hacrosuue TexHUYecKHe yCIOBHS MPHMEHSIOTCS OIEPATOPOM CBS3H IIPH
o0ecrie4eHHH YCTAaHOBKH TEXHHYECKHX CPEACTB TPOTHBOMEHCTBHSA yrpo3am
YCTONYUBOCTH, 6€30MIaCHOCTH U LEJIOCTHOCTH (DYHKIHMOHMPOBAHHS Ha TEPPUTOPUH
Poccmiickoii  @enepaniuun  MHGOPMAITHOHHO-TEIEKOMMYHHKAIIMOHHOM  CETH
«HTepHEeT» U CeTH CBA3M OOLIero NOJIb30BaHHs (Hajiee — TEXHMYECKHE CPEACTBA
IIPOTUBOAECHCTBUS Yrpo3am).

2. TexHu4eckue yclioBUS BKIIIOYAIOT B ceO:

1) cobmonenne 3HaueHHH KIMMATHYECKUX BO3IEHCTBHIM B COOTBETCTBHH C
3KCIUIyaTalliOHHOM TOKYMEHTAIIuEeH;

2) ofecrieuenne OecriepeGOMHOTO 3JEKTPONMUTAHUA TEXHHYECKHX CPENCTB
IPOTHBOAEHCTBUSA yrpo3aM, B TOM YHCIE€ C KCIOJB30BAHHEM pPe3epPBHBIX
ABTOHOMHBIX HCTOYHHKOB IUTaHUs, 00eCIIeYMBAIONINX NMPU HAPYIICHWH BHEIIHETO
3JIEKTPOCHA0XKEHHS (PYHKLIMOHUPOBAaHHE YKa3aHHBIX TEXHUYECKUX CPEJCTB HE MEHee
4 4acoB;

3) obecrnedeHue JgoCTyna COTPYAHHUKOB CIELHAIBHO YIIOJHOMOYEHHON
CIy)OBl 1O OOECIeYeHHIO pEeryJUPOBaHUSA HCIIOJNB30BAHUA pAJMOYacTOT H
panModJIEKTPOHHBIX CpeAcTB MpH DenepanbHOl cioyxbe Mo Hag30py B cdepe CBs3Y,
MH(QOPMALlMOHHBIX TEXHOJOTHH M MaCCOBBIX KOMMYHHMKAUHUHA K TEXHUYECKHUM
CpeACTBaM IPOTUBOACHCTBUS yrpo3aM B LENAX TEXHHYECKOTO 00CTy)KuBaHuUs (B TOM
YHCJIE HENOCPEACTBEHHOI0 MOCTyNa K allapaTHBIM CPeACTBaM M IPOrPaMMHOMY

OGGCHG‘ICHI/IIO, a TAKXE MoCpPECACTBOM JAUCTAaHIHOHHOI'O YIpaBJICHH,
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ocyniecTBiasieMoro lleHTpoM MOHHUTOpPHHra M YIpaBIE€HHS CETHIO CBI3U 00LIEro
MOJB30BaHMUs, CO3JaHHBIM B COOTBETCTBHHM C MOCTaHOBJIeHHeM IIpaBuTenbcTBa
Poccuiickoit ®enepanum ot 13 despans 2019 r. Ne 136 «O LlenTpe MOHUTOpHHTA H
yIpaBlIeHUs CeThi0 CBS3U obmiero mnomis3oBaHuA» (CoOpaHue 3aKOHOIATENHCTBA
Poccuiickoit ®enepartuu, 2019, Ne 8, ct. 776);

4) obecrieyeHne 3alIUThl OT HECAHKIIMOHHUPOBAHHOTO JOCTYIA K TEXHUYECKUM
CpeACTBaM IPOTHUBOACHCTBUSA yrpo3aM B COOTBETCTBHM C IIpHKa3oM MUHHUCTEpPCTBA
UHQOPMALIMOHHBIX  TEXHOJOTHH W  cBa3u  Poccuiickoit  Pemepamu ot
9 suBaps 2008 r. Ne 1 «O6 yrBepxneHuu TpeGOBaHUU [0 3alUTE CETEH CBS3U OT
HECAaHKLMOHUPOBAHHOTO0 JOCTyna K HHUM M T[epelaBaéMOi IOCPEICTBOM HX
uHpOopMaLuu»  (3aperucTpupoBaH  MuHHCTepcTBOM  focTulu  Poccuiickoii
®enepauuu 23 suBaps 2008 r., peructpaunoHssiit Ne 10993), a Taxke pasMmeleHue
TEXHUYECKUX CPEACTB IIPOTUBOAEUCTBHA Yrpo3aM B TeIEKOMMYHHUKAI[HOHHBIX
mkadax, cHaOKeHHBIX 3alMPAIOIIMMHU YCTPOHCTBaMHU;

5) opraHdzalMI0 TEXHOJOTMYECKOro KaHajla CBS3M JUId  YIpaBJICHHs
TEXHUYECKUMHU CPeJCTBaMM MPOTHBOJEHCTBUS yrpo3aM, o0Jiafalomero mponyCcKHon
cnocoOHOoCThI0O He MeHee 100 MOut/c u obecreynBaroIero BBIAEICHUE CETEBBIX
aZpecoB  KaXIOMy TEXHHYECKOMY CpEACTBY IIPOTUBOAEUCTBUS  yrposam,
yCTaHaBIMBaeMOMY B CETH CBSI3U OllepaTopa CBs3U, U OOecleuyeHHe BO3MOXKHOCTHU
MOAKIIOYEeHUS K HUM [leHTpa MOHUTOpWHra M yNpaBlIeHHsS CEThIO CBS3U OOILEro
MOMB30BAHMS', B COOTBETCTBHH C IIPEJOCTABICHHBIM UM CIIHCKOM CETEBBIX a[pEcOB.

3. TexHudueckue CpeacTBa NPOTHBOJAEHCTBUS yrpo3aM IOJAKIIOYAIOTCH
K CpEICTBaM CBS3U OIEpaToOpa CBS3H C HUCIIOJIBE30BaHHEM CIEAYIOIIUX UHTepdEeHCcoB
U IPOTOKOJIOB B3aUMO/ICHCTBHUS

1) 1 Gigabit Ethernet (1GbE)

IEEE 802.3z;

IEEE 802.3ab;

1000BASE-T;

1000Base-SX;

' TTynkT 9 cTathu 65.1 ®enepanbHoro 3akona ot 07.07.2003 Ne 126-®3 «O cpszu».




1000BASE-LX;
1000BASE-EX;

2) 10 Gigabit Ethernet (10GbE)
IEEE 802.3ae;

10GBASE-CR;

10GBASE-SR;

10GBASE-LR;

10GBASE-ER;

3) 40 Gigabit Ethernet (40GbE)
IEEE 802.3ba;
40GBASE-CR4;
40GBASE-SR4;
40GBASE-LR4;

4) 100 Gigabit Ethernet

IEEE 802.3ba;

5) 40GBASE-PSM4;
100GBASE-CR4;
100GBASE-SR4;
100GBASE-LR4;
100GBASE-PSM4;
100GBASE-CWDM4;

6) npotoxosiel TCP/IP B kayecTBe NPOTOKOJIOB Ilepe/lavyl JaHHBIX;
7) BO3MOXHOCTh co3maHus BUpTyanbHO# cetn VPN (Virtual Private Network)

ans nepenaun Bcero pabodero TCP/IP tpaduxka.



IIpunoxenne Ne 2
K nipukasy denepanbHO# CITyKObI
TI0 HaJ30py B cepe CBA3Y,
UHPOPMAIIMOHHBIX TEXHOJIOTHIA
¥ MacCOBBIX KOMMYHHUKaIHH

OT 37 072 1079 Ne 179

TpeOoBaHHus K CeTAM CBA3H NPH HCNOJb30BAHUHU
TeXHHYECKHX CPe/ICTB MPOTHBOAEHCTBHSA Yrpo3amM

1. Hacrosmue TpebGoBaHUS pacnpOCTPaHSAIOTCS Ha CETH CBSA3H OIEpaTopoB
CBSI3M, OKa3bIBAIOIIMX YCIYTH IO MPeOoCTaBIeHHIO JOCTyna K HHGOpMalUOHHO-
TEJICKOMMYHUKAlIMOHHOH ceTH «HTepHET».

2. Ilpm wucnonp30BaHHM CeTeHl CBI3M, Ha KOTOPHIX YCTaHaBIMBAIOTCS
TEXHUYECKHE CPeJICTBA MPOTUBONIEHCTBHS Yrpo3aM yCTOHUYHUBOCTH, 0€30MacCHOCTH U
LeNOCTHOCTH (PYHKUHMOHMpPOBaHHS Ha Tepputopun Poccuiickoit ®enepaiun
MH()OPMAaILMOHHO-TEJIEKOMMYHHKAIIMOHHOH ceTu «VIHTEpHET» U CEeTH CBI3U OOLIEro
NOJIB30BaHUs (Hajlee — TEXHUYECKHe CpPEACTBA MPOTHBOACHUCTBUA YIrpo3aM), TaKHue
CeTHU CBSI3U JOJDKHBI obecrneunBaTh MAOCTYN LIeHTpy MOHHTOpPHHIa U yNpaBJeHUs
CeThIO CBSI3W OOIIero IOJB30BaHUS JJII JWCTAHIMOHHOIO YIIPaBICHUA H
TEXHUYECKOTO OOCIy>KHBaHUA TEXHHYECKHX CPEACTB NPOTUBOAEHCTBUS yrpo3aM B
COOTBETCTBHH C MPOEKTHON HOKYMEHTaLUeH, MPEeAyCMOTPEHHONR B IUIaHEe YCTaHOBKHU
U MOJEpHU3ALMK TEXHUYECKUX CpEACTB IPOTUBOJAEHUCTBUS  Yrpo3amM M
JKCIUIyaTallMOHHOM  JIOKyMEHTaledl MPOU3BOAMTENS TEXHUYECKHUX  CpENCTB
MPOTUBOJIEUCTBUSA YyIrpO3aM.

3. Ceru cBfI3M, Ha KOTOPHIX YCTAHABIMBAIOTCS TEXHUYECKUE CpPENCTBA
TIPOTUBOAEHCTBUS yrpo3am, JOJKHBI 00eCIeuruBaTh MPOXOXKIEHHE BCcero Tpaduka
CETHU OIlepaTopa CBSI3M Yepe3 TEXHUYECKUE CPeACTBa MPOTUBOAEHUCTBUA yrpo3aMm, 3a
HCKIIFOYEHHEM CJTydaeB, MPeIyCMOTPEHHBIX MOAMYHKTOM 5 MyHKTa 5 crarhu 65.1
®enepanbHoro 3akoHa ot 7 urojis 2003 r. Ne 126-®3 «O ces3u».

4. HWnadpactpykTypa ceTd CBS3d JOJDKHa oOecrednBaThb YCTaHOBKY
TEXHHUYECKHMX  CpEICTB  NPOTHUBOJAEHCTBUS  yrpo3aM B  COOTBETCTBHHM C

JKCIUTYaTallHOHHOM JOKyMEeHTaleH.




