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MUHUCTEPCTBO CITOPTA POCCUNCKOHN ®EAEPALIUN
(MHUHCIIOPT POCCHUMH)

ITPUUKA3
13 Mapra 19

» 20 T Ne 197

006 onpeaenennn yrpo3 6e30nacHOCTH NEPCOHANBHBIX JAHHBIX, AKTYaJbHBIX NPH
00paboTKe NEPCOHAIBLHBIX AaHHBIX B HHPOPMANIHOHHBIX CHCTEMAaX NMEPCOHAIBHBIX
AaHHBIX B cpepe pH3HUECKOH KYJIbTYpPhl H CIOPTA

B cootBercTBHH ¢ uacThio 5 crtathu 19 PenmepanbHoro 3akona ot 27.06.2006
Ne 152-®3 «O nepconanbHbix HaHHBIX» (CobpaHue 3akoHOnmaTenbcTBa Poccuiickoi
®enepanun, 2006, Ne 31 (u. 1), ct. 3451; 2011, Ne 31, c1. 4701), npuka3biBalo:

1.  Onpenemuts yrpo3bl 0e30MacCHOCTH NEPCOHATBHBIX AAHHBIX, aKTyaJIbHBIX
npa 00paboTKe NMEepCOHATBHBIX NaHHBIX B HH(POPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
IaHHBIX B chepe Ppu3nueckoil KylnbTyphl ¥ CIOPTA, COIVIACHO IPHUIIOKEHHIO.

2.  CrpyktypHoMy mnozpasaeneHuio MuHuctepctBa cnopta Poccuiickoi
®enepanuy, OTBETCTBEHHOMY 3a HH(QOpPMalMOHHYI0O 0€301macHOCTh, 00OecneYnTh
0e30IaCHOCTh MEPCOHAIBHBIX HaHHBIX, NpH HX 00paboTke B WHPOPMALMOHHBIX
CHCTEMax MEpPCOHANbHBIX MAHHBIX HCXOAA H3 yrpo3 0e300acHOCTH IEPCOHATIBHBIX
OAHHBIX, C Y4€TOM CTPYKTYpPHO-(QYHKIHOHANLHBIX XapaKTePHUCTUK HH(POpPMAIMOHHBIX
CHCTEM MEePCOHABHBIX JaHHBIX B chepe PU3NUECKOoi KyIbTYpPHI H CIIOPTA.

3.  KoHTpoib 3a HCIIOHEHHEM HaCTOSAIIEro IprUKa3a OCTaBIIAO 3a COOOH.

Munuctp IT.A. Kono6xos
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BH. Ne 197
O7113.03.2019 &




ITpunoxenue

K npuka3zy Muncnoprta Poccuu
ot «13» Mapta 2019 r. Ne 197

Yrpo3bl 6e30NaCHOCTH NEPCOHATBHBIX AaHHBIX, AKTyaJbHbIe NPH 00paboTke
NepCOHAJILHBIX JAHHBIX B HH(POPMAIHOHHBIX CHCTEMAX E€PCOHAJILHBIX JaHHBIX B
cepe puznueckoil KyJbTYphI H CHOPTA

1. K yrpozam 0e30macHOCTH IEPCOHANBHBIX [aHHBIX, aKTyaJbHBIM IpU
00paboTKe IEepCOHATBHBIX JaHHBIX B HHQOPMAlMOHHEIX CHCTEMaxX II€PCOHANbHBIX
JaHHBIX B cdepe Gpu3MUecKoi KyIbTypEI U clIopTa (Janee — “HGOPMALOHHbIE CHCTEMEI),
OTHOCSITCS:

yrpo3sl 6€30MaCHOCTH MEePCOHATBHBIX JaHHBIX, 3alllHIIaeMbIX 06€3 MCIIONb30BaHus
CPE/ICTB KpunTorpapuieckoi 3amursl HHbopmanuu (ganee — CK3H);

yrpo3bl LEJEHANMpPAaBIEeHHbIX AeMCTBHH C HMCIONB30BaHHEM aNlapaTHRIX W (WIIM)
NPOrPaMMHBIX  CPeACTB C IIeIbl0 HapylleHHs Oe30IacHOCTH  3alMINAaeMbIX
¢ ucnonn3oBanneM CK3U nepcoHalbHBIX JAHHBIX HIIM CO3JaHHUsA YCIOBHM JJIS 9TOTO.

2. Yrpo3s 0e30IacHOCTH IIEPCOHANBHBIX JIAaHHEIX, 3alHIIAaeMBIX
6e3 ucnonp3oBanus CK3H, Bxiroyaror:

1) yrpo3sl, CBA3aHHbIE C OCOOEHHOCTAMHM (GYHKIIMOHMPOBAHUS TEXHHYECKHX,
IIPOrPaMMHO-TEXHHYECKMX M HPOrPaMMHBIX CPEACTB, OOECIEYUBAIOIMX XpaHEHHE,
00paboTKy U nepenady HHGOpMAaLUH;

2) YIpO3bl HECAHKIIHOHHPOBAaHHOIO JOCTyNa (BO3AEHCTBHSA) K NEPCOHAIBHBIM
JAaHHBIM JIMIAMH, 00JaJarolUMH IIOJIHOMOYHAMH B MH(OPMAIIMOHHEIX CHCTEMAaX, B TOM
qpclle B XOJe CO3JaHus, SKCILTyaTalllui, TEXHUIECKOro o0CIy )XuBaHus U (WIH) PEMOHTa,
MOJIEpHU3ALIMH, CHATHS C SKCIUTyaTalli¥ HHQOPMALMOHHEIX CHCTEM;

3) yrpo3sl BO3AEHCTBHS BPEJOHOCHOIO KOJAa, BPEJAOHOCHOM IIPOrpaMMEI,
BHEIIIHHX I10 OTHOIIEHHIO K HH(POPMaIlMOHHBIM CUCTEMAM; |

4) YIpoO3bl HCIIOJB30BaHMA METOHOB BO3JEHCTBUSI HA JMI, OOJIaJarommx
[IOJIHOMOYHAMHU B HH(POPMALIMOHHBIX CUCTEMAX;

5) yrpossl HECaHKLHOHHPOBAaHHOTO JOCTyna (BO3JEHCTBHA) K OTYYXAAEMBIM
HOCHUTEJISIM [IEPCOHATBHBIX JaHHBIX, BKIIIOYas [EPEHOCHBIE IIEPCOHANIBHEIE KOMITBIOTEPHI
T10J1b30BaTeNeii HHPOPMALMOHHBIX CHCTEM;

6) yrpo3bl HECAaHKIHOHHPOBAHHOTO HOCTYNa (BO3JEHCTBMS) K IE€PCOHAIBHBIM
JaHHBIM JIMIAMH, He 00JIafarolMMH{ ITOJHOMOYHSMUA B HMH(OPMAIMOHHBIX CHCTEMAX,
C MCIIOJIb30BAHUEM YS3BHMOCTEH B OpraHU3alMH 3allUThl IEPCOHANBHBIX JaHHBIX;

7) Yrpo3sl HECAHKIMOHHPOBAHHOTO JOCTyNa (BO3JEHCTBHA) K IEPCOHAIBHBIM
JAHHBIM JIHIAMH, HE OOJIaJaION[MMH ITOJHOMOYHSIMH B HMHQOPMAIMOHHBIX CHCTEMAX,
C HCIONB30BAaHMEM YA3BHMOCTEf B CHUCTEMHOM M IIPHMKIAIHOM IIPOrPaMMHOM
obecrnieueHnH HHPOPMALIMOHHBIX CUCTEM,;

8) Yrpo3sl HECAHKIMOHHUPOBAHHOTO JOCTyNa (BO3JEHCTBHS) K IEPCOHAIBHBIM
INAHHBIM JIMIAMH, HE OOJafalolMMM IIOJIHOMOYMSIMHU B HWH(OPMALMOHHBIX CHUCTEMAX,
C HCIIOJIB30BAHHUEM YSA3BUMOCTEH B 00eclieueHMM 3allMThl CETEBOIO B3aHMOICHCTBUS
1 KaHAJIOB Nepeiayy JAaHHBIX, B TOM YHCIIe C UCII0JIb30BaHUEM NPOTOKOJIOB MEXCETEBOIO
B3aUMOJCHCTBHU;
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9) yIpo3bl HECAHKIHOHHPOBAHHOT'O JOCTyIa (BO3JEHCTBHSA) K NEPCOHAILHBIM
JAaHHBIM JIAIAMM, He 0O0JIaJaroIdMH IOJIHOMOYHSMH B HWH(GOPMAaLMOHHBIX CHCTEMAaX,
C HCIIONB30BaHHEM YA3BUMOCTeHl B o0ecleueHUH 3allWThl BBIYMCIMTENBHBIX CETEH
HHGOPMAIIMOHHBIX CHCTEM;

10)  yrpo3bl HECAaHKIHOHMPOBAHHOT'O JOCTyNa (BO3AEHCTBHUS) K IEPCOHANBHBIM
JAHHBIM JIMI@MH, He OOIafalolMMH NONHOMOYHSAMHM B HH(QOPMAlMOHHBIX CHCTEMAX,
C HCIONB30BAaHMEM  YyA3BUMOCTEH, BHI3BaHHBIX HecoOmoneHHeM TpeboBaHuiA
I10 SKCILTyaTalli CPEACTB 3aIIUThH HHPOpMAaIHH;

11)  yrpo3sl, CBS3aHHbIE C  BO3MOXXHOCTBIO  MCIIOJB30BAHHS  HOBBIX
HHGOPMAIIOHHBIX TEXHOIOTHH.

3. YIpo3Hl IeNeHaNpaBIeHHBIX JeHCTBUH C MCIOIb30BaHUEM aNlapaTHEIX U (MIIH)
IpOrpaMMHBIX CPEeACTB C IeJbl0 HapylleHHss Oe30HMacCHOCTH  3AlMINaeMbIX
¢ ucnons3zoBaureM CK3M mepcoHaNbHBIX JaHHBIX WIHA CO3[JaHHs YCJIOBHH IS 3TOTrO
BKJTIIOYAIOT:

1)  co3maHHe CIOCOOOB, IMOJArOTOBKAa M IPOBeACHHE arTaKk 0e3 IpUBICYCHHS
CIIELMATICTOB B 00acT pa3pabotku u ananusa CK3H;

2)  co3JaHHe Croco0oB, ITOATOTOBKA M NMPOBEACHHE aTaK Ha Pa3iUYHBIX JTamax
sxu3HenHoro uukiaa CK3U;

3)  IpoBeleHHe aTaKkyd HapylIUTeNeM, HAXOMICh BHE NPOCTPAHCTBA, B KOTOPOM
HCKIIIOYEHO HEKOHTPOJIUpyeMoe NpeObIBaHWE COTPYAHHMKOB U IIOCETHUTENEH oOIeparopa
1 [TOCTOPOHHMX TPAHCIIOPTHAIX, TEXHAUECKHX ¥ MHBIX MaTepHANbHBIX CPEACTB (Jajee —
KOHTpPOJHpyeMas 30Ha); ~

4)  mpoBeldeHHe Ha JTamax pa3paboTKH (MOJEpHM3allMM), IPOU3BOJICTBA,
xpadenus, tpancrnoptupoBku CK3M wu ostame BBoga B oakcmmyaramuio CK3U
(mycxoHaNIagOYHbIE paboOThI) CIEAYIOLIUX aTaK:

a) BHECEHME HeCaHKIIMOHUpOBaHHBIX m3MeHeHUH B CK3U u (Mim) B KOMIIOHEHTEHI
almapaTHLIX ¥ IPOrPaMMHBIX CPEICTB, COBMECTHO C KOTOPBIMH IITATHO (QYHKIHOHUPYIOT
CK3HU u B COBOKYNHOCTH Ipeacrasisouiye cpeny ¢ynkuuonuposanus CK3U (manee —
C®), xoTopele CIOCOOHBI IIOBIMATH Ha BbIIOJNHeHHWe mpenbsaBmsemblx k CK3H
TpeGOBaHHi1, B TOM YHCIIE C UCIIOIB30BAHUEM BPEJIOHOCHBIX IPOrPaMMm;

6) BHeceHME  HECAaHKIMOHWPOBAHHBIX  M3MEHEHHMH B  TEXHHYECKHE
¥ OpraHH3alHOHHO-pacnopsauTensHble JokymeHTsl Ha CK3U u kommonenTs! CO;

5)  mpoBexaeHHe aTak Ha 3tane skciuryaranuu CK3H na:

a) TIepCOHAJIbHEIE TaHHBIE;

0) KIIOYEBYIO, ayTEeHTHUOHIUPYIONIYI0 U aponsHyo naopmanuio CK3H;

B) nporpammHubie komrnoHeHTsl CK3H;

r) anmnapaTHele koMrnoHeHTH CK3H;

1) nmporpaMMHble KoMmnorenTsl C®, BKII0Yas mporpaMMHoe obecniedeHne 6a30BbIX
cucTeM BBOJA (BEIBOAA);

e) armnapatHble KoMoHeHTH CD;

) JlaHHEIE, ITepejaBaeMble 110 KaHalaM CBS3H;

3) uHbIE OOBEKTH, KOTOpBIE YCTaHOBIEHBI NPH (OPMHUPOBAHUH COBOKYIIHOCTH
IpEONONKEHHH O BO3MOXHOCTAX, KOTOpPBIE MOIYT HCIOJIb30BAaThCS MPU CO3JaHHUU
CII0CO00B, TOATOTOBKE M IPOBENECHUH aTakK C y4eTOM MPUMEHSIEMBIX B UHQOPMALMOHHOM
cucreMe HMHGOPMALMOHHBIX TEXHOJOTHH, amnmapaTtHeix cpeicts (mamee — AC)



4

U mporpaMMmHoro obecneuenus (nanee — I10);

6) HOJIyYEeHHe U3 HAXOSIIMXCS B CBOOOZHOM JIOCTYIIE HCTOYHHMKOB (BK/IHOYas
UHPOPMAITHOHHO-TEJIEKOMMYHUKAIIMOHHBIE CETH, AOCTYI K KOTOPBHIM HE OIpPaHHYEH
OmpejieJIeHHBIM KPYroM JIHI, B TOM 4HCIe HH(OPMAaLMOHHO-TEICKOMMYHHUKAIIHOHHYIO
cets «MHTEepHETY) Cllepyromel uHbpopManuu 06 MHGOPMALMOHHON CHUCTEME, B KOTOPOH
ucrnonb3yetrcs CK3U:

a) obmue cBemeHHs 00 MHGOPMAIMOHHONW CHCTEME, B KOTOPOM HMCIIOJIB3yeTCs
CK3U (Ha3HayeHHe, COCTaB, OIEpaTop, OOBEKThl, B KOTOPBIX PasMELIEHBl PeCYpPCHI
UHGOPMAITHOHHON CHCTEMBI);

0) ceemenuss o6 WHOOPMALMOHHBIX TeXHONOTWsX, Oasax mamHbX, AC, IIO,
HCIIONB3YEMEIX B HMH(popManuoHHO#M cucteme coBMecTHO ¢ CK3H, 3a HcKIoueHHEM
CBEICHHI,  coOepXalluxcs  TONBKO B KOHCTPYKTOPCKOM  JOKYMEHTaluu
Ha uWHOOpPMAaIMOHHBIE TexHoioruy, Oa3el JjaHHBIX, AC, IIO, wucnonas3yemsie
B HH(popManroHHOH cucTeMe coBMecTHO ¢ CK3H;

B) coJiepXKaHKre KOHCTpYKTOpcKoi nokyMenTanuu Ha CK3U;

r) coJepXkaHHe Haxondlledicdi B CBOOOAHOM  JIOCTyNe JOKyMEHTallMH
Ha anmapaTHble U nporpamMMmuble koMnoHeHTsl CK3U u CO;

n) obupe cBeIeHHs O 3aIumaeMoil MHQOpMaluM, HCIONB3YeMOH B IpoIecce
skcinryarauuud CK3H;

€) CBeJeHMS O KaHalaX CBfA3H, [0 KOTOpHIM mnepeparorcs 3ammmaemsle CK3U
IepCOHANbHEIE aHHBIE (fajiee — KaHaJl CBS3H);

K) JaHHBIE, TIepeiaBaeMble B OTKPHITOM BHJIE 10 KaHalaM CBS3M, HE 3aIIHIIECHHBIM
OT HECAaHKIHOHHPOBAHHOTO  JocTyma K  HH(pOpMalMH  OpPraHU3AlMOHHBIMH
¥ TEXHUYECKUMH MEpPaMU; ‘

3) cBeaeHus 0 HapyineHusx npasui dkciutyatanuu CK3U u C® B kaHanax CBs3H,
He  3allMIIEHHBIX OT  HECAaHKIMOHHPOBAaHHOIO  JOCTyma K  HMHbOpMaIuu
OpraHU3allMOHHBIMU U TEXHUYECKHMHU MEPaMH,;

M) CBEIEHUS O HEHMCIIPABHOCTSAX U cOosx ammapaTHbIX komnoHeHToB CK3U u C®,
IPOSIBIISIOIIIXCS B KaHAJaX CBS3U, HE 3aIMIIECHHBIX OT HECAHKIIHOHMPOBAHHOIO IOCTYTIa
K HHQOPMAIIMH OPTaHU3alHOHHBIMU U TEXHUYECKAMH MEPaMH;

K) CBeJleHHs, IIOJy4aeMble B pe3yJbTaTe aHAIW3a CUTHAOB OT alllapaTHBIX
kommoHenToB CK3U n CD;

7) NIPpUMEHEHHE:!

a) HaXOMAIIMXCS B CBOOOJHOM JOCTyNe HIH HCIOIB3yEMBIX 3a IpeleiaMu
xourponupyemoit 30861 AC u T10, BKiTtoYas anmapaTHble ¥ IPOrPaMMHbIE KOMIOHEHTBI
CK3U u CD;

6) cneuuansHo paspadoranHslx AC u I10;

8) UCIIONb30BaHME Ha JTale SKCIUTyaTallid B KadecTBe CpeAbl IepeHoca
OT cyOBeKTa K 00BheKTy (0T 00BeKTa K CyOBeKTy) aTaki ACHCTBUH, OCYIIECTBIISIEMBIX MPH
[IOAATOTOBKE U (WJIN) IIPOBEACHUY aTaKu:

a) KaHallOB CBS3H, HE 3alMIIEHHBIX OT HECAHKLMOHMPOBAHHOIO [OCTyIa
K HH(GOPMAIIMH OPTaHU3allHOHHBIMU U TEXHUYECKHMH MEPaMH;

0) KaHaJOB paclpOCTPaHEHHsI CUTHANOB, CONPOBOXIAAOUMX (QYHKIHOHHPOBAaHHE
CK3U u CP;

9)  OpoBeIE€HME Ha JTame OJKCIUTyaTalldd aTakdl K3 HMHPOPMAlHOHHO-
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TeIEKOMMYHHUKAIIMOHHBIX CeTel, JOCTYH K KOTOPhIM HE OIpaHH4YEH OINpeAEICHHBIM
KpYIOM JIHILI, €Cli HH(GOPMalMOHHBIE CUCTEME], B KOTOPBIX Hcnonb3ytorca CK3U, mmeror
BBIXOJ B 3THU CETH;

10) HCIOJB30BaHME Ha OJTale »SKCIUIyaTall HaxOJAIIMXCd 3a IMpelenaMu
xouTponupyemoii 30861 AC u IIO u3 cocraBa cpeicTB MHOOPMAIMOHHOM CHCTEMEI,
npUMeHseMBIX Ha Mectax skciutyartannd CK3U (ganee — mrTaTtHbIe CpeCTBa);

11) mpoBeIeHHE aTaKy MPU HaXOXIEHUH B IpeAeNIax KOHTPOIUPYEMOM 30HEI,

12) Ha  OJTame 9KCIUTyaTaluy CK3M  BO3MOXHOE  YHHYTOXEHHE
¥ HECAaHKIIMOHUPOBAHHBIA JOCTYII K:

a) moxymeHnTanuu Ha CK3U u komnonentsl CD;

0) TmoMemIeHWsM, B KOTOPBIX HaXxoOUTCA COBOKYIIHOCTh IPOrPaMMHBIX
U TEXHMYECKHX 3JIEMEHTOB CHCTEM 0OpabOTKH NaHHBIX, CIIOCOOHBIX (PyHKIMOHHPOBATEH
CaMOCTOSITEJIBHO MIM B cocTaBe napyrux cucteM (nmanee — CBT), Ha KOTOpPBIX
peanmuzoBansl CK3U u CD; ,

13) mogydeHHe B paMKax IIpelOCTAaBICHHBIX IIOIHOMOYHM, a TaKxke
B pe3yJbTaTe HabMoAeHuH cenyroeil nHpopManuu:

a) CBeIeHHM 0 (HU3WYECKHX Mepax 3allUThl OOBEKTOB, B KOTOPHIX pPa3MEIEHBI
pecypchl HHQOPMaLHOHHOM CHUCTEMBI;

6) cBelleHMH O Mepax II0 ODOEeCleueHHIO KOHTPOJIMpPYeMOH 30HBI OOBEKTOB,
B KOTOPBIX pa3MeIIeHbl pecypchl HHPOPMAalMOHHON CHCTEMBI,

B) CBeJEeHHUI O Mepax IO pa3TPaHUYEHHUIO NOCTyNa B IOMEINEHHS, B KOTOPBIX
naxoasarcs CBT, Ha koropbix peanuzoansl CK3U u C®;

14)  HCIIOJB30BaHUE IITaTHBIX CpeICTB, OrpaHUYICHHOE Mepami,
pealn30BaHHBIME B HMH(OpPMAlMOHHOM cHcTeMe, B Koropoi wucnonesyercs CK3HU,
¥ HaIpaBIeHHBIMH Ha MPEJOTBpAlllcHHE M MPECCYCHHE HECAHKIMOHMPOBaHHBIX
JIEMCTBUI;

15)  ¢usmyeckuit noctyn k CBT, Ha koTOphIX peanu3oBansl CK3U u CO;

16) HanvuMe Yy HapymmuTenas anmapatHeix kommoHeHToB CK3U m CO,
peanr30BaHHBIX B HHQOPMAIIMOHHON chcTeMe, B KoTopoii uecnons3yerca CK3U.




