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ITpunoxenue
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Ne 196

TpeboBanus
K CpeICTBaM, MpeIHa3HAYeHHBIM JJIs1 OOHapYKEeHHS, IPeaYIPeKASHUL
1 IMKBUJIAITNH [TOCJIEACTBUN KOMIIBIOTEPHBIX aTaK M pearupoBaHHUs
Ha KOMITBIOTEPHBIE HHIMISHTHI

I. OO6mue nonoxeHus

1.  Hacrosmmwe TpeboBanus OTIpe eS0T TpeGoBaHUS
K YCTAaHaBIMBAa€MbIM ¢ MCIIOJIb3YEMBIM Ha Bcell Tepputopuu Poccuiickoit
Qenepanyy, B AUIUIOMAaTHYECKUX MPENCTaBUTENHCTBAX M (MIM) KOHCYIBCKHX
yupexnaeHusx  Poccuiickoit ~ ®enepamuu = TeXHHYECKHM, INPOrpaMMHBIM,
IPOTPaMMHO-aIIIapPaTHBIM U WHBIM CpEeACTBaM MJisi OOHapy>XeHHus (B TOM HHCIe
JUI1  I[IOMCKa IIPU3HAKOB KOMIIBIOTEPHBIX aTaK B CeTIX OJIEKTPOCBS3H,
UCNONB3YEMBIX ISl OpraHW3allid B3aUMOJEHCTBUS OOBEKTOB KPUTHUECKOM
nHpopManMOHHON uHOpacTpykTypel Poccuiickoit ®epepauun (mamee —
KpUTHYECKas UH(QOpPMaLHOHHAS MHQPaCTPyKTypa), IpenynpexIeHHs,
JTUKBUIALMY TNOCIEICTBUN KOMIBIOTEPHBIX aTak U (M) oOMeHa MH(pOpMalueH,
HEoOX0AUMON cyObeKTaM KpUTHYECKON HHGOPMAaIIHOHHONH HHQPACTPYKTYPHI IPH
oOHapyXeHUH, INpeoyNnpexXgeHud W (WIM) JIMKBHAAUMH  ITOCJIEICTBHIA
KOMIIBIOTEPHBIX aTaK, a TaKXe KpUITOrpaUYecKUM CpeICTBaM 3alllUTHl TaKOH
uHpopmanuu (nanee — cpeacrsa [ocCOIIKA).

2.  KcpeacrtBam ['ocCOIIKA oTHOCATCS:

TEeXHUYeCKUe, IporpaMMHbIe, IPOrpaMMHO-aINIapaTHbIe U UHbIe CPelCTBa
Ui OOHapyKeHHUsT KOMITBIOTEPHBIX aTak (Iaiee — cpecTBa OOHApYKEHH ),

TEXHUYECKHE, IPOrPAMMHBIE, IPOrPaMMHO-aIIapaTHEIE M MHEIE CPENCTBA

AL IPECAYNPCKACHUST KOMIIBIOTCPHBIX aTakK ():[anee — CpEACTBa HpClIyrIpC)KI[CHI/Iﬂ);




TEeXHHYECKHE, MPOrpaMMHbIe, MPOrpaMMHO-aIlIIapaTHbIE M UHBIE CPEACTBA
I8 JIVKBUIAUMH TOCIENCTBHM KOMITBIOTEPHBIX arak (Jajee — CpeicTsa
JMKBHIALHAHN TIOCJIEACTBUH );

TEXHUYECKHE, MpOorpaMMHbIE, nporpaMMHo-annapaTHmé Y UHBIE CpEJCTBa
MIOMCKA MPU3HAKOB KOMITBIOTEPHBIX aTakK B CETAX JJIEKTPOCBA3H, UCIIONIB3YEMBIX IS
OpraHH3allid B3aUMONEHCTBUA OOBEKTOB KPUTHYECKOM HMHPOpPMaLMOHHOM
uHppacTpykTypHl (nanee — cpenctsa [TTTKA);

TEXHHYECKHE, MPOrpaMMHBIe, MPOrpaMMHO-alllIapaTHbIe ¥ MHBIE CPEICTBA
oOMeHa uH(popManue, HeoOX0AUMO#t CyObeKTaM KpUTHYECKOH HHPOPMALMOHHOH
HHOPACTPYKTYPhl TpH OOGHapyXXEHUM, NpEeAyNpeKAeHHH U (MIHM) JHKBHIALUH
TMIOCIIEICTBHI KOMIIBIOTEPHBIX aTak (Janee — cpeicTBa 00OMeHa);

Kpunrorpaguyeckde CpeicTBa 3allUThl HHGOpPMalMH, HEOOXOAMMOH
CyOBEKTaM KPUTHYECKOH HH(OPMALMOHHON HHPPACTPYKTYphl IPH 0OHAPYKEHNH,
TpeAyNpexIeHUH 1 (WIIH) JTMKBUIAIMHN TOCIEACTBHI KOMIIBIOTEPHLIX aTak.

CpenctBa T'ocCOIIKA peanusyroTcs OAHMM MM HECKOJIBKMMM

TEeXHNYCCKUMH, ITPOTrPaMMHBIMH 1 NIPOTrpaMMHO-aIIIIapaTHbIMH CpEACTBaMHU.

I1. TpeboBanmus k cpeactBam ['ocCOIIKA

3. CpencrBa T'ocCOIIKA pmomxHH COOTBETCTBOBATH  CJIEAYIOIIHUM
Tpe6OBaHUAM:

3.1. B cpenctBax I'ocCOIIKA nomkHa OBITH HCKIIOYEHAa BO3MOXHOCTB
YAAJIEHHOTO YIIPABJIEHHs CO CTOPOHBI JIUII, He SIBJISIOMNXCS pabOTHUKaMHU CyObeKTa
KPUTHYECKOM HH(POpPMAalMOHHONW HHOPacTpykTypsl # (unH) paboTHHKaMH
MpUBIIEKAEMOH B COOTBETCTBHH C 3aKOHOJaTenbcTBOM Poccmiickoit denepanuu
CYOBEKTOM KPHTHYECKOH HH()OPMAlMOHHOH WHQPacTPYKTyphl OpraHu3alyH,
OCYLIECTBIIMIONIEN  JIMIEH3UPYEMYIO  JESATENFHOCTh B O0JNACTH  3aILUTHI
nHQOpMaLUH.

3.2. B cpenctBax I'ocCOIIKA nomkHa OBITH HCKIIOYEHAa BO3MOXHOCTD
HECAaHKI[HOHHUPOBAHHOW Tepemadyn oOpabaTbiBaeMOil WHQOpPMaLUH  JIMLAM,

He SABISIOMIMMCA pabOTHHKaMH CyObeKTa KpHUTHUYECKOW HHGPOpMaLMOHHOM
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MHOPACTPYKTYpsl H (Wnu) paGOTHHKAMH IIPHBIGKAEMOW B COOTBETCTBHH
C 3aKkoHOAaTensCTBOM Poccuiickoli @enepanui  CyOBEKTOM KpUTHYECKOH
HH(OpMaLIHOHHO UHQPPaCTPYKTYPEI OpraHU3all{y, OCYILECTBIISIOIIEH
JIULEH3UPYEMYIO JAEATENBLHOCTE B 00J1aCTH 3aIlUTEH HH)OPMALIUH.

3.3. Cpeacrsa ['ocCOITKA momKHEI HMETh BO3MOXXHOCTh MOJEPHU3ALIHH
POCCHACKMMH OpraHM3alUsAMH, He HaXOMSIHUMUCS IO IPSMBIM HIH KOCBEHHBIM
KOHTPOJIEM HHOCTPaHHBIX (PU3UYECKUX JIHI U (HJIH) FOPAIHYECKUX JIHII.

3.4. Cpencta T'ocCOIIKA nomkHbl GbITE OGecredeHBl rapaHTHHHOM
U TEeXHUYECKOM MOJANEPKKOH POCCHHUCKMMHU OpraHH3aLMsIMK, HE HAXOIAIIHMUCS
IO MPAMBIM HIIH KOCBEHHBIM KOHTPOJIEM HHOCTPAHHBIX (DM3UYECKHUX JUIl U (MJIH)
IOPUANYECKUX JIHII,

3.5. Pabora cpencts 'ocCOITKA He NomKHA IIPUBOAUTE K HAPYIICHHUIM
(QYHKIIMOHUPOBAHHS UH(POPMaLIMOHHBIX CHCTEM, UHPOPMALHOHHO-
TEIEKOMMYHUKALIMOHHBIX ceTell u aBTOMaTI/I3Hp0BaHHBIX CHCTEM YIpaBJICHUS,
Haxo[jIMXCsi Ha TeppuTopud Poccuiickoii Deneparpiv, B AMIIOMATHYECKHX
NPEACTaBUTENbCTBAX M (MIM) KOHCYJNBCKHMX  VUpexXaeHHiXx Poccuiickoii
Qepepanny (nanee — HHGOPMALMOHHBIE PECYPCH) (HOKHO OBITH HCKIIOUEHO
BIIMAHHME Ha JOCTH)KCHHE LEed M (QYHKUHOHHPOBaHHE OOBEKTOB KPHTHYECKOM
MH(OPMATMOHHON HH(PACTPYKTYPEI).

3.6. B cpenctBax I'ocCOITKA ROIDKHBEI GBITh pealTH30BaHEl (BYHKIHH

OesonacHocTH B cooTBeTcTBHY C ri1aBoii VIII mactosmux TpeGosaHuii.

II.  TpebosaHus x cpeacTBaM oGHAPYKEHHUS

4. CpexmctBa  oOHapyXeHHS  JOJDKHBI  O6GNagaTh  CIELYIOLIIMH
(YHKLHIMU:

cObop W mepBuuHas 06paboTka COOBITHL, CBA3AHHBIX C HapyIIeHHEM
HHQOpMaLMOHHOH Ge3omacHocTH (manee — cobeiTus HMB), mOCTYmaroumx
OT OIEPallUOHHBIX CHUCTEM, CPEICTB OOHApY)XXEHHsS BTOP)KEHHH, MEXCETEBBIX

JKpPaHOB, CpeacTB IIPEAOTBPALICHUA YTCUCK JaHHBIX, AHTUBHUPYCHOTI'O




IpOrpaMMHOr0  O0ecledeHHs,  TeIeKOMMYHHKAllMOHHOro  000pyNOBaHus,

IPUKJIAIHBIX CEPBUCOB, CPEICTB KOHTpOSA (aHauu3a) 3alUINECHHOCTH, CPEACTB
yIpaBJieHHs] TeJEKOMMYHHUKAI[HOHHBIM O0OPYAOBAHHUEM M CETSMH CBfA3H, CHCTEM
MOHHTOPHUHTA COCTOSIHHSI TEIEKOMMYHUKAllHUOHHOTO 00OpYyINOBaHHUS, CHCTEM
MOHHTOPHHTA KayecTBa 00CTy)XKMBaHUsl, a TAK)KE MHBIX CPEACTB M CUCTEM 3allMTHI
HHGOPMALK K CHCTEM MOHHUTOPHUHT, SKCIUTyaTUPYEMBIX CyObEKTOM KPHTHYECKOH
UH(OPMALMOHHON HHPPACTPYKTYPHI (Jajiee — HCTOYHUKU coObiTuil MIb);

aBToMaTuyeckuii aHann3 coObITHH Wb u BBIIBIEHHE KOMIBIOTEPHBIX
MHIUJICHTOB;

MOBTOPHBI  aHAM3 paHee 3aperdCTpUpOBaHHBIX  cobObiTmii UMb
¥ BBIABJIEHHME HA OCHOBE TAKOT'O aHaIN3a He OOHApYKEHHBIX paHee KOMIIBFOTEPHBIX
HHIMJEHTOB.

5. Tlpu ocymecTtBienud cbopa U mnepBu4HOW 00paboTku cobeituil Ub
cpencTBa 0OHapy>XeHUs TOJKHBI 00eCcIeYHBaTh:

yIaJleHHBIN U (WIK) JTOKanbHbIH cOop cobbiTuii 1b;

c6op coOwithit b B HenmpepblBHOM pexuMe (YHKIMOHHUPOBaHHUS JIHOO
II0 PacIUCaHMIO, B ClIydyae TIOTEpH CBA3U ¢ UCTOUHUKaMH coOwituii b — cpasy
THI0CJIe ee BOCCTAHOBIICHUS;

00pabotky moctynatouux coOeituii Wb M coxpaHeHHe pe3ynbTaToB
ux 06paboTky;

coxpaHenue nHpopmamu o coobITuax Ub, B ToM 4ucie B HCXOJHOM BH/E;

c6op uHGOPMAalUU HEMOCPEINCTBEHHO OT HCTOYHHUKOB coObiTuii Ub,
13 (aityoB OO0 MOCPECTBOM areHTOB, Pa3MEILIEHHBIX Ha OTACIbHBIX HCTOYHHKAX
coorrTuii Ub;

BCTPOEHHYIO TOANEPXKKY pasiNdHBIX HCTOYHHMKOB cobObituii Wb
U BO3MOXXHOCTH pPa3pabOTKM [JOMOJHHUTENBHBIX MOAYJIeH, obecrneunBaromuX
HoJIy4YeHHe HH(POPMALUK OT HOBBIX HCTOYHHKOB coObITHi Ub.

6. Ilpu ocymecTBIeHHH aBTOMaTH4deckoro aHamusa cobwituii Wb
M BbISBJIICHHUS KOMIBIOTEPHBIX HHIMIEHTOB CpeACTBa OOHapyXEHHs OJKHBI

o0ecrieyuBaTh.;
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ot6op u pumbTpauo cobertuii Ub;

BBISIBJIEHHE TIOCIIEN0BATENLHOCTEN pa3HOpoaHbIX coObiTuil Ub, nMmeromux
JIOTMYECKYIO CBS3b, KOTOPBIE MOTYT OBITH 3HAYMMBI AJIS BBIABICHHS BO3MOXHBIX
Hapymienuii GesoracHocTH WHGOpManuu (Koppessilsi) W OObeIWHEHUE
OIHOPOIHBIX JaHHBIX 0 coObITHAX Vb (arperaius);

BBISBIEHHE KOMIIBIOTEPHBIX MHIHMIEHTOB, PpETHCTPALMI0O METOHOB
(ctoco6oB) UX 0OHAPYKEHUS;

BO3MOXHOCTb KOPPEJIALUH IS pacTipeieIeHHbIX [0 BpEMEHH U (MIIH) MECTY
BO3HHUKHOBEHHUS coOnITHH UbB;

BO3MOXHOCTb KOPPEJIAIMH AJIs mocaeaoBatebHocTi coobiTuil Ub;

BO3MOXKHOCTb ITPOCMOTpPA U PeJaKTUPOBAHUS IPaBUJI KOPPEIALIUY, a TaKXKe
OOHOBJICHHSI U 3arpy3KH HOBBIX ITPAaBUI;

aBTOMAaTHYeCKOe HasHaueHHe MpuoputeToB coObITUsAM b Ha ocHOBaHUH
3aflaBaeMbIX IT0JIb30BaTeNIEM MOKa3aTesIeH.

7. Tlpu OCYIIECTBICHUH MOBTOPHOTO aHaIM3a paHee
3aperucTpUpPOBaHHbIX CcoObTHH Wb M BBIABIEHHS Ha OCHOBE TaKOIo aHajiu3a
He OOHAPYXEHHBIX paHee KOMIIBIOTEPHBIX HWHIHACHTOB CPEACTBa OOHapyKEHHs
OOJKHBI 00eCIeYrBaTh:

BBIABIIGHHE CBsized ®  3aBHUcHMoOcTelt Mexnmy cobwsitusamu Wb,
3aperiuCTPUPOBaHHBIMH B YCTAHOBIEHHOM HHTEpBale BpPEMEHH, U BHOBb
nosiBMBIIEiicA  J00OW  JONOJHUTENBbHON  HMHGpopManueidl,  I03BOJAOIIEH
HIEHTUPULUPOBAT, KOHTPOJIUpyeMble HH(OpMallMOHHBIE DeCcypchl (nainee -
crpaBo4Has HHGOpMaLHA);

BBISBJIEHHE CBA3eii W  3aBUcHUMocTell Mexny coOeituamu b,
3apEruCTPUPOBAHHBIMM B YCTAHOBIEHHOM HHTEpBAllEé BPEMEHH, H HOBBIMM HIIH
HU3MEHEHHBIMH METOZaMH (Croco0aMu) BeISBIIEHUS KOMITBIOTEPHBIX UHINICHTOB;

BBIABIIEHHE CBiA3eili ©  3aBUcHMoOcTed Mexnay coObitusasmu Wb
H MOJYYeHHBIMH paHee CBeAEHUSAMH O KOHTPOJUPYEMBIX WH(POPMaIHOHHBIX
pecypcax U (WIH) O COCTOSSHUY 3alllUILIEHHOCTH;

BO3MOXHOCTB HaCTpOf;IKI/I napaMeTpoOB I[IPOBOJUMOI'0 aHAJIU3a,
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IPOBEACHUC IIOUCKA HE O6Hap}’)KeHHBIX paHee KOMIIbIOTEPHBIX HHIIUACHTOB
C HNCIIOJIB30BAHHUEM HOBBIX MCTOIOB (CHOCO6OB) BBIABJICHHS KOMIIBFOTCPHBIX
HHIIMACHTOB;,

XpaHeHHe arperupoBaHHbIX coObITUi 1B He MeHee mecTH MeCAIIEB.

IV. TpeboBaHus K CpecTBaM IpeLyIPEeXKACHUS

8. CpeiactBa mpexympexIeHHs HODKHBI 00JIafiaTh  CIEAYIOIUMHU
GYHKUMSAMU:

c6op u o6OpaboTka cBeleHUH 00 HHPPACTPYKTYpe KOHTPOIHPYEMBIX
HH()OPMALIOHHEIX PECYpPCOB U CIIPaBOYHOH MH(MOpMaLUY;

c6op u 00paboTka cBefieHHil 00 ysI3BUMOCTSAX U HEJOCTAaTKaX B HACTPOMKE
nporpaMMHoro obecneuenus (nanee — I10), HCmoap3yeMOro B KOHTPOJIHPYEMBIX
WHGOPMaLMOHHBIX pecypcax;

(GopMHpOBaHHE PEKOMEHAAlM 110 MUHHMH3AIUU yrpo3 6e30MacHOCTH
uHbOpMaLIUY;

y4eT yrpo3 6e30mnacHoCTH UH(pOpMauH.

9. TIlpu  ocyumiecTBieHMH cOopa ¥  0OpabOTKM  CBEJEHHMH
06  MHOPaCTPYKType  KOHTPOJHMPYEMBIX  HMH(OPMALMOHHBIX  PECYPCOB
M CIPABOYHOU HH()OPMALIUH CPpEeACTBa IpeIyNpexIeHNs JOJKHBI 00eCIIeYHBaTh:

9.1. Coop u o6paboTKy cBefeHU 00 HHPPACTPYKTYpEe KOHTPOIHUPYEMBIX
HH(OPMAI[HOHHBIX PeCypPCOB, BKIIOYAIOIUX HHPOPMALHIO:

00 apxuTeKType H O0OBEeKTaXx KOHTPOJIHPYEMBIX MHGOPMAMOHHBIX
pecypcoB (ceTeBble aapeca i KMeHa, HAUMEHOBaHUS 1 BepcuH ucnons3yemoro I10);

O BBIMOJHAIOMIMXCS Ha 00BEKTaX KOHTPOJIUPYEMBIX HMHGOPMAalHMOHHBIX
pecypcoB ceTeBbIX CityX0ax;

00 ucrounukax cooertuii Ub.

9.2. C6op u 06paboTKy clipaBOYHOMN UH(pOpMALIKK:

0 IOKa3aTelie AOBepHs (peIryTallii) CEeTeBHIX aipecoB, JOMEHHBIX HMMEH,

CEPBCPOB SJIeKTPOHHOfI IIOYTBI, CEPBECPOB JOMEHHBIX HMCH,
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0 BJIaJENbLax CEeTEBbIX a,z[peéOB, JIOMEHHBIX MMEH, CEPBEPOB 3JIEKTPOHHOM
MIOYTHI, CEPBEPOB JOMEHHBIX HMEH;

0 MECTOTIONIOKEHHUH U reorpaduuecKoil NPUHAIJIEAKHOCTH CETEBIX a[PECOB;

00 M3BECTHBIX YA3BUMOCTAX Hcnonb3yemoro 110;

0 KOMIIBIOTEPHBIX CETSIX, COCTOSIIIUX M3 YIPaBIAEMBIX C HUCIIOIE30BaAHUEM
BpeIoHOCHOro ITO cpefcTB BHIMUCIMTENBHON TEXHUKH, BKJIIOYAs CBEJEHHs 00 X
YIPaBJISIOMUX CepBEPaX.

9.3. Bo3MOXXHOCTh [J0OaBIEHHUS, MPOCMOTpa M H3MEHEHUs CBEICHHUH
06 uH}pacTpyKType KOHTPOIUPYEMBIX HHPOPMALHOHHBIX PECYPCOB U CIIPABOYHOM
HHOpMaIUH.

10. TIlpwm ocyiuecTBieHHH cOopa U 06paboTKU CBeleHUH 006 ysI3BUMOCTSAX U
Hemoctatkax B HacTpoiike IIO, wucnome3yeMoro B KOHTPOJIHPYEMBIX
MH()OPMALMOHHBIX pecypcax, CpeAcTBa MpeayNpexIeHHs J0JIKHbI 00eCIIeuHBaTh:

cOop MHaHHBIX O Jare M BpPEeMEHM IIPOBEACHHUS HCCIIENOBaHHA
KOHTPOJIMPYEMBIX HH(POPMAIIMOHHBIX PECYPCOB;

(opMHUpOBaHHE TMEpeyHs BHIABICHHBIX YSA3BHMOCTEH M HEJNOCTaTKOB
B HacTpoiike Hcmojib3dyeMoro I[1O (mis xaxnoro o0BEKTa KOHTPOJIUPYEMOTO
MHPOPMALIMOHHOTO pecypca);

BO3MOXXHOCTb CTATHCTHYECKON M aHAIUTHYECKOH 0OpabOTKU MOTy4eHHOM
uHbOpMaLIUH.

11. dopmupyemble peKOMEHJAMHU 10 MUHUMH3alLUH yrpo3 0€30MacHOCTH
HH(OpPMAIINK JOJDKHBI COJlepXKaTh IlepedeHb Mep, HallpPaBJIEHHBIX HA YCTPaHEHHE
ysSI3BUMOCTeH U HelocTaTKoB B HacTpolike 110, ucnonbs3yeMoro B KOHTPOJIUPYEMBIX
MHGOPMAaLIMOHHBIX pecypcax.

12. Tlpum ocylecTBIeHHH Yy4eTa yrpo3 ©Oe30macHOCTH HH(pOpManuu
CpEeACTBa MpeayTpexXIeHUs JOJDKHBI 00ecrieunBaTh:

CO3JaHHe M H3MEHEHHWe 3alliCH, colepXkalleil yBenomiieHHe 00 yrpose
OesomacHocTH wMHpopManud B ¢opmarax, o0pabaTbIBa€MbIX TEXHHUYECKOH

nHppacTpykTypoir  HalnuMoHaibHOrO  KOOPAWHAIMOHHOIO  LEHTpa  IIO
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KOMITBIOTEPHBIM nanuaeHTaM’  (manee — HKIIKU), npennasHadeHHOM s
OTIIPaBKH, TIOTy4eHHs, 06pabOTKH M XpaHEHH)s YBEIOMIIEHUH U 3aIPOCOB B paMKax
UH()OPMALIHOHHOTO B3aMMOJIeHCTBHS c cyObeKTaMu KPUTHYECKOH
HHOOPMALHOHHOM HHQPACTPYKTYphl, a TaKXe C HHBIMH HE SBISIOIUMUCH
cyObekTaMH KpUTHYeCKOW HWHGOpPMALIOHHOM HHQPAcCTPyKTypel OpraHaMH
Y OpPraHu3alUsIMH, B TOM YHCIIE HHOCTPAaHHBIMHU M MEXTyHapOIHBIMH;

CO3/IaHHE U U3MEHEHHE WHCTPYKLUMU 110 pearpoBaHUIO HAa KOMITBIOTEPHBIE
MHIMIEHTEI, CBA3aHHBIE C yrpo3aMu 0e30MacHOCTH WH(OpMaLWH, BKIIOYAIOMIMX
HOPSNOK TPHHATHS  pelleHHH, O4YepeJHOCTh  BBINONHAEMBIX  JECHCTBUMH
H CIIOCOOBI OpraHM3ali COBMECTHBIX AEMCTBUI yJacCTBYIOILUX B MEPONPHUATHIX
II0 PearipoBaHHI0 Ha KOMIBIOTEPHBIE MHIUIEHTHI M JIMKBHAALMHU IOCIEACTBHH
KOMITBIOTEPHBIX aTaKk pa0OTHUKOB CyOBeKTa KpHUTHYeCKOH HH(OpMalMOHHON
UHPpacTpykTypel © (unu) paOOTHUKOB TIIPUBIEKaEMOM B COOTBETCTBHH
¢ 3akoHomaredbcTBOM Poccuiickodt ®Depepammn  cyGBEKTOM KPHTHYECKOMN
UHPOpMALIMOHHON UHOPACTPYKTYPHI OpraHu3aluy, OCYILECTBIIAIOLIEH
JIALIEH3UPYEMYIO JEeSATETBHOCTD B 00JIACTH 3aILUTH HH(QOPMAaLHMH;

CO3JaHMe M H3MEHEHHe HHCTPYKUHMH 10 o00paboTke 3ampocos

¥ yBeioMJieHui, noctynaromux u3 HKIKH.

V. TpeboBaHus K cpecTBaM JIMKBAALUH TIOCIEACTBHMA

13. Cpencrsa TMKBHIALWY NOCIEICTBUN TOJDKHBI 001a0aTh ClIEAYIOIUMH
GYHKUIUAMMU:

ydeT ¥ 00paboTKa KOMIIBIOTEPHBIX HHIUAECHTOB;

yIpaBlieHHe MpoLlecCaMU pearpoBaHUs Ha KOMIIBIOTEPHBIE MHIMIAEHTHI
¥ JINKBUJALHMH [10CJIEICTBUHA KOMITBIOTEPHBIX aTaK;

B3aumoaeiicteue ¢ HKIIKM mocpencTBoM HCHONB30BaHUS TEXHUYECKOH
uHbpacTpyktypsl HKIKH, hpenHmHaquHoﬁ I OTNpPaBKU, IOIyYEHHUs,

00pabOTKM M XpaHEHHUs YBEJIOMIJICHHI M 3aIllpoCOB B paMKaX MHGOPMaIMOHHOIO

! TToanynkr 4.9 myHkTa 4 [TonoxeHus o HauuoHanbHOM KOOPAMHALIOHHOM LIEHTPE MO KOMIBIOTEPHBIM
WHLMACHTaM, yrBepxuaeHHoro npukazoM ®CB Poccun or 24 woma 2018 r. Ne 366 «O HauuonanbHoM
KOOP/JMHALMOHHOM LEHTPE 10 KOMIBIOTEPHBIM HHUMAEHTaM» (3aperucTpuposaH Muntoctom Poccuu 6 ceHTAGps
2018 r., peructpaumonHbiii Ne 52109).
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B3aMMOJIEUCTBHA ¢ CyObeKTaMK KPUTHYECKO HHPOPMAIIMOHHOH HHPPACTPYKTYPBHI,
a TaK)Ke C HHBIMH He ABISIOIAMHCS CyObeKTaMM KpUTHYeCKOW HHPOpMaLMOHHOH
UH(PACTPYKTYpEl OpraHaMHd M OpraHU3alMsAMH, B TOM 4YHCJI€ HHOCTPAHHBIMH
U MEXIYHapOIHBIMUY;

UHGOPMALOHHO-aHAIUTHYECKOE CONIPOBOXKACHHUE T10JIb30BATEIEH.

14. Tlpu ocyliecTBIeHHH yueTa U 00paboTKH KOMITBIOTEPHBIX HHLIUAECHTOB
CpeIoCTBa JINKBUIALMHY TIOCIJIEICTBUI JOIKHBI 00eCIIeYnBaTh:

CO3/laHKe M M3MeHeHHe (OopMan30BaHHBIX OMMCAHUH (fanee — KapTOYKa)
KOMITBIOTEPHBIX MHIMAEHTOB, ONpeleNeHNe TUIIOB KOMITBIOTEPHBIX WHIMIEHTOB,
OIIpelleIeHHe COoCTaBa moneil KapToueK W TPeGOBAHMH K MX 3alONHEHMIO
B COOTBETCTBHH C THUIIOM KOMIIBIOTEPHOr0 MHIUACHTA;

aBTOMAaTHYECKOe CO3J]aHHe KapTOYKH KOMIIBIOTEPHOIO0 HMHLMIEHTA
Ha OCHOBe yBeloMJeHHs 006 yrpose Oe3omacHocTH HH(opMauuu 1ub0 IpH
BeLABIeHNH coObITHS VB, B KOTOpOoM cozepakarcs MPpU3HAKW KOMITBIOTEPHBIX aTak
JUISE KOHTPOJIUPYEMBIX HH)OPMALIMOHHBIX PECYPCOB;

3aMiCh O TEKYINeH CTaguu Mpoliecca peardpoBaHUs HAa KOMIIBIOTEPHEIE
HHIMAEHTHI (CTagus IpueMa COOOLISHHS O KOMIBIOTEPHOM WHLUAEHTE, CTalus
cbopa NepBUYHBIX CBEIEHUH O KOMIBIOTEPHOM MHUUACHTE, CTafHs JOKAIHU3ALHH
KOMITLIOTEPHOT'O HMHLMIEHTa, cTaaus cbopa CBeAeHWM MJIA1 pacciiefOBaHMs
KOMIIBIOTEPHOT'0 HHIIMAEHTa) B 3aBUCUMOCTH OT THIIa KOMIIBIOTEPHOI'O HHIIU/IEHTA;

3allUCh O TPHUCBOEHUU KaTeropuit OMacHOCTH Y (WIH) OIpele/cHHE
IIPUOPUTETOB KOMIIBIOTEPHBIX WHLUACHTOB HA OCHOBE KDUTEPHEB, 3aJaBaCMBbIX
0 3HAYEHHUSAM I10JIel KapTO4eK KOMITBIOTEPHBIX HHLIMJIEHTOB,

PETUCTPALHIO U YUeT KapTO4eK KOMIIbIOTEPHBIX HHIUACHTOB;

GUIBTpaIHIO, COPTUPOBKY U MOUCK KapTO4YeK KOMITBIOTEPHBIX MHIUAEHTOB
10 3HAYEHHUSAM T0JIel KapTO4eK;

OoObeAVHEHNEe KapTO4YeK KOMIIBIOTEPHBIX HHUUICHTOB Ha OCHOBE

KPUTCPUECB, IPUMCHACMBIX K 3Ha4YCHHUAM roJier KapTO4€K.
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15. Jlna obecmevyeHuss  ynpaBieHUS  IPOLECCaMU  pearHpoBaHUsA
Ha KOMIIBIOTEPHbIE HHLIUACHTHI 1 JIMKBUIAIUH TOCIEACTBUA KOMIIBIOTEPHBIX aTaK
CpeICTBa JIMKBUAAIVH HOCIEICTBUIN JOIKHBI 00€CIIE4YHBAaTh:

BO3MOXXKHOCTh BKJIIOUEHHS B KapTO4Ky KOMIIBIOTEPHOrO HHIMIEHTA
JOMOJHUTENbHBIX CBEJCHUH, CBS3aHHBIX C KOMIBIOTEPHBIM HHIMICHTOM
1 3aperHCTPUPOBAHHBIX B IPOLIECCE pearnpoBaHUs Ha KOMIIBIOTEPHBIN MHIUACHT
¥ JIHKBHUAALMM MOCIEACTBHI KOMIIBIOTEPHOW aTakd, B TOM 4YHCIE COOOILECHUH
HOJB30BaTeNe  KOHTPOJUPYEMBIX HH(MOPMALMOHHBIX PECYpCOB, CBEIEHHM
0 TMpPEANpPUHATHIX MAEHCTBUAX, TEXHHYECKUX HAaHHBIX, HEOOXOMUMBIX s
pacciieoBaHMs 00CTOATENLCTB KOMIIBIOTEPHOTO HHIUIEHTA,

BO3MOJKHOCTh Ha3Hau€HHUS JUIs KapTOUYKH KOMIIBIOTEPHOIO MHIUIEHTA
HHCTPYKIUA 0 peardpoBaHMIO Ha KOMIIBIOTEPHBIH HHLHMACHT, & TaKXKe 3aJaHus
[IpaBUJT MX MPUMEHUMOCTH Ha OCHOBaHHHM CBEEHHH O KOMIIBIOTEPHOM HHIIMIEHTE,

bopMHpOBaHHE  JJEKTPOHHBIX  COOOMIEHMH O  OpraHM3alHH
B3aMMOJIEHCTBUSA U KOOPAMHAIUHM ACHCTBUI pabOTHUKOB CyOBEKTa KPHUTUYECKOMH
UHQOpPMAMOHHONH HWHPPAcTpyKTypsl ¥ (M1M) pabOOTHHKOB IPHBJIEKAEMOM
B COOTBETCTBMHM C 3aKOHOHATenbcTBOM Poccuiickoit ®epepauuu CyOneKTOM
KPUTHYECKOU MH(pOPMaIHOHHOH MHPPACTPYKTYPEI OpraHM3aLvy,
OCYIIECTBIISIONIEH  JIMLEH3UPYEeMyI0 OEATeNbHOCTh B OONAcTH  3alllUTHI
nHpOpMalMK, yJYacTBYIOIIMX B peardpoBaHUH HAa KOMIIBIOTEPHBIA HHIMIECHT
¥ JTUKBUJALHMH [TOCIIEACTBUH KOMIIBIOTEPHOM aTaKH.

16. TIlpu Bzaumopeiictuu ¢ HKIIKU cpencTBa TMKBHAALIMY TTOCIEACTBHMA

JOJIX)KHBI 00ecreynBaTh:

aBTOMAaTU3UPOBAHHBIN oGMeH uHbopMaLueH, NpeACTaBIAEMOU
B TOCYNapCTBEHHYIO CHCTeMY OOHapyXeHHUs, NpEeAyNpeXIAcHHUs M JNHKBHIALUH
TIOCJIEACTBH KOMIBIOTEPHBIX aTak Ha MH(OpMalMOHHBIE pecypchl Poccuickoi
depepanyu, ykazaHHod B myHkTe S5 Ilepeuns umHQopmanuu, mnpeacTaBiseMoOi
B TOCYJApPCTBEHHYIO CHUCTEMY OOHapy)XeHHs, NMPEeAyNpexIeHUs W JIUKBHAALUH

MOCJIENCTBUI KOMIIBIOTEPHBIX aTaKk Ha WH(OpMalMOHHBIE pecypchl Poccuiickon

&
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®enepaunu, yreepxkaeHHoro nprukasom ®CB Poccun ot 24 mromns 2018 T. Ne 367 ;
y4eT  KapTO4YeK  KOMIIBIOTEPHBIX HHUUICHTOB B  COOTBETCTBHH
¢ naeHtupukanueit HKIIKN.

17. Tlpu OCYILECTBIICHUHU UH()OPMAIIMOHHO-aHATUTHIECKOTO
COTIPOBOXKJEHHS CpEACTBA JIMKBUIALMM MOCIENCTBHI MOKHBEI 00eCIeunBaTh
(GopMupoBaHHE BBIOOPOK NAHHBIX, OCHOBAHHBIX HA 3HAYEHMAX IOJIEH KAPTOUYEK
KOMITBIOTEPHBIX ~ MHIMAGHTOB, YBEJOMJICHHHA 006  aKTyalbHBIX yrpo3ax

Oe30nacHOCTH MHQOPMALIMY U CIIPaBOYHOM HH(DOPMAIIHH.
VI. TpeboBanus k cpeacrsam ITTIKA

18. Cpencrsa ITIIKA nomxHbI 001a1aTh CIEAYIOIUMY (YHKIIAIMH:

oOHapyXeHHe IPU3HAKOB KOMITBIOTEPHBIX aTaK B CETH JJIEKTPOCBA3M
IO 3HAYEHHAM CIy)XeOHBIX IIOJeH NPOTOKOJIOB CETEBOr0 B3aUMOEHCTBHS,
a TaKke OCYIIECTBIEHHE CcOOpa, HAKOIUIEHHS M CTaTUCTHYECKOM 00paboTku
Pe3yJIbTaTOB TAKOr0 OOHAPYKECHHS,;

OOHapyXeHMe B  CeTH OJeKTPOCBS3M  IIPU3HAKOB  YIIPABICHHUS
TEJIEKOMMYHHUKALMOHHBIM 000pyI0BaHHEM;

oOHapyXeHue U3MEHEHU N apaMeTpoB HacTpoOeK
TEJICKOMMYHHUKAaLHOHHOrO 000PyI0BaHUs CETH DIIEKTPOCBSI3Y;

oOHapy)XeHHe H3MEeHeHHH MapaMeTpOB HAaCTPOEK CHCTEM YIIPaBIEHUS
TEJIEKOMMYHHKALMOHHBIM 000PYIOBaHUEM U CETSIMH JJIEKTPOCBSI3H;

XpaHeHHe KOIMH CeTeBoro Tpaduka, B KOTOPOM OBUIH OOHApYKEHBI
NpU3HAaKK KOMIIBIOTEPHBIX aTaK B CETH DJJEKTPOCBS3M U (WIH) TPH3HAKH
YIOPaBJI€HHWS TEJeKOMMYHUKAallUOHHBIM OOOpYyJIOBaHHEM, He MeHee IIeCTH
MECSILIEB,;

aHAJIU3 ¥ SKCIIOPT (hparMeHTOB KOMUii ceTeBoro Tpaduka, B KOTOPOM GBLIH
OOHapyXeHbl IPU3HAKH KOMIBIOTEPHBIX aTak B CETH 3JIEKTPOCBA3H U (MIIH)

[IPU3HAKH YIIPABJICHUS TCJICKOMMYHHUKAIITMOHHBIM OGOpY}IOBaHI/ICM;

' 3apeructpuposan MuntocTom Poccuu 6 ceHTa0pa 2018 r., peructpauonHsrit Ne 52108.
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yBenomieHre o (akrax oOHapy>KeHHMs NPHU3HAKOB KOMITBIOTEPHBIX aTak
B CETH 3JIEKTPOCBA3H U (WIH) NPHU3HAKOB YIPABIECHUA TEJIEKOMMYHHKAlHOHHBIM
000pyI0BaHUEM;

yBeIoMJIeHHe O (akTaXx HapylleHHd pPEXHMMOB (YHKIMOHHPOBaHUA
cpencts [1TTKA;

Hanvuue uMHTepdeiica(oB) mepenaud (QpParMeHTOB KONHE CETeBOro
Tpad¥Ka, B KOTOPOM OOHApy>KeHbl NPH3HAKH KOMIIBIOTCPHBIX aTaKk B CETH
3JE€KTpOCBA3d © (WIM) TIIPU3HAKW YNpaBlIeHWs TeJIeKOMMYHHMKallMOHHBIM
060py/I0BaHAEM, & TAKKe DPe3yNbTaToB cOOpa, HAKOIUIEHMS M CTATHCTHYeCKOH
00paboTKy Takoi HHGOPMALUH;

BO3MOXHOCT  (opMHMpoBaHUS  WHOOpMALMH,  IPEAyCMOTPEHHOH

myHkToM 5 [lepeuns, ykazaHHOTO B IyHKTe 16 HacTosmmx TpeGosaHui.

VII. TpeGoBaHus K CpeicTBaM 00MeHa U KpHITOrpa(uuecKuM CpeAcTBaM
3aIIUTEl MHGOPMAIMH, He0OX0AUMOH CyObeKTaM KPUTHYECKOH
MHPOPMAIMOHHOM HHPPACTPYKTYPHI IPH OOHAPYKEHHUH,
npenynpexAeHUN U (M) TUKBUIAIMY MOCIEACTBUH
KOMITBIOTEPHBIX aTaK

19. CpencrtBa oOMeHa JOMKHBI ofecreydBaTh Iepenady, IpUeM
¥ LIeNIOCTHOCTE TIpH Tepefade U npueme HHGoOpManuy, HeoOXonuMoH cyObeKkTam
KpUTHYECKOM  HMH(QOPMAaUMOHHOW  HHOPACTPYKTYpel INIpH  OOHapy»XeHHWH,
IpeaynpexAeHUH U (WIN) TAKBUAALMH IOCTIEACTBUM KOMIIBIOTEPHBIX aTak.

20. Kpunrorpadguueckne cpeicTBa 3allUTH HHPOPMALMH, HEOOXOAUMO#
CyOBeKTaM KPHTHYECKOM HHPOPMALMOHHOH HHAPACTPYKTYpEI IPH OOHApYKEeHHY,
NpeaynpexaeHud © (WIM) JMKBUJALUHM IOCNENCTBUM KOMMBIOTEPHBIX aTak,
JOMKHBI OBITH CepTHOUUHUPOBAHBI B CHCTEME CEPTU(QHKALUM  CPEACTB
KpUITorpaduuecKoii 3aumThl HHOOPMALHH.

VIII. Tpe6oBanus k cpencrsam I'ocCOITKA B yacTu peanusanuu
¢GbyHKUMH 6€30MacCHOCTH

21. Cpenctea ['ocCOITKA B yacTu peaim3alyy QyHKIMK G€30MaCHOCTH

JOJIXKHBI o0ecIieunBaTh:
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HUIeHTUGUKALUIO U ayTeHTU(PHUKALUIO OJIb30BaTelIEeH;

pasTrpaHMuYeHre NPaB J0CTyIa K HHPOpMaLUH U QyHKIHAM;

peructpauuto cobeituii 1b;

0GHOBJIEHHE POTrPaMMHEIX KOMIIOHEHTOB U CITy)KeOHbIX 06a3 NaHHBIX;

pe3epBHpPOBaHHEe U BOCCTAHOBJIEHHE CBOEH paboTOCTIOCOOHOCTH;

CHHXPOHH3ALUI0 CHCTEMHOTO BpEMEHH U KOPPEKTHPOBKY BPEMEHHBIX
3HAYEHHI (KOPPEKTHPOBKY HACTPOEK YaCOBBIX II0SICOB);

KoHTpoJIb 1enocTHocTH [10.

21.1.TIpu  OCyIIeCTBIEHHH HICHTHGUKALMH M  ayTeHTU(PHKALHH
nojs3oBareneit cpenctBa ['ocCOITKA nomkHbl obecnednBarh:

ayTeHTH()UKAIUIO TOJb30BaTeNel C HCIONb30BaHUEM ITapoJiel (B TOM 4YucIIe
BPEMEHHOI'0 JeiCTBYS) 1 (MJIK) almapaTHBIX CPEACTB ayTeHTH(QUKALWH;

XpaHeHHe Mapoel B 3a(ppoBaHHOM BH/E;

aBTOMaTH4ecKoe HHPopMHpOBaHUE O HEOOXOAUMOCTH CMEHBI ITapoJIei.

21.2. Tlpu oCylIeCTBIIEHHH pa3rpaHW4eHHs IpaB JOCTyna K HHQopMaluu
1 pyskuuaM cpeactsa 'ocCOIIKA nomxkHbl 06ecieynBaTh:

NoAAep KKy GYHKIME  co3daHWs, pPEJAaKTHPOBaHUA M YyHalleHHS
HOJIb30BaTEIBCKUX POJieil 1 BO3MOXXHOCTh HACTPOMKH MpaB AOCTYIA AJIA KaXIOMH
poiuy;

BO3MOXKHOCTb OJIOKUPOBaHMS U MOBTOPHOU aKTUBAaIlU YYETHBIX 3aIlMcel;

GJIOKHpOBaHUE CECCHU JOCTYNA IIPU NPEBBIMICHUHN 33AaBa€MOr0 3HAYCHMs
BPEMEHHOTO MepUoia OTCYTCTBUS aKTUBHOCTH;

yBeIOMJICHHE O HeYIauHBIX IOMNBITKAX AOCTYIA K YIIPaBJIECHUIO CPEACTBAMHU
I'ocCOIIKA;

3alliCh BCEX JEWCTBHH IIOJb30BaTesiel C MOMEHTa aBTOpH3aLUU
B DJIEKTPOHHBIN KypHaJl.

21.3.1lpu ocymecTtBieHnu peructpauuu cobertuit Wb cpencrsa

T'ocCOITKA momkHbI 00eCcreunBaTh:
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BO3MOXXHOCTh omnpefaenieHuss nepeyHs cobeitmii Wb, mnoanexamux
PEerucTpanyy, ¥ XpaHeH!s COOTBETCTBYIOLINX 3aIMCEH B 3JICKTPOHHBIX XKypHaNax ¢
BO3MOXHOCTBIO KOPPEKTUPOBKH CPOKOB;

BO3MOXHOCTb perucTpanmu CIIeIYIOLUX CBSI3aHHBIX
¢ ¢ynkuuonupoBanueM cpeacts ['ocCOIIKA ceaeHuil: uaeHTH(HKATOPA
MONb30BaTeNsi, BpPEeMEHH aBTOpPH3AllMK, 3allycka (3aBeplieHHs)) IporpamMm
U TPOIIECCOB, CBA3AHHBIX C peanu3anued (QyHKUIUNA O€30MacHOCTH CPEeICTB
I'ocCOITKA, xoMaHABI YIpaBlIeHHS, HEYAa4YyHBIX IONMBITOK AayTeHTH(HUKALUH,
JIaHHBIX 0 ¢O0sX M HeHucnpaBHOCTAX B pabote cperncts I'ocCOIIKA;

BeJlcHHE JJICKTPOHHBIX JKYPHAJIOB Yy4yeTa TEXHUYECKOTrO COCTOSHUA,
COZIEPXKALIMX CJIELYIOLIHE MOJIs: MHPOPMAIHs O COCTOSHUH HHTepdeicoB (TIOPTOB),
uHpopmarus 06 omubdkax B padore cpencts ['ocCOIIKA ¢ ux knaccupukauuei,
uHpopMmanus o 3arpy3ke u nHunHanuzauuu cpeacts ['ocCOIIKA u ux ocraHOBKe
(ronsko nys cpencts ITIKA);

3alIUTY OJIEKTPOHHBIX JKYPHAJOB OT pENAKTHPOBAaHWS U YyJAJICHUS
comepxareiics B HUX HHPpopMmauuu (Tosbko amns cpencts ITTIKA);

aBTOMATH4eCKOe YBEJIOMJICHHE O 3allONHEHHWH 3JIEKTPOHHOTO XypHaja
M BO3MOXHOCTH €r0 COXpaHEeHHUs Ha BHEIIHEM HocuTelle HHpopMaluy (TOIBKO IS
cpencts [TTIKA).

21.4.Tlpu ocymecTBIEHHH OOHOBJIEHUS MPOrpaMMHBIX KOMIIOHEHTOB
U ciyxeOHbIX 6a3 qaHHbIX cpencTBa ['ocCOITKA nomxHb obecrnedynBars:

obHoBlleHHe  6e3  morepm  MHPOpMauMH,  HeoOXoauMoOH  ANA
GYHKLMOHHPOBAHMS CPECTB, a TAKXKE HHPOPMALMH O KOMIIBIOTEPHBIX HHIIMACHTAX
1 cobriTuax Ub;

OOHOBJIEHHE TOJBKO ITOJIb30BaTEISIMH, OTBETCTBEHHBIMHU 3a YIIPABIICHUE
(ammMuaHucTpHpOBaHue) cpenacTB ['ocCOIIKA;

BOCCTaHOBJIEHHE paboTOCIIOCOOHOCTH B citydae cOos mpoiecca 0OHOBIIEHUS
(B TOM d4HCIIe OCYLISCTBJICHHE IPEABAPUTEIBLHOIO pPE3epBHOIO KOMHPOBAHUS

H IIOCJICAYIOIICEC BOCCTaHOBJIeHHe).
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21.5.Tlpn ocymiecTBIEHUH pe3epBUPOBAaHUS M BOCCTAaHOBIECHHUS CBOEH
pabotocrnocobHocTH cpeactBa ['ocCOITKA nomxHBI 06ecrieurBaTh:

BO3MOJXXHOCTh CO3JaHHUs Pe3epBHOM KOMUN KOH(PUTYpaIIMOHHBIX JaHHBIX Ha
BHEILIHEM HOCHUTEIIE;

BO3MOXXHOCTb CO3HaHMs pe3epBHOM konuu [10 Ha BHELIHEM HOCHUTEIE;

BO3MOXXHOCTb CaMOBOCCTaHOBJICHHUS paboTocrocobHOCTH pH
OoOHapy)XeHHH KPHTHYEeCKUX OIHMO0OK B rmpolecce (PyHKLIMOHHPOBaHHMS
(tonbko s cpencts ITTIKA).

21.6.Tlpu ocymectBienun KkoHTpois IenoctHoctd [IO cpencrtsa
I'ocCOIIKA nomxHBI 00ecredrBaTh:

npoBepky HenocTHocTd [10 u KoHUTrypalloOHHBIX (aiyIoB IIPH 3arpyskKe,
BO BpeMs (QYHKIMOHMPOBAHWUS W MO KOMaHJAE IOJIb30BaTeNsl, OTBETCTBEHHOTO
3a yrpasieHue (agmuHuctpupoBanue) cpeactsoM ['ocCOIIKA,;

BO3MOXHOCTh  IOTaTHOrO0  camorectupoBanus IIO B mpouecce
(GhYHKLMOHUPOBaHMS;

PETHCTPALHIO B 3]IEKTPOHHOM XYypHAJle Pe3yIbTaToB IIPOBEIEHHA KOHTPOIS

uenoctHoctH 110.

IX. TpeboBanus k cpecTBaM oOHapYKEHUs, CPEICTBaM
MpEeAYNPEXISHUS ¥ CPEACTBAM JIMKBUAALMH ITOCIIEICTBUM B YacTH
peau3alii BU3yalnu3alyy, IOCTPOCHHS CBOJAHBIX OTYETOB U
XpaHeHus1 HHPpOpMaLIUK

22. K cpencrBam oOHapyXeHUS, CpEACTBaM NpeaypeXACHHS H CPEICTBaM
JAWKBUAALUN TIOCIEACTBHIA MNpPEeABABNAIOTCS TpeOOBaHHMS B 4YacTH pealu3aluy
BU3yaJIM3allUH, TOCTPOSHHS CBOJHBIX OTUETOB U XpaHEHHUs HHPOpMaLUH.

CpenctBa OOHapyXeHHs, CpeACTBAa MNPEAYNpPEKACHUS M CPeACTBa
NMKBUIALAH TIOCIEICTBHH LOJDKHBI 06€CIIeIHBaTb:

22.1. Busyanusauuio B Buzie TabIHI (CIIUCKOB, CXEM, I'papUKOB, JHarpamMM)
CBEICHUN:

o coorrTuax Ub;

00 06Hap}’)KeHHBIX KOMIIBIOTCPHBIX HHIHICHTAX;
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00 yA3BMMOCTSX H Hexoctatkax B HacTpoidke IIO, wucronssyemoro
B KOHTPOJIMPYEMBIX HH()OPMaLMIOHHBIX pecypcax;

00 HHPPACTPYKTYpe KOHTPOIUPYEMBIX HHPOPMALIMOHHBIX PECYPCOB;

XpaHsamuxcs B 6a3ze NaHHBIX;

COEPIKAIKX CIIPABOYHYIO U IPYTYIO0 He0OX0AUMYIO HH)OPMAIHIO.

22.2. I[TocTpoeHHe CBOAHBIX OTHETOB ITyTEM pealM3alMd CleAYIOIUX
GbyHKIMiL:

co3faHue TabmuI[ (CIIHCKOB, CXeM, rpadHKoB, OuarpamMMm), a TaKXe HX
BU3YaJIM3alis Ha OCHOBE IOJy4YE€HHBIX JaHHBIX;

BEIOOp IApaMeTpoB, IO KOTOPHIM CTPOATCA TaOnMIBl (CIIMCKH, CXEMBI,
rpaduKy, [uarpaMmel) B OTYETaX;

9KCITOPT OTUETOB;

aBTOMaTu4eckoe (OpPMHUpPOBaHHE OTYETOB MO PACIMCaHHUIO, & TAKXKE HX
aBTOMAaTHYECKOe HallpaBlIeHUE Ha3Ha4aeMbIM aJ[pecaTaM.

22.3. XpaHeHHe 3arpyxaeMoil MHQOpMalMUd B TE€YEHHE YCTaHOBJIECHHOTO
riepyuoJa BpeMEHH U TIOCTOSHHBIA JOCTYN K HEH, a TakKe BO3MOXXHOCTh KCIIOpTa

XpaHseics HHPopMaLY, B TOM YUCIIE B UCXOJHOM BHIE.




