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MockBa

06 yrBepxnenun IpaBui npumenennst 060pyA0BAHHS KOMMYTALHH
ceTeil MoaABHKHO# pagnoTesedonHoii cBi3u. Yacts VIIL. Ipasnna
npuMeHeHusi 000pyAOBaHHsi KOMMYyTauuu crangapra LTE

B cootsetctBUM co cTatheit 41 u myHkTOM 2.1 cratem 12 @emepansHoro
3akoHa oT 7 miosst 2003 . Ne 126-@3 «O ceszu» (CoGpaHue 3aKOHOJATENHCTBA
Poccuiickoit ®enepanuu, 2003, Ne 28, cr. 2895; Ne 52, ct. 5038; 2004, Ne 35,
cT. 3607; Ne 45, cr. 4377; 2005, Ne 19, ct. 1752; 2006, Ne 6, ct. 636; Ne 10,
ct. 1069; Ne 31, cr. 3431, ct. 3452; 2007, Ne 1, ct. 8; Ne 7, cT. 835; 2008, Ne 18,
cr. 1941; 2009, Ne 29, c1. 3625; 2010, Ne 7, ct. 705; Ne 15, ct. 1737; Ne 27,
cr. 3408; Ne 31, ct. 4190; 2011, Ne 7, ct. 901; Ne 9, cr. 1205; Ne 25, cr. 3535;
Ne 27, cr. 3873, cr. 3880; Ne 29, cr. 4284, c1. 4291; Ne 30, cr. 4590; Ne 45,
CT. 6333; Ne 49, ct. 7061; Ne 50, ct. 7351, ct. 7366; 2012, Ne 31, ct. 4322,
cT. 4328; Ne 53, cr. 7578; 2013, Ne 19, ct. 2326; Ne 27, c1. 3450; Ne 30, cr. 4062,
Ne 43, ct. 5451; Ne 44, cr. 5643; Ne 48, c1. 6162; Ne 49, cT. 6339, cr. 6347; Ne 52,
cT. 6961; 2014, Ne 6, c1. 560; Ne 14, ct. 1552; Ne 19, cr. 2302;Ne 26, cr. 3366,
cT. 3377; Ne 30, cT. 4229, ct. 4273; Ne 49, ct. 6928; 2015, Ne 29, cr. 4342,
cT. 4383, cr. 4389; 2016, Ne 10, ct. 1316, ct. 1318; Ne 15, cr. 2066; Ne 18,
cT. 2498; Ne 26, ct. 3873; Ne 27, c1. 4213, ct. 4221; Ne 28, cT. 4558; 2017, Ne 17,
CT. 2457; Ne 24, ct. 3479; Ne 31, ct. 4742; Ne 50, ct. 7557; 2018, Ne 17, ct. 2419)
u nyHKTOM 4 IlpaBui opraHM3aluu M IIpoBeJeHHs paGoT M0 06A3aTelbHOMY
IIOATBEPXKIACHUIO COOTBETCTBHUS CPEICTB CBA3U, YTBEPKIEHHBIX ITOCTAHOBICHUEM
IIpaButenscTBa Poccniickoit Geneparun ot 13 anpens 2005 1. Ne 214 (Co6parue
3aKoHozaTenbcTBa Poccuiickoit ®enepanuu, 2005, Ne 16, cr. 1463; 2008, Ne 42,
cT. 4832; 2012, Ne 6, ct. 687),

ITPUKA3BIBAIO:
1. VYTBepaute npunaraemsle IlpaBuna npuMeHeHHS O06GOPYHOBAHUSA

KOMMYTalliyl CeTed MOJABIXHOW paguoTenedonHol cwszu. Yacte VII. Ilpasuia
IpUMEHEHHs1 000pyAoBaHu KoMMyTauuu cradnapra LTE.
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2. Ilpu3HaTh yTPaTUBLIAMH CHILY:

npuka3 MUHHCTEPCTBA CBA3H M MAacCOBBIX KOMMYHHKAIuii Poccuifckoit
Qenepauu ot 06.06.2011 Ne 130 «O6 yTBepXueHHH IIpaBun npumeHeHMS
000pyOBaHUS KOMMYTALMH CETeH MOABHIKHOM panuorenedoHHoM cBa3u. YacTs
VIL. IlpaBuna npumeHeHus o0GOPYIOBaHHA KOMMYTALUH craggapra LTE»
(3aperucTpupoBaH  MHHHCTEPCTBOM  IOCTHLMHM  PoccHiickoif ®enepanun
28 uronsa 2011 r., peructpartmonnsii Ne 21216);

nyHKT 3 VI3sMeHeHHH, KOTOphle BHOCATCS B NpUKassl MHUHHCTepCTBa
MHGOPMAIIHOHHBIX TE€XHOJIOTHH )71 CBA3H Poccuiickoit Qenepanun
¥ MuHucTepcTBa CBA3M M MAacCCOBBIX KomMmyHHuKanui Poccuiickoit @epepanny,
YTBEPXIEHHBIX NpHKa3oM MUHUCTEPCTBA CBS3M UM MAacCOBBIX KOMMYHMKAIIHIA
Poccuiickoit ®@epepariun ot  14.12.2015 Ne 543 «O BHeceHMM W3MEHEHHit
B HEKOTOpBIe MpHKa3sl MHHHCTEpCTBa WH(POPMAIMOHHBIX TEXHOJIOTHH W CBS3H
Poccuiickoii ®enepannn 1 MUHHCTEPCTBA CBA3H U MACCOBEIX KOMMYHHKaIIUHA
Poccuiickoit ~ @enepamum»  (3aperncTpUpoBaH  MMHHCTEPCTBOM  HOCTHLMM
Poccniickoit ®enepanuu 18 suBaps 2016 r., peructpanuornslii Ne 40606).

3. IlpusnaTh He NoANEKAIUMH IPUMEHEHHIO:

NOANYHKT 5 myHkta 9.1 IlpaBun npuMeHeHHs 06OpynOBaHHA KOMMYTALAK
CHUCTEM MOABIKHOU pajuotenedonnoi csa3u. Yacts II. IIpasuma npuMeHeHus
00OpyZIOBaHMS KOMMYTAllMM CEeTH IIOJBIKXHONW pamuoTeTedOHHON CBs3M
craugapra GSM  900/1800, yTBepkIeHHBIX mpHKasoM MuHHCTEpCTBA
HHGOPMAILMOHHEIX TEXHOJOTUM M CBSI3H PoccHiicKoii ®enepauun ot 31.05.2007
Ne 58 «OG yreepxnennu IlpaBun HpuMeHeHHs OGOpYTOBAHHA KOMMYTALUH
CHCTEM TNOABIXKHOW panuorenedonnoit cBs3u. Yacts II. [IpaBuna mpuMeHeHHs
00OpyZOBaHUs KOMMYTaMM CETH IOJBIKHOH pajuoTene(OHHOM CBA3M
crangapra GSM  900/1800» (3apeructpupoBad MHUHHCTEPCTBOM —FOCTHIHH
Poccuiickoit ®enepamuu 22 moHs 2007 r., perucTpanrodHsiil Ne 9675);

noamyHKT 5 myHkra 10.1 moamyHKT «B» myHkTa 10.3 IlpaBun npuMeHeHHS
000pyAOBaHHs KOMMYTAIIHH CHCTEM IIOJBIKHON paanoTernedoHHOM cBs3u. YacTs
V. Ilpasuia npIMeHEeHUS OKOHEYHO-TPAH3UTHBIX Y3II0B CBA3Y CETEH MOBIKHOMN
pamuoTeneoHHOH  CcBA3sM  craHmapra UMTS, yTBepKIEHHBIX IIPHUKa30M
MunncrepeTBa HHQOPMAMOHHBIX TEXHONOTHH U cBsi3H Poccuiickoii Pexeparmn
ot 27.08.2007 Ne 101 «O6 yreepxaerun IlpaBun npumeneHMs oGoOpyHOBaHHMS
KOMMYTallM CHCTEM IMOIBIXHOW panuoTenedorHol cBs3u. Yacts V. Ilpasuna
INIPUMEHEHUSA  OKOHEYHO-TPAaH3UTHBIX  y3J0OB CBA3M  CeTell  IOIBWKHOM
panuoTenedoHHOH cBsism cTanmapta UMTS» (3apeructpupoBan MUHHCTEpPCTBOM
foctunun  Poccuiickoit ®enepanyuu 29 aprycra 2007 r., perucTpanHOHHBII
Ne 10066).

4. YCTaHOBWTB, YTO HACTOAIMI IPUKa3 BCTYyNAET B CHIY MO HUCTEUCHHH
CTa BOCBPMMJCCATH JdHEW TMociae IHA ero O(QUIMANTFHOTO OIyOIHKOBAHH,
38 HCKIIOYCHHEM IIOAMYHKTOB 5 W 6 myHkta 15 IlpaBun mnpuMmeHeHHs
000pynOBaHMs KOMMYTAllUH CeTel IOABIKHOM paguoTeneoHHOH cBs3H. YacTs
VII. IlpaBuna npuMeHeHHs 0OGOpyJOBaHUS KOMMyTauuu cTasgapta LTE,
YTBEPK/ACHHBIX  HACTOSINMM  IIPMKa30M, KOTOpble BCTYMAIOT B  CHIY
¢ 1 nexabps 2019 roga.



3

5. HampaBuTh HacTOSmHME IpHKa3 Ha IOCYJAPCTBEHHYIO PErHCTDPALIAIO
B MunucTepcTBo roctriuy Poccuiickoit @eneparuu.

Munuctp K.IO. HockoB



YTBEPXJEHBI
npuKasoM MuHucTepcTBa HH(BPOBOro
Pa3sBUTHUSA, CBA3HM U MAaCCOBBIX KOMMYHHUKALIHH
Poccuiickoii ®enepartinu

or 3. O8. 22FS5 Ne

IIpaBuiia npuMeHeHnst 0G0PYI0BAHHSI KOMMYTAIIHH CeTell MOXBHKHO
paanoteiedonHoii ceasu. Yacte VIL IIpaBuna npamenenus
oGopynoBannst KoMmyTauuu crangapra LTE

I. O0mue nosokenns

1. llpaBuna npumeHeHHs 00OPYNOBaHUS KOMMYTAITHH CETeH MTOABHKHOLM
pannotenedonnoi ceasu. Yacts VII IlpaBuna npuMeHeHHs 0GOpYZOBaHUS
kommyranuu craHpapra LTE (manee — IlpaBuna) paspaGoTaHsl B LesX
obecreveHHs LeIOCTHOCTH, YCTONYUBOCTH (yHKIMOHAPOBAHUSA M OE30MaCHOCTH
€IIMHOM CETH 3NEKTPOCBA3U Poccuiickoi ®Deneparuu.

2. llpaBuna ycTaHaBnuBarOT TPeGOBaHUsS K 0GODYIOBAaHHIO KOMMYTALMK
crainaproB LTE u (wim) LTE-Advanced (manee — crampapt LTE), Brmouas
obopynosanve kommyTanmu IMS, mpu okasaHMM YCIyr Ilepefaddl JaHHBIX H
TeNeQOHHOrO  COEIMHEHHA, B TOM 4YHCIe TpPeGOBAHHS K IPOTOKOJIAM,
obecrevnBarOIMM B3aUMOJIEHCTBIE C y31aMu CBsi3u cTaHzaptoB GSM 900/1800
u UMTS, a Takxe k obopynoBaHuro xommyrtamuu cragaptra LTE s
B3aUMOJCHCTBHS C OeCNpOBOAHBIM JIOCTYIIOM, OTJIMYHBIM OT CTaHJAapTOB
GSM  900/1800, UMTS, LTE (manee — non-3GPP) u mpuHamiexammm
AOMAIlHEMY HJIM BH3UTHOMY OII€pPaToOpy CETH NOIBIKHON paauorenedoHHOM
CBA3M (mamee — JOBepeHHBI GecnpoBommbli  goctyn  TWAN)  mm
NPUHAJUIeKAIUM IPYTO# CETH CBA3H OOLIEro MoIs30BaHUA (fanee — HeHaIe)KHBIH
OecnipoBoubIi foctynn UTWAN).

3. ObGopynosanue kommyTauun craHpapra LTE wupenTHduiumpyercs
KaK CJIOXXHOE TeJeKOMMYHHKAIMOHHOe 00opynoBaHHe KOMMYTAalMHd CeTeH
MONBIKHOM ~ paguoTeneOHHOH  CBSI3M U COITTaCHO  MYHKTY 8
llepeyrss cpencTB  CBA3M, HOMIEKAIMX  OOS3aTENbHONW  CepTH(hUKALHY,
YTBEPXKICHHOro mocraHoBieHueM IlpasutensctBa Poccuiickoit ®eneparuu
or 25 woHA 2009 1. Ne 532 (CobGpanme 3axoHonarenscTBa Poccuiickoi
®eneparuy, 2009, Ne 26, ct. 3206; 2015, Ne 6, c1. 954), moIeXHUT 063aTEIBHOMN
CePTU(QUKAUMKM B MOpSOKe, YCTaHOBIEHHOM IlpaBWiaMu OpraHM3aldM U
NpOBeJieHUs: paboT Mo 00A3aTeNBPHOMY MOATBEPXKIECHUIO COOTBETCTBHS CPEACTB
CBS3M, YTBEpXKICHHBIMH  IIOCTaHOBIeHHeM IlpaBurenscrBa  Poccuiickoii
®enepatun ot 13 anpers 2005 r. Ne214 (CobGpanme 3aKkoHOLATEIbCTBA
Poccuiickoi ®enepanmu, 2005, Ne 16, ct. 1463; 2008, Ne 42, c1. 4832; 2012, Ne 6,
cT. 687).

4. IlpaBuia pacnpOCTPaHSIOTCA Ha Clefyrollee 00OpYyIOBaHHE CTaHAApPTa
LTE:

1) Monyns ynpasnenus MobmibHOCTBIO (Mobility Managemen Entity)
(manee —- MME);
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2) obcmyxuBatommii mtro3 (Serving Gateway) (nanee — S-GW);

3) mumo3 B3aUMOJEHCTBHS C CETSAMH, HCIONB3YIOUMMY TEXHOJIOTHIO
¢ kommyrauuei nakeros (Packet Data Networks Gateway) (nanee — PDN GW);

4) peructp uaeHtudukanuu odopynosanus (Equipment Identity Register)
(manee - EIR);

5) cepBep abOHEHTCKUX NAaHHBIX W/WIH UEHTp ayTeHTudukamuu (Home
Subscriber Server / Authentication Center) (zanee — HSS/AuC);

6) oGcmyxuBaromuit yzen mommepxkd GPRS (Serving GPRS Support
Node) (manee — SGSN);

7) obopynoBaHHe, peanusyrouee GyHKUUN Pealn3aliy IPaBUIl IOJUTHKH
v Tapudukanum (The Policy and Charging Rules Function) (nanee — PCRF);

8) LEHTp ynpaBlIeHUs U TEXHHYeCcKoro obciyxusanus (gaiee — LY u TO);

9) obopynosanue kommyTtaruu IMS, BeInoNHSOLIEE QYHKIHH:

a) ynpasieHus ceancoM (manee — CSCF), mpu HCIIOJIBb30BaHUH POKCH
cepsepa CSCF (manee — P-CSCF), o6ciyxusatomero CSCF (nanee — S-CSCF), u
sanpawmuBaromiero CSCF (nanee — I-CSCF);

0) cepBepa aOOHEHTCKUX NaHHBIX Moib3oBateieil IMS (nanee — HSS/IMS);

B) OIIpeJie]IeHUs MECTOHaX0KAeHHs noamucku (nanee — SLF);

r) ymnpaBieHus meauanunosamu (naiee — MGCF);

I) YIpaBleHUS pecypcaMu MyJbTumeana (nainee — MRFC);

€) Ipoleccopa pecypcoB MyiasTuMeua (qaiee — MRFP);

) ynpaBieHus Bei6opom cetr (naee — BGCF);

3) YIpaBleHUs MOTrpaHUYHBIM B3auMo/elicTBreM (nanee — IBCF);

M) ydera JaHHBIX JUIsi Hauucienus mwiatsl (qanee — CCF);

K) Menuanumosa (zainee — IMS-MGW);

1) nepexonHoro numo3sa (paiee — TrGw);

M) LUTI03a cCUrHanu3anuu (nanee — SGF);

H) nurosa aboHeHTcKoro aocryna (nanee — IMS-AGW));

10) obGopynoBanue, peanusyromee QYyHKIUIO areHTa IpoTokoia Diameter
(Diameter Agent) (mamee — DA), mis omnpeneiaeHHs MECTOHAXOXACHHS
IOJIB30BATENS, B CIIyYae HaJIM4Ms Ha CETU onepaTopa HecKoJbkux HSS.

11) obopynosanue 3GPP AAA cepBep/mipokcy;

12) obopynoBaHue, peanusyroniee (GYHKIHH IOCTYHa K 0GOPYIOBaHMIO
kommyTanvu ctangapta LTE u3 ceru MHTepHeT mpH HCHOIB30BaHHMH IOCTYIa
UTWAN (gmanee — ePDG);

13) ammapartHbiii Momyns OGe3omacHoctm (mamee — HSM) (B ciyuae
peanusanyy KpUNTOrpapuuecKux alropUTMOB ayTeHTH(HKaIMy a0OHEHTOB B
OTJEJILHOM anlapaTHOM MoJyJie 6e30MacHOCTH).

Ilpu  ucnone3oBanuu  obopynoBanus IMS ¢ TeppUTOpHATBHO
pachnpefeIeHHON CTPYKTYpOH ¢ IpefocTaBleHHEM YCIYyI CBS3U B Pa3IHYHBIX
TepPHUTOPUATBHO-aIMUHUCTPATHBHBIX 00pa3zoBanusx uHTepdeticel IMS HOMKHBI
obecrnieunBaTh MPOBEACHUE ONEPATUBHO-PA3BICKHBIX MEPONMPHUATHH HE3aBUCHMO B
KaXJIOM TeppUTOPUATBHO-aIMUHUCTPATUBHOM 00pa30BaHUH B IIOJIHOM O0BEME.

5. Ilponenypy oOs3arensHOl cepTU(QUKALMKA MHOJDKHO NPOXOJUTh Kak
o0opyloBaHHE KOMMYTAallMM ceTeld IOJABMXKHOM paauoTeleOHHON CBI3KM B
COCTaBe BXOJAIIEro B Hero obopynoBaHud kommyTtauuu cranzapra LTE, tak u
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obopynoBaHHe, MPUBEJICHHOE B MOANYHKTaX 1 — 7, 9, 10, 13 myHkta 4 IlpaBun, B
KaueCTBE CaMOCTOSTENbHBIX CPEACTB CBSA3H, BKIIOYas O0OpyHOBaHHWE CPEICTB
CBSI3H, B TOM YHCIIE IIPOrpaMMHOe obecrieueHne, 00eCIeunBaroliee BHIIOJHEHNE
YCTaHOBJICHHBIX ~ JOEWCTBHM  IIpM  TNPOBEAECHUH  ONEPaTUBHO-PA3bICKHBIX
MEPOIIPUSTHUH.

O6opynoBanue kommytamuu craugapra LTE gomkHO obecreunBaTh
BO3MOXHOCTb €ro HCITIOJIb30BaHMs OJHHM HJIH HECKOJBKUMH OIlepaToOpaMu CETH
IIOJIBMKHOM paauoTenedOHHOMH CBA3H.

Ilpu wucmone3oBaHMM 00OpYyHOBaHUS KOMMyTauuu craHgapra LTE
HECKOJIBKUMH OII€paTOpaMH CETH IOJBHXXHON paauoTeNedOHHON CBA3M KaXKIbIH
OIepaTop JOJDKEH o0OecredrBaTh BO3MOXKHOCTH IIPOBEAEHHS OIIEPATHBHO-
Pa3bICKHBIX MEPOINPHATHH B IPUHAUIEKAIIEM eMy TpadHKe.

IL. TpeGoBanns k o6opynoBaHHI0O KoMMYyTauuu ctanaapra LTE

6. OnexkTponuTaHue obopynoBaHUs KomMmyTauuu craHaapra LTE momxkHO
OCYIIECTBIATBECS B  COOTBETCTBHM C  TpeOOBaHMSAMH K  MapaMmeTpam
3NIEKTPONUTAHUS, YCTaHOBIEHHEIMH IMyHKkTamu I1. 9.1 — I1. 9.4 npunoxenus 9 k
ITpaBuiaM npHMeHEHUs TPaH3UTHBIX MEXIYTOPOAHBIX V3JI0B aBTOMATHYECKOM
xommyTanuy. Yacts 1. IIpaBuiia mpuMeHEHNs TPaH3UTHBIX MEKAYTOPOIHEIX Y3/I0B
CBSI3H, UCTIOJIB3YOIIUX CHCTEMY CHTHAIU3aLUH 110 O0LEMY KaHaly CHIHAIH3aLMK
Ne 7 (OKC Ne 7), yTBepskIeHHBIM IpHKa30M MuHMCTEpPCTBA MH(GOPMAIMOHHBIX
TeXHoJoruii W  cBA3u Poccuiickoit  @epepanmu ot 16.05.2006 Ne 59
(3aperucTpupoBad  MuHHCTEpCTBOM  IocTHUMH  Poccuiickodt — ®ezepanuu
29 mas 2006 r., perucrpairuonssiii Ne 7879), ¢ W3MEHEHMSIMH, BHECEHHBIMU
IpuKa3oM MuHHCTepCTBa CBSI3M M MAacCOBBIX KOMMYyHHKaIuii Poccuiickoit
®enepamyu ot 23.04.2013 Ne 93 (3apeructpupoBan MUHHCTEPCTBOM FOCTHLIAH
Poccuiickoit ®enepanun 14 mons 2013 r., peructpanronnsiii Ne 28788) (nanee —
IlpaBuima Ne 59-06) wmnm oOT CeTH IEPEMEHHOr0 TOKA C HOMMHAIBHBIM
HanpspxkeHueM 220 B, vactoroit 50 I'n.

O6opynoBanue snexTponuTaromeit ycraHoBku (manee — DITY) He BXoAUT
B cOCTaB 00OpyAoBaHUs KoMMyTauuu crangapra LTE ¥ JOKHO COOTBETCTBOBATH
IlpaBunaM npuMeHeHHs OOOpPYHOBaHHS SJNEKTPOIMTAHHUA CDPEACTB  CBS3H,
YTBEPXKAECHHEBIM IIPHMKa30M MuHUCTEpCTBa NHGOPMAIMOHHBIX TEXHOJIOTUMH 1 CBA3H
Poccuiickoit ®enepannu ot 03.03.2006 Ne 21 (3apeructpupoBad MHHHCTEPCTBOM
foctrnuy Poccuiickoit @enepannu 27 mapra 2006 r., peructpaunoHHsiit Ne 7638),
C H3MEHEHUAMH, BHECEHHBIMH IIpHKa3oM MUHHUCTEPCTBA CBA3M M MAaCCOBBIX
KoMMmyHHKaui Poccuiickoit ®enepanyu ot 23.04.2013 Ne 93 (3apeructpupoBad
MunucrepctBom roctunuu  Poccmiickoit ®enmepaumu 14 wmroms 2013 r.,
perucTpanroHHEI Ne 28788).

7. O6opynoBanue KkomMyTramuu cTaHaapra LTE HODKHO COXpaHSTH
paboTOCHOCOOHOCTh ~ NPH  OTKJIOHEHWUHM  HANPSDKEHHS  DJICKTPOIUTAHMS
OT HOMHWHAJIBHBIX 3HaY€HUH B JOIMYCTUMBIX IIpeenax:

(48,0 — 72,0) B npu HOMuHabHOM Hanpsikenun 60 B;

(40,5 — 57,0) B npu HoMuHANTEHOM HanpsbkeHuu 48 B;

(187 — 242) B npu HanpsokeHHW NepeMeHHOro Toka 220 B (yactora —
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(47,5 - 50,5) I'm, xo>dUIMEHT HENUHEWHBIX HCKakeHHH — He Gosee 10%,
KPaTKOBPEMEHHOE (MIMTENBHOCTBIO 10 3 CeKyHJI) H3MEHEHHE HaIpsKEHHUS
OTHOCHTEJIbHO HOMUHAJIBHOrO 3HaueHus + 40%).

8. B ob6opynoBanmu xommyrtauuu craHgapra LTE gomkHa OBITH
NpeoyCMOTPCHA CUCTEMA CUTHAIIM3ALMHU AT KOHTPOJIS HeucpaBHocteii B DITY.

9. TpeboBaHus Kk mapaMeTpaM YCTOMYMBOCTH K BHELIHMM KIMMaTU4eCKUM
1 MEXaHUYECKHM BO3IECHCTBHAM I 000pynOBaHMsI KOMMYyTauuu crangapra LTE
npuBelieHHBl B npmioxenuu Ne 3 k IlpaBunam npuMeHeHHs 00OpYyIOBaHMS
KOMMYTallUK CHCTEM IIOABIXKHOW panuorenedoHHoil ces3u. Yacts II. Ilpasuia
NPUMEHEHHsT 00OpYNOBaHMS KOMMYTAlMHM CEeTH HOABIKHOM paxuorenehoHHOM
cea3u crangapra GSM 900/1800, yrepxkaeHHBIM IIprkazom MuHuCTEpCTBA
MH()OPMAMOHHBIX TeXHONOrHH U cBsa3u Poccuiickoit ®enepanun ot 31.05.2007
Ne 58 (sapeructpupoBan MunucrepctBoM roctuimu Poccuiickoit ®eneparyn 22
o 2007 r., peructpanuoHHBIH No 9675), ¢ H3MEHEHHSIMH, BHECEHHBIMH
npukazamMy MUHHCTEpPCTBA CBSI3M M MAacCOBBIX KOMMYHMKalMi Poccuiickoit
@enepanuu ot 01.02.2012 Ne 29 (3apeructpupoBan MHHHMCTEPCTBOM HOCTHIMH
Poccmiickot ~ ®enepanuun 22 deBpans 2012 1.,  perducTpanHOHHBIH
Ne 23312), ot 23.04.2013 Ne 93 (3apeructpupoBad MHUHHCTEPCTBOM FOCTHIMH
Poccuiickoit ®enpepanuu 14 mons 2013 r., peructpaudonHsiii Ne 2878822)
u oT 14.12.2015 Ne 543 (3aperucrpupoad MunuctepcrsoM roctunmu Poccuiickoit
Oenepannu 18 auBapa 2016 r., peructpannonHsiii Ne 40606) (nanee — ITpasuna
Ne 58-07).

10. TpeboBanuss Kk cucTeMe HyMepauud W UACHTHOMKALMM IS
obopynoBanus KomMMyTtauuu cranpapra LTE npuseneHs! B npunoxennn Ne 1
K IIpaBunawm.

11. dns obopynoBaHus, BBIIIOJIHSIOIIETO byHKIHHA MME,
YCTaHaBIUBAIOTCS ClIeAYyIoIue TpeOoBaHUs K:

1) mepeuynto xpawsmuxcs B MME  gaHHEIX 06  aGOHEHTCKUX
pamvocTaHUMAX, moaaepKuBOIMX cTanaapT LTE 1 HaxoAsgmuxcs B COCTOSHUAX
ECM-IDLE, ECM-CONNECTED wmu EMM-DEREGISTERED B 30Hax
cnexenus (TA), obcmyxuBaembrx MME (npunoxenue Ne 2 k [Tpasunam);

2) mepeunro coobmenuit mporoxona S1-AP (S1 Application Part) mpum
B3aMMOJEHCTBUM OOOpYyZOBaHMSA CHCTeM 0a30BBIX cTaHUMil craggapra LTE
(eNodeB) ¢ MME (unpunoxenue Ne 3 k [Ipasunam);

3) mepeunto coobmenuii npotokosna SGSAP (SGs Application Part) mpu
peanusanuu vHTEpdelica B3aumonelicteust MME ¢ cepBepoM LeHTpa MOOHIIBHOIMA
kommyTauu  MSC  cepBep/VLR (unrepdetic SGs) (npumoxenwe Ne 4
K IIpaBunam);

4) mepeuHio cooOIleHHH mnporokosa Diameter mnpu peanusanuu
unrepdeiica B3aumozedicteus MME ¢ DA wmin HSS (unrepgeiic S6a), MME ¢
DA umn EIR (uaTepdeiic S13) (npmroxerne Ne 5 k ITpaBunam);

5) mnepeuenio coobmeHui nporokosna NAS npu peammsauuu uHTEpdEtica
B3aumozercteud AC u MME (unrepdeiic S1-MME) (npuwioxenue Ne 6
K IIpaBunam);

6) mnporokony GTP (npunoxxenue Ne 7 k [TpaBuiam);

7) uHTepdeiicaM B3auMoneiicTBus (mpuwioxerHne Ne 9 k I[Tpasuiam);
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8) mpotokomy SCTP mpm peammsauuu B 0GOpYHOBaHHM KOMMYTALHH
cranpapra LTE (mynxT 2 npunoxenus Ne 14 k Ipasunam Ne 58-07);

9) mporokory GTP (unrepdeiic Gn) mnpu B3ammopeidicTsnu MME
¢ SGSN, ecniu SGSN npu B3aumogeiictBun ¢ MME He peanusyeT HpOTOKOI
GTPv2-C (untepdeiic S3) (mpunoxenue Ne 4 k [lpaBunam HpHMeHeHHS
000pyI0BaHMs KOMMYTALMH CHCTEM MOIBIKHOM pajnoTtenedoHHoH cBa3n. YacTh
V. llpaBuna npruMeHeHHsS OKOHEYHO-TPAH3UTHEIX Y3JI0B CBS3M CETel MOIBIKHOMN
paguotenedonHol cBa3m  craHgapra UMTS, yTBepXKIEHHBIM IPHKAa30M
MunucTepcTBa HHPOPMALMOHHBIX TEXHONOTHIA U cBsa3u Poccuiickoit ®enepanyu
ot 27.08.2007 Ne 101 (3apeructpupoBaH MUHHCTEPCTBOM IOCTHIME Poccuiickoit
®enepamuu 29 aprycra 2007 r., peructpauuonusii Ne 10066), ¢ u3sMeHeHUsIMHY,
BHECEHHBIMH IIpUKa3aM¥ MUHHMCTEPCTBA CBSI3M M MAacCOBBIX KOMMYHHKAIIMiA
Poccuiickoit ®enepannm ot 01.02.2012 Ne 31 (3apeructpupoBan MHHHCTEPCTBOM
foctunnn Poccuiickoit @enepanuu 24 deBpans 2012 r., perucrpanuOHHBIN
Ne 23324), or 23.04.2013 Ne 93 (3apeructprpoBad MHHHCTEPCTBOM FOCTHIHU
Poccuiickoii ®enepaumu 14 wmons 2013 r., perucrpauumonHeiii Ne 28788),
oT 14.12.2015 Ne 543 (3apeructpupoBan MuHHCTEPCTBOM FOCTHLMH Poccuiickoit
®enepanuu 18 auBaps 2016 r., peructpanuonnsiit Ne 40606) (nanee — ITpasuna
Ne 101-07);

10) dymxkumam MME npu peanmsamuu non-3GPP poctyna (mepecwuixa
xoda nporokona GRE x S-GW ugepes unrepdeiicet S10/S11 mns mepemaun
JAaHHBIX 110 BOCXOAIIEH JTUHUHU CBSA3U B ciiydae nepemeiteHus UE u3 yziaa CN);

11) nepeunio maHHBIX, XpaHsamuxcs B MME npu peanusanum non-3GPP
noctyna (mpuinoxxenue Ne 22 k INpasunam).

12. Hns o0opyaoBaHuUs, BBIIIOJIHAIOIIETO GYHKIAH S-GW,
YCTaHABIUBAIOTCS CIENYIOINEe TpeOOBaHMS K:

1) mepeunro paHHBIX 00 oOciyxuBaemMelx B S-GW  aGoHEHTCKHX
pamuocTaHLMsAX, moaaepxusaromux crangaptel LTE, GSM 900/1800, UMTS
(npunoxenue Ne 10 kx [IpaBuiam);

2) npotokory GTP (mpunoxenue Ne 7 k IlpaBunam);

3) wunTepdeiicaM B3aumoselicTBus (mputoxenne Ne 9 k Ilpasunam);

4) cucTeMe ydeTa JaHHBIX JUI1 HaYMCIIEHUS IUIAThl (mpuioxenue Ne 11 k
IIpaBunam);

5) mpotokorry PMIPv6 mpu peannzauun B 0GOpPyXOBaHMH KOMMYTAIL[MH
crangapta LTE (mpunosxenne Ne 8 x [IpaBunam);

6) mepeunro cooOmeHu# mporokona Diameter mnpm peanM3aluu
unrepdeiica B3aumosneiicteus S-GW ¢ H-PCRF (V-PCRF) (untepdeiic Gxc) B
ciydae peanusaiuu uHTepdeiicoB S5 u S8 mporokonom PMIPv6 (mpunoxenue
Ne 5 x IIpaBunam);

7) ¢yakuuam S-GW npu ocymectsienun non-3GPP nocryna:

a) peanusanysgd (QYHKIHMHA JIOKAIBHOTO Y3Jia YIIPaBIEHHS MOOHIBHOCTEHIO
(manee — LMA) Bu3uTHO# (rOCTEBO#) CeTH IOABHXHON paanoTeie)OHHOM CBA3H
(manee — VPLMN) ¢ TWAN mpu B3aumozeiictBun ¢ TWAN 1o mpoTOKOIY
PMIPv6, xorga UE HaxoauTcs B pOYMHHTE;

6) mndpopmupoBanne PCRF o mpoucxonsimux M3MEHEHHUAX TPH Iepexoje
UE Ha HOBYIO TEXHOJIOTHIO PaIHOIOCTYIIa,;
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B) ocyuecTBieHue KoHTpos Tpaduka ot UE;

r) peamusamus O¢yHkimid MAG B ciydae peanmmsauuy HHTepgelcoB
B3aumopeiictein ¢ P-GW (unrepdeticsl S5 u S8) npotokonom PMIPv6;

1) IPHHATHE PEeIleHUs O MapIIpyTHU3alMU [TAKETOB IO BOCXOZAIIEH JIMHUU
k P-GW, mo Hucxomsumed mauaumm k UE wim  onpeneneHue I1aKeToB,
npeHa3HaYeHHBIX i S-GW;

e) peanmsaius ¢yHkuuii areHta nporokonma DHCPv4 nu6o DHCPv6
npu peanuzauuu uaTepdetica S5 unu S8 nportokonom PMIPv6;

) OCYLIECTBIIEHHE oOOMeHa COOOIIEHUSMH «3ampoc  AOCTYIHOCTH
mapupyTtusaropay (Router Solicitation) (nanee — RS) u «O1BeT MapipyTH3aTopa»
(Router Advertisement) (manee — RA) mnporokoma NDP npu peanuszanuu
uHTepodeiicoB S5 u S8 nporokoaom PMIPv6;

3) OCyILEeCTBIeHHEe OOMeHa COOOINEHUAMH «3anpoc AOCTYIHBIX COCEAE
(Neighbour Solicitation) u «OtBer cocena» (Neighbor Advertisement) npoTokoa
NDP npu peanusanuu uatepdeiico S5 u S8 nporokonom PMIPv6;

1) OCYILECTBIIEHHE MeHepaly U paclpeeneHus kimodei nporokona GRE
JUIA KaXXIOro COelMHEHHs Mepefavyd AaHHBIX 0 HHUcXoisidmeld nuHuu ot P-GW
K S-GW npu peanuzanuu uatepdeiicoB S5 u S8 nmpotokonaom PMIPv6;

K) peanusanus ¢yHkumii LMA B otHomennu ¢yHkimii MAG nporokosna
PMIPv6, peanuzoBanubix B TWAN mu6o B ePDG;

J) OCYILECTBJIEHHE IeHepalnyu U pacipeleneHus kimodeil nmporokona GRE
JUIS MHKAIICYJISIHN ITaKeTOB JAHHBIX AJIS KaXXOro COeAUMHEHU Nepeiadyd JaHHbBIX
no Bocxoasmie smHuH oT S-GW npu peanmzamum uHTepgeiicoB S2a/S2b
npotokosiom PMIPv6;

M) peanuzanus  GyHKOWH — B3auMojeHcTBHA — mportokona  PMIPv6
B HampaBienud P-GW wum B HampaBineHun ¢yHkuuii MAG, peanM30BaHHBIX
B TWAN (unrepdeiicet S8 u S2a) nmubo B ePDG (umnTepdeiicer S8 u S2b).
Ipu atom S-GW peanmusyer pynkiuu MAG no otHomenuro k P-GW;

H) peammzauus ¢(yHkimi coeauHenus PMIPv6 B Hanpasnenmu P-GW
U B Hanpasnenun Gyukipii MAG, peanmnsoBansbix B TWAN nu6o B ePDG, mis
II0JIb30BaTEILCKOI0 YPOBHS;

8) mporokomy MIPv4 npu B3ammopeiictBum  S-GW ¢ TWAN
(uuTepdeiic S2a) npu peanusanuu B 000pyI0BaHUM KOMMyTaluu cTannapTa LTE
(npunoxenue Ne 17 k [paBunam);

9) mepevHIO JAHHBIX, XpaHaumxcs B S-GW npu peamusanuu non-3GPP
noctyma ([Ipmtoxxerue Ne 22 k [TpaBunam).

13. Hnsa o0opynoBaHus, BBIIIOIHSAIOIIETO GyHKIUT P-GW,
yCTaHABIWBAIOTCA Cleayolye TpeOoBaHus K:

1) mepeunio paHHBIX 00 oOcmyxuBaeMbix B P-GW aGoHeHTCKHMX
paguocTaHImax, nopaepkusarormx crangaptel LTE, GSM 900/1800, UMTS
(mpunoxxenue Ne 12 k I[paBunam);

2) muportokony GTP (mpunoxenue Ne 7 k Ilpasunam);

3) mepeunHio coolOmeHuii mpoTokona Diameter mpu B3auMOAEHCTBHH
P-GW ¢ PCRF (unrepodeiic Gx) B ciydae peanusanuu HHTepdeikcoB S5, S8
nportokosioMm GTP (mpunoxkerue Ne 5 k IlpaBunam);

4) wunTepdeiicam B3auMoneiictBu (npuiokeHue Ne 9 k Ilpasunam);
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5) cucreme ydeTa NaHHBIX U Ha4yuCleHWS IUiatsl (mpmioxkende Ne 11
K [IpaBunam);

6) nporoxony PMIPv6 mpu peamusanuu B 0GOpYHOBaHMH KOMMYTALUM
crangapra LTE (mpunoxxenue Ne 8 k [IpaBunam);

7) npotoxony SCTP mnpu peanuszanuu B 0GOpYHOBaHHUM KOMMYTAI[AM
cragaapra LTE (mmyHkT 2 npunoxxenns Ne 14 k [IpaBunam Ne 58-07);

8) mporokony GTP (untepdeiicet Gn wim Gp) npu B3aUMOIEHCTBUH
P-GW ¢ SGSN, ecim SGSN mnpu B3ammopneiictBun ¢ P-GW He peanusyercs
nporokon GTPv2-C (urtepdeiic S3) (mpunoxenue Ne 4 k IIpasuiam Ne 101-07);

9) dynxuuam P-GW npu peanuzaiun non-3GPP nocryna:

a) peanusauus GYHKIUHA TOYKHM B3aUMOJACHCTBUS YPOBHS IIOJB30BATEJIs
Ipyd TEPEIBMKCHUU IIOJb30BaTeNsd MEXAY CeTAMH JOCTyHa CTaHJapTOB
GSM 900/1800, UMTS, LTE u non-3GPP;

6) peanusanus ¢pyHkiuu y3na LMA npu peanusaimu uaTepdeiicos S5 u
S8, unu S2a, unu S2b nporokoiom PMIPv6;

B) peanuzanus QYHKIOMM JoMamHero areHra (mamee — HA) mnpu
peanuzauuu HHTepdelica B3aumoznelicTeusa Mexny P-GW u UE (unrtepdeiic S2c¢)
nporokonoM DSMIPv6 (nporokonom DSMIPv6 momxkeH co3naBaTbCs TYHHENb
Mexny UE u P-GW npum peanusanuu wunTepdeiica S2¢ M NepechUIKH
IOJIb30BATENIbCKOIO0 M CcUrHanbHOro Tpajguka wmexnmy UE u  P-GW,
obecrnieunBarouM HazHaYeHue [P-aipecoB i1 Co3MaHus TYHHENs);

I) OCyILECTBIICHHE IeHepalluy U pachpeneseHus Kiodeii npotokoia GRE,
UCIIONB3YEMBIX U1 HMHKAICYJSIUM IOJIb30BaTeNIbCKUX NAHHBIX, MepelaBacMbIX
10 BOCXOZALIEH JINHUY IIpyu peanu3anuu uatepdeiicoB S5 u S8 mmu S2a, win S2b
nporokosioM PMIPv6;

1) peanu3ainys GYHKIVH JOMAIIHEro areHTa IpH peali3alidi HHTepdetica
S2a npotokosnioM MIPv4 (ipu perucTpanyy JOHDKHO OCYIIECTBIATHCS Ha3HAYEHHUE
UE BpemenHoro IP-anpeca ¢ nomomrsio npotokosna MIPv4 mipu 3ToM BpeMeHHBIH
IP-azipec n[omxeH ABIATHCA aipecoM areHta BusuTHo# cetn (ganee — FACoA);

e) peanmuszanus nporokona GTP mus ypoBHs ympasnenus (GTPv2-C)
1 yposHs nonbezoBarenst (GTPv1-U) mnsa obecnedyenns coemunenus PDN ¢ UE
(npu peanuzamuu uHTepdeiicoB S2a mmu S2b mnporokosom GTP gomxen
ucnoinb3oBaTbea non-3GPP noctym);

x) B3aumogelicteue ¢ 3GPP AAA cepBepoM BHeILIHe#H ceTH Iepeaadu
naHHbIX (uHTepdeiic SGi) mo npotokoxy RADIUS unu Diameter;

3) B3aumogelictBue ¢ 3GPP AAA cepsep/mpokcu (uHTepdeiic S6b) mo
npotokoiry Diameter;

10) mporokomy MIPv4 mnpu B3aumopeiicteum P-GW ¢ TWAN
(uaTepdeiic S2a) npu peanuzauuu B 000pyAOBaHMH KoMMyTaruu cranmapta LTE
(17 x IlpaBunam);

11) nmporokoimy DSMIPv6 npu BiammopeiictBum P-GW ¢ UE
(uaTepdeiic S2¢) npu peanusanuu B 000pyI0BaHUH KoMMyTaluu crangapra LTE
(npunoxxenne Ne 18 k [TpaBusnam);

12) mporokony IKEv2 npu  B3aumopeiicteBuu P-GW ¢ UE
(uaTepdeiic S2¢) npu peanusanuu B 000pyaoBaHHM KoMMyTanuu craHaapta LTE
(npunoxxennie Ne 19 k ITpaBunam);
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13) nporoxomy IPSec mpu  B3ammogeiicteum P-GW ¢ UE
(urTepdeiic S2¢) (mpunoxenune Ne 20 k [Ipasunam);

14) mepeunro cooOmeHuif mporokona Diameter npu peanmzanun
uHTepdeiica S6b (mpmmoxxenue Ne 21 k Ipasunam);

15) mepeunro naHHBIX, XpaHsamuxcs B P-GW, npu peanusanun non-3GPP
noctyma (npuinoxxeHue Ne 22 k IIpasunam).

14.  JIna obopynoBanus, Beinonsstomero ¢pyukuuu EIR, ycTanasnusarorcs
clenyoomue TpeboBaHu K:

1) nanHeiM 06 aboHEHTCKON pagWoCTaHiMHd, XpaHsmuMca B EIR
(mpunoxenue Ne 14 k IlpaBunam),

2) mepeyHro coobmeHuil mporokona Diameter mpu peanmzanuu
unrepoerica Bzaumoneiictus MME ¢ EIR (unrepdeiic S13) (npunoxenne Ne 5
K IIpaBunam);

3) wuHTepdeiicaM B3auMozeiicTus (mpuinoxenne Ne 9 k [Tpasuiam);

4) mporokony SCTP mpm peanusauuu B 0OOpYHOBaHHH KOMMYTAIVH
cranaapra LTE (mynkr 2 npunoxenus Ne 14 k ITpasunam Ne 58-07).

15. Ina  obGopymoBaHus, BemonHsomiero  ¢yakuuu  HSS/AuC,
YCTaHaBJIMBAIOTCS CIeayolue TpeOOBaHu K:

1) mepeunro xpaHsmuxcs B HSS manubix 06 aGOHETCKUX paaMOCTaHIMAX,
noanepxusaromux cranaapt LTE (mpunoxenue Ne 13 k [Ipasuiam);

2) mepeuHto cooOmeHWH mpoTokona Diameter npu  peanusanuu
uHTepdeiica Bzaumogeticreus HSS ¢ MME (untepdeiic S6a) (mpunoxenne Ne 5
K IIpaBunam);

3) wunTepdeiicam B3auMoneiicTBus (mpunoxenne Ne 9 k [Ipasuiam);

4) mporokomy SCTP npu peanmsauuu B 00OpYAOBaHHH KOMMYTAIHMH
crangapta LTE (nmysxT 2 npunoxenust Ne 14 k [pasunam Ne 58-07);

5) OCYWIECTBIEHHIO HpOLENYp ayTeHTU(DHUKALMK H WACHTHQHKANHUHA
abOHEHTOB C  HCIOJNB30BaHUEM CPEACTB  KPHUINTOrpadMuUecKod  3alHUTHI
HHOGOPMALIMH,  HMEIOIMX  IOATBEpXXAEHHE  COOTBETCTBUA  TPeOOBaHMAM
1o 6ezonacHoct HHbopMaryHy kiacca KA g 060pynoBaHus KOMMYTAlMH y37I0B
CBA3H, YCTaHOBIIEHHBIM (efepanbHBIM OPraHOM HCIIOJHHUTEIBHOH BJIACTH
B obnactu obecneuyeHns 0€30MacHOCTH;

6) TMpOTOKONIy B3aUMOJEHCTBUA cepBepa abOHEHTCKUX AaHHbIX HSS n/umm
neHTpa ayreHTHOHKAUKH AuC ¢ OTAeTBHBIM anmapaTHBIM MOLYJIEM G€30MacHOCTH
HSM, BpImONHAOMMM  KpUNTOorpapuyeckue QYHKUMHA ayTEHTHQHKALKH M
UACHTUGUKAIUH aboHEeHTOB (npunoxenue Ne 24
K IlpaBunam);

7) GbyHKIHIM HSS pu peanuzanuu non-3GPP JocTyna
npu  B3aumogeiictBun ¢ 3GPP AAA cepBepoM mo mnporokony Diameter
(unTepodeiic SWx);

8) mepedyHro coobmeHuii nporokoma Diameter mnpu peanusanmun
uHTepdeiica SWx (mpunoxernue Ne 21 k [Ipasuinam);

9) nepeunro naHHBIX, XpaHamuxcs B HSS, mpu peanmsanum non-3GPP
noctyna (npuioxerne Ne 22 x [Tpasuiam).

16. Hns obopynoBaHus, BBIIOJTHSIOIIETO GyHKIMH SGSN,
yCTaHaBJIMBAIOTCA Cleayrolye TpeOOBaHus K:
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1) mpotokory GTP (mpunoxenun Ne 7 x ITpaBunam);

2) wuHTepdeticaMm B3aumoercTus (pmwiokenun Ne 9 k Ipasunam);

17. Onsa obopynoBaHus, BBITIOJTHSAOLIETO byHKIIH PCREF,
yCTaHaBJIMBAIOTCA Clexylomue TpeOOBaHu K:

1) mepeunro coobuwieHuii mnporokoida Diameter npm peanusanuu
uHtepdeiica B3ammogneiictBui PCRF ¢ P-GW (unrepdeiic Gx) B ciydae
peanusanun uHTep(eiicoB S5 u S8 mportoxosom GTP, PCRF Bu3suTHOM ceTu
(manmee - V-PCRF) ¢ PCRF momammeii cetn (manee - H-PCRF), H-PCRF (V-
PCRF) ¢ S-GW (untepdeiic Gxc) B cinydae peanusanuu uHTepdeiicoB S5 u S8
nporokoioM PMIPv6, PCRF c¢ ¢yukuusmun npunoxenuit (unrepdeiic Rx)
(mpunoxxenue Ne 5 k [IpaBunam),

2) nporokoimy SCTP mnpu peanmsanuu B 0OOpYIOBaHHH KOMMYTALMM
crauzapta LTE (mysxT 2 npunoxxenus Ne 14 k [TpaBuizam Ne 58-07);

3) wuHTepdelicam B3aumoneticTus (npmwiokende Ne 9 k [pasunam);

4) ¢ynxuusam PCRF npu peanuzanun non-3GPP x:

a) PCRF pgomamneii cetu (nanee — H-PCRF):

B3auMozericteue ¢ P-GW pgomammeit cetn (unrepdeiic GX) TOIDKHO
OCYIIECTBIATECA JUIa oOMeHa HMHpopManueil ynpaBiieHHS Ka4eCTBOM Iepeaadyu
AaHHEIX QOS ¥ mpaBui Tapu(UKaUKM NpPH MapIIpyTH3alUM Tpaduka depes
JIOMAIIIHIOIO CeTh 10 IpoTokony Diameter;

B3anmozericteue ¢ TWAN (untepdeiic Gxa), ¢ S-GW (unrepdeiic Gxc),
¢ ePDG (unTepdeiicy Gxb) MomKHO OCYmIECTBIATHCS IS Mepefadyn COOOLIEHH M
yNpaBJIeHUs KayecTBOM Iepefadd AaHHBIX QoS U TapuUKaLU{ IO MPOTOKOITY
Diameter;

B3aumozericteue ¢ PCRF BusutHoli cetu (manee — V-PCRF) (unTepdeiic
S9) I0MHKHO OCYIIECTBIATHCSA IO poTokoiry Diameter;

6) PCRF BusutHOM ceTH:

B3anMozercteue ¢ TWAN (unTtepdetic Gxa), ¢ S-GW (untepdeiic Gxc),
¢ ePDG (unTepdeiic Gxb) moMKHO OCYIIECTBIATHCA AJIA MEpeAayvdl COOOILEHHIA
yIpaBJIEHUs] Ka4eCTBOM Iepefadyd JaHHbIX QoS M TapuduKaluu MO MPOTOKOIY
Diameter;

B3anmogeiicteue ¢ H-PCRF (unrepdeiic S9) IOMKHO OCYIIECTBIATHCA IO
nporokony Diameter.

18. TpeboBanus x o6opynoBanuio kommyraluu cranaapra LTE B pexxume
OKa3aHUs YCIYI CBS3M C HCIOJNb30BaHHEM oO0OpymoBaHHS KoMMmyTtanud IMS
npuBeAeHs! B Ipuitoxkenuu Ne 16 k Ilpasunam.

19. Tpebosanus k obopynosanuio Llentpa YnpasieHnus u TexHuueckoro
O6cmyxuBanus (LY u TO) npusenens! B npmioxenun Ne 15 k IIpaBunam.

20. Jna oOopynoBaHus, BBIIONHAOIEr0o (GYHKUMH DA mepekimodeHHs
(manee — DRLA), npokcu cepsepa (nanee - DPXA), nepenanpabienus (ganee —
DRDA), ofecneduBaromero onpefelieHHe MECTOHAXOXACHHUS  IOIIMHUCKH
IOJB30BaTENsl, B Cllydyae HaJW4yusl Ha CeTH oleparopa Heckoiabkux HSS,
yCTaHaBJIMBAIOTCA ClIeAyIomue TpeOoBaHMs K:

1) mepeunto coobmeHuid mnpotokosna Diameter mnpu peanusauuu
uHTepdeiica Bzaumozeiicteun MME ¢ DA (untepdetic S6a) (npmioxenne No 5
K [IpaBunam);
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2) mpotokony SCTP npu peanusamuyu B 000pyIOBaHMH KOMMYTalUH
craggapra LTE (myskT 2 npunoxxenus Ne 14 k [Ipasunam Ne 58-07);

3) wuHTepdeiicam B3aumoneiicTBus (npmwiokenun Ne 9 x [Ipasuiam).

21. Hns o0opynoBaHus, BBIITOJIHSAIONIETO byHKIUN ePDG,
YCTaHaBIIUBAIOTCS CIeAyIOIINe TpeOOBaHUS K:

1) ¢ysxuusm ePDG:

a) BeigeneHue UE BpemeHHoro ynpanexnoro IP ampeca (manee — CoA),
ABJISIONIErocs JIoKanbHbIM Ai1st ePDG, npu peanuszanuu unrepodeiica S2c;

6) peructpauus nokansHoro IP agpeca UE;

B) ofecrnedeHHe BO3MOXXHOCTH TPaHCIOPTHPOBKM ynaaneHHoro IP-ampeca,
BhIZIeJICHHOr O B KauecTBe IP-anpeca PDN, npu peanuzanuu unrepdeiica S2b;

r) MapmpyTusanus IakeroB IaHHBIX oT(k) P-GW (ot(x) S-GW mpu
BeimojiHeHud S-GW ¢ynkuuu LA B cetu VPLMN k(ot) UE, ecinn peanusyercs
unTepodeiic S2b mporokonom GTP;

1) MapmpyTuzanus maketoB AaHHeIX K UE u4epes wunrepdeiic SWu,
CBA3aHHBIN coeauHeHHEM ¢ PDN;

€) HHKanCylslus M JeUHKANCyIsnus TmakeroB jaHHeIXx IPSec, mpu
OCYIECTBJIEHMY TIOAAEP)KKM MoOWMNIbHOCTHM Ha ©Oaze uHTepdeiica S2b,
peanu3oBanHoro nporokojioM GTP unu PMIPv6;

K) peanmmsatus  QyHxkiuid MAG npu peanusanuu  uHTepdeiica S2b
nporokonoM PMIPv6;

3) ¢opmupoBanue GeszomacHbIXx TyHHene# IPSec mportokosnom IKEv2 mus
nepefavd JaHHBIX ayTeHTU(GUKAIIMY U aBTOPH3AIlHH,

u) obecneuenme o¢yHkuuit LMA B ciyyae peanusaiidil pacIIApEHHs
npotokoisia IKEv2;

K) TreHepalys U pacnpejenenue kmodei npotokoyna GRE, ucnosib3yembIx
JUI MHKancysinuu faHHblx PMIPv6, nepenaBaemeix EPC B Hamnpasnenun ePDG B
CTOpOHY UHTepdeiica S2b;

J) OpraHu3alUs B3aUMOJECHCTBUS NpaBWI TapUUKALMKA Pa3IHMYHBIX
OIepaTopOB;

M) peanuzanus GyHKIMHA DOTPaHUYHOTO B3aMMOICHCTBHS;

2) wuntepdeiicam BlammoeiicTBus (nprmioxenue Ne 9 k [IpaBunam);

3) mnpotokomy PMIPv6 npum peannzanuu B 00OpPYZOBaHHM KOMMYTAILlHH
crannapta LTE (nmpunoxenue Ne 8 k [Ipaunam);

4) mnporoxony SCTP npu peanuzauud B 0OOpYHOBaHHH KOMMYTAI[UH
crainapta LTE (mynkr 2 npunoxenus Ne 14 x Ilpasuiam Ne 58-07);

5) nporokony GTP (mpunoxxenue Ne 7 k [IpaBunam);

6) npotokony IKEv2 (mpunoxenue Ne 19 k Ilpasunam);

7) npotokomy IPSec, npentudrkanroHHOMY 3aroioBKy npoTtokoina IPSec
(AH), mporoxony ESP) (npunoxxerue Ne 20 k [TpaBuiam);

8) mepeunHio cooOmeHuNt mpotokona Diameter npu peanusanuu
unrepdeiica B3aumogeiicteus ePDG u  3GPP AAA  cepBep/lpokcu
(uaTepdeiic SWm) (npunoxenne Ne 21 k [lpasunam);

9) nmnepeuHro AaHHBIX, xpaHsmuxcs B ePDG, npu peanuzanyuu non-3GPP

nocryna (npmwroxenue Ne 22 x Ilpasunam);
10) mporokonmy EAP-AKA, EAP-AKA' (opwioxenue Ne 23
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K IIpaBunam).

22, Jina obopynosanus, BemonHsiomero ¢yukuun 3GPP AAA cepgepa,
YCTaHaBIMBAIOTCS CIeAyIOmue TpeOOBaHu K:

1) dynxmusm 3GPP AAA cepgepa:

a) BhINONHEHHE QYHKUNH cepBepa s Metona EAP-AKA, ucnone3yemMoro
npu ayreHTuukanuu UE;

6) momyyenne or HLR/HSS wundopmaumm o npodursx UE
JUIs ay TeHTU(DUKAIUY,

B) ayreHTHOHKanms 3GPP monp3oBarens ¢ HCIONBE30BaHUEM OAHHBIX,
nony4deHHsIx or HLR/HSS;

r) obnosnenue nHpopmManuu as focryna TWAN o sanpocy HLR/HSS;

n) mepenada MHGOpPMAIMH aBTOpU3alMH mHoib3oBarens kK WLAN uepes
3GPP AAA npokcu cepsep, eCl OJB30BaTeNb HAXOAUTCS B BU3UTHOM CETH,

e) perucrpauus agpeca B HLR/HSS npu xaxnoli ayTeHTHHKamuy
T10JIb30BaTES;

K) ylaleHHe JaHHbBIX O moakimodennn wu3 HLR/HSS npu ormene
peructpauui rons3osateiss B 3GPP AAA cepsepe;

3) coxpaHeHHe HHpopMauH o coctosHun noakmodenus UE k WLAN;

u) QopMupoBaHHME W Tepelaya OaHHBIX M9 TapUQHKALKAM CHCTEME
tapudukau B HPLMN npu noctyne UE uepes UTWAN; |

K) XpaHEHUe JaHHBIX O KauecTBe obcmyxuBanus it TWAN;

1) B3aumogmeiicteue ¢ TWAN (untepdeiic STa), ¢ HLR/HSS
(untepdeiic SWx), c UTWAN (urTepdeiic SWa), c 3GPP AAA npokcu cepeepoM
(nHTEpdeiic SWd) nmo nporokoiy Diameter;

M) nepenada k P-GW undopmaimu s aBTopu3aiyy;

H) npegocraBieHne P-GW Bpemennoro ynanewnoro IP ampeca UE,
nony4ernoro ot HSS npu ucnone3oBannu cratudeckoro yaaneHHoro IP anpeca;

o) npenocrasnenne 3GPP AAA npokcu cepBepy uHMOpPMALUH
0 IIpaBUIax 00CIIyKHUBAaHUSA IIOJIE30BAaTES;

2) nporokomy PMIPv6 npu peanusanuu B 060pyHAOBaHHHM KOMMYTAaLAH
crangapra LTE (npunoxenue Ne § k [IpaBunam);

3) wuHTepdelicam B3auMozeiicteus (npunoxerue Ne 9 k [Tpasunam);

4) nporokony SCTP mnpu peanusauuy B 00OpYNOBAaHHM KOMMYTAIHH
cragaapra LTE (nmyskT 2 npunoxxenus Ne 14 k [Ipasuiam Ne 58-07);

5) mpotokoiy IKEv2 (mpunoxenue Ne 19 k Ipasunam);

6) mpotokomy IPSec, naeHTHDUKAIMOHHOMY 3arojioBKy nportokona IPSec
(AH), nporokony ESP (npunoxenue Ne 20 k IIpaBunam);

7) nmepedHI0 cooOmeHWH MpoToKoia Diameter npH peanusaliu
uHrepderico STa, SWx, SWa, SWd (npmnoxenne Ne 21 k ITpasuiam);

8) mepeyHio paHHBIX, XxpaHsamuxcs B 3GPP AAA cepsepe, mpu
peanusanuu non-3GPP gocrymna (npmnoxxenue Ne 22 k IIpaBunam);

9) mnporoxonmy EAP-AKA, EAP-AKA' (npunoxenne Ne 23
K IIpaBunam).

23. Jna obopynoBanus, BemonHsAoowero ¢pynkuunu 3GPP AAA mpokcu
cepBepa, YCTaHaBIMBAIOTCA CIIeAyIOIne TPeOGOBaHuA:

1) TpaHCcnanusa wuHOpMammu Uit ayTeHTHUKaud Mexay WLAN
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u 3GPP AAA cepBepom;

2) nmpemocraBneHue HHPOpMAaMM 06 OrPaHMYEHMAK, IOTYYSHHOM
U3 IOMAIIHEeH CeTH NIPH UCTIONb30BaHuu foctyna WLAN;

3) ¢opmupoBaHMe M mepeiaya INAaHHBIX IS TapUGUKALUA CHCTEMe
tapudpukauuu VPLMN;

4) mpekpalleHue 00CITyKUBAHKS,

5) ofbecrneuenue B3aumopneiicteus wuHTepdeiicos SWa, STa u SWd
IPH MCIIOJIb30BAHUH Ha HUX PA3NIMYHBIX MPOTOKOJIOB;

6) « mporokony PMIPv6 npu peanusaunu B 060pyA0BaHMM KOMMYTALHH
cranaapta LTE (npunoxenue Ne 8 k [Ipasuiam);

7)  x untepdeiicam B3auMoseiicTBus (mpunoxenue Ne 9 x ITpasunam);

8) k mpotokomy SCTP npu peanusamuu B 060pyJOBaHMH KOMMYTALHH
cranpapra LTE (mynxT 2 npunoxenus Ne 14 k ITpasuiam Ne 58-07);

9) x mporokony IKEv2 (npunoxenne Ne 19 x [pasuiam);

10) x mpotokomy IPSec, HMAEHTH(UKALMOHHOMY 3arojOBKY IIPOTOKOIA
IPSec (AH), mpotoxony ESP (npunoxenue Ne 20 k Ilpasuiam);

11) x mnepeunio coobmeHnii mnporokona Diameter npu peanusanuu
untepdericos STa, SWa, SWd (npunoxenue Ne 21 k [Tpasunam);

12) x mnepeunro maHHbIX, XpaHamuxcs B 3GPP AAA npokcu cepsepe, pu
peanmusanuu non-3GPP nocryna (npunoxenne Ne 22 k [pasuiam);

13) x mporokomy EAP-AKA, EAP-AKA' (npumoxernne Ne 23
K IIpaBunam).
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ITpunoxenne Ne 1

K IlpaBunaM npumeHeHus 000OpyIOBaHUA
KOMMYTaly{ cereit MOJABMKHOM
panuorenedonHoicessu.  Yacte  VIL
[IpaBuna mnpuMmeHeHus 0OOpyAOBaHUA
KOMMYTaLu1 CTaHJapTa LTE,
YTBEPKIEHHBIM IpHKa3oM MUHHUCTEpPCTBA
u(pPOBOro Pa3BUTHUSA, CBA3H U MAaCCOBBIX
KOMMyHUKaui Poccutickoit @enepanun

OT 25 06 207~ Nel74

TpeOoBaHUA K cHCTeMe HyMepalunuy 1 HAeHTHGHKAHH

1. Unentudukauus AC [gomDKHAa OCYIIECTBIATHCS B COOTBETCTBUHU
c TpeboBaHMAMU IpuKa3a MUHUCTEpCTBA CBA3M M MAacCCOBBIX KOMMYHUKaUUH
Poccuiickoit @enepanuu ot 25 ampens 2017 r. Ne 205 «O6 yTBepkaeHUH H
BBEIGHUHM B JIeICTBUE pOCCHUICKONH CHCTEMBI M IIJJaHa HyMEpauum»
(3apeructpupoBad  MunnctepctBoM  octunuu  Poccuiickoii Pepepauuu
13 uronst 2017 r., peructpaunonsslii Ne 47401).

2. ObGopynmoBanue kommyTanuu crtagaapra LTE HOmMKHO oCyIIECTBIATH
MaplIPYTH3aLMIO JaHHBIX, HCIONB3ys ajpecanuio cetd HurepHer B ¢Qopmare,
ornpeneleHHOM mpoTokojamu I[P uerBeproit m mectoif Bepcuit (manee — IPv4,
IPv6).

3. Jna upentndukamun AC B MHGOPMaIMOHHO-TEIEKOMMYHHUKAIIMOHHON
cetn «MuTepHeT» Ha Bpemsa B3aumojeiictBus AC ¢ uHOOPMALKMOHHO-
TEJIEKOMMYHHKAIIMOHHOM ceThio «VIHTepHET» el NOJDKEH INPUCBAaUBaTHCA aIpec
ceTH B popmare mpotokona [Pv4 u (unu) IPve.

4. JIna ayrentudpukammu UE npu poctyne depes TWAN  1omKHBL
HCIIOJIb30BaThCS MIEHTU(DUKATOPHIL:

1) mocryna k cetn (manee — NAI), umeromuii CTpyKTypy:

«»<IMSI>@wlan.mnc<MNC>.mcc<MCC>.3gppnetwork.org  —  jand
ayreHTA(uKanu EAP-AKA;
«O»<IMSI>@wlan.mnc<MNC>.mcc<MCC>3gppnetwork.org -  mjd

ayrentudukanuu EAP-SIM;

2) certu gocryna (ganee — ANID), npuauMatomuit mpu goctyne non-3GPP
ClIeIyIoIIre 3HAUCHHUS:

«WIMAX» — ceThb goctyna Wi-Max;

«WLAN» — ceTs noctyna WLAN;

«ETHERNET» — ceTh GUKCHPOBaHHOI'O JOCTYIIa C KOMMYTALMEH ITAKETOB.
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Ipunoxenue Ne 2
K IlpaBunam npumeHeHwus
KOMMYyTalliH ceTel

paguoTeneoOHHONH CBA3M.

IlpaBuna npuMeHeHHS

KOMMYTaIliH CTaHIapTa

YTBEPKACHHBIM IPHKA30M
M (PPOBOrO PasBUTHUA, CB

obopynoBaHus

MOIBMKHOM’

Yactep VII.
obopyroBaHHs
LTE,
Mpunucrepersa
31 1 MacCCOBBIX

koMMyHuKauui Poccuiickoit @enepanuu

or 75.06 Z0/P Ne 379

Ilepeuens xpansimuxcss B MME faHHBIX 06 2G0HEHTCKHX PaAHOCTAHLANX,
noagep;kuBROIHX cTaHAAPT LTE H HaXoAAMHXCA B COCTOSHUAX
ECM-IDLE, ECM-CONNECTED uau EMM-DEREGISTERED

B 30HaX cJieskeHus (TA), o6cay:knBaembix MME

Tabnuua.

JlanHbie

KommenTapun

Mexnynaponustit Homep AC (IMSI)

Hunuxatop HeNOATBepKAeHNs HoAIMHEHOCTH IMSI
(IMSI unauthenticated-indicator)

Mexnynaponusrii Homep AC B cetn ISDN (MSISDN)

IpY HAJIMYUU B
HSS

Cocrosue ynpasnenus mo6uwisHocTei0 (ECM-IDLE, ECM-
CONNECTED, EMM-DEREGISTERED) (MM State)

I'noGanbHblil yHMKaIBHBIH BpeMeHHbIN nuenTudukarop (GUTI)

Mexnynaponuslii unenTHduKatop o6opynosanus AC u Bepcus
nporpammHoro obecnedenus (IMEI/IMEISV) (ME Identity)

Crnrcox 30H cnexenus (Tracking Area List)

WneHTrdrKaTop 30HEI CIIEKEHUS, B KOTOPO IIPOHU3OIILIO
nocieHee oGHoBneHne 30HHI ciexenus (TAI of last TAU)

['moGaneHeIi HASHTUDUKATOP COTH B CETH PaaHOAOCTYIA
crangapra LTE (E-UTRAN Cell Global Identity)

BpemMs, npoieniiee ¢ MOMeHTa [TOCIEAHETO OIIPEAEICHHUS
I'nobGanpHOrO MeHTHUKaTOopa coTh cTanaapTa LTE u/umm
LTE-Advanced (E-UTRAN Cell Identity Age)

Wnentndukarop 3akpeIToi rpynmsl nojip3osareneii (CSG ID)
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YIIeHCTBO B 3aKphITO# IpyIine I0JIb30BaTeNeH
(CSG membership)

Pexxum nocryna (Access mode)

ITapameTps! ayTenTHOHKAIMY: TPOU3BOIbHEI HoMep (RAND),
oxugaemelil oreet (XRES), kimrou (KASME), cumBon
ayrentu¢ukauu (AUTN) (Authentication Vector)

BosmoxzocTH pagronoctyna AC
(UE Radio Access Capability)

Mapxka knacca 2 1 o6opynoBanus AC (moaepxka nepeaadn
o06Cmy)XMBaHUA K CeTH paguopocTyna craagapta GSM 900/1800
umn UMTS) (MS Classmark 2)

Mapka knacca 3 ana o6opynosanus AC (mogaepxka nepeaadu
00CIIy)XMBaHHS K CETH paguoxoctyma cranaapra GSM 900/1800)
(MS Classmark 3)

Ionnepxusaemele kogeku (Supported Codecs)

Ceresrle BosmoxHOcTH AC (UE Network Capability)

CereBbie BosmoxHocTH AC crarmapra GSM 900/1800 mu
UMTS (MS Network Capability)

IMTapameTpsr DRX (UE Specific DRX Parameters)

Bri6pannsIii anroput™ Ge3onacHocTy ciios 6e3 mocTyna
(Selected NAS Algorithm)

Hnentuduxarop ycraHoBku kimoya (eKSI)

Koy KASME (KASME)

Kiroun cios 6e3 nocryna u mapameTps cuera
(NAS Keys and COUNT)

Wnentrdukarop BEIOpaHHOTO omeparopa ceTH
(Selected CN operator id)

Boccranosnenue ganneix HSS (Recovery)

Orpannvenue nocrymna (Access Restriction)

OrpanndeHnns oneparopa A YCIYT Iepeaadd TaHHBIX
(ODB for PS parameters)

3amena APN-OI (APN-OI Replacement)
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IP anpec MME mis untepdeiica S11 ¢ S-GW
(MME IP address for S11)

WnenrtupuxaTop KOHEUHOM Touku TyHHenA1 MME s
unTepdeiica S11 (MME TEID for S11)

IP agpec S-GW mis untepdeiico S11/S4
(S-GW IP address for S11/84)

WnenTndukaTop KOHEYHOI TOUKM TyHHeNs S-GW miis
uHTepdeiicos S11/S4 (S-GW TEID for S11/54)

IP agpec SGSN nns untepdeiica S3 (SGSN IP address for S3)

Wnentndukarop KoHeyHOM Touky TyHHeII SGSN s
unrepdeiica S3 (SGSN TEID for S3)

IP anpec ucronesyemoro ysna paguomoctyna eNodeB ms
unrepgeiica S1-MME (eNodeB Address in Use for S1-MME)

YuukaneHbii uneHTUUKaTop AC 11 eNodeB
(eNB UE S1AP ID)

YHukaneHeil uaentudukatop AC gt MME
(MME UE S1AP ID)

O6mas MakcUManbsHas CKOpocTs nepegaunt s AC
(ITopgmucka AC)
(Subscribed-UE-AMBR)

OO1was MmakcuManbHas ckopocth nepenaur (UE-AMBR)

XapaxkTepuCTHKH A7 yueTa cTouMOCTH AC B COOTBETCTBHH C
IMOANIUCKOH B CETH ‘
(EPS Subscribed Charging Characteristics)

Hnpexc npuopureTHocTH BbiGopa TexHomorun
pamuomoctyna/Yacrorsl (Subscribed RFSP Index)

Hcnonesyemsrii Unnexc npuopuretHocTH Beibopa TexHomoruu
pagrogocryna/Hactors! (RFSP Index in Use)

Ilonpo6Hoe onucanue tpeiica (Trace reference)

Tun tpeiica (Trace Type)

Wnentudukarop Tpurrepa (Trigger id)

Wnenrnduxarop HeHTpa yNpaBieHus 1 00CIyKUBaHUs, Ky1a
OynyT nepenasaThbes oT4eTsI 1o Tpeiicam (OMC Identity)
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IMTapameTp 3anpoca gocrynuocta AC mis MME
(URRP-MME)

JlaHHEBIE MOANMCKY 3aKPHITOH IPYIIIBI IOAE30BaTeNeH
(CSG Subscription Data)

Paspemenne mectroro IP noctyna (LIPA Allowed) <*>

Ioanvcka Ha meproaANYeCcKOe OGHOBIEHHE 30HBI
MapLIpyTHU3aIMK/CIIEXESHHUS [0 TaliMepy
(Subscribed Periodic RAU/TAU Timer) <*>

IMomnucka Ha mpuopuTeTHOE 06CTyX)uBanue B fomene CS (MPS
CS priority) <*>

IMoamucka Ha mpuopurteTHoe obciyxusanue B EPS (MPS EPS
priority) <*>

I[aHHBIe HJTA KaXKI0T0 aKTUBHOT'O COCAMHEHHUA CETH II€pelavyl JaHHBIX

Hcnons3yemas Touka goctyna (APN in Use)

Orpannuenue Touku nocryna (APN Restriction)

IHoamnwucka Ha APN (APN Subscribed)

Tun cetu nepenaun nanuex (IPv4, IPv6, IPv4v6)
(PDN Type)

IP anpec (anpeca) cetu nepenaun aanueix (IP Address(es))

XapaKkTepHUCTUKH y4eTa CTOUMOCTH a0OHEHTCKOM CTaHLIUHU B
COOTBETCTBHH C IMOANKCKOHN B CETU Nepenadu JaHHbIX EPS
(EPS PDN Subscribed Charging Characteristics)

3amenenne Touky nocryna (APN-OI Replacement)

Paspermiennsa BO3MOXXHOCTH pacrpeeneHus tpaduka IP
(SIPTO permissions) <*>

Paspemenus LIPA (LIPA permissions) <*>

LIPA-
paspelieHo,
Toyibko LIPA,
LIPA-nipu
YCIIOBUH

Bo3MoxxaocTh ucnonb3oBaTh 11t APN AC P-GW nomamnneit
unu Bu3uTHOU cetu (VPLMN Address Allowed)

IP agpec ucnionezyemoro P-GW (1151 IIIIOCKOCTH yIIpaBIICHHS)
(P-GW Address in Use (control plane))
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WnentudukaTop KoHEUHOIt ToukM TyHHens P-GW mis
uHTepdetica S5/S8 (a1 mIoCcKOCTH ypaBieHus)
(P-GW TEID for S5/S8 (control plane))

Coobmenne 06 nsmenennn napopmanun AC
(MS Info Change Reporting Action)

Coobmenre 06 n3MeHEeHNY HHYOPMALUH 3aKPLITOM IPYIIBI
none3oBareneil (CSG Information Reporting Action)

Ipodune kadecTBa 06CITYKUBaHUS B COOTBETCTBHH C IOMHCKOM
B EPS (QCI u ARP)
(EPS subscribed QoS profile) <*>

IMoamucka Touka noctyna - O61as MakCUMaIbHAasA CKOPOCTh
nepenayn (Subscribed-APN-AMBR)

Touxka A0CTyIIa - O6I.I_Iaﬂ MaKCHMaJIbHasA CKOPOCTh nepeaauu
(APN-AMBR)

Koy GRE, Beigenennsiit P-GW 1is epenaun
IT0JIb30BATENLCKUX JaHHBIX "BBEpX"

(Tonbko st PMIPV6 ma S5/S8)

(P-GW GRE Key for uplink traffic (user plane))

Wneutnduxarop EPS no ymomuanuro (Default bearer)

Huskwuit npropuret focrymna (low access priority) <*>

I[aHHBIe AJIA KaXXJI0I'o KaHajla COSAUHCHUA CCTH Nepeaavyu JaHHBIX

Wnentudukarop kaHana nepenayn gaHHeix EPS
(EPS Bearer ID)

Hnentudukarop rpanszakuu (T1)

IP anpec S-GW nns S1-u untepdeiica
(S-GW IP address for S1-u)

Wnentndukarop koHewHO# Touky TyHHENA S-GW mis
untepodeiicos S1-u (S-GW TEID for S1-u)

WneHTudukatop KoHeYHOM Touku TyHHens P-GW s
unTepdetica S5/S8 (A5 MIOCKOCTH MOTB30BATENA)
(P-GW TEID for S5/S8 (user plane))

IP agpec P-GW mns untepdeiica S5/S8 (s mnockoctu
none3oBarens) (P-GW IP address for S5/S8 (user plane))

KauectBo 06citynBanus B KaHalle iepeaadn JaHHBIX EPS
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(QCI u ARP) (EPS bearer QoS)

[la6sron moToka Tpaduxa (Tonsko mist PMIPv6 na S5/S8) (TFT)

HaHHbIe A7 3KcTpeHHOTo 06Ccy)xuBanusa AC

HanMeHOBaHME TOYKH JOCTYIIA IIPU SKCTPEHHOM 0OCITYKHBAHIN
(Emergency Access Point Name (em APN))

ITpodune QoS npu 3kcTpennom o6enyxusanuu EPS
(QCI u ARP) (Emergency QoS profile)

Touka moctyna npu skcTpeHHOM 06CIyXuBaHuY - O6mas

MaKCUMaJIbHasi CKOPOCTh Tiepefadn
(Emergency APN-AMBR)

Wnentupukarop P-GW npu skcTpeHHOM 06CiTyKUBaHAM
(Emergency P-GW identity)

Ilpumevanune: <*> "JlanHple" 00s3aTeNbHBI TONBKO Ui craHgapra LTE-
Advanced.
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IIpunoxenne Ne 3

K IlpaBunaM npumeHeHHs 00OpYIOBaHMS
KOMMYTalu{ ceren MMOJBHXHOMN
panuotene@oHHo cBa3d. Yacte VIL
IlpaBuna npuMeHeHHs 00OpPYIOBaHMS
KOMMYTallUH CTaHJapTa LTE,
YTBEPXKIEHHBIM IIpHKa3oM MuHucrepctsa
IM(GPOBOTO Pa3sBUTHS, CBA3M M MAacCOBBIX
KoMMyHHKanui Poccuiickoit ®eneparuu

or I8 DE TP Ne /G

Ilepeyenn coobmennii nporoxona S1-AP npu B3aumMoaelcTBHH
oGopynoBanus cucreM 6a3oBbIx cranuuii cranaapra LTE (eNodeB) c MME

Tabnmna.

Coobmenne Hamnpasnenue

nepeaavu

3ampoc ycranoBku E-RAB or MME k eNodeB
(E-RAB SETUP REQUEST)
OrtBert Ha 3anpoc ycraHoBku E-RAB ot eNodeB x MME
(E-RAB SETUP RESPONSE)
3anpoc u3meHeHus E-RAB ot MME k eNodeB
(E-RAB MODIFY REQUEST)
Ortset Ha 3amnpoc u3Menenuss E-RAB ot eNodeB x MME
(E-RAB MODIFY RESPONSE)
Komanna ocBoboxneuns E-RAB oT MME k eNodeB
(E-RAB RELEASE COMMAND)
OtBet Ha KoMaHIy ocBOOOXIeHu E-RAB oT eNodeB xk MME
(E-RAB RELEASE RESPONSE)
OcBobOoxneuue E-RAB ot eNodeB x MME
(E-RAB RELEASE INDICATION)
3allpoc YCTaHOBKH MHHUIIAAIA3AMHA KOHTEKCTa ot MME k eNodeB
(INITIAL CONTEXT SETUP REQUEST)
OTBeT Ha 3anpoC YCTaHOBKHM HHHIIAATH3AIMH KOHTEKCTA ot eNodeB x MME
(INITIAL CONTEXT SETUP RESPONSE)
Omubka ycTaHOBKM MHUIIAATH3ALHUH KOHTEKCTA ot eNodeB xk MME
(INITTAL CONTEXT SETUP FAILURE)
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3anpoc ocBoGoxaeHHs KouTekcTa AC ot eNodeB x MME
(UE CONTEXT RELEASE REQUEST)

Komanna ocBo6oxnenusa kourexcra AC ot MME k eNodeB
(UE CONTEXT RELEASE COMMAND)

OcBoboxnenre koaTekcTa AC BEITIOIHEHO ot eNodeB x MME
(UE CONTEXT RELEASE COMPLETE)

3anpoc u3MeHeHus: KoHTekcTa AC oT MME k eNodeB
(UE CONTEXT MODIFICATION REQUEST)

Orser Ha 3ampoc u3MeHeHus KoHTekcTa AC ot eNodeB x MME
(UE CONTEXT MODIFICATION RESPONSE)

Omnbka n3MeHEeHUsT KOHTEKCTA ot eNodeB kK MME
(UE CONTEXT MODIFICATION FAILURE)

Tpebyetcs xenmoBep ot eNodeB k MME
(HANDOVER REQUIRED)

KomaHna Ha BeIoTHEHHE XeHI0Bepa ot MME k eNodeB
(HANDOVER COMMAND)

XeHJoBep HEe BO3MOXKEH ot MME k eNodeB
(HANDOVER PREPARATION FAILURE)

3anpoc XeHaoBepa ot MME k eNodeB
(HANDOVER REQUEST)

IoxarsepxaeHue 3ampoca XeHA0BEPa ot eNodeB x MME
(HANDOVER REQUEST ACKNOWLEDGE)

OrcyTcTBHE pecypcoB Ui XeHI0Bepa ot eNodeB x MME
(HANDOVER FAILURE)

IMonTBepxaeHne XeHaq0BEpa ot eNodeB xk MME
(HANDOVER NOTIFY)

3anpoc KOMMYTALMH KOHEYHOW TOYKH TyHHEI ot eNodeB xk MME
(PATH SWITCH REQUEST)

IMoaTBepkneHMe KOMMYTAIIMH KOHEYHOU TOYKK TyHHeNs | oT MME k eNodeB
(PATH SWITCH REQUEST ACKNOWLEDGE)

Ommnbka npx KOMMYTallUH KOHEYHOM TOUKH TyHHES ot MME k eNodeB
(PATH SWITCH REQUEST FAILURE)

OtMeHa xeHII0Bepa ot eNodeB xk MME

(HANDOVER CANCEL)
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IMonTBepxaeHNEe OTMEHBI XEHA0BEPa oT MME k eNodeB
(HANDOVER CANCEL ACKNOWLEDGE)

Ilepenaua craryca eNodeB ot eNodeB xk MME
(eNB STATUS TRANSFER)

Ilepenaua cratryca MME oT MME k eNodeB
(MME STATUS TRANSFER)

Ilounck or MME « eNodeB
(PAGING)

Huunuannzanms cooburenmnit AC oT eNodeB xk MME
INITIAL UE MESSAGE

Tpancnopruposka cooGinennii NAS "sau3" oT MME k eNodeB
(DOWNLINK NAS TRANSPORT)

Tpancnopruposka coobmenuit NAS "sBepx" ot eNodeB xk MME
(UPLINK NAS TRANSPORT)

HenocraBka coobienuit NAS "Buus" ot eNodeB xk MME
(NAS NON DELIVERY INDICATION)

C6poc ot eNodeB xk MME u
(RESET) ot MME k eNodeB
Ilonteepxnenue copoca ot eNodeB xk MME n
(RESET ACKNOWLEDGE) ot MME k eNodeB
WHaukanus ommOKku ot eNodeB xk MME u
(ERROR INDICATION) ot MME k eNodeB
3arnpoc ycTaHOBKH S1 ot eNodeB x MME
(S1 SETUP REQUEST)

OrtBert Ha 3anpoc ycTaHoBKH S1 otr MME k eNodeB
(S1 SETUP RESPONSE)

Omubxka ycranosku S1 ot MME k eNodeB
(S1 SETUP FAILURE)

O6HoBnenune koHpurypamun eNodeB oT eNodeB xk MME
(ENB CONFIGURATION UPDATE)

IoaTeepxaenne o6HOBNeHUS KoHburypanuu eNodeB ot MME k eNodeB
(ENB CONFIGURATION UPDATE

ACKNOWLEDGE)

Omubxa npu o6HoBIeHMs KoHpurypauuu eNodeB oT MME k eNodeB
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(ENB CONFIGURATION UPDATE FAILURE)

O6HoBneHue konpurypanurn MME ot MME k eNodeB
(MME CONFIGURATION UPDATE)

[onreepxnenue o6HOBIEHNS KOHGUTYypanud MME ot eNodeB kK MME
(MME CONFIGURATION UPDATE

ACKNOWLEDGE)

Ommbka npu o6HOBIIEHUs KoHGUTyparun MME ot eNodeB xk MME
(MME CONFIGURATION UPDATE FAILURE)

Hauano neperpysku ot MME k eNodeB
(OVERLOAD START)

OxoH4aHue neperpy3Ku ot MME k eNodeB
(OVERLOAD STOP)

HMunukanus BoamoxHocTelr AC ot eNodeB xk MME
(UE CAPABILITY INFO INDICATION)

Hauano 3anucu tpeiica ot MME k eNodeB
(TRACE START)

Wupukanus omuOKy 3anmucu Tperica oT eNodeB xk MME
(TRACE FAILURE INDICATION)

3aBepliLeHHe Tpeiica ot MME x eNodeB
(DEACTIVATE TRACE)

3anpoc HHQOPMAIH O MECTOIMOIOKEHUU oT MME k eNodeB
(LOCATION REPORTING CONTROL)

Ommbka pu 0TYEeTE O MECTOIOIOKECHHH ot eNodeB xk MME
(LOCATION REPORT FAILURE INDICATION)

OTt4eTr 0 MECTONIOJIOKEHUH ot eNodeB xk MME
(LOCATION REPORT)

3arpoc Ha4dana Wik Bo3oOHoBIeHus npeaynpexaaommx | ot MME k eNodeB
COOOIIEHNH

(WRITE-REPLACE WARNING REQUEST)

OTBeT Ha 3anpoc npeaynpexAAOIIUX COOOIICHHIHA ot eNodeB xk MME
(WRITE-REPLACE WARNING RESPONSE)

3anpoc yaaneHus npeaynpekKJaloInux COOOIeHnH or MME k eNodeB
(KILL REQUEST)

OtBeT Ha 3anpoc yAaneHus NpeaynpexIarommx oT eNodeB x MME
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COOOIIEHU I

(KILL RESPONSE)

Ilepenaya napopmauuu eNodeB ot eNodeB x MME
(eNB DIRECT INFORMATION TRANSFER)

Ilepenaya nndopmarmn MME ot MME k eNodeB

(MME DIRECT INFORMATION TRANSFER)

Ilepenaya kKoHQHUTypalMU CeTH pagHOIOCTYIIA
(eNB CONFIGURATION TRANSFER)

oT eNodeB x MME

ITepenaya KoHUTypaluK CETH PaaroOgOCTyIIa ot MME k eNodeB
(MME CONFIGURATION TRANSFER)
Ilepenava uHpOpMaLMU O MyTH B COTE ot eNodeB x MME

(CELL TRAFFIC TRACE)
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IIpunoxenne Ne 4

K IIpaBunam npuMeHeHus 0GOpyHIOBaHHS
KOMMYTaLuu cerei MMOJABUXKHOM
pagunorenedonnot ceasu. Yacte VII.
[IpaBuna npuMeHeHus oGopyaOBaHUS
KOMMYyTallu{ cTaHgapra LTE,
YTBEPXXIACHHBIM IIPHKa3oM MuHucTepcTBa
1M(bPOBOTO Pa3sBUTHS, CBA3M M MAacCOBBIX
koMMyHuKaiui Poccuiickoit @eneparum

or 2506 207 N F/8

Ilepeuyens coobmennii nporoxona SGsAP npu peannsanun
HHTepdeiica B3aumoaeiicreuss MME c cepBepoM neaTpa MoGHIbHO#
kommyTanun MSC cepsepom/VLR (unTtepdeiic SGs)

YcraHoBieHHe BXOAAIIEH M McXonsmed paauoTenehOHHON CBA3U JOIDKHO
ocymecTBIATECA K AC, uMmeromeii peructparuio B MME cetu cranaapra LTE u B
BUSUTHOM  peructpe  Mecromoioxenus  (VLR)

GSM 900/1800 wiiu UMTS.

Coobwenus mporokona SGsAP, nepenaBaemeie Mexay MME u MSC
cepeepoM/VLR uepes wunTepdedic SGs s ycTaHOBIeHHs pagmoTenehOHHOMN

CBS3H, IIPUBCACHE]I B Ta6JII/IHe.

cere

Tabnuna.

Coobmienue Hampasnenue

nepefaqn

IloaTBepxaeHue Ha 3arpoc aktusHocTH AC ot MME x VLR
(ALERT-ACK)
Ortka3 Ha 3anpoc aktuBHOCTH AC ot MME x VLR
(ALERT-REJECT)
3amnpoc aktuBHOCTH AC ot VLR x MME
(ALERT-REQUEST)
Hannsre "BHU3" (0T VLR K AC) ot VLR xk MME
(DOWNLINK-UNITDATA)
ITogTBepk1eHNE Ha HHAMKALHIO OTKIIIoueHUus EPS ot VLR x MME
(EPS-DETACH-ACK)
HMunukanus otkimouenus EPS ot MME k VLR
(EPS-DETACH-INDICATION)
IloaTBepxaeHHe Ha HHANKALMIO OTKIoYeHuss IMSI ot VLR xk MME
(IMSI-DETACH-ACK)

CTaHaapToB
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Wupvkanus otkmouenus IMSI or MME k VLR
(IMSI-DETACH-INDICATION)

OGHOBJIEHHE MECTOIOIOKEHHS BEIITOTHEHO ot VLR xk MME
(LOCATION-UPDATE-ACCEPT)

OG6HOBIIEHHE MECTOIIOJIOXKEHHS OTKIOHEHO ot VLR k MME
(LOCATION-UPDATE-REJECT)

3anpoc 0OHOBIEHUS MECTOIIOIOKEHHS ot MME k VLR
(LOCATION-UPDATE-REQUEST)

3anpoc crenuduaeckoil abOHEHTCKOH HH(pOpManuu ot VLR x MME
(MM-INFORMATION-REQUEST)

Wnnukanus cratyca ot VLR x MME
(STATUS) wiu ot MME x VLR
3anpoc 00CITy)KHBaHUA or MME k VLR
(SERVICE-REQUEST)

Wunukanus aktusHocTH AC ot MME k VLR
(MS-ACTIVITY-INDICATION)

AC HepoctymHa ot MME k VLR
(MS-UNREACHABLE)

Hannsle "BBepx" (or AC x VLR) ot MME x VLR
(UPLINK-UNITDATA)

Ortka3 B moucke or MME k VLR
(PAGING-REJECT)

3arpoc nmoucka AC or VLR x MME
(PAGING-REQUEST)

INoareepkaeHKe BRINOIHEHUS cOpoca ot VLR x MME
(RESET-ACK) uina ot MME x VLR
WNHunukauus copoca ot VLR xk MME
(RESET-INDICATION) wi oT MME x VLR
Ilepenasnauenne TMSI BrimonaeHo or MME k VLR
(TMSI-REALLOCATION-COMPLETE)

3arpoc 0cBOOOXKIEHUS or VLR x MME

(RELEASE-REQUEST)
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IIpunoxenne Ne 5

K [IpaBunam DpuMeHeHHS 00OpYHOBaHUS
KOMMYTalllH cereit TIOJIBHKHOM
pamuorenedonHoi cBsazu. Yacts VIIL
IlpaBuna mpuMeHeHHs o06GOpPY[OBaHMSA
KOMMYTaluH cTaHzapTta LTE,
YTBEPKICHHBIM IIpUKa3oM MuHncrepcTsa
1M(GPOBOTO PasBUTHS, CBSI3M M MACCOBBIX
komMMyHHKauui Poccuiickoit @enepanuun

or 75.06 20/8 NF7G

Ilepeuennb cooGmennii nporoxona DIAMETER npu peanun3anuu
nnTepdeiicos B3aumoneiicrenss MME ¢ HSS (untepdeiic S6a),
SGSN c HSS (unrepdeiic S6d), MME c EIR (untepdeiic S13),

SGSN ¢ EIR (untepdeiic S13'), PCRF ¢ P-GW (unrepdeiic Gx),

H-PCRF(V-PCRF) ¢ S-GW (untepdeiic Gxc),
V-PCRF ¢ H-PCRF (untepdeiic S9),
PCREF ¢ pynxnusavn npuioxenuii (unrepdeiic Rx)

Tabmuua Ne 1. Coobmenns nporokona Diameter Ha uaTepdeiicax S6a/S6d MEXAY

MME/SGSN #u

HSS,

OIIpCACIICHBIC

HUAECHTUGHUKATOPOM

npuiioxenus (nanee - Auth-Application-Id), paBasiM «16777251»

Coo01enue Kon coobuienus Hampasnenne
nepenavn

OOHOBIEHNE JAHHBIX O 316, 6ut R B nione ot MME nnu SGSN k
MECTOHAXO0XAEHHU ITOABUKHOI'O koMmauget "®nar" HSS
abonenra. 3ampoc (Update- ycTaHoBieH B "1"
Location-Request (ULR))
OOHOBIIEHUE JAHHBIX O 316, 6ut R B mosne ot HSS x MME wnnu
MECTOHAXO0XXJIEHUH IIOBUKHOIO xoMauae! "®nar" SGSN
abonenta. OtBer (Update- OYHIIEH
Location-Answer (ULA))
Hudopmarys ayreHTHPHKALNY. 318,6ur R Bnone |or MME umm SGSN k
3anpoc (Authentication- KoMaHas! "®nar" HSS
Information-Request (AIR)) ycTaHoBiieH B "1"
Hudopmanus ayrenrudukanuu. | 318, 6ur R B mose ot HSS x MME unu
Ortset (Authentication- Komangb! "®mnar" SGSN
Information-Answer (AIA)) OYHIIEH
Otmena uHpOpPMAIIUH O 317, 6ut R B nose ot HSS x MME wuin




MecToHaxoxaeHuu AC. 3ampoc KoMaH[b! "@ar" SGSN
(Cancel-Location-Request ycTaHoBJeH B "1"

(CLR))

Otmena uadopmaruu o 317, 6ur R Bmone | or MME unu SGSN x
MecToHaxoxaeHuu AC. Otser xoManas! "®mar" HSS

(Cancel-Location-Answer
(CLA))

OYHIIEH

Peructpanus aboHEHTCKHUX

319, 6ut R B none

ot HSS x MME wnnu

naHHbiX. 3anpoc (Insert- koMaHns! "®mar" SGSN

Subscriber-Data-Request (IDR)) yctaHoBieH B "1"

Perucrparus aboHEHTCKHX 319, 6ut R B none ot MME unu SGSN k

nanHbiX. OtBet (Insert- koMmans! "®nar" HSS

Subscriber-Data-Answer (IDA)) OYHIIEH

Y nanenne aGOHEHTCKUX 320, 6ut R B nose ot HSS x MME unu

naHHbIX. 3anpoc (Delete- xoManas! "Omar" SGSN

Subscriber-Data-Request ycTaHoBieH B "1"

(DSR))

VY nanenne abOHEHTCKUX 320, 6ur R Bmone | or MME unmu SGSN x

nmaHHbIX. OTBeT (Delete- KoMaH[Ibl "®ar” HSS

Subscriber-Data-Answer (DSA)) OYHIIEH

YBenoMmieHNE O CTUPAHHUH 321,6ur R Bmone | or MME unu SGSN k

JaHHBIX ab0oHEeHTa. 3ampoc KoMaH[ib1 "®nar” HSS

(Purge-UE-Request (PUR)) ycTaHoBieH B "1"

YBeOMIIEHUE O CTUPAHHH 321, 6ut R B nosne ot HSS x MME wnnu

JlaHHBIX aboHeHTa. OTBET KoMaHJ1b1 "Oar” SGSN

(Purge-UE-Answer (PUA)) OYHIIIEeH

C6poc. 3anpoc (Reset-Request 322, 6ut R B nozne ot HSS x MME unu

(RSR)) KoMaH[bl "@nar” SGSN
ycTaHoBieH B "1"

C6poc. OtBet (Reset-Answer 322,6ur R Bnone |or MME mimu SGSN k

(RSA)) koMaHas! "®mnar" HSS

OUHIIIECH
YBenomnenue. 3anpoc (Notify- 323, 6ur R Bmone | or MME mimu SGSN k
Request (NOR)) KoMaH[Ibl "@mnar” HSS

ycTaHoBiIeH B "1"

YBenomnenue. Oteer (Notify-
Answer (NOA))

323, out R B noste
koMmanHas! "®iar"

ot HSS x MME win
SGSN
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OYHIIEH

Tabmuua Ne 2. Coobmienus nporokona Diameter Ha uaTepdeticax S13/S13' mexay
MME/SGSN u EIR, omnpenenensie Auth-Application-Id,

paBHBIM «16777252»
Coo0menue Kox coobmenns Hanpagsnenue
nepenadu
IIpoBepka MeXITyHapOIHOTO 324, 6ur R B nose oT MME wunu SGSN
UAeHTHHKaTOpa 000PYIOBaHUS KoMaH[bl "@ar” K EIR
AC. 3ampoc (ME-Identity- ycTaHoBieH B "1"
Check-Request (ECR))
IIpoBepka MeXIyHApOIHOTO 324, 6ut R B nosie oT EIR k MME unn
UACHTHHKaTOpa 000PpYI0BaHHUs KomaHzs! "®mnar" SGSN
AC. OtBer (ME-Identity-Check- OUHIIIEH
Answer (ECA))

Tabmuna Ne 3. Coobmenus mporokona Diameter Ha untepgetice Gx mexnxy PCRF
u PDN GW, onpenenensie Auth-Application-Id, paBHBIM

«16777224», n Ha untepdeiice S9 mexny V-PCRF u H-PCRF,
onpeaenensle Auth-Application-Id, paBasiM «16777267»

Coobenue Kon coobienus Hanpasnenue
nepegavn

IIpaBuna monutuky ynpasienus | 272, 6ut R B nosne ot PDN GW « PCREF,

1 tapudukanyu (PCC). 3ampoc KoMaH[b! "®ar” ot V-PCRF
(CC-Request (CCR)) ycTaHoBJeH B "1" k H-PCRF
IlpaBuna nonutuku ynpaeienus | 272, 6ur R B moine ot PCRF x PDN GW
u tapudukamuu. Oreet (CC- KoMaH[b! "®nar" ot H-PCRF k V-
Answer (CCA)) OYHMILIEH PCRF
He3zanpamusaemsie pasmia 258, 6ut R B noste ot PCRF x PDN GW
PCC. 3anpoc (Re-Auth-Request KoMaH[bl "®Onar” ot H-PCRF k V-
(RAR)) ycTaHoBieH B "1" PCRF
HesanpamuBaeMble npaBuia 258, 6ut R B none ot PDN GW k PCRF
PCC. OtBet (Re-Auth-Answer koMau bl "®mar” ot V-PCRF k H-

(RAA)) OYHILEH PCRF
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Tabmina Ne 4. Coobmenust npotokoina Diameter Ha unTepdeiice Rx mexny PCRF
1 QyHxkmmaMu npunoxeHuil (manee - AF), ompenenensie Auth-
Application-Id, paBusiM «16777236»

Coobuienne Koz coobenus Hanpasnenue
nepenavu
Hudopmanus o ceccuu. 3ampoc 265, 6ut R B nose ot AF x PCRF
(AA-Request (AAR)) koMaHzp! "®ar”
ycTaHoBieH B "1"
HNudopmarnms o ceccuu. OtBer 265, out R B mone ot PCRF x AF
(AA-Answer (AAA)) koMaHJibl "®mar”
OYMILEH
He3zanpammBaemsie npaBuia 258, 6ut R B none ot PCRF x AF
PCC. 3ampoc (Re-Auth-Request KoMaHb! "®mar”
(RAR)) ycTaHoBieH B "1"
He3anpammBaemsie npaBuia 258, 6ut R B none ot AF x PCRF
PCC. OtBet (Re-Auth-Answer KoMaH/b! "Onar”
(RAA)) OYHILEH
OxoHuanue ceccur. 3amnpoc 275, 6ut R B mone ot AF x PCRF
(Session-Termination-Request KoMaH[bl "®nar”
(STR)) ycTaHoBJieH B "1"
Oxonuanue ceccun. OTBET 275, out R B none ot PCRF k AF
(Session-Termination-Answer KoMaHzas! "®nar"
(STA)) OUHILEH
ABapuiiHoe NpeKpalieHue 274, 6ut R B none ot PCRF k AF
ceccud. 3anpoc (Abort-Session- KoMaHgb! "®mnar”
Request (ASR)) ycTaHoBjieH B "1"
ABapuiiHoe npeKpalieHne 274, 6ut R B none ot AF x PCRF
ceccuu. OtBet (Abort-Session- KoMaH[ibl "®jar”
Answer (ASA)) OUHIIEH

Tabmuma Ne 5. Coobmenust npotokona Diameter Ha unTepdeiice Gxc Mexmy
H-PCRF (V-PCRF) u S-GW, onpenenensie Auth-Application-Id,

paBHBIM «16777266»
Coo01enue Kon coobmienns Hamnpagsnenue
' nepeaavn
IlpaBuna nonutuku ynpasienus | 272, 6ut R B mone or S-GW
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u tapudukaruu (PCC). 3amnpoc.
(CC-Request (CCR))

komauns! "®mar"
ycTaHoBiieH B "1"

x H-PCRF (V-PCRF)

[TpaBuia NONMHUTHUKY yripaBiIeHUs
u tapudukaiyu. Orser. (CC-

272, 6ut R B mone
koMauae! "djar"

ot H-PCRF (V-PCRF)

Answer (CCA)) OYMILeH KS5-GW
HesanpammyBaeMble npaBuia 258, 6ut R B noze
PCC. 3anpoc. (Re-Auth-Request KoMauas! "dmar" ot H-PEI;F&&-PCRF)
(RAR)) ycTraHoBjieH B "1"
He3zanpamuBaemMble npaBuia 258, out R B none oT S-GW
PCC. Otger. (Re-Auth-Answer koMaHse! "®mnar"

k H-PCRF (V-PCRF)

(RAA))

O4YHUIIICH
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IIpunoxenne Ne 6

K IIpaBunam npumeHeHus oOOpyZOBaHMSA
KOMMYTaLu{ cetel MOABHMXXHOM
paguorenedonHoi cBa3u. Yacte VII.
IlpaBuna mpumeHeHHS OOOPYIOBaHHS
KOMMYTalux CTaHJapTa LTE,
YTBEPXXIAEHHBIM IIpuKazoM MHUHHCTEpCTBa
1I1GPOBOrO Pa3BUTHS, CBA3H M MAaCCOBBIX
KoMMyHUuKalui Poccuiickoit @enepanuu

of 2506 207/FP N 7/ 5

Ilepeyens cooOmennii nporokona NAS npn peasnzannn untepdeiica
B3anmoaeiicTeuss AC n MME (unrepdeiic S1-MME)

Tabmuma Nel. Coobmennst mnporokona NAS mOACHCTEMBI  yIpaBIeHHS
mobuneHOCTBIO  (EMM), mnepemaBaemble  Mexay —AC
1 MME uepe3s unrepdeiic S1-MME
Coob1enue Hanpasnenue
nepenadu

Ioxkmrogenue mpunsaTo (Attach accept) or MME k AC
ITonxmouenue BeimosiHeHO (Attach complete) ot AC x MME
IogkmoueHnne otkioHeHo (Attach reject) or MME k AC
3anpoc nogxmoueHus (Attach request) or AC x MME
Heycnemnas ayrentudukamus (Authentication failure) or AC x MME
Otknonenne ayrentudukamun (Authentication reject) or MME k AC
3amnpoc ayreHTudukanuu (Authentication request) or MME k AC
Otet ayrenTudukanum (Authentication response) ot AC x MME
YBenomnenue o6 obciyxuBanuu B CS ot MME k AC
(CS service notification)
Ortknrouenue 3aBepuieHo (MHULIUaTop orkimoueHus AC) ot MME k AC
(Detach accept)
OTkmouenue 3aBepIeHO (HHULIHATOP OTKIIIOYEHHUS CETh) or AC x MME
(Detach accept)
3amnpoc oTkio4YeHHs (MHULKaTop otkiodeHus AC) ot AC x MME
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(Detach request)

3anpoc OTKIIOYEeHNS (MHALMATOP OTKIIIOYEHHMS CETh) or MME k AC

(Detach request)

TparcnoptupoBka coobmennit NAS "BHu3" or MME k AC

(mocTaBka KOPOTKHX COOOILEHHIH)

(Downlink NAS Transport)

Hudopmarus cetn 06 ynpasieHrE MOOHILHOCTEIO or MME k AC

(EMM information)

CocTosiHMe TIpoliecca yIpaBiieHHs MOOHIIBHOCTEIO or MME k AC

(EMM status) w oT AC x
MME

3anpoc pacIIMPEeHHOT0 00CITyKHBaHUs or AC x MME

(Extended service request)

Komanza HasHaueHHUs I106aIbHOTO YHUKAIBHOTO BpeMeHHoro | o MME k AC

UAeHTupuKaTopa

(GUTI (Globally Unique Temporary Identifier) reallocation

command)

IonTBepxaeHne Ha3HAYSHHS TTI00ATBHOTO YHUKAILHOIO or AC xk MME

BPEMEHHOI0 HIeHTU(HUKATOpa

(GUTT reallocation complete)

3anpoc unentuuHoctH (Identity request) or MME k AC

Otset Ha 3anpoc uaenTrnyHoctH (Identity response) ot AC x MME

Komanna pexxuma 6e3onacHoctu (Security mode command) or MME x AC

BrinonneHnne pexuma 6e30macHOCTH or AC xk MME

(Security mode complete)

OtxnoneHue pexuma 6e3onacHoctH (Security mode reject) or AC x MME

OrtkioHeHue 3ampoca obcimyxuBanus (Service reject) ot MME x AC

3ampoc obciryxuBanus (Service request) ot AC x MME

IIpuHsaTHEe 3anpoca OOHOBIEHUS 30HBI CIEKEHHUS or MME k AC

(Tracking area update accept)

BrlinonHeHue 0GHOBJICHUS 30HBI CIIEKEHUA or AC xk MME

(Tracking area update complete)

Otka3 0OHOBJIEHHUS 30HBI CIICKEHHUS or MME x AC
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(Tracking area update reject)

ot AC x MME

(Uplink generic NAS transport)

3anpoc OOHOBIIEHHS 30HBI CIICKEHHS

(Tracking area update request)

Tpancnopruposka coobienuit NAS "seepx” ot AC x MME
(mocTaBKa KOPOTKHX COOGIIEHHIA)

(Uplink NAS Transport)

OcHoBHas TpaHCIOPTHPOBKaA coobmenuit NAS "BHu3" or MME x AC
(Downlink generic NAS transport)

OcHoBHas TpaHCTIOPTHPOBKa coolbiuenuii NAS "sepx" ot AC x MME

Tabmuma Ne 2. CooGenus nporokona NAS moncucteMs yIIpaBJIeHUS ceccuei
(ESM), mepenasaemsie Mexny AC u MME Ha wuHTepdeiice

S1-MME
CooOuieHne Hanpasnenue
nepefaqn

3anpoc akTHBalMH KOHTEKCTa BoIOpanHo# EPS mpuHsT or AC x MME
(Activate dedicated EPS bearer context accept)
3anpoc aKTUBAIMH KOHTEKCTa BbIOpaHHo# EPS oTKIIoHEH or AC x MME
(Activate dedicated EPS bearer context reject)
3anpoc akTHBaIMX KOHTEKCTa BbIOpanHoii EPS or MME kx AC
(Activate dedicated EPS bearer context request)
3anpoc akTuBaluy KoHTekcTa EPS 1no yMorganuo npuaaT ot AC xk MME
(Activate default EPS bearer context accept)
3anpoc akTuBanuu KoHTeKcTa EPS mo ymomanuio ot AC x MME
OTKJIOHEH
(Activate default EPS bearer context reject)
3anpoc akTuBanmu KoHTekcra EPS no ymonuanuio ot MME k AC
(Activate default EPS bearer context request)
OTkII0HEeHUEe BBIIENIEHHS pecypca or MME k AC
(Bearer resource allocation reject)
3aIpoc BBIIENEHUS pecypca ot ACx MME
(Bearer resource allocation request)
OtknoHeHne MoauUKAIIIH pecypca

ot MME x AC




(Bearer resource modification reject)

3arnpoc MoaudUKaIul pecypca or AC xk MME
(Bearer resource modification request)
3anpoc yaaneHus: KOHTeKcTa BIOpanHoii EPS npubsaT or AC xk MME
(Deactivate EPS bearer context accept)
3ampoc yJjaieHus KOHTeKCcTa BeIOpaHHo# EPS or MME k AC
(Deactivate EPS bearer context request)
3arnpoc HH(OpMAIUH YIIpaBIeHHs ceccueit or MME k AC
(ESM information request)
Wudopmanus ynpasieHus ceccueit or AC x MME
(ESM information response)
CocTosiHME IIpoLiecca yrpaBiieHUs CecCruei or MME x AC
(ESM status) 150107

or AC x MME
3amnpoc Moaudukanuu koutekcra EPS mpunst or AC x MME
(Modify EPS bearer context accept)
3anpoc moaudukauuu kourekcra EPS oTkinonen ot AC x MME
(Modify EPS bearer context reject)
3ampoc Moaudukanuu kourekcra EPS or MME k AC
(Modify EPS bearer context request)
OTK/IOHEHNE BO3MOXKHOCTH COETUHEHHUS C CETHIO IIepeIadn or MME k AC
na"HbeIX (PDN connectivity reject)
3anpoc coeAUHEHMSI C CEThIO Iepeaayn ot AC x MME
JAHHBIX
(PDN connectivity request)
OTKiI0HEHHe 3anpoca pa3beJUHEHHS C CETHIO Mepeaydn or MME k AC

ITaHHBIX
(PDN disconnect reject)
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ITpunoxenne Ne 7

K IIpaBunam npuMeHeHHs 0GOpYHAOBaHHA
KOMMYTaIliH cerel MMOJBH KHOM
paguoreneponHoi  cBs3u. Yacte VIL
IlpaBuna mnpuMeHeHHs o0GOpPYAOBaHHSA
KOMMYyTaIlUH CTaHjaapra LTE,
YTBEpXKICHHBIM IIpUKa3oM MUHHCTEpCTBA
IU(POBOTro Pa3BUTHSA, CBI3UM U MACCOBBIX
KoMMyHHKauui Poccuiickoit @eneparnyu

or Z5. 08 20/ N 374

TpeboBanns k nporokosy GTP

1. Ilporoxon GTP (mamee - GTPv2-C) gnomKeH peanu3oBIBaTh
B S-GW, P-GW, SGSN, MME wuntepdeiichi B3aumozeicTeus S5/S8 (ecnu He
ucnonesyercs PMIPv6), Sv, S11, S4, S3, S10, S16 u CoOOTBETCTBOBATH
CIEeYIOIIUM TPEeOOBAHUSIM:

1.1. obmmit popmar 3aronoka coobiennii nporokona GTPv2-C mpusenen
Ha pUCyHKe 1.

Bepcus P T |0 0 0

Tun cooOienus

JnuHa coobuenns

TEID

Homep
[I0CJIEIOBATENLHOCTH

Pezeps

Pucynok 1.

IIpumeuanue:

B [IEPBOM OKTeETE:

1) O6utel 6-8 mOMKHBI ompemensTh Bepcuro mpotokoma GTPv2-C
¥ OBITH PaBHBI IECATUIHOMY YHCITY «2»;

2) 6ur 5 (dmar P) nomkeH OmpenenATh HaIMYHE IPHUKPEINIEHHBIX
COOOIIIeHMIA:

IPUKPEIUIEHHBIX cooOLIeHu HeT npu ¢uiare P paBroM «0»;

npyroe coobmenue GTPv2-C ¢ COOCTBEHHEIM 3arojOBKOM H TEJIOM
IIPUCYTCTBYET B KOHIIE TEKYIIEr0 coobIeHus pu ¢uiare P pasaoM «1»;

3) Owur 4 (pnar T) HoDKeH ONpelenATh HANTMYHE TOJA HACHTH(HKATOpPA
KOHEeYHOH TOYKH TyHHensa TEID B 3arosyioBke:
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none TEID se nomxno npucyrcTBoBats npu ¢uare T paBHOM «0»;

none TEID pmomxkno cnemoBaTh B okTeTax 5-8 3a momeMm «JlmuHa
COOOIIeHuUs» U 3aHUMATD YETHIPE OKTETa;

4) Outsl 3 -1 (pesepBHbIe) HOKXeH GBITH paBeH «0», a MOIydYaTenb He
JOJDKEH aHAJIM3UPOBATH;

BTOPO# OKTET JOJIKEH ONPEAENATh TUIl COOOILEHHUS,

OKTEeTHI 3 - 4 IOJDKHBI COZlepXaTh mole «JlmiHa cooGIeHus», coepalee
HH(QOpMAIHIO O JTHHE COOOLIEHHUS B OKTETAX, HAYMHAS C [IITOTO OKTETA,

okreTsl 9—11 (B cimyuae mpucyrctBus TEID) wm 5-7 (B ciydae
orcyrctBus TEID) momknel comepkxats mone «Homep mocCiIeXoBaTensHOCTH
GTPv2-C. Cnenyromuii OKTET JOIDKEH UCIIONB30BaThCA KaK pe3eps;

1.2. undopmanmonusie snemenTsl coobmenns GTPv2-C 1oxHBI CI€10BaTh
3a 3arojI0BKOM coobmeHus nporokona GTPv2-C;

1.3. coobmenus nporoxona GTPv2-C npusenens B Tabmume Ne 1.

Tabmuna Ne 1.

Tun Coo0imenue
cooOIeHUs
1 3ampoc "3xo0" (Echo Reques)
2 Ortset "3x0" (Echo Response)
3 Bepcus ne monnepxusaercs (Version Not Supported Indication)

Ot SGSN/MME x MSC cepsepy (Sv) npu xaHA0Bepe

25 3anpoc oTAeNbHOM HENPEPEIBHOCTH TOJI0COBOTO BEI30Ba HA PAJIHO
uHTepdeiice (ganee - SRVCC) npu nepexose oT ceTu ¢
KOMMYTAalleH MMaKeToOB K CETH ¢ KoMMyTanueii kananos (SRVCC
PS to CS Request)

26 Orser Ha 3anpoc SRVCC npu nepexope 0T ceTu ¢ KOMMYyTaruei
IIAKETOB K CETU C KOMMYTAIHeH KaHAJIOB
(SRVCC PS to CS Response)

27 YBenomienue o BeinonHeHnd SRVCC npu nepexose oT ceTH ¢

KOMMYTallde! MIaKeTOB K CeTH C KOMMYyTaleil KaHaJIOB
(SRVCC PS to CS Complete Notification)

28 Ionteepxaenue Bemonnerus SRVCC mpu nepexoze oT ceTH ¢

KOMMYTAaIleH [TaKETOB K CETH C KOMMYTaI{Hell KaHaJIOB
(SRVCC PS to CS Complete Acknowledge)

29 YBenomienue o 3asepiieHnd SRVCC npu nepexoie oT ceTH ¢
KOMMYyTal¥ell MaKeTOB K CeTU C KOMMYTalliei KaHAJIOB
(SRVCC PS to CS Cancel Notification)




41

30 Ioxreepxnenne 3aBepmenus SRVCC npu nepexoze oT cetu
C KOMMYTaL[Mel ITaKETOB K CETU C KOMMYTALMEH KaHAIOB
(SRVCC PS to CS Cancel Acknowledge)

Ot SGSN/MME x P-GW (S4/S11, S5/S8)

32 3anpoc cosmanus ceanca (Create Session Request)

33 OrtBert Ha 3anpoc cosnanus ceanca (Create Session Response)

34 3anpoc usmenenus Hocurens (Modify Bearer Request)

35 OtBeT Ha 3anpoc H3MeHeHHs KaHala epefady JaHHBIX
(Modify Bearer Response)

36 3anpoc ynanenus ceanca (Delete Session Request)

37 Ortser Ha 3anpoc ynanenus cearca (Delete Session Response)

38 3anpoc ysenominenus o6 n3merennu (Change Notification Request)

39 OrtBeT Ha 3a1poc yBeJOMIIeHHs 00 H3MEHEHUH
(Change Notification Response)

164 VYBenomieHue 0 Bo306HOBIeHHH cBA3H (Resume Notification)

165 IMonTBepxneHne BO30OHOBIICHUS CBSI3H

(Resume Acknowledge)

Coobuienns 6e3 seHOrO oTBeTa (Messages without explicit response)

64

Komana n3smMeHeHus kaHaa [epeayy JaHHbIX
(Modify Bearer Command) (MME/SGSN k P-GW - S11/84, S5/S8)

65

WHankauys HeyJauHOro H3MEHEHHUs KaHaIa Mepefayul JAHHBIX
(Modify Bearer Failure Indication)
(P-GW x MME/SGSN - S5/88, S11/S4)

66

Komanga ocBoGoXxIeHNs KaHala Iepenadn JaHHBIX
(Delete Bearer Command) (MME/SGSN k P-GW - S11/S4, S5/S8)

67

WHaukanus HeyJjaqHOro 0CBOOOXKIEHHS KaHala IepeJady JAHHbIX
(Delete Bearer Failure Indication)
(P-GW x MME/SGSN - S5/S8, S11/54))

68

Komanna pacnipenenieHus pecypcoB KaHajia epeiadyl JaHHBIX
(Bearer Resource Command)
(MME/SGSN x P-GW - S11/S4, S5/S8)

69

I/IH,III/IKaI_II/I}I HCYIa4YHOT'O pacnpehelICHUs peCypCOB KaHalla
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nepenaym naHHsIX (Bearer Resource Failure Indication)
(P-GW x MME/SGSN - S5/88, S11/84)

70 Wnpukanys HeyJagyHOTo YBeJOMIICHHS O Iepeade JaHHBIX "BHU3"
(Downlink Data Notification Failure Indication)
(SGSN/MME k S-GW - S4/S11)

71 AxTHBanus ceaHca TpacCUPOBKH
(Trace Session Activation) (MME/SGSN k P-GW - S11/84, S5/S8)

72 JeakTuBanus ceaHca TPacCHPOBKH
(Trace Session Deactivation) (MME/SGSN k P-GW - S11/84,
S5/88)

73 HMupukanus ocTaHOBKH ITOUCKA

(Stop Paging Indication) (S-GW x MME/SGSN - S11/84)

Ot P-GW x SGSN/MME (S5/S8, S4/S11)

95 3aIpoc aKTHUBaIK KaHaJla TepeJady JaHHBIX
(Create Bearer Request)

96 OTBeT Ha 3anpoc aKTHBAaIMK KaHaJa Iepeady JaHHBIX
(Create Bearer Response)

97 3ampoc 0OHOBIIEHUS KaHalla IepeJadd JaHHBIX
(Update Bearer Request)

98 Ortset Ha 3anpoc 0OHOBIICHHS KaHalla epeaady JaHHBIX
(Update Bearer Response)

99 3ampoc ocBOOOXKIeHUS KaHalla Mepenays JaHHBIX
(Delete Bearer Request)

100 OrtseT Ha 3a1poc 0cBOOOXK/IeHHS KaHaNIa IIepeaady JaHHBIX
(Delete Bearer Response)

Ot P-GW k MME, ot MME k P-GW, ot S-GW x P-GW,
or SGW x MME (S5/S8, S11)

101 3anpoc ynanenus coenuneHus (Delete PDN Connection Set
Request)

102 OTBeT Ha 3ampoc yIaleH:us COeIUHEHUs
(Delete PDN Connection Set Response)

Ot MME x MME, ot SGSN x MME, ot MME x SGSN,
ot SGSN k SGSN (S3/510/516)
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3anpoc uneHTudukanuy (Identification Request)

129 Ortser Ha 3anpoc unenrudukanuu (Identification Response)
130 3ampoc koHTekcTa (Context Request)
131 OrtseT Ha 3anpoc koHTekcTa (Context Response)
132 ITonreepxnaenne oTBeTa Ha 3anpoc KoHTekcTa (Context
Acknowledge)
133 3anpoc nepejgauu npu nepemereHur AC
(Forward Relocation Request)
134 OrtBert Ha 3anpoc nepenayn npu nepemeiieHun AC
(Forward Relocation Response)
135 YBeloMIIeHHEe BBIOJHEHUS NTepejadu npu nepemerieanu AC
(Forward Relocation Complete Notification)
136 IlonrBepxkaeHne BHIIOMHEHUS Iepeady npy nepeMeriennu AC
(Forward Relocation Complete Acknowledge)
137 YBenoMiIeHHe O Ilepe/jaue KOHTEKCTa
(Forward Access Context Notification)
138 IloaTBepxneHne nepenavu KOHTEKCTA
(Forward Access Context Acknowledge)
139 3ampoc otmeHsl nepemenienus (Relocation Cancel Request)
140 Ortsert Ha 3anpoc oTMeHsI nepeMeiieHus (Relocation Cancel
Response)
141 Kondwurypanus tynnens nepenatu (Configuration Transfer Tunnel)
152 Ilepenaya ungopmaru cetu paguonoctymna (RAN Information
Relay)
Ot SGSN k MME, or MME x SGSN (S3)
149 YBenomiienue 06 otkmodenud (Detach Notification)
150 ITonTBepxnenue orkmodeHus (Detach Acknowledge)
151 Wnaaukanus norcka B CETH C KOMMYyTallMel KaHaIOB
(CS Paging Indication)
153 VYeenomnenue MME (Alert MME Notification)
154 IToxrepxnenue Ha yBenomienne MME (Alert MME
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Acknowledge)
155 Yeenomnenne aktuBauuu AC (UE Activity Notification)
156 Honrsepxnenne aktusamuu AC (UE Activity Acknowledge)

Ot SGSN/MME x S-GW, ot SGSN k MME (S4/S11/83), ot SGSN k SGSN

(S16), o S-GW k P-GW (S5/S8)

162 YBenomienre o npepriBanny cBs3u (Suspend Notification)
163 IoaTsepxnenve npeprisanms cBssu (Suspend Acknowledge)
Ot SGSN/MME « S-GW (S4/S11)

160 3anpoc co3aHus TYHHENS IIEpeJayn
(Create Forwarding Tunnel Request)

161 OtBeT Ha 3anpoc CO3JaHMA TYHHENS NepenadH
(Create Forwarding Tunnel Response)

166 3anpoc co3aHus TYHHEJS IepeJadl KOCBEHHBIX JAHHBIX
(Create Indirect Data Forwarding Tunnel Request)

167 OtBet Ha 3ampoc co3naHus TYHHENS Hepejadl KOCBEHHBIX AHHBIX
(Create Indirect Data Forwarding Tunnel Response)

168 3anpoc ynaneHus TyHHeJIs epeJady KOCBEHHBIX AaHHBIX
(Delete Indirect Data Forwarding Tunnel Request)

169 OrtBeT Ha 3anpoc ynaeHus TyHHeIs epeadl KOCBEHHBIX JaHHBIX
(Delete Indirect Data Forwarding Tunnel Response)

170 3anpoc 0cBOOOXKIEHHS HOCTYIA K KaHAILY epeadyl AaHHbIX
(Release Access Bearers Request)

171 OtBeT Ha 3anpoc 0CBOGOXKASHUS JOCTYNA K KaHATY [epefadn
JAHHBIX
(Release Access Bearers Response)

Ot S-GW x SGSN/MME (S4/S11)

176 YBenoMmneHnue o nepefade JaHHBIX "BHU3"
(Downlink Data Notification)

177 IoaTBepkaeHNe yBeTOMJIEHHS O Iiepeaye JaHHbIX "BHU3"
(Downlink Data Notification Acknowledge)

179 VYBenomnenue o pecrapre P-GW (P-GW Restart Notification)
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180 Iloareepxnenune Ha yBeomiieHde o pectapre PGW
(P-GW Restart Notification Acknowledge)

Ot S-GW k P-GW, ot P-GW x S-GW (S5/S8)

200 3anpoc 0OHOBIIEHUSI COEAMHEHNS
(Update PDN Connection Set Request)

201 OTBeT Ha 3anpoc yaaleHus coeAUuHEeHU
(Update PDN Connection Set Response)

Ot MME k S-GW (S11)

211 3anpoc U3MEeHeHHs KaHaja J0CTyIIa
(Modify Access Bearers Request)

212 OTBeT Ha 3anmpoc U3MEHEHHUs KaHaIa JocTyna
(Modify Access Bearers Response)

2. TIporokon GTP (GTPv1-U) momkeH peann3oBbiBaTh B 060pYIOBAHHH S-
GW, P-GW, SGSN wunredeiicer B3aumomeiictBust S1-U, S5/S8 (ecnnm
He wucnonedyercs PMIPv6), S4, S12 u cooTBeTcTBOBaTh  ClEAYIOUIMM
TpeOOBaHUAM:

2.1. ¢opmar 3aronoska coobwenuit mporokona GTPv1-U npuseneHs: Ha
pHUCYHKe 2.

Bepcus PT *) E |S |PN

Tun coobmenus

JnmHa coobmenns

TEID

HOMep I[MOCJICAOBATCIIBHOCTH

Howmep 6sioka qaHHBIX

JIOTIOTHUTENBHEIH 3ar0JI0BOK

Pucynoxk 2.

IIpumeuaHue:

B IIEPBOM OKTeETE:

1) 6uTHI 6 - 8 HOWKHBI OIpexensTs BepcHio npotokonaa GTPv1-U u 6bith
PaBHBI JECATHYHOMY HHCITY «1»;

2) 6ur 5 (bmar PT) [jomkeH ompenenaTs TUN — IPOTOKONA
1 OBITH paBHBI NECATHYHOMY YHCTY «1»;

3) 6ur 4 (pesepBHBI) moKeH OBITH paBeH «0» M He IOIDKEH
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aHAJIM3UPOBATECSA IOJTydaTeleM;

4) 6ur 3 (bnar E) momkeH onpeneniats Haaudue ons «JlomonTHATeIbHbIH
3aroJIOBOK»:

noJie «J{omONMHUTENBHEIH 3aT0J0BOK» AOKHO MPUCYTCTBOBATh pH (iare E
paBHOM «1»;

nojie «JlOmOMHHUTENBHBIA 3aroJIOBOK» HOJDKHO OTCYTCTBOBaTh MM HE
obpabateiBathcs ipu ¢uiare E paaoM «0»;

5) Our 2 (pnar S) nomxeH onpenenats Hanuume nois «Homep
[10CJIeIOBATEILHOCTI

nonie «HoMep 1mocie0BaTeIbBHOCTHY NOIDKHO NIPUCYTCTBOBATH IIpH (iiare S
paBHOM «1»;

nojpe «Homep mociaenoBaTelbHOCTH» JODKHO OTCYTCTBOBATh MM HE
obpabatsiBaThCs IpH (iiare S paBHOM «O0»;

6) 6ut 1 (dnar PN) momxen ompenensats nammdme nois «Homep 6ioxa
TAHHBIX):

nojne «Homep Onoka MaHHBIX» MOJDKHO IPHUCYTCTBOBATHL B 3arOJIOBKE
coobeHus npu ¢utare PN paBHOM «1»;

none «Homep Gnoka NaHHBIX» MODKHO OTCYTCTBOBaTh mpu (uare PN
paBHOM «0»;

BTOPOM OKTET JOJDKEH ONpPEAeNATh THIT COOOIIEHHS;

OKTeTBl 3 -4 [OKHBL colepXaTh Tmoe «JlIMHa  COOOLLEHH»,
YKa3bIBAIOIIErO JJIMHY COOOIIEHNUS B OKTETaX, HAYMHAS C JAEBATOIO OKTETA;

nosie TEID noimkHO 3aHMMAaTh YeTHIpe OKTETA C MATOro M0 BOCEMOI;

oKTeTHI 9 - 10 moymxHEI conepxath nose «KHoMep mocie10BaTeIbHOCTHY;

nons «Homep Gnoka JaHHBIX» M «J[OTIOJHUTENBHBIA 3ar0IOBOKY» OJIXKHEI
3aHHUMATh 10 OTHOMY OKTETY;

2.2. uHGOPMAILMOHHbIE SJIEMEHTHI WM MaKeThl HOJIb30BaTENbLCKUX JaHHBIX
JOJKHBI CJIEI0BATh 3a 3arojIOBKOM coodueHui npotokona GTPv1-U.

2.3. coobmenus npotokosnia GTPv1-U npusenens! B Tabnuue Ne 2.

Tabuma Ne 2.
Tun Coo0menne
cooOImEeHust
1 3ampoc "3x0"

(Echo Request)

2 Otger "sx0"
(Echo Response)

26 Omunbounas HHIUKAIIUS
(Error Indication)

31 YBeoMIIeHHE O TOAIEPKKe paCHIMPEHHBIX 3aIr0JIOBKOB
(Supported Extension Headers Notification)
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254 Mepkep koH1a 06MeHa HbopMalyel o TYHHETO
(End Marker)
255 biok gannasix nporokona GTP (G-PDU)
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ITpunoxenune Ne 8

k [lpaBunam npumeHeHHs 0OOPYIOBaHUA
KOMMYTaLuy cerelt MMOJABHKHOM
panuoreneonHoi cBs3u. Yacte VIL
[IpaBuna mnpuMeHeHUS OOOpPYyIOBaHUS
KOMMYTaluu CTaHJapTa LTE,
YTBEpPKISHHBIM IpyKa3oM MHUHHCTEPCTBA
UGPOBOro pa3sBUTHS, CBI3HM U MacCOBBIX
KoMMyHUKaiui Poccutickoin @enepanuu

or 28 06 2078 Ne FAF

TpeboBanusi k nporoxoay PMIPv6

1. TpeboBanus x npotokory PMIPv6:
1.1. dopmar 3aromoBka Mobility Header u nepedeHp mnonaep:KHBaeMBIX
noJieii mpuBeieHs! B Tabmuie Ne 1.

TaGmuma Ne 1.

Ne mosns ITons 3aronoBka JmuHa nojs (6uT)

1 Payload Proto 8

2 Header Len 8

3 MH Type 8

4 Peseps 8

5 Checksum 16

6 Message Data 0-n
IIpumeyanue:

nojge Payload Proto JomKHO WAGHTHQULIUPOBAaTH THII 3arojoOBKa,
crnexyromero 3a 3aronoskoM Mobility Header u 1omxHO HCIIONB30BaTh 3HAYECHUS,
AHAJIOTHYHBIE HCIIONB3YEMBIM B 3aroiioBke «ClIeAyIolIii 3arojloBOK» IIPOTOKOJIA
IPv6 ommcannoe B moamyHkTe 1.2.5 myHkra 1 ITpunoxenus Ne 8 IIpasui,

moge  Header Len  pmomxHO  yKka3blBaTh  JJIMHY  3arojioBkKa
(3a HCKIIIOYEHHEM IIEPBBIX 8§ OKTETOB) B €MHUIAX, PABHBIX 8 OKTETaM, H JOJKHO
OBITE paBHO «0», eCiiM COOOIIEeHNe HE UMEET NapaMeTPOB;

none MH Type H0JKHO yKa3BIBaTh THUII IIepeaBaeMOro COOOIIEHHU.

niosie Pe3epB 1omKkHO OBITE paBHO «0»;

noine Checksum [gOMKHO colepXXaTh KOHTPOJBHYIO CYMMY 3arojioBKa
Mobility Header, Haunnas ¢ mons Payload Proto;

noie Message Data pomxkHO OBITE IOJIEM TEPEMEHHOM  IJIMHBI
1 JOJDKHO COIEPKaTh JaHHble cooOmmeHus. Tun cooOLienns QOMKEeH YKa3bIBaThCA
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B nosie MH Type;

1.2.  mone «JlonomHeHue 10 rpaHMIIBI 3ar0I0BKay JOJDKHO HCIIONB30BaThC
AU BBIDaBHMBAaHUSA TPaHMIBl 3arojoBKa [0 [UIMHE, KpaTHOM 8 OKTeraM.
(cBOOOHBIE O3UIIUN JOMKHEI 3AMONHATHCS HYIAMH);

1.3. coobmenus ans uatepdeiicos S5, S8, S2a, S2b:

«O6Hosnenne peructpanuy npokcn» (PBU - Proxy Binding Update);

«[lonTBepknenne obOHoBneHMs peructpaiun» (PBA - Proxy Binding
Acknowledgement);

«Munukanus aHHyauposanus peructpauun» (BRI - Binding Revocation
Indication);

«IlopTBepkieHne aHHymHpoBaHHA peructpauum» (BRA - Binding
Revocation Acknowledgement);

1.4. ¢popmar 3aromoBka Type 2 Routing Header u nepedens
OJAEPXKUBAEMBIX MOJIeH MpUBeAeHEI B Tabnmie Ne 2.

Tabauua Ne 2.
N nons [Tons 3aroymoBka Jnvna nons (6ur)

1 Next Header 8
2 Hdr Ext Len 8
3 Routing Type 8
4 Segments Left 8
5 Peseps 32
6 Home Address 16
[Ipumeuanue:

none Next Header [IOMKHO WIEHTHPUUUPOBATL THI  3aroJIOBKA,
cieayronero 3a 3arojaoskoM Type 2 Routing Header u Mcnone3oBaTs 3HaueHwus,
AHAJIOTHYHbIE MCITOJIB3YEMBIM B 3aroioBke «Cliefyromuil 3aroloBOK» IMPOTOKOJIA
IPv6;

nore Hdr Ext Len pmomkHO yKka3siBaTh JUIMHY  3arojioBKa
(32 MCKJIIOYEHHEM IIePBBIX 8 OKTETOB) B €IMHWIAX, PABHEIX 8 OKTETaM M OBITH
paBHO JBYM €IMHHUIIAM;

none Routing Type JOMKHO yKa3bIBaTh THI MapLIPyTH3alldK U OBITH PAaBHO
«2»;

noiie Segments Left nomkxHO OBITE paBHO «1%;

nosie PezepB ObITh paBHO «0»;

noine Home Address (16 OkTeTOB) NOIDKHO conep<aTh XOMAIIHHM ajpec
y371a Ha3HA4YeHHUS.
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IIpunoxenue Ne 9

K [IpaBunamM npuMeHeHHs: 000pyAOBaHMS
KOMMYTaluu cereil MOJABHKHOM
panuotenedonHoit cBsa3u. Yacte VIL
[IpaBuna npuMeHeHHsS 0OOpYZOBaHUS
KOMMYTalluu cTaHzapra LTE,
YTBEPKJESHHBIM IIpHKa3oM MHHHCTEpCTBa
IHA(GPOBOTO Pa3sBUTHSA, CBSI3H U MAacCCOBBIX
KOMMyHUKaui Poccutickoil @enepannu

ot 75 .06 29 7P Ne 372

Tpebosanust k nuTepdeiicam B3anMoOAeliCTBHA

1. O6opynoBanue MME nomkHO B3auMMOJeHCTBOBaTH ¢ 000pYyIOBaHUEM
UE 1no wunrepdeiicy SI-MME c¢ wucnonszoBanueM mpoTokona NAS,
¢ obopynoBanuem cetu paguonocryna cranaaptroB LTE/LTE-Advanced (nmanee -
E-UTRAN) mo wunrepdeiicy S1-MME c¢ ucnonp3oBanuemM mpotokona S1-AP,
c obopynoanueM MSC cepsepa/VLR no untepdeiicy SGs ¢ ucnonp3oBaHHEM
npotokoja SGsAP, ¢ ob6opymoBanmem HSS/LTE mno wunrepdeiicy Sba
C MCIIONIb30BaHMEM IpoTokoiia Diameter, ¢ o6opynosanuem SGSN no untepdeiicy
S3 ¢ ucnons3oBanueMm npotokona GTP ypoBHs ynpaBieHHs Bepcuu 2 (naiee -
GTPv2-C), ¢ obGopynosanuem EIR mno unrepdeiicy S13 ¢ wucnonszoBaHreM
npotokoia Diameter.

BsaumopeiictBie MME ¢ SGSN n0mKHO OCyIIeCTBIATHCS 1O HHTEpGeEHCy
Gn ¢ ucnonp3oBanueM nporokona GTP, ecnu obecrieynBaromuil B3auMoIelCTBIE
¢ MME SGSN =e peanusyer unrepdeiic S3.

2.  O6opynosanue S-GW HOIKHO B3aMMOJAEHCTBOBATH ¢ 00OPYOBaHUEM
E-UTRAN 1no untepdeiicy S1-U ¢ ucnonb3oBanueM npotokona GTP yposuda
nons3oBarens Bepcun 1 (mamee - GTPvl-U), c¢ o6GopynoBanmem SGSN
no unrepdeiicy S4, ¢ obopynosanuem P-GW cBoeil cetu mo mHTepdeiicy S5,
apyroéi cetn mo wmHTepdeiicy S8 ¢ ucmonb3oBaHueM ImpoTokosnoB GTPv2-C
u GTPvl-U wmmu PMIPv6, ¢ obGopynoBanuem MME no wuHTrepdeiicy S11
¢ wucmonp3oBanneM npotokona GTPv2-C, ¢ ob6opynosanuem UTRAN
o uHTepdeiicy S12 ¢ ucnons3oBanueM nporokona GTP.

3. O6opynoBanue P-GW momKHO B3aMOJEHCTBOBATh ¢ 000OPYAOBaHUEM
S-GW cBoeii cetm mo wunHtepdeiicy S5, apyroit ceru mo wuHrepdelicy S8
¢ wucnonb3oBanueM mporokosioB GTPv2-C u  GTPvl-U wmu  PMIPvé,
¢ obopynoBanneM PCRF mno wuHrepdeiicy GxXx ¢ HCIONB30BaHMEM IIPOTOKOJIA
Diameter. BsammogeiicteBie SGSN ¢ P-GW [10mKHO  OCYILECTBIATHCA
no uaTepdeiicam Gn win Gp ¢ ucnonb3oBanueM Ipotokonaa GTP, ecimu SGSN
He peanm3yeT uHTepdeiic S4. O6opynosanue P-GW 10/DKHO B3aUMOJEHCTBOBATh
¢ o6opynoBaHHEM BHEIIHEH CEeTH Nepeiaddl JaHHbIX Mo HHTepdericy SGi.

4. O6opymoBanne HSS qOKHO B3amMOIEHCTBOBaTH C 00OpYZOBaHUEM
MME 110 unTepdeiicy S6a ¢ ucrnonp3oBaHneM poTokona Diameter.

5. O6opynoanue PCRF nomxHO B3aHMOAEHCTBOBAThH C 000OPYHIOBaHHEM
P-GW mno unrepdeiicy Gx, ¢ o6opynoBanueMm PCRF gpyroii cetu no unrepdercy
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S9 m ¢ obcmyxuBaromeit cersto IP mo uuTepdeiicy Rx ¢ wucnons3oBaHHEM
npotokona Diameter.

6. O6opynosanne EIR nomxHO B3aMMOAeicCTBOBAaTH C 0GOPYIOBAHHEM
MME no unTepdeiicy S13 ¢ ucnonp3oBanreM nporokoia Diameter.

7. Ob6opynosanre SGSN H0DKHO B3aUMOIEHCTBOBATE ¢ 06OPYIOBaHHEM
MME 1o wuHrepdeiicy S3 ¢ wucnonezoBanmeM mportokona GTPv2-C,
no unTepdeiicy Gn ¢ ucnonpzoBanueM nporokona GTP, eciu obecnednBaromuii
B3aumozercTeue ¢ MME SGSN ne peamsyet untepdeiic S3, ¢ obopynoBaHueM
S-GW no untepdeiicy S4 ¢ ucrnonszoBanuem npotokosos GTPv2-C u GTPv1-U,
¢ P-GW 1o unrepdeticam Gn unu Gp ¢ ucnons3zoanueM nporokona GTP, eciau
SGSN =e peanmusyet unrepdeiic S4.

8. B obopynoBanuum komMmyTamuu cTaHmapra LTE  mosmkHBI
UCIIONB30BAaTbC HMHTEPQEHCH K CeTH Iepedadd MOaHHBIX C MCIOJIE30BaHHEM
KOHTpOJId Hecylmed M oOHapykeHHeM Koiumsuit. TpebGoBaHus K mMapameTpam
coryiacHo mpuiioxenuio 25 x Ilpasunam npumeHeHHs 00OpYAOBaHHA MPOBOJHBIX
U ONTHYECKHX CHCTEeM IIepeaadd abOHEHTCKOro [OCTyNa, YTBEP)KIEHHBIM
nprKa3oM MUHUCTepcTBa MH(GOPMAIMIOHHBIX TEXHOJOTHH W CBA3H Poccuiickoii
®epepanun ot 24.08.2006 Ne 112 (3apeructpupoBad B MHHUCTEPCTBE FOCTHILIUH
Poccuiickont ®Penepanun 4 centsiOps 2006 r., peructpaiMonHbiii Ne 8194),
C HM3MEHECHMSIMH, BHECEHHBIMHU INpHKazaMH MHUHHCTEPCTBA CBSA3H H MAaCCOBBIX
koMMmyHuKanui Poccuiickoit @enepanun ot 23.04.2013 Ne 93 (3apernctpupoBaH B
Muuucrepcree roctunmu  Poccuiickoit ®epepammm 14 wmons 2013 1,
peructpanmonnein Ne 28788) m ot 17.03.2014 Ne 45 (3apeructpupoBan
B MununcrepctBe roctunuu Poccuiickolt ®Depepanum 16 ampens 2014 r.,
peructpauroHHbIA Ne 31998);

9. Hnsa obcnyxuBanus non-3GPP nocTynma HOMKHBI pean30BBIBATHCS
cleyromue uaTepdeics B3anMOoIeHCTBHIA:

S2a  (B3ammopeticteue TWAN (TWAG) u S-GW m6o P-GW
B 3aBHCHMOCTH OT AapXWUTEKTypsl ceTH, olecrneueHrne Tepedadyd JOaHHBIX
IIOJIB30BATENsl W CHUCHANW3AllUM, pealu3alis IPOTOKOJIOB  YIIPaBICHHS
mobunsHOCTEIO PMIPV6, MIPv4 (¢ appecamueit FACoA) wmum GTP ypoBHS
YIPpaBIeHUS ¥ YPOBHS I10JIb30BATEA);

S2b (Bzaumopeiicteue ePDG u S-GW 6o P-GW B 3aBHCHMOCTH OT
apXMTEKTypbl CeTH, obecliedeHHe Iepefadyd JaHHBIX MOJNB30BaTeNld U
CHTHAIM3alUH, peaan3allus IIPOTOKOJIOB yIIpaBieHus MoOomipHOCTEI0 PMIPV6 mimn
GTP);

S2c (B3aumopeiictBue UE ¢ P-GW, obecnedeHune mnepemaud JaHHBIX
IONB30BaTeNsl W CHUTHAIM3AILMM, [OANEP)KKa IPOTOKOJIOB  YIpaBiIeHHUSA
MobunsHOCTEI0O DSMIPV6 1 IPSec). @opmupoBaHue O6e30macHBIX TyHHenei [PSec
JIOJDKHO BBINOJIHATHCS IpU oMol nporokoia IKEv2;

S5 (B3ammogeiicteue S-GW u P-GW, ofecneueHue mnepenadyd HaHHBIX
IIOJIB30BATENsl W CHTHANM3alMd C KCIONB30BAaHUEM TyHHeNleH, peau3alus
npotokosioB GTP nu6o PMIPv6);

S8 (B3ammopeiictBue S-GW B VPLMN u P-GW B HPLMN, ucnons3oBanue
moJib30Barebckoro tpaduka uvepe3s HPLMN npu poyMuHre 4 B cly4ae
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MapuIpyTH3aluy, peanusanus nporokona GTP nubo PMIPv6);

S6a (B3aumopeticreue MME u HSS, nucnonp3oBanue i ayTeHTUDUKALAN
¥ aBTOpHU3alLlMY, peanu3anus nporokona Diameter);

S6b  (Bzammopeiicteue P-GW u  3GPP AAA cepBepa mmbo
3GPP AAA mnpoxkcu cepBepa (IIpy pOyMHHTe B CIydae MapIIpyTH3alluu Tpaduka
yepe3 BUSUTHYIO CeTh) ¢ UCHOoNb30BaHueM Diameter);

Gx (obecneuenue nepenaysl cOOOIIEHUH yIpaBieHHs KaueCTBOM Iepenadn
naHHbIX QoS u mpaBun tapudukanuu or PCRF x P-GW ¢ ucnons3oBanuem
npoTtokona Diameter);

Gxa (obecrneuenne nepenaud cooOmieHuit mnporokosna Diameter mis
ynpaBiieHUs kadecTBoM nepenauu faHHBIX QoS or PCRF xk TWAN);

Gxb (B3aumogeiictBue ePDG u VPCRF, obecniedenne mnepenauu
coobmenuit nmporokona Diameter s ynpaBieHus KadyecTBOM Iepenaddl AaHHBIX
QoS ot VPCRF k ePDG);

Gxc (obecrieueHne mnepegaum cooOmieHWi mnporokona Diameter s
yIpaBiieHHs KauecTBoM nepefaun naHHbIx QoS mexay S-GW u PCRF);

S9 (obecneueHue mnepenmayu cooOuieHuit mpotokosia Diameter s
yIpaBlieHUsT KadyeCTBOM IepeAadd AaHHBIX QoS B yCIIOBUAX POYMHUHIA MEXIY
HPCRF u VPCRF). Ilo untepdeiicy S9 nomkHBI IepelaBaTbCs HAHHBIE O
paBUiIax TapA(UKALKHK B CIydae MapLIpyTH3alMU [T0JIB30BaTENbCKOTO Tpaduka B
PDN u3 BU3UTHOI ceTH;

SGi (Bzaumopeiicteue P-GW u PDN);

SWa (BzaumopeiictBue UTWAN c¢ 3GPP AAA cepsepoM (mpoxcu
cepBepoM) mo mpotokoixy Diameter mns OesomacHON mnepepadu HHGOpMAIMH
ayTeHTHU(UKALNH, aBTOPU3AIIMY U yueTa (TapudpuKalvm);

STa (B3aumoneiictBue TWAN ¢ 3GPP AAA cepBepoM (TIpOKCH cCepBEPOM)
no mporokony Diameter s OesomacHod  nmepemadyud  MHQOpMAIUH
ayTeHTU(GUKAWK, aBTOpU3allMd U yueTa (TapuuKalid) C HOAAECPKKOH
nmpotokona EAP-AKA, EAP-AKA');

SWd (B3aumoneiicteue 3GPP AAA npoxkcu cepBepa u 3GPP AAA cepsepa
no mpotokony Diameter ¢ moanepxkoit mporokona EAP-AKA, EAP-AKA');

SWm (B3aumopeiicreue 3GPP AAA cepsepa (mipokcu cepsepa) u ePDG s
repeliayd JaHHBIX CHUTHanu3amuun AAA u mepefaud AaHHBIX ayTeHTU(GUKALHU
U aBTOPH3AIMK IIPOTOKOJIOB yIpaBieHHs MoOmibHocTH PMIPv6 (MAG-AAA)
u MIPv6 (MIPv6 NAS-AAA) c mopaepxkoii nporokona EAP-AKA);

SWu (B3amMmopmeiicTBue MOOWIBHOTO TepMuHasa M 1numo3a ePDQG,
obecrniedeHne Oe3omacHOi mepenayn JaHHBIX B TyHHene [PSec). OOMeH kimodamu
npu ¢opmupoBaHun TyHHenss I[PSec [omKeH BBINOMHATBECA IIPH  ITOMOIIM
npotokoiyia IKEv2;

SWx (BzaumopetictBue 3GPP AAA cepBepa u 6a3el maHHbIXx HSS,
obecrieuenre oOMeHa NaHHBIMHU JJ1s ayTeHTUukanuu u apropuzauuu UE).

Hutepdeiicer S5, S8, S2a, S2b momKHBI peanu30BBIBATL OJUH M TOT XK€
poTokoi — mu6o PMIPv6, mu6o GTP.
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Ipunoxenue Ne 10

K IlpaBunam npumeneHus o6opyaoBaHus
KOMMYTaUUU ceren MOABMXXHOM
paguorenepoHHoi cBsa3d. Yacte VI
Ilpasuna npuMeHeHus 00OpYIOBaHHS
KOMMYTalluH CTaHJapra LTE,
YTBEPXKIEHHBIM IpHKa3oM MuHucTepcTBa
IU(GPOBOro PasBUTHS, CBA3M M MAaCCOBBIX

KoMMYyHHKalui Poccuiickoit ®eneparuu
OT 75 08 20/P Ne37G

Ilepeyenn gaHHbBIX 006 06caykuBaeMbIx B S -GW aGoHEeHTCKAX
PaIHOCTaHUHAX, NoAAepkuBauX cTanaaptel LTE, GSM 900/1800, UMTS

JlanHbie LTE w/unn GSM
LTE-Advanced | 900/1800,
UMTS
Mexnyraponustit Homep AC (IMSI) IIPUCYTCTBYET | IPUCYTCTBYET
WnukaTop HeNOATBEP X IEHHS IIONIMHHOCTH HDHCYTCTEVET | MDHCYTCTBVeT
IMSI (IMSI unauthenticated-indicator) pacy y PHCYTCTBY
MexyHapoHelil naeHTH)UKATOP
obopynoBanust AC u BepcHs MpOrpaMMHOro
obecnieuenus (IMEI/IMEISV) MPUCYTCTBYET | MPHCYTCTBYCT
(ME Identity)
Mexnynaponusiit Homep AC B cetu ISDN HPHCYTCTByeT | MpHOYTCTRyeT
(MSISDN)
Wnentudukarop BEIOpaHHOTO OIIEpaToOpa CETH
(Selected CN operator id) HPHCYTCTBYCT | TIPHCYTCTIBYET
HnenTudurkaTop KOHEYHOH TOYKH TYHHES
MME nns untepdeiica S11 IIPUCYTCTBYET
(MME TEID for S11)
IP anpec MME s untepoetiica S11
(MME IP address for S11) - HPHCYTCTBYeT
Wnentndukarop KOHEUHOH TOUYKH TYHHENS S-
GW misa unTepdeiicoB S11/S4 (s miockocTu mpHCYTCTBYeT | mpECYTCTRYeT

yIpaBJIeHUs)
(S-GW TEID for S11/84 (control plane))




54

IP agpec S-GW a1 unTepdeiica S11/S4 (mna

IUTOCKOCTH YTIPaBJICHHS) IIPUCYTCTBYET | HPUCYTCTBYET
(S-GW IP address for S11/84 (control plane))
IP anpec SGSN mis1 unTepdeiica S4 (mus
IUTOCKOCTH YIIpaBIICHH ) IPUCYTCTBYET
(SGSN IP address for S4 (control plane))
WnentnduxaTop KOHEYHON TOUKH TyHHES
SGSN nns unrepdetica S4 (a1 miockocTu

IPUCYTCTBYET
yIIPaBJICHHS)
(SGSN TEID for S4 (control plane))
IoxpobHoe omucanue Tpeiica DUCYTCTBYET | IDHCYTCTBYET
(Trace reference) PHCYTCTBY pucyTCTBY
Tum Tpeiica (Trace Type) IPUCYTCTBYET | HPUCYTCTBYET
Wnentndukarop tpurrepa (Trigger id) IIPUCYTCTBYET | IPUCYTCTBYET
Hnentuduxatop neHTpa ynpasieHus U
o0cmyXuBaHus, Kyaa OyIyT epenaBaThcs IPUCYTCTBYET | HPUCYTCTBYET
or4eThl Mo Tpeiicam (OMC Identity)
[Mocnequuii H3BeCTHBIN HASHTU(GUKATOP COTHI DHCYTCTBYET | IDHCYTCTBYeT
MectoHaxoxaeHus AC (Last known Cell Id) PHCYTCTBY PHCYTCTBY
Bpems nocneanero oGHoBIEHUs
UJICHTHPHKATOPA COTHI MecToHaxXoxaeHus AC | HPHCYTCTBYET | MPHCYTCTBYET

(Last known Cell Id age)

IlaHHBIe AT KQXXIOro COCAUHEHHUS C CEThIO Mepeaavyn JaHHBIX

Hcnonesyemas Touka nocryna (APN in Use)

IPUCYTCTBYET

IPHUCYTCTBYET

XapakTepucTUKH ydera ctoumocTd it AC B
CETH Iiepenayu AaHHBIX EPS
(EPS PDN Charging Characteristics)

IPUCYTCTBYET

IIPUCYTCTBYET

IP anpec ucnonszyemoro P-GW (z1s
IUIOCKOCTH YIIPaBJICHHS )
(P-GW Address in Use (control plane))

IIPUCYTCTBYET

IIPUCYTCTBYET

WnenTnduxaTop KOHEYHOH TOYKH TyHHEs P-
GW misa untepodeiicoB S5/S8 (ms miockoctu
ynpasienus) (tonsko 1yt GTP na S5/S8)
(P-GW TEID for S5/S8

(control plane))

IIPUCYTCTBYET

IPUCYTCTBYET




IP agpec ucnonssyemoro P-GW (s
IUIOCKOCTH IIOJIB30BATES)
(P-GW Address in Use (user plane))

IIPUCYTCTBYET

HPUCYTCTBYET

Kimou GRE, Beigenennsiit P-GW s nepenaun
NOJIB30BATENBCKUX JaHHBIX "BBEpX" (TOJIBKO
a5 PMIPv6 na S5/S8)

(P-GW GRE Key for uplink traffic (user plane))

IPUCYTCTBYET

IPUCYTCTBYET

IP anpec S-GW mis unTepdeiica S5/S8 (s
IJIOCKOCTH YIIpaBJICHHS)
(S-GW IP address for S5/S8 (control plane))

IPUCYTCTBYET

IIPUCYTCTBYET

HnenTnduxaTop KOHEYHON TOYKH TYHHENS S-
GW mnis uaTepdeiicos S5/S8 (mns mnockoctu
ynpasieHus) (Tonbko aiust GTP Ha S5/S8)
(S-GW TEID for S5/S8 (control plane))

IPUCYTCTBYET

IPUCYTCTBYET

IP anpec ucnonnzyemoro S-GW (s
IUTOCKOCTH IOJIB30BATEIA)
(S-GW Address in Use (user plane))

IPUCYTCTBYET

IIPUCYTCTBYET

Kmou GRE, Beienenssiit S-GW s nepenaun
I10JIb30BATENBCKHX NAaHHBIX "BHHU3" (TOJIBKO JJIs
PMIPv6 na S5/S8)

(S-GW GRE Key for downlink traffic (user

plane))

IIPUCYTCTBYET

IIPUCYTCTBYET

Kanan nepenaun JaHHBIX 110 YMOIYAHUIO
(Tospko it PMIPv6 Ha S5/S8)
(Default Bearer)

IIPUCYTCTBYET

IIPUCYTCTBYET

JlaHHBIE O KaXXJIOM KaHaye nepegaud AaHHeix EPS B coemuHeHnu ceTu repenavym

JaHHBIX

Hnentudukarop KaHaua repenavyn JaHHBIX
EPS (EPS Bearer ID)

IPUCYTCTBYET

IPUCYTCTBYET

IITa650H notoka tpaduka (TFT)

IIPUCYTCTBYET

IIPUCYTCTBYET

IP anpec ucnonszyemoro P-GW (s
IUTOCKOCTH Nosb30oBatens) (Tonbko gt GTP Ha
S5/S8)

(P-GW Address in Use (user plane))

IIPACYTCTBYET

IIPUCYTCTBYET

WnenTudukaTtop KOHETHOH TOYKH TyHHEIS P-
GW nns untepdetica S5/S8 (s miockoctu
nonb3oBatens) (Tonbko st GTP Ha S5/S8)

IPUCYTCTBYET

IPUCYTCTBYET




(P-GW TEID for S5/S8 (user plane))

IP anpec S-GW nns untepdeiica S5/S8 (s
IUTOCKOCTH TIOJIB30BATEI)
(S-GW IP address for S5/S8 ((user plane))

IPUCYTCTBYET

HIPUCYTCTBYET

Wnentudukarop KOHEUHOH TOYKM TYHHES S-
GW nns unrepdeiicoB S5/S8 (mns mnockocTu
nonb3oBaressi) (tonbko st GTP Ha S5/S8)
(S-GW TEID for S5/S8 (user plane))

IIPUCYTCTBYET

IPUCYTCTBYET

IP anpec S-GW namns untepdeiicos S1-u, S12 u
S4 (o714 MIOCKOCTH IOJIB30BATENA)
(S-GW IP address for S1-u, S12 and S4 (user

plane))

IIPUCYTCTBYET

IPUCYTCTBYET

Hnentudukarop KOHEUHOH TOUYKH TYHHENS S- -

GW nns unrepdeiicos S1-u, S12 u S4 (mns
IJIOCKOCTH IIOJIE30BATEIA)
(S-GW TEID for S1-u, S12 and S4 (user

plane))

IPUCYTCTBYET

IPUCYTCTBYET

IP appec y3na panuonocrtymna eNodeB s
uHTepdeiica S1-u
(eNodeB Address for S1-u)

IPUCYTCTBYET

VnenTudukarop KOHEYHOMN TOYKH TyHHEISA
y3na paguogoctyna eNodeB mis untepdeiica
S1-u (eNodeB TEID for S1-u)

IPUCYTCTBYET

IP appec koHTpoOIIIEpa CETH pagUOHOCTyIIa
UMTS nns unTepdetica S12
(RNC IP address for SI2)

IPUCYTCTBYET

Wnentudukarop KOHEUHOM TOUYKU TYHHEISA
KOHTpoiepa cetd paguonoctyna UMTS mns
untepdetica S12 (RNC TEID for S12)

IIPUCYTCTBYET

IP agpec SGSN s unTepdetica S4 (s
IJIOCKOCTH TI0JIB30BATEIS)
(SGSN IP address for S4(user plane))

MIPUCYTCTBYET

Wnentudukatop KOHEUHOM TOUYKU TYHHEIS
SGSN s unaTepdeiica S4 (s MIOCKOCTH

MI0JIB30BATEN )
(SGSN TEID for S4 (user plane))

IPUCYTCTBYET

KauecTBo 06CmyXxnBaHus B KaHaje Iepegadn

IIPUCYTCTBYeET

IPUCYTCTBYET
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nanHeix EPS (ARP, GBR, MBR, QIC)
(EPS Bearer QoS)

Wnentudukarop qaHHBIX y4eTa CTOUMOCTH,
regepupyemeix S-GW u P-GW
(Charging 1d)

IIPUCYTCTBYET

IPUCYTCTBYET
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Ipunoxenne Ne 11

K IlpaBuiam npuMeHeHHS 00OpymOBaHUS
KOMMYTallu{ cerel MOABH)XHOM
paguorenegonHoi cBsa3u. Yacte VI
IlpaBuna mnpuMmeHeHHs OO0OPYIOBaHHA
KOMMYTallu{ CTaHJapTa LTE,
YTBEPXKICHHBIM IIpHKa3oM MuHucrepcTBa
II(QpPOBOTrO Pa3sBUTHA, CBA3H M MACCOBBIX
KoMMYyHUKaui Poccuiickoit @enepanyn

or J5.06. 70/P Ne37/F

Tpeﬁonamm K CHCTEME yUeTa JaHHBIX IJI HAYHC/ICHHS IIJI1aThI

1. Cucrema yuera AaHHBIX I HauucieHus twiathl (mamee - CY]I)
AOJKHA BBIOJHATE COOp M XpaHEHHE YYETHBIX HaHHBIX IJIA IOCIEAYIOIIETO
OIIpeJENIEHHs] CTOUMOCTH [ BCEX BHIOB yYETHOTO TpadHKa.

2. CYJ onomxna ofecrneuynBaTh IHepegadyy  YYETHBIX  JAHHBIX
B aBTOMaTH3HMPOBaHHYIO CUCTEMY pacueToB (maiee - ACP).

3. ®opMHpPOBaHHE YYETHBIX NAHHBIX JO/DKHO HAUMHATHECA C MOMEHTA
MHIVKAI[MK OTBETA BEI3BIBAEMOro aboHeHTa (CiIyKObI) U IIpeKpaIlaTbes mpu 0Tdoe
mo6oro u3 aboHeHTOB (CIIyX0BbI).

4. CYJ pomkHa co3gaBaTh 3alllCh Uil oOecredeHuss (YHKIM ydera,
PETUCTPHUPYIOLIYIO CIEAYIOLIHE NaHHbIE:

1) kaTeropumiro M HOMep BBI3BIBAIOLIETO aOOHEHTa MM AJAPECHYIO
MH(OpMAIHIO BHI3BIBAIONIEH CTOPOHEI,

2) Homep BbI3BIBAEMOro  aboHeHTa (CIyXOBI) WIH  aIpPECHYIO
MH(QOPMALIHIO BEI3BIBAEMOM CTOPOHEL,

3) naty (meHB, Mecsl, TOX) U BpeMs Hadajga CoeIWHEeHHUs (Yac, MUHYTa,
CeKyH/1a);

4) TPOIOIKHUTENHFHOCTh COSAUHEHHUS WM BpEMs OKOHYAHHS COCIAUHEHUS
(dac, MHHYTa, CEKYH/I);

5) wucnomp3lyeMmble B COeIUHEHUH YCIYTH;

6) obveM nepenaBaeMoON/IpUHAMAEMOM HWHPOPMAMH C YKa3aHHEM
KayecTBa MpEAOCTaBIE€HUS YCIYyTd, B Cllydae YCTAHOBJIEHHS COeJUHEHHH
IUIS Iepefiavil JaHHBIX;

7) UHAWKATOPHI 3aITUCH;

8) wuaeHTHUKATOPEI ONIEPATOPOB;

9) wunentuduxaropsl obopynoBanus EPC, obecneunBaromero c6op
IOaHHBIX 715 ydeTa CTOUMOCTH.

5. CVY]I nomxkHa o0ecrieunBaTh XpaHEHHUE YUETHBIX JaHHBIX.

6. Ilepemaua wuHbopmammu B ACP JgombkHA  OCYIIECTBISATHCS
C HCHOJIb30BaHUEM CTAaHAAPTHBIX CETEBHIX IIPOTOKOJIOB M OTKPBITHIX HHTEP(ECOB.

7. Jna OGecmepeboitnoit paborer CY]Jl momkHbl obecrnedymBaTHCS
oyOnupoBaHWe W pe3epBHpoOBaHHEe  ycTpoicTB. (CuHcTeMe  YIpaBlIEeHHA
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U TEXHMYECKOro OOCIyXUBaHWs, MOJDKHEI IOCHLIATBCS COOOIIEHHS 06 OTKaze
WIN HEUCIPaBHOCTH obopynoBanuss CVY][ mnpu BO3HMKHOBEHHH OTKa3OB
WIH HEWCHpaBHOCTH obopymosanus CVYJl, a Takke B mpoliecce mNepeaadn
nnpopmaymu B ACP, W OZHOBpEMEHHO OCYIIECTBIATHCS 3aIUCh CBEICHHI
O HEUCNPaBHOCTSX.

8. B CVYI onmomkHa OBTh TIpeAyCMOTpEHAa CHCTEMa  3aIlUTHI
OT HECAaHKIIMOHUPOBAHHOIO AOCTYTa K HH()OpMAIIHH.

9. B CVY]J ofecneyeHa BO3MOXHOCTH YCTAHOBKM OOCIYXHBaeMbIM
[IEPCOHAJIOM MapaMeTPOB, PETHCTPUPYEMBIX B 3alMCAX O COEHUHEHHUAX, U THUIIOB
3aIlUCEH.

10. B CY] nmomxHa obOecnednBaThCs (YHKIMSA HEMEIJICHHOIO BBIBOJIA
Ha YCTPOMCTBO TEXHHYECKOrO OOCITyXHBAaHUSA Y4YeTHOM UHpOpManuy s
onepaTuBHON 00pabOTKH TaHHEIX.
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IIpuinoxenue Ne 12

K IlpaBunaM npumeHeHus oGopyaoBaHus
KOMMYyTaIuu ceren IIOZIBUXKHOM
panuoteneoHHoi cBs3u. Yacte VIL
[IpaBuna npuMeHeHHs 00OpPYIOBaHMS
KOMMYTaluH cTaHzapra LTE,
YTBEPKIEHHBIM NpUKa3oM MUHHUCTEpCTBA
LIU(QPOBOro pasBHTHA, CBA3H M MAaCCOBBIX

KOMMYHUKalui Poccuiickoil @enepanum

or 75.06 207 NeS/F

Ilepeyenb AaHHBIX 06 00Cay:KHBaeMbIX B P-GW aGoHeHTCKHX
PaanOCTaHIHAX, NoaAep:kuBaomux crangaptel LTE, GSM 900/1800, UMTS

Tabmuna.

JlaHHbIe LTE w/uma | GSM 900/1800,

LTE- UMTS
Advanced

Mexnynaponustit Homep AC (IMSI) IIPUCYTCTBYET | NPUCYTCTBYET
Hunvxarop HeNOATBEPKACHUS OIHHHOCTH S N —
IMSI (IMSI unauthenticated-indicator) PHCYTCTBY PHCYTCTBY
MexnynapoaHslil UIEHTUPHKATOD
obopynosanus AC u BepcHs IPOrpaMMHOTO
obecnieuenus (IMEI/IMEISV) HPHCYTCIBYCT | IPHCYTCTBYCT
(ME Identity)
MexnyHaponusiit Homep AC B cetu ISDN npucyTcTByer | mpuoyTeTRyer
(MSISDN)
Mnentudukarop BEIOPaHHOTO OIiepaTOpa CETH
(Selecte(cil) CN olf))erato{r3 id) PR HPHCYTCTBYCT | MPHCYTCTBYCT
Tun TexHOIOTHH paguoOCTyIIA U
(RAT (Radio Access Technology) type) PHCYTCTBY PHCYTCTBY
IlonpoGHoe omucanue Tpeiica
(Trace reference) IPUCYTCTBYET | MPHCYTCTBYET
Trn Tpeﬁca) npucytctByet | [Ipucyrcrsyer
(Trace Type
%ﬁfgg:%g? aTop Tpurrepa IPUCYTCTBYET | MPHUCYTCTBYET




WnenTHduUKaTOp LIEHTpa YIpaBIeHUS U
oOciyxuBaHus, KyJa OyoyT IepenaBaTbCsa
otueTsl 1o Tpeicam (OMC Identity)

IPUCYTCTBYET

IPUCYTCTBYET

I.IaHHBIe JUIS KayKaoH I/ICHOJIBBYCMOﬁ TOYKH OJOCTYIIa

I/Icnonbe.yeMax TOYKa JOCTyIIa

(APN in Use) IIPUCYTCTBYET | MPUCYTCTBYET
Touka goctyna - O6m1as MakcUMaIbHas
CKOpPOCTH Iepeavn MIPUCYTCTBYET | MPUCYTCTBYET

(APN-AMBR)

I[aHHBIe O COCOMHECHHUHU CETH IIepeaadyn JaHHbIX OJIA KaKI0HM TOUKH A0CTyIa

IP-anpec(a)
(IP Address(es))

IPUCYTCTBYET

IPUCYTCTBYET

Tun cetu nepenayn JaHHBIX
(PDN type)

IIPUCYTCTBYET

IPUCYTCTBYET

IP-appec ncnonezyemoro S-GW (aiis ypoBHS
yIIpaBieHHUS )
(S-GW Address in Use (control plane))

IPUCYTCTBYET

IPUCYTCTBYET

W nentudukarop KOHEYHOH TOUYKH TYHHEIA S-
GW nns uarepdeiicoB S5/S8 (mns ypoBHs
ynpasnesus) (Tonbko st GTP na S5/S8)
(S-GW TEID for S5/S8 (control plane))

IPUCYTCTBYET

IPUCYTCTBYET

IP anpec ucnonszyemoro S-GW (11 ypoBHS
nonb3oBarens) (tonbko st PMIP va S5/S8)
(S-GW Address in Use (user plane))

MPUCYTCTBYET

IPUCYTCTBYET

Kitou GRE, Beinenennsiit S-GW g1 nepegaun
[I0JIB30BATENLCKUX HaHHBIX "BHU3" (TOJBKO IS
PMIP na S5/S8)

(S-GW GRE Key for downlink traffic (user

plane))

HIPUCYTCTBYET

IPUCYTCTBYET

IP appec P-GW s unrepdeiica S5/S8 (mns
YPOBHS yIIpaBJICHHU )
(P-GW IP address for S5/S8 (control plane))

IIPUCYTCTBYET

IPHUCYTCTBYET

Unentudukarop KOHEUHOU TOUKH TyHHENs P-
GW mna uatepdeiicoB S5/88 (g ypoBHS
ynpasienus) (Tonsko mis GTP Ha S5/S8)
(P-GW TEID for S5/S8 (control plane))

MIPUCYTCTBYET

IPUCYTCTBYET




IP agpec ucnonsszyemoro P-GW (miis ypoBHs
nojs3oBares) (toasko aus PMIP wa S5/58)
(P-GW Address in Use (user plane)

IPUCYTCTBYET

HPUCYTCTBYET

Kirou GRE, Beinenennstit P-GW mist epenayn
I10JIB30BATEILCKUX JAaHHBIX "BBepX" (TOJIBKO
s PMIP Ha S5/S8)

(P-GW GRE Key for uplink traffic (user plane))

IPUCYTCTBYET

HPUCYTCTBYET

Bo3MoxHOCTB nepesiauu cCooOIIeH i 00
n3MeHeHuu nHpopMmanuu 06 AC
(MS Info Change Reporting support indication)

IIPUCYTCTBYET

Heob6xomuMocTs mepenadn coobienuii 0o
u3MeHeHuu nHbopmanmm 06 AC
(MS Info Change Reporting Action)

IPUCYTCTBYET

IPUCYTCTBYET

Heo6xoaumocTs nepenayun cooOieHuit 06
U3MEHEHUH HHGOpMAIIUH O 3aKPBITOH IpyIIIe
MOJIb30BaTenei

(CSG Information Reporting Action)

IPUCYTCTBYET

HPHUCYTCTBYET

CormnacoBaHHBIN peXUM YIIpaBlIeHHS KaHAJIOM
(BCM)

MPUCYTCTBYET

Wnentudukarop kaHajia nepenadu JaHHBIX I10
ymomianuio (Default bearer)

HPUCYTCTBYET

IIPUCYTCTBYET

XapaKTepUCTHKH y4eTa CTOUMOCTH
abDOHEHTCKOH CTaHIIMH B CETH Iepeaavn
nanHbelx EPS

(EPS PDN Charging Characteristics)

IPUCYTCTBYET

HPUCYTCTBYET

JlaHHBIE 0 Ka)k[IOM KaHaJjle Ilepelayl JaHHBIX B COSAMHEHUH CETH Mepeaadn
naHHbIX (Tosbko st GTP na S5/S8)

Wnentuduxarop kaHana nepeaadd JaHHBIX

EPS [IPUCYTCTBYET | MPUCYTCTBYET
(EPS Bearer ID)

ITa6n0oH noroka tpaduka (TFT) IIPUCYTCTBYET | MPUCYTCTBYET
IP anpec ucnonszyemoro S-GW (1151 ypoBHs

nosib3oBartenst) (S-GW Address in Use (user IPUCYTCTBYET | MPUCYTCTBYET
plane))

UNnentudukarop KOHEIHOM TOUYKH TyHHEISA S- HpHCYTCTBYeT | TIpHCYTCTBYeT

GW myia uatepdeiicoB S5/S8 (g ypoBHS
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T10JIB30BATEA)
(S-GW TEID for S5/S8 (user plane))

IP anpec ucnonssyemoro P-GW (s ypoBHs

II0IB30BATEN )
(P-GW Address in Use (user plane))

IIPUCYTCTBYET

HPUCYTCTBYET

Mnentudrkarop KoOHEYHOH TOUKH TyHHES P-
GW nia unTepdetica S5/S8 (mns yposHs
II0JIB30BATEIIA)

(P-GW TEID for S5/S8 (user plane))

IIPUCYTCTBYET

IPUCYTCTBYET

KauecTBo o6ciryXHBaHUA B KaHaJle TIepejadun
nanuslx EPS (ARP, GBR, MBR, QCI)
(EPS Bearer QoS)

HIPUCYTCTBYET

IPUCYTCTBYET

WnenTudrkaTop NaHHBIX y4eTa CTOMMOCTH,
reHepupyeMseix S-GW u P-GW
(Charging Id)

IIPUCYTCTBYET

IPUCYTCTBYET
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[Ipunoxenue Ne 13

K [IpaBunamM npumeHeHHsT 000pyAOBaHMS
KOMMYTaLuU cerent MO ABHXKHOM
pamguotenedonHoit cBa3u. Yacte VIL
[IpaBuna mnpuMeHeHUs OOOPyAOBaHUS
KOMMYyTaluH CTaHAapTa LTE,
YTBEPXKIEHHBIM ITpHKa3oM MuUHHCTEPCTBA
UGPOBOro pa3sBUTHS, CBSI3U U MacCOBBIX
KoMMyHUKanui Poccuickoit @enepannu

o1 25.06.2078 NS/G

Iepeuens xpansmuxcsa B HSS nannpix 06 a00HeTCKHX pagnoCcTaAHUHAX,
noaaep:xxuBaomux cranaapt LTE

Tabnuna.

JlaHHbIE KommMmeHnTapuu

Mesxnynapoausiii Homep AC (IMSI)

Mexaynaponusiit Homep AC B cetit ISDN (MSISDN) OTIIMOHAJIEHBIH

Mex xyHapoaHslii uaeHTUGuKaTop obopynoBanus AC

H BEPCHS NTPpOTPpaMMHOI'O O6CCHC‘ICHI/I5{
(IMEI/IMEISV)

[TapamMeTphl ayTeHTU(UKALKN: IPOU3BOJIBHBIA HOMED
(RAND), oxunaemsrit otseT (XRES), ximrou
(KASME), cumBoi ayreHTadukanun (AUTN)
(Authentication Vector)

Hnentudukarop MME, o6ciysxuaroniero AC B
nanueiii MomeHT (MME Identity)

Bosmoxuoctu ganaoro MME (MME Capabilities)

EMM u ESM xonrekct anst AC ypanens! u3 MME
(MS PS Purged from EPS)

Orpanndenus 00CITy>KMBAIOIIETO OIIEpaTopa
(ODB parameters)

OrpaHudeHus JOCTya B COOTBETCTBHU C IOAMUCKOMH
(Access Restriction)

XapakrepucTrka s yaera croumoctd AC B
COOTBETCTBHH C ITOAINCKOHN B CETH
(EPS Subscribed Charging Characteristic)
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ITogpo6Hoe omucanue Tpeiica (Trace Reference)

Tum tpetica (Trace Type)

VinentrdukaTop LeHTpa YIpaBIeHU U
o0CITyXUBaHuUsA, KyJa OyIyT mepefaBaThCsi OTUETHI 110
tpeticam (OMC Identity)

IToamucka AC - O0mras MakcuMasbHasi CKOPOCTh
nepenaun (Subscribed-UE-AMBR)

3amena Touku goctyna (APN-OI replacement)

WHieKc MpHOPUTETHOCTH BEIOOpa TEXHOJIOTHH
panuonoctyra/Yacrorer (RFSP Index)

[Napametp 3anpoca goctynHoctd AC yKa3bIBarolui,
gto noareepxkaeHue aktusHocTd AC ot MME
sapeructpupoBaHo B HSS (URRP-MME)

JlaHHBIE TTOJIMTUCKU 3aKPBITOM rPpyIIbI I0Nb30BaTENeH
(CSG Subscription Data)

Paspemenne ucnons3zoBanus B VPLMN nokansroro IP
noctyna (VPLMN LIPA Allowed) <*>

IMoamucka Ha nmeproArUecKkoe OOHOBIEHUE 30HBI
MapIIPyTH3ALMH/CIIeXEHUS 110 TalMepy
(Subscribed Periodic RAU/TAU Timer) <*>

TITomucKa Ha MPHOPUTETHOE OOCITY>KUBAHHE B JOMEHE
CS (MPS CS priority) <*>

Bo3MoxxHOCTB TToanepku At AC HENIpephIBHOCTH

roJIOCOBOTO BBI30Ba Ha paauouHTepdeiice
(UE-SRVCC-Capability)

[Moanucka Ha mpropuTeTHOE oOCHyXuBanue B EPS
(MPS EPS priority) <*>

OI[I/IH HJIX HECKOJIBKO KOHTEKCTOB CETH IICpeaaun JaHHbIX

Wnentudukarop koutekcta (Context Identifier)

Anpec cetu nepenauu gasHbeX (PDN Address)

Tun cetu nepenaun ganHex (IPv4, IPv6, IPv4vo6)
(PDN Type)

Bamemenue ToukH nocryna (APN-OI Replacement)

ONYUOHATILHBIU
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HanMeHoBaHue TOUKU JOCTyna
(Access Point Name (APN))

Paspenienns BO3MOXXHOCTH paclipe/ie/ieHHs Tpaduka
IP mns APN (SIPTO permissions) <*>

Pazpemenus LIPA
(LIPA permissions) <*>

LIPA-pa3perieHo, TONBKO
LIPA, LIPA-npu ycnoBuu

[Tpoduns kayecTBa OOCITYKHUBAHUSA B COOTBETCTBHUH C
nonnuckoit B EPS (QCI u ARP)
(EPS subscribed QoS profile)

[Noanucka Touka nocryna - O6mas MakcuMalbHast
ckopocTh nepenauu (Subscribed-APN-AMBR)

Xapaktepuctuku yuera crouMoct AC B
COOTBETCTBHUU C IIOAITUCKOH B CETH IMEpejavyr JaHHBIX
EPS(EPS PDN Subscribed Charging Characteristics)

Bos3moxuocTs ucnoiis3oBars ;i1 APN AC P-GW

JOMAaIITHEeH MIIK BU3UTHOM CETH
(VPLMN Address Allowed)

Unentudukarop P-GW (P-GW identity)

Tun Beibopa P-GW (cratudeckuii, AMHAMIYECKUH )
(P-GW Allocation Type)

CeTtnb paguoTesiehOHHOH CBSI3H, B KOTOPOH HAXOJUTCH
muHamudecku BeIOpaHHbIH P-GW (PLMN of P-GW)

OpHopoaHas noaaep Ka rojlocoBoro Bei3osa IMS

B 30HaX ciexxenus oociyxusaroniero MME
(Homogenous Support of IMS Over PS Sessions for
MME)

ITepeuenb cooTHomeHni: HanMeHoBaHMe To4kH foctymna - Munentuduxarop P-GW

Howmep cootnomenust APN - P-GW
(APN - P-GW relation #n)

[Ipumeuanue: <*> - «JJaHHBIe» 00sA3aTeNbHbIEC TONBKO i cTanaapra LTE-

Advanced.
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ITpunoxxenue Ne 14

K IIpaBunaM npuMeHeHHUS 06OpYIOBaHHS
KOMMYTaLlu{ ceren ITOJIBUKHOH
panrorenedonHoit cBs3u. Yacte VI
IlpaBuna TmpuMeHeHHs OOOPYIOBaHHSA
KOMMYTalu{ cTaHJapTa LTE,
YTBEPXKICHHBIM IIpHKa3oM MUHHCTEpPCTBa
IU(POBOro pa3BHUTHUS, CBA3H U MACCOBBIX
KOMMYyHHKauui Poccuiickoii @exneparun

or 74. 0L . 2D0/P Ne3/G

TpebGoBanus
K JaHHBLIM 00 a00HeHTCKO# pagnocTannui, Xpausmumcs B EIR

1. B EIR [OMWKHBI  XpaHHTBCI  MEXIYHApOAHBIA  HAEHTHPHUKATOP
o6opynosanuss AC (IMEI) unu MexIyHapoIHbI WaeHTHGHUKATOp 0GOpYHOBaHMA H
BepCHs IIporpaMMHoro obecneudeHus obopynosanus AC (IMEISV).

2.  ®opwmar IMEI:

xox tuna (TAC) nomxkeH comepikaTth 8 IeCATUYHEBIX 3HAKOB;

cepuiiHbli  HoMep (SNR) momkeH comepxaTe 6 [ECATHYHBIX 3HAKOB
(MHOVBU Y ATbHBIH CEepUNHBIN HOMED, OHO3HAYHO UAeHTUGUIHPYIOIIHiA
obopynosanue AC B npenenax TAC);

pe3epB MOJDKEH COIEp)KaTh | JAecATWYHBIA 3HAK, NPHHUMAIOINMN 3HAYEHHE
pasHoe "0" npu nepenaue IMEI ot AC.

Yucno gecarnunbix 3HakoB B IMEI nomxno GBITE paBHoO 15.

3. ®opwmar IMEISV:

xox tuna (TAC) nomxeH comepxats 8 AeCATUYHEBIX 3HAKOB;

cepuiinelii  HoMmep (SNR) momkeH comepkarb 6 JeCATHYHBIX 3HAKOB
(MHOUBUIYaIBHBIHA CepUUHBIN HOMED, OZHO3HAYHO UACHTUDUIHUPYIOIIHHA
obopynosanue AC B npenenax TAC);

HOMEp BepcHMHM InporpamMMmHoro obGecneueHus obGopynoBanus AC (SVN),
UACHTHQUIUPYIONMI HOMEpP BEPCHH IPOTPaMMHOIO obecrieueHuss MOOHIBHOTO
obopynoBanus. J[rHA MO JOJDKHA COCTABIATE 2 JECATUYHBIX 3HAKA.

Yucno aecaruynsix 35akoB B IMEISV nomxxo ObITE paBHoO 16.

4.  Mexnynaponssle uneHTupuKaTopel obopynosanus AC, comepampecs B
EIR, noymxHBI pa3aensaThes Ha TPH CIIHCKa!

Oenpiii crnucok, copepxkammii IMEI momymieHHOro s paboTEl B CeTH
obopynoBaHus;

YepHBIA CIHCOK, copepxamuii IMEI He nomymeHHoro s paboOTBI B CETH
o6opynoBaHU;

CepBI¥ cHMCOK, copepxantuii IMEI He 3anpeinieHHOro ajis paboTHl B JAHHOM CETH
obopynoBaHusi kpome ciydaeB, korga IMEI oGopynoBaHUs CONEPKUTCS B UYEPHOM
~ CIHCKE WJIH HE COAECPXKUTCS B OEIIOM CIIHCKE.
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5. OO6opymoBanne xomMyramuu craHzapra LTE JOIKHO OCYIECTBISTH
nposepKy IMEI npu xaxnoi moneitke goctyna AC B EPC u ocTaHaBnmBath MoGyio
IIOIBITKY NOCTyIa NpH NnonyYyeHuH u3 peructpa EIR oxHOro u3 ciexymomux oTBeToB:
«o0OpynOBaHHe HAXOAMTCS B YEPHOM CIIHCKE» WM «0GOpYHOBaHHE HE COIEPKUTCS
B 6eI0M criucke.
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IIpunoxenue Ne 15

K IIpaBunam nprMeHeHUst 00OpyAOBaHUS
KOMMYTaIU{ cere ITOABIKHOMN
pamuoreneponHod cBsa3u. Yacte VIL
IIpaBuna mnpuMeHeHUsS O00OpyHOBaHHUS
KOMMYyTaluu CTaHJaapTa LTE,
YTBEPXKACHHBIM IIpUKa3oM MuHMCTEpPCTBA
IM(POBOTO Pa3BUTHSA, CBS3H U MACCOBBIX
KOMMyHUKalu# Poccutickoil @enepanyn

or 2506 2p7/E Ne /G

Tpebosanus k IlenTpy Ynpasienns n Texunueckoro O6cayxuanus (IIY u TO)

1. B Lentp Vnpasnenus u Texuuueckoro O6cmyxusanus (I[Y u TO) nomxna
HanpasJIATeCd HHYOpPMALUA O COCTOSHUU 000pyAOBaHMs KoMMyTanuu cTangapra LTE.
Jnsa  ynpaBineHMs M TEXHUYECKOro OOCIYy)XHBaHHsS OOOpPYHOBaHHSA KOMMYTAIIMH
cranaapra LTE nomkeH ucnonbs3oBatbes LeHTPATU30BaHHEIH METO/.

2. IV u TO pomxeH HCIONB30BaThCA MAJS YNpaBieHHS 00OpYyIOBaHHEM
xoMMyTanuu  craHgapta LTE, xoHTpons pabGoTocrmocoOHOCTH —060pyI0BaHHS
kommyTanuu crangapra LTE, cbopa u BeIBoja mHpOpMaimu o0 (GYHKIHOHHPOBAHUH
obopynoBanus kommyTaiuu cranaapra LTE o6cnyxuBaromeMy mepcoHay.

3. ®OyHKUMH yNpaBleHHs, OSKCIUTyaTalldd W TEXHUYECKOI0 OOCITyKHBAHHS
JOJDKHBI ~ BBIIOJHATHCH  aBTOMATHYECKM B  COOTBETCTBUH C  IPOrPaMMHBIM
obecriedeHHEM MM II0 KOMaHAaM OOCIyXXHBAIOIIEro I€PCOHANa, BBOIUMBIM C
TEPMHMHAJIa TEXHUYECKOro OOCIyXWBaHHI, C HCIOJIb30BaHMEM «MEHIO» WIH
rpaguueckoro uHTEpdeiica.

4.11Y u TO momkeH BBIIOIHATH CIeIyIOIIHe QYHKIHHU:

aJIMUHHCTPATUBHOE YIIPaBJICHUE;

KOHTpONb yHKIIMOHUPOBaHUs o6opynoBaHus kommyTauuu crangapra LTE;

yIpaBJIeHHE BOCCTAHOBICHHEM paboTOCIIOCOOHOCTH 000PYAOBaHUSA KOMMYTALIHH
craugapra LTE;

yIpaBlIeHHE TECTUPOBAHUEM U THATHOCTUKOMA.

5. OyHKnMsA agMHUHUCTPATUBHOIO YIpaBJIEeHUS OOOpPYHOBaHHEM KOMMYTAI[HH
crangapra LTE gomkHa BKIIIOYaTh:

1) ynpaBneHue koH¢urypanmeit oGopynoBanus KommyTauuu crangapra LTE,
obecrieunBarolIee:

BBOJI, U3MEHEHNE U yAAJICHUE NaHHBIX KOHGUTYpalluH;

AaKTUBAaLMIO WM JEeaKTUBallI0O 3arpy3kd IPOrpaMMHOI0  oOecredeHHs
(manee - I[10) B o6opyaoBaHue y3iia CBI3H U €ro paboTOCIIOCOGHOCTS;

2) ynpaBieHHe KOMaHAaMH CUCTEMBI, 0OecieunBarollee clieayroume QyHKINN:

BBIBOJI BCEX KOZOB KOMaH]], pealM30BaHHBIX B CHCTEME;

BO3MOXXHOCTh U3MEHEHHUS CYIIECTBYIOIINX U BBEJICHHE HOBEIX KOMAaHL;

3) agMUHHCTpaTUBHOE yIpaBiieHHe aOOHEHTCKUMHU JJaHHBIMH, 00eCIIeUrBaroIee
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crenyromuye QyHKITH:

Co3laHue, U3MEHEHHUE, YIaleHNe, CUUThIBAaHHE AOOHEHTCKUX JaHHBIX;

OJIOKMpPOBKa WK pa30I0KAPOBKA a0OHEHTOB;

IIPOCMOTP, H3MEHEHHUE U BBIBOJ JaHHBIX y4eTa CTOMMOCTH;

4) ymnpaBieHHe MapIIpyTH3AIHEH;

5) ynpasneHme 3amuTOH MHGOpManuH, o0GeCIEUMBAIOIEE  CIEAYIOIUE
byHKIIM:

3anmra gocryna K 1Y u TO nocpencrsom nmaponei;

HaJlMuYue He MeEHee [BYX KaTeropuil mone3oBaTeneil (agMHHHCTpaTop W
MOJIb30BATENb), HMEIOIIUX Pa3NIMYHbIEe [IAPOIM U pasiudHble mpasa mocTyna k LY u
TO;

6) ynpapleHHe CHCTEMHBIMH YacaMH peaJbHOTO BPEMEHH, 00ecIeuHBaroliee
KOHTPOJIb U BO3MOXKHOCTh YCTaHOBKY CHUCTEMHBIX 4YaCOB peabHOI'O BpEMEHH.

6. Konrpons ¢pyHkIroHNpOBaHNS 060pyI0BaHUsS KoMMyTauuu cragaapta LTE
AOJDKEH  BKIIOYaTh  OOHapykeHHMe M (QHKCAlMIO  aBapUMHBIX  CUTHAJIOB
¢  OYyHKIMOHANBHBIX  OJIOKOB, MOJIyJiell, CHCTeM Iepefadyd, MCTOYHHKOB
3IIEKTPONMTAHUS U UX 00paboTKy ¢ IOCIeIyIOMM BBIBOJIOM aBapHUHBEIX COOOILLECHHUIT
Ha JUCIUIEd ¥ MPUHTEP TEPMMHANIa TEXHHYECKOTO OOCIY)KHBaHHS WIH CHCTEMHYIO
IIaHEeNb aBapUITHBIX CUTHAJIOB.

7. Koutponps QpyHKIHOHHpOBaHUS 000pynoBaHUs KoMMyTauuu crangapta LTE
AOJDKEH OCYIIECTBIAECTCSA ITOCTOSHHO MM IIEpUOAMYECKH (10 PaCIHMCAHHIO MIH II0
KOMaHJIe TEXHHYECKOro IEPCOHAa C TEPMUHANA TEXHUIECKOTO OOCITY KUBAHUS).

8. ABTOMAaTHYECKMH KOHTPONb JOJDKEH OCYIIECTBIATECA PAaCIpPENEIIEHHO
(MOmy M CaMOCTOSITENBHO OJDKHBI OOHAPY)KHUBATH ITOBPEXKIEHHUS U OIIMOKH).

9. AsapuiiHble CcOOOLIEHHMS IOIDKHBI OBITH pa3lelieHbl Ha KaTerOpHH 110
CPOYHOCTH BOCCTAHOBJIEHUSI HEHCIIPABHOCTEH:

1) kpurudeckue aBapud (HEHCIPABHOCTb, BBI3BLIBAIOIAA 3HAYUTEIHHOE
yXyZALleHHe 00CITy)KUBaHUs U TpeOyrolas HeMEAJIEHHOIO BMEIaTeIbCTRA);

2) riaBHBIE aBapuu (cepbe3Hble HEUCIPAaBHOCTH, TPeOYIOIHME BMEIIATENLCTBA
B TEYEHHUE JTHS),

3) He3HAYUTENbHbIE aBapUU (HEHCIPABHOCTH, He TPeOYIOIIHEe HEeMEIJIEHHOro
BMCILIATENILCTBA U MOAJIEKALHE YCTPAHEHUIO B IIEPUOJ HAaIMEHBIIei Harpy3KH).

10. VYmupasnenne BoccTaHOBJICHHEM pabOTOCIIOCOGHOCTH JOJIKHO OCYIIECTBIATh
KOHTPOJIb COCTOSHUA (YHKIIMOHAJBHBIX OJIOKOB M YIIPaBIIATH I€pe3amycKkaMu OJIOKOB
C BO3MOXKHOCTEIO Iepe3alycka I NPeAOTBPALEHHS BIUSHUSI HEUCIIPaBHOCTH.

11. OGecneuyenue HaJIe)XHOCTHU JOJIKHO peann30BbIBATHCS IIyTEM
Pe3epBUPOBAHUSA OCHOBHBIX I'PYIIIOBHIX U YIIPABISIONIHAX OJIOKOB.

12. Ilepesamyck IO gomkeH NpoU3BOAUTHCS C COXpaHEHHEM CTATUCTHIECKUX M
TapU(GUKAIUOHHBIX JAaHHBIX ¥, B OCHOBHOM, C COXPaHEHHEM YCTaHOBJIEHHEIX
COEIVHEHU.

13. TIlepesarpys3ka IIO o6opynoBanus kommytaumu crtanaapra LTE mgomknHa
IIPOU3BOJMTBECS C COXpaHeHHEeM JaHHBIX y4eTa CTOMMOCTH  COEAMHCHHiA
Y CTaTUCTHYECKUX JTAHHBIX.

14. VnopaBneHue TeCTUpPOBaHMEM M JIUarHOCTHKOH JOJKHO OCYIIECTBIISATH
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oOHapyXXeHHe ¥ JIOKaJW3allMi0 HEeHCIPaBHOIO OOOPYHOBaHHSA C  ITOMOIIBIO
JUArHOCTUYECKHUX MPOTPaMM.

15. Y u TO nomxen obOecrmeyuBaTh aBTOMATHYECKUH e€XeMeCIUHBII
CTAaTUCTUYECKUH Yy4YeT CHUTyaluii B o0opynoBaHMM KoMMmyTtanuu craHmapta LTE
¥ IPOrpaMMHOM O0eCITeUeHHUH.

16. Y u TO pomkeH ofecreduBaTh BO3MOXHOCTh COOpa M OTOOpaXKEHUS
CTaTHCTUYECKUX JIAHHBIX.




72

ITpunoxenue Ne 16

K IlpaBunam npumeHeHUs oOOpyIOBaHHA
KOMMYTAaIuu ceTeil TTOJIBHIKHOM
panuotenedonHoir cBsa3u. Yacte VIL
[IpaBuna mpuMeHeHHS OOOPYIOBaHUA
KOMMYTAaIu{ CTaHJapTa LTE,
YTBEPKACHHBIM NpHKa3oM MUHHCTEpPCTBA
UG POBOro pa3BUTH, CBSI3U U MacCOBBIX
KoMMmyHuKauui Poccuiickoit ®enepaunu

or J8.06. 20/ Ne 37/G

TpeGoBanus k 06opyaoBanuio kommyTanuu cranaapta LTE B pesknme oxkazaHus
YCJIYT CBSI3H C HCNOJb30BaHHEM 00opyAoBaHusa KommyTanuu IMS

1. Jna nopkmodeHus k o6opynosanuto IMS UE 1omKHO HHUOMUPOBATE:

npornenypy noakmouenus UE k cetu paguonocryna (manee - EPS);

IIpoLEeAypYy aKTUBAIlUU KaHajla repefadynl JaHHbIX B EPS;

Beienenue IP-anpeca P-CSCEF;

npouenypy perucrpanuu B IMS.

2. Tlpu oxa3zaHUU yCIyT Iepeadd JAaHHBIX U Tele()OHHOIO COeIUHEHHs Yepe3
obopynoBanne kommyTtanuu IMS BpemenHo (ma BpeMs B3ammogerictsusa UE
¢ obopynoBannem kommytanuu IMS) B pamkax mpouenyp noakmoueHus UE x EPS
U COEIOMHEHHUSA C CeThlo mnepenau naHHeIX EPS nomkHO obecriednBaThCs HasHaYeHUE
UE IP-ampeca B dopmare, onpefeneHHOM IpoTokonamMu [P derBepTod WMiu IIeCTOR
Bepcuit  (manee - IPv4, IPv6), mpunamnexamem onHoit wu3 cereit IMS,
B3anMoeicTBytomleit ¢ P-GW:

IP-agpeca cetn IMS nomaiHero oneparopa;

IP-agpeca cetu IMS Bu3uTHOrO omeparopa;

[P-agpeca cetu B3auMogericTByroueii ¢ IMS noMmarnero oneparopa.

Brigenenne UE IP-agpeca P-CSCF 1gomKHO OCYIIECTBIATBCS OJHHUM M3
CIIEAYIOMIUX CTIOCOOOB:

C NOMOIIBIO IPOTOKOJA JWHaMu4eckoil koH¢urypamun (maree - DHCP) m
cepBepa nMeH JJoMeHoB (nanee - DNS);

C MMOMOIIBIO ITPOLIEAYPhl aKTHBAIMH KaHaIa ITepefiadn AaHHbIX B EPS;

UE gomxHo Beioupars P-CSCF u3 cnucka, XpaHAIerocs B HACHTHOUKALMOHHOM
MoJyite aboneHTa [yt pabotsl B IMS (nanee - ISIM);

UE nomxno Beicupats P-CSCF u3 cricka 06bekToB ynpasneHus IMS.

[lepBoHaYanbHO axTHBAlMsA KaHajla Iepefadd JaHHeIX B EPS  momkna
OCYLIECTBIATECA B pamkax npouexyps! nogiimouenus UE k EPS, unnnuupyemoit UE
c moMomplo coobmienus mnporokoina NAS «3anpoc mogkmodeHus». B «3ampoce
MOAKITIOYEHUA» B IapaMeTpe HACTPOMKH IOJB30BaTeIbCKOro  0060pynoBaHwus,
ompeneNsIoneM 00opyLoBaHHEe KOMMYTALHH, Yepe3 KOTOpoe OYyAeT OCYIIeCTBIATHCA
Tene()OHHOE COEIUHEHHE, B TPEThEM OKTeTe BTOPOH M TPETHH OUTHI HOJDKHBEI HMETh
OJIHO U3 TpeX 3HAYCHUM:
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«01» - ronoc Toneko uepes IMS;

«l0» - B mepBylo ouepenp roloc CilelyeT MepefaBaTh uepe3 goMen CS,
BO BTOpYIO - yepe3 IMS;

«11» - B mepByIo OYepenp royioc ClelyeT Hepexasath depes IMS, Bo BTOPYIO -
gyepes fomeH CS.

Tperuit OUT NpH yCTAHOBICHUH COENMHEHHUS 11 TIepeNady rooca JOJDKEH ObiTh
paBeH «0», 114 mepeavyy JaHHEIX — «1».

AxTUBaNKs KaHaIa Nepeadn JaHHbIX EPS 10mKHa OCYIIECTBIATHCS C IIOMOIIBIO
cooOuieHni «3ampoc COeNMHEHHs C CeThIO Iepenadd NAHHBIX» IpPoTokona NAS m
«3anpoc axTUBalliM KaHalla Nepefadd NaHHbIX» mporokona GTPv2-C. B rapameTpe
«3ampoca COEMHEHHS C CEThIO Ilepefaudl MaHHBEIX», ONPEAENAIONMEM  OIUH
KOH(QHIypalMy IPOTOKOJIA, OJDKHBI OBITh YCTAHABIABIICHBL:

3anpoc anpeca P-CSCF (eciu ucmone3yercss BTopoit criocoG BIieieHHs ajpeca
P-CSCF);

bnar curnanuzanuu IMS.

B mapamerpe coobmenus nporokona NAS «IloAkmOYeHHe IPHHATON,
ONpENENAIOIIEM IOAJICPKUBACMbIE CETHI0 (DYHKLUH, IEPBBIM OHT TPETHEr0 OKTETa
JOIDKeH OBITh paBeH «1», YTo yKasbiBaeT Ha moidepxky IMS romoca uepes moMeH
KOMMYTAallM{ NIaKeTOB Ha uHTepdeiice S1.

Hepenaua UE IP-ampeca (B mapameTpe «Anpec CeTH Tepenadd JaHHBIX») # IP-
agpeca P-CSCF (8 mapamerpe «IIpotokon mnapameTpoB KOHGUTYpaLHH») IOJDKHA
OCYWIECTBIIATECA B OTBeTe Ha «3alpoc aKTUBALMK KaHala Mepelavyd JaHHbBIX»
npotokona GTPv2-C u B oHOM 13 coobIeHuit «3ammpoc aKTUBaIHK KoHTekcTa EPS mo
YMOTYaHHIO», «3aIpoc aKTMBALMK KOHTeKcTa BEIOpanHoi EPS» mpoTtokoma NAS.

UE nomxen npucsampatbcsi HOBHIA IP-ampec mpu mepememenuss UE B 30HY
obciyxuBanus apyroro P-GW.

UE [0/DKHO OCYIIECTBIATE IPOLEAYPY PErMCIPALMM WM IepeperucTparuy
B IMS nocne naznauenus win usmenenus [P-anpeca UE unn IP-agpeca P-CSCF.

OcBOOOXIEHNE OUHAMHYECKOTO IP-anpeca UE 1momKHO OCYHIECTBIATHCS
IpH pa3pblBe COCJUHEHHsA C oOOpyJoBaHHEM KoMMyTauuu IMS ¢ moMoupio
cooOLIeHHs «3ampoc Pa3beAUHEHHS C CEeTBIO Mepeadn NaHHBIX» mpoTokona NAS miu
IIpY OKOHYaHUH BPEMEHH PETUCTPaIHH.
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IIpunoxenue Ne 17

k IIpaBuinaM npumeHeHus oGOpyHOBaHUA
KOMMYTalun ceren MIOABUKHOM
paguotene@orHoit cBsa3u. Yacte VI
IlpaBuna mnpuMeHeHHss 00OpyIOBaHUsA
KOMMYyTaluu CTaHaapTa LTE,
YTBEPXJCHHBIM IIpMKa30M MuHHCTEpCTBa
Iu(pPOBOro pasBUTHS, CBA3M M MAaCCOBBIX
KoMMmyHuKaui Poccniickoit ®eneparym

or 25 06. 20/ Ne 572

TpebGoBanus k nporoxkoay MIPv4

1. Tpe6GoBanus K JONOIHEHUSM W PACIIMPEHHSIM IIPOTOKOJIOB, HEOOXOMXHMMBIX
AJIs TOJIEPKKH MOOHIBHOCTH I0JIB30BATeNIsl B CETH, MCIOB3yromeil [Pv4:

1.1. TpeboBanus K IOMONHUTENBHBIM COOOLICHUAM «3alpPOC PErHUCTPAIHI»
(Registration ~ Request),  «Pesynsrar  peructpammm»  (Registration  Reply),
NOAACPKUBAIOLINE YIPAaBI€HHE MOOMIBHOCTBIO TIONIB30BAaTeNIi W  OTIPABIIIEMbIE
¢ nopra UDP/TCP 434

a) ¢opmar coobmenus «3anpoc perucTpauuny» IpUBEAEH Ha PUCYHKE 1.

JnurensHOCTD
pErHCTpaliH

Tun S [ B |[D M |G|r |T |X

Homarnwmii agpec

AJlpec mToMalIHero areHTa
CoA

Wnentudukamus

Pacumpenus

Pucynoxk 1

IIpumeuanue:

nojie « Tum» (1 6aifT) TOMKHO OBITH PaBHO «1»;

rosie «S» (1 6uT) TOMKHO GBITH PaBHO «1», €CIIH MOGHIIBHBIN Y3€II 3alIpalIuBacT
COXpaHEHHE HECKOJIBKUX NMPEeAbIIYIIIX aIpecoB MMPUBSA3KH;

nosie «B» (1 6ut) 1omxHO GBITH PaBHO «1», eclu MOOWIIBHEIIM y3€ll 3apalliBaeT
y JOMAIIHEro areHTa JOCTaBKy HIMPOKOBEIIATEIbHBIX JefTarpamMmm;

noie «D» (16wT) gmomkHO OBITH paBHO «1», eciM MOGHIBHBEIA y3en
JEKaICyNUpyeT AelTarpaMMbl, HallpaBiieHHEIe Mo aapecy CoA;

nose «M» (1 61T) JoMmKHO OBITH PaBHO «1», eCIi MOGHIIBHEIH y3€ 3alpalliBaeT
y JOMAIIHEro areHTa peXxuM MUHUMAJIbHOW WHKATICYJISILIMH JaHHEIX;

none «G» (1 6uT) JoKHO OBITH paBHO «1», eciu MOGHIIBHBIN Y3 3alpaliBaeT
y JOMAIlHero are’ra pexkuM uakancyisnaun GRE;



75

nonst «» u «X» (mo 16uty) momKkHO OBITE paBHBI «0» H XOJKHBI
UTHOPUPOBATHCS MPU IIPUEME;

nosie «T» (1 6ut ) MOMKHO yKa3bIBaTh Ha 3aIIPOC OOPaTHOI'O TYHHEJIUPOBaHNS;

nojie «uTeNbHOCTh perucTpanum» (2 6aiita) JOHKHO YKa3bIBaTh ATUTEIBHOCTH
pEerucTpallid B ceKyHAax (mpH 3HadeHHH «0» - 3ampoc OTMEHBI PETUCTpaLUH, NpHU
3HaueHnn «Oxffft» - beckoreuHOCTD);

nojnie «JlomamrHuii agpec» (4 Gaiita) HoJKHO ykasbiBaTh IP agpec MoOuibHOrO
y371a B JOMAaIllHEeH CeTH;

noie «Appec nomamnHero areHta» (4 Oaifra) momkHO ykasweiBathk IP agpec
IOMAIITHETO areHTa;

none «CoA» (4 Gaiita) IOMKHO yKa3biBaTh BpeMeHHBIH IP ampec MoOuIBHOrO
y371a B BU3UTHOM ceTy;

nojie «MneHTudukanus» MODKHO COAEPXAaTh CreHEPHUPOBAHHOE MOOWIBHBIM
y3710M 64-0MTOBO€ YHCIIO, UCHOJB3yeMOe AJisl COMOCTABICHHS 3alpoca perucTpalnuu
Y OTBETa;

06) dopmar coobmenus «Pe3ynpTaT perucTpaluny NpUBEIEH Ha PHCYHKeE 2.

Tun Kon JITATENbHOCTD perucTpaluu

JomamHuii anpec

Azxpec JOMAIIHCI'O arcHTa

Nnentudukarop

Pacmpenus

Pucynok 2

TIpumeuanue:

moste « Tum» (1 6aitT) KOMWKHO OBITH paBHO «3»;

noine «Kom» (1 OaiiT) JOIDKHO YKa3bIBaTh pe3yJIbTaT PeruCTpaLlly;

noJie «JITUTeIbHOCTD perucTpaurn» (2 6aiita) JODKHO yKa3hlBaTh AJIUTEIBHOCTh
perucTpanuu B cekyHaax (rpu 3HaueHuH «0» - OTMEHa perucTpalMy, IIpH 3HAYECHHH
«0xfffH» - GecCKkOHEUHOCTR);

nose «Jlomamnwuii agpec» (4 Oaiita) momkHO ykaseiBath [P agpec MoGunbHOro
y3ia B JOMalllHEH CeTH;

moje «Anpec momarmHero areHra» (4 Oaiita) omkHO YKaseiBathk IP ampec
JNOMAILIHETO areHTa;

none «HneHTuduKaTop» MOIDKHO COIEpXKaTh CreHepHpPOBaHHOE MOOHIIBHBIM
y3JIoM 64-0GMTOBOE YHCIIO, HCIIONb3YeMOe Ul COIIOCTAaBIICHHs 3allpoca PErHCTPali U
OTBeTa;

B) B COOOIIEHHAX «3ampoc perucrpanumn», «Pe3ynpraT perucTpauun» JOJDKHO
IPUCYTCTBOBATh OJHO U3 CIEIYIOIINX PacHUIMpeHHI: «AyTeHTHQHKaU¥s B AOMAIIHEN
cetu (Mobile-Home Authentication), Tvn pacmmpenus — 32», «AyTeHTHQMKaIUA B
BusuTHOH cetu (Mobile-Foreign Authentication), Tun pacmmperus -— 33»,
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«AyTeHTU(UKAIMA MeXAY [OOMallHel M BUBHTHOM CETAMHU (Foreign-Home
Authentication), Tun pacimpenus — 34».

®opmar paclMpeHHi s cooOIieHMM «3ampoc perucTpalimy, «PesynpTar
PETHCTpali» NMPUBE/IeH Ha PUCYHKE 3.

Tun pacmmpenus JnvHa SPI
SPI AyTtenTugukarop
Pucynoxk 3.
ITpumeuanue:

none «JlnuHa» JOMKHO yKas3bIBaTh JUIMHY ayTeHTU(HUKaTopa mmoc 4 Gaiira.

none «SPI» (Security Parameter Index) momkHo ykaseBaTe HAEHTH(HKATODP
[IapaMeTPOB 3alUMTHI, UCIOJIb3YEeMbIH I BRIYHCIICHUSA ayTeHTH(HMKATOpa. AIrOpUTM
ayTeHTU(QUKAIMH, HCIIONIB3YEeMBIH [0 yMOI4aHHIo, HoKeH 65rre HMAC-MDS.

none «AyTeHTH(UKATOP» NOMKHA GBITH [IEPEMEHHOM [IIMHEL AyTeHTHOHKATOP
OOJDKEH BBIYUCIATECS JI KaXIOT0o COOOILICHUS PETHUCTpalldd, a TakXKe JOJDKHBI
HCIIOBb30BATHCA MOJIA MOCTYNUBILUX ¢ nopTa 434 UDP coobienuii perucrpanuu, sce
NPUCYTCTBYIOIUHE B COOOIIEHNAX PErHCTPAliK pacuikpenus, noas «Tumy, «[uHay u
«SPI» pacmmpenus.

1.2. TpeGoBanns Kk coobuieHusM mpotokona ICMPv4  «OGbsBieHne
mapmpytusatopa» (Router Advertisement), «3anpoc JOCTYIIHOCTH MapLIpyTH3aTOpay»
(Router Solicitation), moxnepxuBarOIMM yIpaBIeHHe MOGHIBHOCTBIO MTOTB30BATEIA:

a)  3HAYEHMA PAaCIIMPEHMH, HCIONB3YeMBIX Il COOOIIEHHHl MPOTOKONIA
ICMPv4 «O0bpsBreHNE MapIIpyTHU3aTopar» (Router Advertisement),
«3anpoc AoCTymHOCTH MapupyTu3aTopa» (Router Solicitation):

«0» — omuH GaHT 3amoNHeHHWs, IOCIelHee pacmHpeHue coobmenus ICMP
AOJ/DKHO HMCIIONB30BATECA JJIA JOIIOJHEHUS JIMHBI COOOIIEHHMS O YETHOTO KOJIMYeCTBa
OaiirT;

«16» — «ObbaBreHre MOGHIBHOTO arenTa» (Mobility Agent Advertisement);

«19» — nnuHa npedukca;

6) Qopmar pacmmpenus «OObsBIeHHe MOGHIBHOIO areHTa» IPUBENCH

Ha PUCYHKE 4.

Tun pacimpenus | [inuna | [TopsiakoBeiii HOMep

HmarensHocts peructpaiy |[R |[B |H|F|M | G |r| T | Peseps
Anpec (a) CoA

Pucynok 4.

IIpumeuanue:

none «Tum pacimnpenus» (1 6aiT) ZOIKHO OBITH PaBHO «16»;

none «llopsankoBeii Homep» (2 6GaliTa) HODKHO COEpIKATh HOMEP COOOLIEHHS
¢ paciupenneM Agent Advertisement;
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none «JuTenbHOCTh peructpanuu» (2 6aifta) JOMKHO COAEpkKaTh HHPOPMALIHIO
0 JUTMTEIbHOCTM DPErMCTPallMd B CeKyHJax (mpu 3HaueHHH «0» - 3alpoc OTMEHEI
peructpauuy, Ipy 3HadeHny «Oxfffh» - 6eckonevynocTs);

nmone «R» (1 OuT) mOMKHO conepxath HMHGOPMAIMIO, 4YTO Tpedyercs
peructpanus B BU3sUTHOM areHTe (FA) npu Hanuuuy y MoOouisHOTO y3na agpeca CoA,;

none «B» (1 6ut) momxHO comepkate HHpopMaloo, uto FA He oCyLIeCTBIsET
PETUCTpaLIO MOOMIIBHBIX Y3JIOB,;

none «H» (1 6ut) (momamuuii areat, HA) nomkHO cofepxarh HHHOPMAIHIO, YTO
areHT IpeJiaraeT yclIyry JOMaIlHEero areHTa,;

none «F» (1 O6uT) (BU3HTHEBIN areHT) IOKHO COJEPXKaTh HH(OPMAIHIO, YTO
areHT NMpeajaraeT ycIyry BUSUTHOTO areHTa;

none «M» (1 6ur) (MHHHUManbHas WHKAICYISLUUSA) MHOJDKHO COAEPXKaTh
MHOOpMALMIO, YTO areHT pealu3yeT [pueM AedTarpaMM, HCIHOJB3YIOIIUX
MUHHMAaJIbHYIO HHKAIICYJISIHUIO;

nojne «G» (1 6ut) (GRE uHKancynsuus) JOMKHO COAEPXKaTh HHPOPMAIMIO, YTO
areHT peanusyeT MpUeM JeiTarpaMM, KoTopble UCob3yloT GRE HHKAICYIISLHIO;

nose «r» (1 6uT) TOMMKHO OBITH Pe3epBHBIM U paBHO «0»;

none «IT»(1 6ut) momxHO comepxaTh MH(opMmauuio, uto FA mommepxuBaer
00paTHYIO HHKAIICYJIALIUIO;

nosne «Pe3eps» (8 6UT) HOMKHO OBITH paBHO «0»;

none «Anpec(a) CoA» IOmKHO colepxarh oAuH win Gonee aapeco CoA mpu
ycTaHoBlleHHHHM Outa F (KonmuyecTBO ajpecoB, HMPUCYTCTBYIOIIMX B IIOJE, JOJKHO
OTIpeNIeNAThCS yKa3aTelleM JJIHHEL);

B) ¢opmar pacmupenus «Jlnuna npedukcay (19) npuBeneH Ha pUCYHKE 5.

Tun pacmvpenus Hnvna JnuHa npedukca

Pucynok S.

[Ipumeuanue:

nojie «Tum pacmupenus» (1 6aiT) DoKHO OBITH paBHO «19%»;

nosie «/JlnuHa npedukcay (8 OUT) TOMKHO ONPEHEIATh YHCIIO HaYaIbHBEIX OHTOB,
OINpeAeIAIOIIX HOMEpP CeTH B ajpece MapUIpyTH3aTopa, YKa3aHHOIO B COOOIIEHHH
ICMP Router Advertisement (11 KaXxIoro ajgpeca JOJDKHA YKa3bIBaTbCS CBOS JJIHHA
npeduxca).

Pacmupenne «JlnuHa 1npedukca» MOXeT ClenoBaTh 3a pacHIMpeHHEM
«O06bsaBIeHIe MOOWIBHOTO areHTa» M JOJDKHO yKa3bIBaTh KOJHYECTBO OWUT mpedukca
CeTH, IIPHMEHSEMOro K KaXIOMy aJpecy MapUIpyTH3aTopa, YKa3aHHOMY
B coobmennu ICMP Router Advertisement.
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Ipunoxenue Ne 18

K IlpaBuiam npuMeHeHus 000pYHOBaHHUS
KOMMYTalluu ceret IIOABHKHOMN
paguorenedonnoii cBs3u. Yacte VI
IlpaBuna npuMeHeHHs 0GOPYAOBaHUS
KOMMYyTaIuu CTaHJapTa LTE,
YTBEpXKIEHHBIM IIpHKa3oM MuHucTepcTBa
IM(PPOBOTrO PasBUTHSA, CBA3M M MACCOBBIX
koMMyHuKaiui Poccuiickoii ®@eneparyn

ot 25.06 . 20/ No 379

TpeboBanuns k nporokosam MIPv6, DSMIPv6

1. TpeGoBaHus K NONONHHUTENBHOMY 3arONOBKY NPOTOKONA MOGUIBHOCTH
IPv6 Mobility Header (MH), o6GecnieunBaromeMy MOGHIBHOCTE MOJB30BATES:

1.1. 3aromoBox «Mobility Header» momxen o6o3HauyaTbcs B moie «Next
Header» (Cnenyromuii 3aroyioBok) 3HadeHIeM «135» ¥ BKIIOYATH 107141, IIpUBEACHHEIE
B Tabuuue Ne 1.

TaGmuna Ne 1.

Ilosis 3aronoBka
Ne mons Haszpanue JinHa nons (6ur)

1 Payload Proto 8

2 Header Len 8

3 MH Type 8

4 Peszepn 3

5 Checksum 16

6 Message Data 0-n
IIpnmeqanue:

none «Payload Proto» nommkHO UAEHTHQUIIMPOBATE THII 3ar0JIOBKA, CIIEIYFOIIETO
cpasy 3a Mobility Header, ucnons3oBaTh 3HAaYeHHs, COOTBETCTBYIOINIME 3aTOJOBKY
«Crenyromuii 3aronoBok» mnporokona IPvé.

none «Header Len» nomkHO yka3blBaTh [UIMHY 3arojioBKa (33 HCKIIOUSHHEM
TIEPBBIX 8 OKTETOB) B €NWHHUIIAX, PAaBHEIX 8 okTeTaM. 3Hauenume Header Len nomkHO
YCTaHaBIUBATHCS PaBHEIM «0», eciiv cooOlIeHNe He UMeET IapaMeTPOB.

noste «MH Type» H0DKHO yKa3bIBaTh THII IIEPEJABAEMOTO COOOLICHHS.

nosie «Pe3epB» JOIDKHO yCTaHABIUBATHCS PaBHBIM «0».

nore «Checksum» momxHO comepkaTh KOHTPOJBHYIO CYMMy 3arojloBKa
«Mobility Header», Haunnast ¢ moss «Payload Protoy.

noie «Message Data» IODKHO OBITH MOJIEM MEPEMEHHOM IUIMHBI M JOJDKHO
colepxarh [JOaHHble COOOIIeHMs. THI coOOINeHHs MOJDKEH YKa3hIBaThCsS B IOJE
«MH Typen».
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nmojle «JlomolHeHWe [0 TpaHWIBl 3arojioBKa» JOJDKHO HCIIONB30BaThCS I
BBIDABHHBAHMS TPAHUIBI 3arojioBka IO AJWHe, KpaTHOi 8 okreraM. CBoOOIHBIE
TIO3UIINH JTOJDKHBI 3aII0JTHATHCS HYJISIMHU.

1.2. cooOIeHus, IepenaBacMble INPH WCIONB30BaHUK 3arojoBka «Mobility
Header»:

a) «3ampoc obHoBieHus npuBs3kd UE» (coobmenme BRR (Binding Refresh
Request) q0mKHO BKITIFOUATh ciieayromue mois (rmone « MH Type» mns coobmenuns BRR
JIOJKHO OBITH paBHO «0»):

«PesepB» (16 Owur) (momkHO OBITH pe3epBHBIM, paBHO «0» U JODKHO

WUTHOPHUPOBATHCS MOIYYaTENIEM);

«Omuun MobunsHOCcTH» (Mobility Options) (ZOKHO OBITH IEpeMEHHON JIHHBI
(mTMHA TIOJTHOTO 3arojloBKa MOOWIBHOCTH JOJKHA OBITh KpaTHa 8 OKTeTaM) M JOJDKHO
cojiep)XaTh OJHY HJIM HECKOJIBKO ONIMH MOOWIBHOCTH, 3aKOIAMPOBAaHHBIX B (opMaTe
TLV, win He AOJDKHO COJIepKAaTh TaKUX OILHUM,a 110JIy4aTellb JODKEH HTHOPHUPOBATh U
MPOITYCKATh JIIOOBIE OIILINHN);

0) «MuunuupoBaHue MpoBepku AoMarrHero aapeca» (coodmenue HoTl (Home
Test Init ) momxHO BKIMOuYaTh crexyromue moins (mone «MH Type» mns coobmeHus
HoTI pomxHo OBITH paBHO «1»):

«PezepB» (16 6uT) (momxHO OBITH pe3epBHBIM, paBHO «0» M JOIDKHO

HUTHOPUPOBATHCS MOJTydaTeIeM);

«nentudunupyromas 1memnouka nomamHbero aapeca» (Home Init Cookie)
(moMmKHO OBITH 64-OMTOBBIM ITOJIEM, COJAEPIKAIIKMM 3HaYeHHWe BHOBb CTCHEPHPOBAHHOIO
clIyJaifHoro 4mcia, kotopoe Bo3Bpamaercsa B UE B coo6mennu Home Test);

«Omruu MoounsHOCTH» (Mobility Options) (IomxHO OBITH MOJIEM NEPEMEHHOM

IJUHBI (IJIMHA ITOJHOTO 3aroJIoBKa MOOWIBHOCTH JIOJDKHA OBITh KpaTHa 8 OKTeTam),
COZlEepKaTh OMHY HJIM HECKOJBKO OMIMHi MOOWIEHOCTH, 3aKOAMPOBAHHBIX B (popmare
TLV, unu He TOJDKHO COAEP KaTh TaKUX ONLHMH, a OTy4aTeNnb JOKEH HTHOPUPOBATh U
IPOITyCKAaTh JIFOOBIE OIIH).

MoOGUIBHEIA y3€ JOJDKeH HCmonb30oBaTh coobmenune «Home Test Init»
U1 WHAUAJIN3alHMA [poueaypbl oOpaTHOH MaplpyTH3alM¥ M 3alpoca MapkKepa
«Home keygen token» oT y3ina-KOppeCIOHIEHTa, TYHHEIMPYEMOE Yepe3 JOMAIIHETO
areHTa, Koraa MOOMIBHBIN y3ell HaXOIUTCS B BUBUTHOM CETH;

B) «HVHMIUKMpOBaHKe IPOBEPKH BpeMeHHOro ajapeca» (coobmenue Care-of Test
Init) momxHO BKMOYATH cieayromue nojst (mone « MH Type» mis coobuienus «Care-of
Test Init» TOJDKHO OBITH paBHO «2»):

«genTudunypyoomas nemnodyka BpeMeHHoro azapeca» (Care-of Init Cookie)
(1oKHO OBITh 64-OUTOBBIM IOJIEM, COAEPKAIUM 3HaYEHHE BHOBb Cr€HEPHPOBAaHHOTO
ciTy4aiiHoro uucia, koropoe Bo3spaaercs B UE B coobuienun «Care-of Test»);

«Ommun MobuinsHocTH» (Mobility Options) (DomKHO OBITH MOJIEM MEPEMEHHOM
JUTHHBI (JUTHHA TIONHOrO 3arojioBKa MOGHJIBHOCTH IOJDKHA OBITh KpaTHa 8 OKTeTam),
coiepaTh OJHY HIIM HECKOJIBKO OINIM MOGHIBHOCTH, 3aKOJHPOBaHHBIX B (popMare
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TLV, nnu He MOJDKHO COIEp)KaTh TAaKUX OILM, a MoJlydyaressb AOJDKEH HTHOPUPOBATh
¥ TIPOITyCKATh JIFOOBIE OIIUMN).

MoOGunpHEIA y3en Mo/KeH UCIos30BaTh coobienune «Care-of Test Inity (CoTI)
JUIS MHUNWAIA3alMA IPOLeAypsl OOpaTHON MapmipyTH3alMil U 3alIpoca MapKepa
«Care-of Keygen Token» oT y3na-KoppecoH/ICHTa;

r) «[IpoBepka momamHero anpeca» (cooOmenue Home Test), ucronsszyemoe
ans ocymecTBiieHus Bo3Bpata UE uaeHTHQUUIUPYIOMEH HEeMoYKH, OChUIaeMOM y3IIy-
xoppecnoneHTy B coobmennu «Home Test Init» qomKHO BKIIIOYATH CIIEAYIOILHE IO
(mone «MH Type» mis cooduienns «Home Test» nomxHo OBITE paBHO «3»):

«OnuopasoBelii mHAEKC nomanmHero Homepa» (Home Nonce Index) (momkHO
OBITE 16-OMTOBBIM I10JIEM M BO3BPAINATHCS Y3JIy-KOPPECHOHAEHTY MOOMIIBHBIM y3JIOM B
coobmennn «Binding Update»);

«Hpentudunupyromas nemouka pomamHbero anpeca» (Home Init Cookie)
(nomKHO GBITH 64-GHTOBBIM I10JIEM U MPUHUMATHCS B coobmenun «Home Test Inity»);

«Mapkep Home Keygen Token» (momxHO comepxaTb 64 Oura Mapkepa,
HCIIOJIB3YEMOTO B IPOLeIype 00paTHON MapIIpyTH3ALUH );

«Onnpn MobunsaocTH» (Mobility Options) (moyxHO OBITH MOJNEM IEPEMEHHON
IMHBL (IIMHA TOJHOTO 3arojioBKa MOOHJIBHOCTH JOJDKHA OBITH KpaTHa 8 okTeram),
ColEpKaTh OOHY WA HECKOJBKO OMLHUI MOOGHIBHOCTH, 3aKOJHUPOBAaHHBIX B (opmare
TLV, uiu He DOMKHO COAEpXKaTh TaKUX ONLMUMN, a MONydaTelb JO/DKEH MTHOPHPOBAThH
¥ MIPOITYCKaTh JIF00bIE OIIUN);

n) «Care-of Test», ucrons3yemoe s Bo3Bpata UE wmaeHTHOHUHMpYIOLIEH
IETIOYKH, TOCHIIAeMOM y3iy-koppecmonaenty B cooOmennu «Care-of Test Init»
JIOIDKHO BKmouaTh cienyromue mons (monme «MH Type» nans  coobieHus
«Care-of Test» HOIDKHO OBITE paBHO «4»):

«OnHopa3oBhiil MHAEKC BpemeHHOro HoMepa» (Care-of Nonce Index) (momkHO
6BITH 16-0MTOBEIM I10JIEM, BO3Bpall[aeMEIM 00paTHO y3ITy-KOPPECTIOHIEHTY MOOKIBEHEIM
y3noM B coobmenun «Binding Update»);

«Unentudunupyromas uemnodka BpemenHoro agpeca» (Care-of Init Cookie)
(HOKHO OBITH 64-GMTOBBIM IIOJIEM, COAEpXKAaIlUM IpHHSATOe B coobmenun «Care-of
Test Init»3HaueHue);

«Mapkep Care-of Keygen Token» (momxHO copepxare 64 Oura Mapkepa,
ICIIONB3YEMOTO B MpoLieAype 00paTHOI MapUIpyTU3alMn);

«Onuyu MobuneHOCTHY (Mobility Options) (1omkHO OBITH IOJNIEM IIEPEMEHHOMN
JHHB! (JUIMHA HOJIHOTO 3arojioBka MOGIIBHOCTH [OJDKHA OBITh KpaTHa 8 OKTeTaM),
CONepXKaTh ONHY WM HECKOJBKO OIIIM MOOMIIBHOCTH, 3aKOAMPOBAHHEIX B (hopmare
TLV, unu He JOMKHO COMEPXKaTh TaKUX OMLKH, a IOIy4YaTelb JOJDKEH HTHOPHPOBAThH
H MPOITYyCKAaTh JIFOObIE OIIUH);

e) «Hudopmuposanue 06 obHoBiaeHUH NMpHBsI3KE» (coobmenre BU (Binding
Update) H0/KHO MCIOJIB30BAThCS MOOHIBHEIM y3IIOM IJIS YBEIOMIJICHUS JPYTHX Y3JIOB
0 CBOEM HOBOM BPEMEHHOM aJpece W BKIIOYaTh ciemyromue nons (noiae «MH Type»
s coobmenus «Binding Update» n1omkHO ObITE paHO «5»):



81

«ITopsinkoBelii HoMep» (Sequence) (HOMKHO OBITE 16-GMTOBBIM ITOJIEM,
HCIIONB3YeMBIM Ul HyMepanuu coobmennii «Binding Update» mis comocTaBneHus
coobmenus «Binding Acknowledgement» ¢ cooGmennem «Binding Update»);

our «Iloxteepxmenue» (A) (Acknowledge) (momkeH ycTaHaBIMBATHCA
MOCBUTAIOMUM MOOMJIBHBIM Y3JIOM H COIEpXaThb HMH(POpPMalMI0 00 OXHIAHHH
cooO1enus «IloaTBepxaeHue PUBSIZKIY ),

Our «Peructpanus B nomammuem arente» (H) (Home Registration) (momken
YCTaHaBIUBATECS IOCBHUIAIOMIMM MOOHIBHBIM Y3JIOM, YTOOBI MPUHHMAIOUIMA y3e
JOOMAIIHEN CETH CIYXHJI €My TOMAIIIHUM areHTOM);

6ur «CooTBercTBHe JNMHKa W JokansHOro ampeca» (L) (Link-Local Address
Compatibility) (momxen ycraHaBIMBaThCS TNpH OAMHAKOBOM HIEHTH(HKATOpE
uHTepdelica ToMalIHero ajapeca, HepefaHHOro MOGHIBHBIM y3JI0M, 1 JINHKA);

Our «Bo3MOXHOCT, MOGHIBHOTO ympaBieHus Kimrodamu» (Key Management
Mobility Capability) (K) (momxeH 6biTh paBeH «0», KOrga HCIONB3YeMBIH A
YCTaHOBJICHUS ~ KOHTEKCTOB  0O€30IIaCHOCTH  MeXZAY  MOOWIBHBEIM  Y3JIOM
1 JIOMAIlTHUM areHToM npoTokon IPsec He mepeHocHT MHGOPMALHIO O MEPEMEIIECHNH,
JOJDKeH HCIIONB30BaThCsd TOJNBKO B coobmeHmsx «Binding Update», mocelmaemsix
AOMaIllHEMy areHTy, U JNOJDKeH ObITh paBeH «0» B Ipyrux coobuenusx «Binding
Update», a y3/b1-KOppeCIIOHAECHTH! JOJDKHEI HTHOPUPOBATE YKA3AHHEIN GUT);

«3apesepsupoBano» (Reserved) (12 6ur) (goymkHO GHITH paBHO «0» M JOMKHO
UrHOPHPOBAThCS MOJIydaTelieM);

«Bpems xu3Hn» (Lifetime) (16 6UT) (10KHO YKa3EIBATh HA KOJIMYECTBO €IUHMUII
BPEMEHH, OCTaBIIMXCA [JO TOro MOMEHTa, Korga npuBsska UE cuuraercs
NpoCcpoYeHHOH (npu 3HaueHuM «0» yKa3elBaeT Ha HEOOXOMHUOMCTH yIAIEHHUS
MH(OPMAlMK O NpPUBs3KEe MOOHIBHOrO y3Jia IPH 3TOM YKa3aHHbBIA BpEMEHHEINH ajgpec
AOJDKEH YCTaHaBIMBACTECS PaBHBIM JOMAllHEMY azpecy). 3a €IWHHIy BpEMEHH
JOJDKHBI OBITh IPUHATHI 4 CEKYH/IBI);

«Onuu MobuneHOCTH» (Mobility Options) (Zo/mKHO GBITH TOJIEM MEPEMEHHOMN
JUIMHBI (JJMHA TIOJIHOTO 3arojoBKa MOOWJIBHOCTH JOJDKHA OBITH KpaTHa 8 OKTeTaM),
COIEPKaTh OJHY WJIM HECKOJIBKO OMNLMHA MOOWUITBHOCTH, 3aKOAMPOBAaHHBEIX B ¢opMmaTe
TLV, nunu He TOMKHO cofepkKaTh TaKUX OIIUM, MONy4YaTeNb JOJDKEH HTHOPHUPOBATEH U
IPOITyCKAaTh JHOOBIE OIIIHH ).

B coobmennn «Binding Update» HOMKHBI GBITH JONYCTHMEI CIEAYIOIIME OMLHU
MOOHUJIBHOCTH:

onuusa «Janneie aBTopusanuu npussskw» (Binding Authorization Data) (momxHa
ObITe  OOs3aTenbHOM B coobmenusx «Binding Update», mocbutaeMeIx —y3iy-
KOPPECTIOHAEHTY );

onuus «Haekcel ogHopa3oBeIx HoMepoB» (Nonce Indices);

onuus «AJbTepHaTUBHBIA (3amacHOil) BpemeHHEIN anpec» (Alternate Care-of
Address).

ITone 3aromoBka «Mobility Header Header Len» nmomknHo ObITH paBHO «1»
IpU OTCYTCTBHM OIIUIl B COOOIIEHHH, a TakK XKe CleayeT HCIOJIb30BaTh 4 OKTeTa
3aIl0JIHCHUS.
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%) «llogTBepxneHne mpueMa cooOOIEHUss 06 OOHOBIEHHH IIPUBA3KU»
(coobmienre BA (Binding Acknowledgement) (mone «MH Type» ans coobmenus BA
JOJKHO OBITH PaBHO «6»);

3) «CoobmeHue 06 ommubKke, CBA3aHHOM ¢ MOGUIBHOCTEIO» (coobmenne BE
(Binding Error ) (mone « MH Type» mis coobuierust BE 10kHO GBITE paBHO «7»);

1.3. momonHHUTeNBHBIA 3aronoBok mportokona IPv6 «Type 2 Routing Header»,
o0ecreyrBaOKUi JOMOTHATENbHBIE AaHHBIE I MAPIIPY TH3AIHH:

a) noims 3aronoska «Type 2 Routing Header» npusenens: B Tabmume Ne 2.

Tabmura Ne 2.

Ilons 3aronoBka
Ne mons HazBanue Jnuna nons (6ur)
1 Next Header 8
2 Hdr Ext Len 8
3 Routing Type 8
4 Segments Left 8
5 Pezepn 32
6 Home Address 16
IIpumeuaHnue:

none «Next Header» nomkHO MISHTHQUIMPOBATH THII 3ar0JIOBKA, CIIEIYIOIIETO
3a 3arooBkoM «Type 2 Routing Header» m ucmonb3oBaTe i HAEHTHDUKALKH
3ar0JIOBKOB T€ XK€ 3HAY€HHs, YTO U B 3arojoBke «Creqyronuii 3arojloBoK» MpoTOKOJA
IPv6;

none «Hdr Ext Len» nmomkxHO comepxarh WHGOPMAaIMIO O UIMHE 3arojloBKa
(32 HCKIIOYEHHEM NepBBIX 8 OKTETOB) B €OWHHUIAX, paBHEIX & OKTETaM
¥ OBITH paBHO «2»,

none «Routing Type» 10omkHO comepkaTh HHOOPMALIUIO O THIIE MAPIIPYTH3ALUK
U OBITH paBHO «2»;

nosne «Segments Left» nomkHo ObITH paBHO «1»;

nosie «Pe3epB» NOMKHO OBITH paBHO «0»;

noje «Home Address» nomkHO OBITH IONEM JUIMHON 16 OKTETOB M COAEPIKATH
JOMAIHAN afpec y3/1a Ha3HAYeHHUs.

1.4. nomonuutensHble coobmenus ICMP IPv6:

IIporokonom Mobile IPv6 BBoauTCS dYeThipe HOBBIX THIIA COOOINEHMI IS
npotokona ICMP.

Jiia ompenesneHus aapeca AOMAaIIHEro areHTa JOJIKHBI HCIIOJIB30BAaThCS HOBBIC
coobmenus ICMP:

«3ampoc ompeneneHus agpeca aoMamHero areHta» (Home Agent Address
Discovery Request) (IOMKHO HCHONBE30BaThbCsi MOOWIBHBIM —TEPMHHAIOM VIS
HMHULHALAYA MEXaHW3Ma JUHAMHUYECKOro OIpeieNIeHUs aJipeca JOMAILIHEro arcHTa);

«OTtBeT omnpeneneHus azapeca AomMamHero areHTtay (Home Agent Address
Discovery Reply) (momxHO HCIONB30BaThCs JOMAallHHM areHToM Jjis OTBeTa
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MOOMJIEHOMY Y31y, UCIIOJB3YIOIIEMy MeXaHH3M JHHAMUYECKOIro ONpeAelieHus aapeca
JIOMAIIIHETO areHTa).

Hns nepeHymepoBaHUS ceTell U KOHOUTypUpOBaHMS AAPECOB HA MOOHMILHOM
y3J1€ JOJDKHBI MCIIONIB30BaThes HOBBIe coobmmenus ICMP:

«3amnpoc MmobunsHOrO Npeduxcay (Mobile Prefix Solicitation);

«O0BsBneHne MoOMIBEHOTO Npedukca» (Mobile Prefix Advertisement).

a) dopmar cooOuieHus «3ampoc OImpedeeHUs agpeca JOMAIIHEr0 areHTa»
(Home Agent Address Discovery Request) nipuBeeH Ha pucyHke 1.

Tun Kon KonrponsHas cymma
Unentudukarop Pezeps
Pucynox 1
Ilpumevanus:

noinie «Tumy» (1 6aiit) JOomKHO OBITE paBHO « 144y,

none «Kom» (1 6aitT) 1omkHO OBITE paBHO «0»;

none «Mpentudpukarop» (2 Oaiita) JOMKHO COHEpKaTh CreHEPHPOBAHHOE
MOOUIIBHBEIM y3JIOM 64-OHTOBOE YHCIIO, HUCIOJB3yeMOe Ui COMOCTaBIEHHS 3alpoca
U OTBETAa;

noje «PesepB» nomkHO OBITE paBHO «0» W JHODKHO HMICHOPHPOBATHCS
HoJy4areyeM;

6) dopmar coobumenus «OTBeT ONpefeNeHHS alapeca AOMAIIHErO areHTay
(Home Agent Address Discovery Reply) npusenen Ha pucyske 2.

Tun Kog KontponbHas cymma

Unentudukarop Pezeps

A,upec AOMAIIHCIoO arcHra

Pucynok 2

[Ipumeuanue:

nosne «Tum» (1 6aiiT) 1omkHO OBITH paBHO «145%;

noie «Kon» (1 6aift) gomkHo OBITE paBHO «0»;

nosie «Mpentudukarop» (2 Gaiita) HOJDKHO coaepkaTh YHCIO U3 COODINEHHUS
«Home Agent Address Discovery Requesty;

nosie «PeszepB» HomKHO OBITE paBHO «0» HW JOMKHO HWIHOPHPOBATHCS
HoJTydaTelieM;

noje «Azpeca JOMallHEro areHTa» JOJDKHO COAEpXaTh CIHCOK aJIpecoB
IOMAaIIHUX areHTOB MOOUIIBHOTO y371a B IOMAIlIHEeH CeTy;

B) ¢opmar COOOIIEeHUS «3armpoc MOOHIIBHOTO npedukca
(Mobile Prefix Solicitation) npuBeneH Ha pucyHKe 3.



84

Tun Kog KoHTponrsHas cymma
Wnentudukarop Pezepn
Pucynok 3
IIpumeuanue:

nosne «Tum» (1 6aifT) MomKHO OBITH paBHO «146y;

none «Kom» (1 6aiiT) 1OMWKHO GBITH paBHO «0»;

none «Mnentuduxaropy (2 Oaiita) AOIKHO COAEPKAaTh CreHEPHPOBAHHOE
MOOHMIJIBHBIM Y3710M 64-0HTOBOE YHCIIO, HCIONB3yeMOe Ui COMOCTABIEHHS 3ampoca H
OTBETa,;

none «Pe3epB» AOMKHO MOMMKHO OBITh paBHO «0» W JOMKHO MrHOPHPOBATHCS
HOJIyJaTelieM.

Ilonsa maxera mpoTtokona [Pv6 HNOMKHBI 3allONHATBCS CIIEAYIOIIAM 00pa3oM:
B nojie «Azpec ucrounuka» (Source Address) TODKEH yKa3bIBaThCS BPEMEHHBIH ajpec
MOOHIBHOTO Y3714, a-B IoJe «Anpec MecTa HasHaueHHsn» (Destination Address) - anpec
JOMAIIIHEr0 areHTa MOOMIIEHOTO y3I1a;

r) ¢opmar coobuenus «O0bpaBIeHHe MOGMIBHOTO Tipedukca» (Mobile Prefix
Advertisement) npuBesieH Ha pUCYHKe 4.

Tun Kon KoHTponsHas cymma
WUnentudukarop M | O | Pezeps
Onuuu
Pucynok 4
IMpumeuanue:

nosie «Tumy» (1 6aift) HOMmKHO OBITH paBHO « 147,

none «Kom» (1 6aiiT) 1omKHO OBITH paBHO «0»;

none «Mnentudukarop» (2 Oaiita) OOMDKHO cOHEpXkaTh CreHEPHPOBAHHOE
MOOHMIIBHEIM Y37I0M 64-6UTOBOE HHCIIO, UCHOIB3YeMOe I COIOCTABJICHUS 3aIpoca U
OTBETa;

none «M» (1 6ur) (¢nar ynpasisieMoro KOHGUIYPHUPOBaHHS aJpPeCOB) HOJDKHO
YKa3bIBaTh Ha JOCTYNHOCTH aapeca yepe3 DHCPv6 mpu 3HavueHun nois «M» paBHOM
«1»;

noie «O» (1 6ur) (dnar apyroit koH}Urypauuu) HOJKHO YKa3blBaTh Ha
CyLIecTBOBaHME Jpyroil MHpopmanuu o koHpurypauuu, goctynHoir yepes DHCPvO,
IpY 3HaYeHHUH 1107151 «O» paBHOM «1»;

noire «PesepB» mommkHO OBITE paBHO «0» ©W JOMKHO HTHOPHUPOBATHCS
HOJIy4YaTeleM;

nmone «Omnuun» (coobleHrne NOJDKHO COAEpPXKaTh OAHY WM HECKOJIBKO ONMUUN
«Prefix Information») momkHO nepenaBaTh NpedUKC, KOTOPHIM MOOWIBHBIN y3en
UCIIOJNIB3YET It KOHQUTYPHUPOBAHUS CBOETO JOMAIIIHETO afpeca (IOMAalIHUX aJpecoB).
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Ilong maketa npotoxona IPv6 NOMKHBEI 3alONHATBECS CIEYIOIIEM 00pa3oM:
B II0JIe «AJpec HCTOUHHKa» (Source Address) ToKeH yKa3eIBaThCS agpec AOMAIIHETO
areHTa, a B mojie «Anpec Mecta HasHaueHUs» (Destination Address) - 3HaYeHue moms
«Source Address» u3 coobmeHns «3ampoc MOGUIBHOrO IpeduKcay.

2. TpeGoBanusa k ¢opMaTy cOOOIIEHHH MPOTOKOJIA OGHAPYKEHHS COCETHHX
y3110B (nanee — NDP):

2.1. ¢opmar coobuienus  «OO6GbsBIeHne  MapmpyTusaTopa»  (Router
Advertisement) npuBeeH Ha PUCYHKE 5.

Tun Kon KonTponbHas cymma

Texymuii npenen

IArOB M | O | H | Peseps | Bpemst xxu3Hu MapiupyTu3aTopa

BpeM}I JOCTHOKHUMOCTH

Bpems noBTopHo# nepenaun

Onuun

Pucynok 5

IIpumeuanue:

none «Tum» (1 6aiT) KomKHO GBITH paBHO «134»;

noste «Koay» (1 6aiit) nomxHO OBITH paBHO «0»;

none «Tekymmi npezen Mmarosy» AODKHO COAEPKATh 3HAYEHHE IO YMOIYAHHUIO
U €ro CleayeT MOMECTUTH B I0JIe YKcia maroB [P-3arojoska s HCXOASIIX TaKEeTOB;

nojie «M» (1 6ur) (paar ympapiseMoro KOH(QUIYPHPOBAaHHS aIPECOB) JOJDKHO
cofepxarts HHGOPMALMIO O JOCTYNHOCTH anpeca depe3 DHCPv6 npu 3HaYeHUM Iois
«M» paBHOM «1»;

noge «O» (1 6ur) (dmar gpyroit KoHHrypauuu) MODKHO COJEpPIKaTh
MHGOPMALUIO O CYIECTBOBAaHHHU JPYroi HHGOpMAaLMH O KOHGHIYpaluM, JOCTYITHOM
gyepe3 DHCPv6, npu 3nauenHNn moist «O» paBHOM «1»;

none «H» (1 6ur) (dmar momamHero areHTa) comepkaTh HH(POPMALHUIO
0 GYHKUMOHMPOBAHMM MAapIIPyTH3aTOpa B KadecTBe JIOMAIHErO areHTa IIpH
3Ha4YeHHUU 1ot «H» paBHOM «1»;

nome «PesepB» JHOmKHO OBITh paBHO «0» H JOIDKHO WIHOPHPOBATHCS
HOJyJaTeNeM;

noje «BpeMs >XM3HHM MapIIpyTH3aTOpa» XODKHO COIEPXKaTh HH(YOPMALUIO O
BpeMeHH (PYHKIIHOHMPOBAHUA YCTPOUCTBA B KaUueCTBE MapUIPYTU3aTOPa, H3MEPSIEMOE B
CeKyHJIax;

none «Bpems mocrmxumocTy» (4 6aliTa) HOIDKHO COAEpPXKaTh MHGOPMALUIO O
BPEMEHH JOCTYITHOCTH COCEIHEro MapIIpyTU3aToOpa IOCIe TONyYeHU IIOATBEPKICHHU
JOOCTYTHOCTH, U3MEpIeMOe B MUJUTUCEKYHAAX;
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none «Bpems moBrOpHOH mnepemaum» (4 GaifTa) JOIKHO conepXaTh
MHQOPMAaLMIO 0 BpPEMEHH MEX/Ty IIOBTOPHO NEPECHUIAEMBIMH COOBIIEHHAMH 3alPOCOB,
U3MepsiEMOe B MUJUTUCEKYHIaX.

3. Tpebosanus k nporokony DSMIPv6:

3.1. Ha MOOMIBHOM TepMHHANe JO/DKHO YCTAaHABIUBATBCA IIPOrPAMMHOE
obecneuenne (nanee — IT0) knuenta DSMIPv6, Ha P-GW — I1O nomauisero arenra
DSMIPv6 s pynknmonupoanus npotokona DSMIPv6 na unrepdeiice S2c;

3.2. pacummpeHus s cooOmenui nporokona MIPv6:

a) s coobmenus «Binding Update», nepemasaemoro ot UE k nomamiHeMy
areHTy WX TOYKe NpuBA3Ku MobuabHocTH (Mobility Anchor Point (manee — MAP):

omms «IPv4 Home Address Option» (nomkHa yka3siBaTh JOMAIIHUH ajpec
MOOMIBHOTO y31a opmara IPv4),

orust «IPv4 Care-of Address Option» (momkHa ykas3biBaTh BpeMEHHBIN aapec
MoOuibHOTO y3ma ¢opmarta IPv4 HpH HaxOXIEHUH €O B CETH, IOAAepKMBArONIei
TOJIBKO NMpoTOKOT IPv4);

Gnar (F) (momkxeH yka3plBaTh IpPH €ro YCTAaHOBKE Ha HEOGXOIUMOCTE
HHKAIICYJILUU C ToMolbio nporokona UDP);

6) mma  coobmenus «Binding  Acknowledgement», mnepenaBaemoro
oT nomaiusero areuta unu MAP k UE:

ornuus «IPv4 Acknowledgement Option» (mo/mkHa yKa3biBaTh Ha OCYIIECTBIICHUE
oOHOBIIEHHUs afipeca NPHUBA3KH I MOGHIBHOTO y3na agpecom dopmara IPv4 u anpec
MOOHIIBHOTO y31a opmara [Pv4);

omuusa «NAT Detection Option» (momxna yxaseiBath UE Ha Hanmnmdue
TpaHCIALMHU ceteBoro anpeca (Network Address Translation, namee — NAT) mpu
IOMOIIM JAOMAILIHETO areHTa, BKJIIOYAaTh CUETYUK IIOBTOPHOH Mepenadyud OOHOBJICHHS M
¢ara «F», yKa3bIBalOINEro IIPH €ro YCTAHOBKE Ha HEOGXOIMMOCTH MHKAICYJIAIUM C
noMousio npotokoiia UDP.
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[Ipunoxenue Ne 19

K [IpaBunam npumeHeHus 00OpyAOBaHHUS
KOMMYTallu! cetel MOIBMXHOM
pagunotenedonHoit cBa3u. Yacte VI
[IpaBuna rmpuMeHeHUs OOOpPYyAOBaHUS
KOMMYTaluu cTaHAapTa LTE,
YTBEpPKJIECHHBIM NpHKazoM MHHUCTEpPCTBa
(G POBOTrO pa3BUTHS, CBSI3U U MAacCOBBIX
KoMMyHuKanuit Poccuiickoit ®enepauun

or 25086 20/€ Ne 572

Tpe6oBanns k nporokoy IKEv2

1. TIIportoxon obmena kmouamu B UnTepHET (Internet Key Exchange) Bepcus 2
(manee - IKEv2) nomxkeH nonb3oBaThes ycimyramu rpoTokona UDP uepes mopter 500
u 4500. B peitrarpamme UDP fomxHa OCYIIECTBIATHCS ITepeaada OOHOTO COOOIIEHHUIO
IKEv2. Anpeca IP u Homepa moproB UDP B 3aromoBkax IOJKHBEI COXPAaHATHCS U
UCIIONIB30BaThCA A Iepefadd oTBeTHbIX makeToB. Coobmienne IKEv2 momxHO
HAaYMHAThECSA HENocpeACcTBEHHO mocine 3aronoBka UDP npu nepenade yepes nopt UDP
500, a npu mepemade uyepe3 moptr UDP 4500 nmepen coobmenuem IKEv2 nomxHBI
IIOMEIIATHCS. YEThIpe OKTETa C HYJIEBBHIMU 3HAYEHUSAMH. ODTH OKTETHl He SBIISAIOTCA
qacTeio cooOmienns IKEv2 u He MOMKHBI YYUTHIBATHCS B pa3sMepax U KOHTPOJIBHBIX
cymmMmax IKEv2.

2. Tpebosanus Kk 3aronoBkaM nporokoina IKEv2:

2.1. coobmenue mnporokona IKEv2 pomkHO HauyWHATBCA C  3aroJjioBKa.
ITocie 3aronoBka JOIKEH CIE€AOBATh OJUH MM HECKOIBKO deMeHToB AaHHbIX IKEv2,
naeHTUQUIpeMBIX 3HaYeHMeM 1ol «Next Payload» mnpegpigymero siemeHTa
OAHHBIX. DJIEMEHTHI JAaHHBIX JOJDKHBI 00pabaThiBaThCS B MOPSAKE UX ClIEZOBAaHUSA B
coobmennn IKEv2 myTreM BBI30Ba COOTBETCTBYIOIIEH IPOLEAYPHI, OIpenessieMoin
sHaueHneM nojii «Next Payload» B 3aronoske IKEv2, 3arem 3HaueHuneM mons «Next
Payload» B nmepBom anemente nanHeix IKEv2 u nanee, noka B mmone «Next Payload» ne
Oyner oOHapy)XeHO HyJieBO€ 3HadeHHe, yKa3bpIBalolllee Ha OTCYTCTBHE CIEAYIOLIETO
3JIeMEHTa NaHHBIX. OJeMeHT IaHHBIX Tuma Encrypted mpm mpumeme noikeH OBITh
gemrdpoBaH, a  pe3yapTaT pacUpPOBKH  HeoOXomumMo  pa3dupaTrh  Kak
JIOTIOJTHUTEIIFHBIE DJIEMEHThl JaHHBIX. JneMeHT Encrypted nomkxeH OBITH MOCIEAHMM
3JIEeMEHTOM B makere. B 3ammdpoBaHHBIe 31eMEHTH HEAOIMYCTUMO BKIIOYATh ApPYTHE
aneMeHTHI TUMa Encrypted;

2.2. ¢dopwmar 3aronoska IKEv2 npuseneH Ha pucyHke 1.

Initiator's SPI
Responder's SPI

Next
Payload

MjVer | MnVer | ExchType| Flags Message ID




Length

Pucynok 1.

IIpnmeuanue:

none «Initiator's SPI» (8 okTeToB) HOMKHO ComepKaTh 3HAYEHME, BHIOpaHHOE
HHHULMATOPOM [Vl YHUKAJIBHON MAECHTH()HUKAUY IapaMeTpoB Ge3omacHoctH (Security
Parameter Index, nanee -SPI) IKEv2 u He I0O/KHO GBITE paBHO «0»;

noie «Responder's SPI» (8 okTeToB) HOMKHO comepaTh 3HAYEHHUE, BEIOPAHHOE
OTBETYHKOM JJisi YHHKAIbHON HAeHTH(UKauuu 3amuineHHoi cBa3u IKE u momkHO
ObITh paBHO «0» B MepBOM coobIeHnH HayansHOoro o6Mena IKEv2 (BKIoUas HOBTODEI
3TOr0 COOOIIEHHs, colepxaume cookie), g BceX OCTaNBHBIX COOGIIEHHH He TOIKHO
OBITH paBHO «0»;

none «Next Payload» (1 okrer) momxHO comepxaTe HUHGOPMAIMIO O THUIIE
3JIEMEHTA JAHHBIX, PAacIIOIOKEHHOTO Cpa3y MOCJIe 3aroI0BKa.

dopMart ¥ 3HaUEHUS THIIA DJIEMEHTA JAHHBIX:

«Mj Ver» (4 6uTa) JOIDKEH 3aJaBaTh CTApLIyI0 YacTh HOMEpa BEpPCHH
ucnonge3yemoro mporokona IKE. Peamuzanmm Ha ocHoBe IKEv2  momxHBI
ycTaHaBIIMBaTh 3Ha4ueHWe Major Version paBHoe «2». OCHOBaHHEIE Ha JTOW BEPCHH
nporokona IKE peanusanmm mODKHBI OTBeprath WM HIHOPHPOBATh IAKETHI CO
3HaYEHHEM 3TOTO IO, IPEBHIIIAIOIINM «2);

«Mn Ver» (4 Outa) momxeH 3azaBaTh MIAAIIYIO 4acTh HoMepa Bepcuu IKE.
Peamisanuu Ha ocHoBe IKEV2 @MO/KHBI ycTaHaBIMBaTh 3HaueHue Minor Version
paBHOe «0» U HTHOPHPOBATH MIIAJIIYIO YaCTh HOMEpPa B IPHHUMAEMBIX COOOIIECHHSX;

«Exchange Type» (1 okTeT) HOMKeH yKa3blBaTh THIl HCIOJE3YEMOro OoOMeHa,
OrpaHHYHBAIOIINH HaOOp JIE€MEHTOB JAHHBIX B KaXIOM COOOLIEHMH M IOPSIOK
cooO1IeHni B oOOMeHe.

Tunel o6MeHa mpuBeneHs! B Tadme Ne 1.

Tabmuna Ne 1.

Tun obmena 3HaueHue
IKE_SA INIT 34
IKE AUTH 35
CREATE _CHILD SA 36
INFORMATIONAL 37
Peseps IANA 38-239
Pe3epB 111 4aCTHOTO UCIIONB30BaHUS 240 - 255

INprmeyanue:

«Flags» (1 okTer) moibkeH yKa3bIBaTh Ha HaIM4YHMe CIEUUPHYECKHX OILHUN B
COOOIIEHNH IIPU YCTAaHOBJIEHNH COOTBETCTBYIONIEr0 OuTa (hitara B «1»;
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«Message ID» (4 okrTeTa) HOJDKEH CcOAepkaTh UACHTHUPHUKATOP COOOIIEHH
U WCIOJNB30BAThCSA JUIS YIpaBJIeHUSA IOBTOPHOH mepenadeill MOTEPSHHBIX IAKETOB
M CBS3BIBaHUS 3aIIPOCOB C OTKIIUKAMU;

«Length» (4 okTeTa) MOMMKEH COAEPIKaTh pa3Mep Bcero COOOILIEHNUs (3arojJ0BOK U
3JIEMEHTHI IJaHHBIX) B OKTETAX;

2.3. cTpykTypa 0a30BOro 3arojioBka 3jemeHTa HaHHBIX (payload) IKEv2
IpUBeicHa Ha PUCYHKe 2.

Unentuduxarop
CJIEIYIOILETO C Pezeps Pa3zmep Teky1iero 3ineMeHTa
3JIEMEHTa
DJIeMEHTEI JaHHBIX
Pucynok 2
[IpuMeuanue:

none «Mmentudukatop cremyromero sinemeHtay (Next Payload) (1 oxrer)
IOJDKHO YKa3hIBAaTh THUII CJIEAYIOLIEro dJieMeHTa JaHHBIX B COOOLIEHHH, JOJDKHO OBITH
paBHO «0», eciaM TeKyIIWi 3JeMEHT SBISETCS MOCIECAHMM, U He JOJDKHO
UCIIONL30BaThCA s djeMenTa Tumna Encrypted (Bcerma nomkeH OBITH MOCIECAHUM B
coobuienun). YKa3aHHBIN 2JIEMEHT JO/DKEH CONepXkKaTh CTPYKTYPHI JaHHBIX B opMare
JIOIIOIHUTENBHEIX 3JIeMeHTOB. B 3aronoske anementa Encrypted mose «Next Payload»
JOJI’KHO YCTaHABJIMBATHCS B COOTBETCTBHU C THIIOM IIEPBOTO BIIOXXEHHOTO 3JIEMEHTa
(BmMecTo «O»).

3HaueHus UACHTH(GHUKATOPOB CIEIYIOMIHUX 3JIEMEHTOB COOOIIEHHs MPUBEAEHB! B
tabie Ne 2.

TabGmuma Ne 2.

Wnentudukarop ciaemayrolero 3JIeMeHTa Obo3HaueHus 3HauyeHue
OTCcyTCTBYET CleAYIOIIUN SIIEMEHT 0
Peseps 1-32
KoHnrekcT O6e3omacHOCTH SA 33
OOMeH KITtoYaMHu KE 34
NnenTrdukaTop AHULMATOPA IDi 35
HneHTH(QUKAaTOp OTBEYAIOILErO IDr 36
CepTtuduxar CERT 37
3anpoc cepTHduKara CERTREQ 38
Wpentudukanus AUTH 39
CiryuaifHO€e 9uCio Ni, Nr 40
VBenomienue N 41
Y nanenue D 42
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Wnentudukarop peanuzauum \Y% 43
Cenexrop Tpaduka - Uaummarop TSi 44
Cenekrop Tpaduka - OTBeTIHK TSr 45
Konuposanue E 46
Konduryparus CP 47
Pacmmpsiemas ueHTUGUKALINS EAP 48
Pezeps IANA 49-127
JIii 4acTHOrO IpUMEHEeHHUS 128-255
INpumeuanue:

none «C» (1 6ut) momxHO OBITH paBHO «0» I obecredyeHMs 3asABIICHHOM
OTIIPAaBUTEJIEM BO3MOXKHOCTH IO IPOITyCKYy HOJydaTejeM 3JeMeHTa IaHHBIX, KOT/a
nojyJarenb He uaeHTuuIupyer kox B none «Next Payload» mpeapimyiero sjiemMeHTa.
Iomyyatens MOKEH UTHOPUPOBATH STOT (uiar mpu HACHTH(HKAIMKM THIIA 3JeMEHTa.
@inar «C» IOHDKEeH OTHOCUTHCA K TEKYIIEMY 3JIEMEHTY JaHHBIX;

none «Pesep» (7 6utoB) momxHO OBITH paBHO «0» mpu Tmepedade H
UTHOPUPOBATHCS Ha pHEME;

noine «Pa3smep Tekymero snemenHta» (Payload Length) (2 okrera) momxHO
coliepXaTh pa3Mep TEeKyIIero 3JieMeHTa [aHHBIX B OKTE€TaX C y4eToM 0a3oBoro
3aroJIoBKa;

2.4. ctpyktypa oaneMmeHta JaHHbIX «[Ipemmoxenus» (SA) mnpuBedeHa
Ha pUCYHKe 3.

0 nnu 2 Pezeps JiiHa npeoxKeHus
Howme Nnentndukaro Yucno
P ! P 3Hauenue SPI .
IpeIJIOKEeHUS IIPOTOKOJIA npeoGpa3oBaHUui

SPI nepenaromiert cTOpOHBI

Crpykrypa npeobpazoBaHus

Pucynox 3

Hannbie koHTekcTa Oe3omacHOCTH (Security Association Payload, manee — SA)
JOJDKHBI UCIIONIB30BaThCs AJIA COTVIACOBAaHUA aTpuOYyTOB 3alllUIIEHHON CBA3H. DJIEMEHT
SA MOXET BKIIIOYATh HECKOJIBKO NPEAIOKEHUH, YIIOPSIIOYEeHBIX B IOPSAKE CHIDKECHUS
npuopurera. Kaxmoe mpemioxeHHe MOXET BKIIFOYATh HECKOJIBKO IPOTOKOJOB IPsec
(IKEv2, ESP, AH), kaxaplil IpOTOKOJI MOXET BKJIIOYATh MHOXKECTBO IIpeoOpa3oBaHUM,
a Kaxaoe nmpeodpa3oBaHre MOXKET BKJIIOUATh HECKOJIBKO aTpHOyTOB.

Ilpumeuanue:

MEepBBIH  OKTET JOJDKEH COJepaTh HHPOpMAlMI0O O TOM, SBIAETCA JH
IpeJIOXKEHUE TIOCHeTHIM B CyOCTPYKTYpe IpeAoxeHui aneMenTa SA (IpeanoxKeHue
JIOJDKHO OBITH TOCJIEIHHUM IIpH 3HAYEHHH IIepBOr0 OKTeTa paBHOM «0» M He JOIKHO
SIBIIATHCSA TOCIEAHUM IIPH 3HAYSHUHN PAaBHOM «2»);
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nore «JlnHa mpemioxeHMA» (2 OKTeTa) [JODKHO YKaseiBaTh —pasMep
NPEJIOXKEHHUS, BKIIIOYast BCe BXOIAIIME B HETO PeoOpa3oBaHus U aTPUOYTEL,

none «Homep mnpemnoxenus» (1 OKTeT) MOMKHO YKa3eIBaTh HOMEp
npepnoxenus. [lepBoe mpennoxenue B 3yneMeHTe SA TOIKHO HMEThH HOMep «1»,
a HOMepa IOCIEAYOUIMX MPeUIOXKEHHHA [JOKHBI COBIANaTh C HOMEPOM
npenwecTBeHHuKa (M — nepeceuenne NByX IpemiokeHui) wiam ObITh Ha 1 Gosblie
(WIN — obbenuHeHne ABYX NpeiIoxKeHuil). Bce HoMepa mpeioxeHuil B sneMeHTe SA
JOJDKHBI ~COBIAJaTh MpPH IPUEME M COOTBETCTBOBATh HOMEpPY IEPEAAHHOIO
P IJIOXKEHHs1, KOTOpOe OBLIIO MPUHATO,

nosne «Hpentuduxarop npotokona» (1 OKTET) JOIDKHO 3a4aBaTh HACHTHPUKATOD
npoTokoia [Psec ans Texymero cornacoBanus;

none «3HayeHue SPI» (1 OKTeT) MOJDKHO MCIIOIB30BAaTHCA IS HAYALHOTO
cornacoBanus IKE_SA u nomkno 6wITe paBHO «0». 3Hauenue SPI cnemyer momyuars
U3 BHEIIHErOo 3arojoBKa W IpU HOCIEAYIOUINX COIJACOBaHHAX IIONe «3HadeHHe
SPI»momkHo mokaseiBats pasMep SPI (B okTeTax) miis COOTBETCTBYIOIIETO IPOTOKOIA
(8 mna IKEv2, 4 nyis ESP u AH);

none «Hucno npeoGpasoBaHuii» (1 OKTET) JOIDKHO COxepKaTh MHPOPMALHIO O
qucsie npeobpa3oBaHuil B MPEAIOKEHHM;

nosne «SPI nepenaromiell CTOPOHBI» JOMKHO OBITH IEPEMEHHOTO Pa3Mepa;

noiie «CTpyKTypa npeo6pa3oBaHus) JODKHO OBITh IIEPEMEHHOIO pa3Mepa.

®opmat nonsa «CtpykTypa nnpeoOpa3oBaHus» IPUBEIEH HAa PUCYHKE 4.

0 mnm 3 Peseps JnnHa npeobpa3oBaHus
Tun
IpeoBpasoBanis Peseps Hnentnduxarop npeobpazoBaHmsi
ATprbyThl npeoGpa3oBaHus

Pucynoxk 4

IIprmeuanue:

IEPBEIM OKTET JOJ/DKEH AOIKEH coiepaThb HHGOPMALHI0 O TOM, SBISAETCS
a1 npeoOpa3oBaHHe IOCIEIHUM B MpemioxkeHuu. [IpeoOpasoBaHue IOKHO OBITH
HOCTIEIHMM IIpH 3HAYEHUH II€pBOIO OKTeTa paBHOM «0» M He JOKHO SBJISTHCH
IIOCJIEAHUM IIPH 3HAYEHHH PaBHOM «3»;

none «Pesep» (1 okrer) pomkHO OBITE paBHO «0» Ipu mepegaye
1 HTHOPUPOBATHCS Ha MIPUEME;

noine «JlnuHa npeobpasoBaHus» (2 OKTeTa) JOIDKHO COAEPKAaTh HHQPOPMAIIHIO
o pasMmepe nons «CTpykTypa mnpeoOpa3oBaHUs» (B OKTETaXx) C Y4YETOM 3arojioBKa
1 aTpubyTOB,;

none «Tun mnpeoGpasoBanus» (1 OKTeT) JOMKHO COAEPXKATh  THII
npeoOpa3oBaHus, 3a3aBaeMOr0 OSTHUM JiieMeHTOM. IlpeoOpazoBaHue He JOIKHO
BKIIIOYATbCsl B IIPEIJIOKEHHME, €CIIM OHO SABJSETCS HEeoOA3aTeNbHBIM H HHHUIUATOP
IpeyaraeT €ro MNpomycTUTh. VHUIMATOp HJODKeH BKIIOYATh CYOCTPYKTYpY
npeobpazoBanus ¢ unaeHTUukaropoM Transform ID paBHOM «0» B KadecTBe OIHOM
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U3 ONuuid mnpu 1nepemade  Bompoca 00 HeoO0sA3aTeIBHOrO
npeoOpa3oBaHUs OTBETUHUKY.

Tumnel npeoGpa3oBannii npruBeeHb! B Tabmuie Ne 3.

HCIOJIB30BaHNH

TaGmuia Ne 3.
Tun "
HazBanue npeobpazoBaHus Hcnons3yeMsblit IPOTOKO
npeobpa3oBaHus
Peseps 0
Encryption Algorithm (ENCR) —
ITOPUTM IIH(PPOBaAHUS ! IKE n ESP
Pseudo-random Function (PRF) — 5 IKE
nceBxocTydaiiHas QYHKIHS
Integrity Algorithm (INTEG) — 3 IKE, AH, onuuoHansHO B

AJICOPUTM 3alUTHI LIEJIOCTHOCTH ESP
Diffie-Hellman Group (D-H) — IKE, onmuunonansHo B AH

rpynna Diffie-Hellman 4 u ESP
Extended Sequence Numbers

(ESN) — pacmumpeHHbIe 5 AH u ESP
NOpAKOBBIE HOMEpa

Peseps IANA 6-240

YacTtHOE IpUMEHEHHE 241-255

Ilpumeuanwe:

none «Wnentuduxarop mnpeoOpazoBaHus» (2 OKTeTa) MONKHO COJEpXKaTh
UIEHTH(PUKATOP KOHKPETHOTO IIpeobpa3zoBaHus yKa3aHHOIO THIIA.

Yucno u THn npeobpa3oBaHuil B dJIEMEHTaX JAaHHBIX SA JOJDKHBI 3aBHCETH OT
THIIa IPOTOKOJIa B camoit SA.

OOs13aTeNnbHBIE U ONMIIAOHAIBHEBIE THITHI MTPeoOpa3oBaHuil IpPUBEIEHBI B TaOIUIEe

Ne 4.
Tabnumna Ne 4.
Obs3arenbHBIe
ITporoxon OnuuoHaNbHbIE TUITHI
THIIB
IKE ENCR, PRF,
INTEG, D-H
ESP ENCR, ESN INTEG, D-H
AH INTEG, ESN D-H
ITpumeuanue:
noire «AtpubOyTel mpeoOpa3oBaHHS»  JOIDKHO  COAEpXaTb  aTpuOyTHI,

NpCACTaBAIOIINC coboit Iapel «THUII-3HA4YCHHUC» JIA KaxKIa0ro npe06pa303anI

3JIeMEHTa NaHHBIX SA, npuBeseHHbIe B Tabmume Ne 5.
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Tabmuia Ne 5.
Tun atpubyra 3HadeHue aTpudyTa ®opmMat atpubyra

Pezeps 0-13
Pasmep kimoua mudposanus 14 THUI/3HAYEHHE
nepeMeHHoro pasmepa (Key
Length) (B 6urax)
Peseps 15-17
Pezeps IANA 18 - 16383
i1 9acTHOTO IIpHMEHEHUs 16384 - 32767

ITpumeuanue:

3HaueHue  atpubyTa  JOKHO HMMETh  (DMKCHPOBAHHYIO (2 oxrerta)
WK IEPEMEHHYIO JUIUHY. JUis MpeAcTaBleHUs aTpulyTa MepeMeHHOM IIMHBI HODKEH
HCIIOJIb30BaTECS (OPMAT (TUII-pasMep-3HaYeHHEY.

Dopmar nonst «AtpubyTa peobpa3oBaHus» IIPUBEIEH HA PHCYHKE 5.

Tun atpubyra Hnvna atpubyTa (3HaYeHwHE)

3HaueHUe aTpuldyTa

Pucynok.5

ITpumeuanue:

none «Tum atpuGyTta» (2 OKTeTa) JOKHO COAEPXKATh HAEHTUUKATOP aTpHUOYTA.
Mt atpubyta  MOMKEH  HCIONB30BaThCs  HOJNHBIH  (hopMar aTpubyTa
(TUn/pasMep/3HaueHne) IIPY YCTAHOBJIEHHU CTapIIero Gurta mois «Tum aTpubyra» -
tirara ¢opmara atpubyra (AF), paBHOTrO «0» MIIM COKpAIECHHBIH ¢opmar atpubyra
(tnn/3Hagyenue) npu AF paBHOM «1»;

mone «JlnuHa arpubyra (3HaueHMe)» (2 OKTeTa) MJOKHO COIEPXKATH
uHbOpMaLMIO O pasMepe aTpuOyTa, COfepX allmiics B Tojle «3HaueHHe aTPHOYTa»
(mepemennas pmuHa), npu AF paBHOM «0» MM coflepaTh 3HAYCHHE atpubyta mpu AF
paBHOM «1»;

2.5. Qopmar snementa nannbIx O6MmeH kiodamu (Key Exchange, nanee — KE)
IIPUBEJIEH HA PUCYHKE 6.

Howmep rpynmnsr DH Pezeps

JaHHbIe 00MeHa KIIIoYaMH

Pucynox 6

Onement nanHeix KE nmomkeH wuCIONB30Barbes Juid o6MeHa OTKPHITHIMH
HomepaMu nporokona Jlidou-Xeénnmana (Diffie-Hellman, nanee — DH) npu o6mene
Kiroyamu DH.
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OnemeHT AanHHBIX KE [OKeH co3maBaThCs IyTeM KOMHUPOBAHHUS OTKPBITOTO
snauyennsd DH B none «[lanHble oOMeHa kmouamuy. Pazmep oTkpeiToro 3Havenus DH
JOJDKE€H OBITh paBeH pa3Mepy NepBHYHOTO MOIYJS, UL KOTOPOTO BBIMOJIHAETCS
BO3BEJIEHHE B CTEINEHb, JOIOIHEHHOIO P HeOOXOMMOCTH HYJIIMH B HavaJle.

ITone «Homep rpynmnet DH» (2 6aiita) gomkxHo uaeHTHGHIEPOBaTs rpymnny DH,
B KOTOPOH OBLIO paccuuTaHO 3HauYeHUe N0l «JlaHHbIe 0OMeHa KirodaMuy. CoolleHune
JO/DKHO  HIHOPHpOBATbCS € BO3BpPaTOM  dleMeHTa «YBeAOMJIEHHE  THIa
INVALID KE PAYLOAD» mnpu BbIOOpe HpemsIOXeHHs, HCIIONB3YIOMETr0 IPYryio
rpynimy DH;

2.6. ¢opmar snemenToB Mnentuduxarop uannuaropa (IDi) u Mnentudukarop
otBeyaronero (IDr) mpuBeneH Ha pucyHke 7.

Tun upenTudukanyn Peseps

HaHHbIe nAeHTUGUKATOPa

Pucynox 7
Ilprmeqanue:
none «Tunm unentudukamum» (1 GalT) mOMKeH 3aJaBaTh THI HCIOJB3YEMBIX
UACHTU(UKATOPOB;

none «JlaHHble uAeHTH(UKaTOopa» (TMEepeMeHHON MIUHBI) JOJDKHO COIepXKaTb
UACHTH(QUKATOP, TUI KOTOPOTO YKa3aH B MpeAbIAYIEM TOJIE;
2.7. ¢opmar anemenTa naHHBIX CepTH(UKAT IpUBEIEH Ha PUCYHKE 8.

Tun ceprtudukara Jannsle cepTudukara

Pucynoxk 8

IIpumeuanue:

nosie «Tum ceprudukaray (1 okTeT) JOIKHO cofepKaTh HHPOPMALHIO O CIIocode
KOAMPOBaHUs cepTU(UKaTa;

noie «JlaHHbIe cepTH(UKaTa» JOMHKHO UMETh IIEPEMEHHBIN pa3Mep.

OnemeHT naHHBIX CepTudukar moDKeH o0ecrneunBaTh CHIoco0 Iepemadu
cepTUGHNKATOB WIH IPYroi, cBsI3aHHOH ¢ uieHTHUKauued uHpopmanun depe3 IKE.
OnemeHT pAaHHbIX CepTudukar cieayeT BKIOUaTh B OOMeH, eciu cepTuduxar
JOCTYNEH OTHpaBUTENIO [0 YyKa3aHUA MapTHEPOM BO3MOXHOCTH IOJYYEHHS
UACHTU(GUKAIMOHHON MHQOpMauu UHBIM IIyTEM C HCIIOJNB30BaHUEM 3JIEMEHTa
VBenomnenne Tuna HTTP_CERT _LOOKUP_SUPPORTED. Tpe6oBanus k

3uauenus noius «Tun ceprudukaray npuseneHs! B Tabmuie Ne 6.

TabGauma Ne 6.

3uaueHne

KarT
Cnoco6 xogupoBaHus cepTudukara Dopmar atpubyTa

Pezeps 0
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Ceprudukar X.509 ¢ PKCS
(Public Key CryptographyStandard — xpunrrorpaduyeckuii 1
CTaHJapT OTKPBITOTO Kiroua)) Ne7

Ceptuduxat PGP (Pretty Good Privacy)

Ionmucannsni kimou DNS (Domain Name System)

Ceptuduxar X.509— noamnuck

Mapxep Kerberos

Cnrcox oTo3BaHHBIX cepTudukaToB CRL
(Certificate Revocation List)

ARL

Ceprudukar npoctoit ”HPPACTPYKTYPHI OTKPHITHIX
xmoueil SPKI (Simple Public Key Infrastructure)l

Ceptudukar X.509 — atpubyt 10

0 N | N WIIDN

\O

HepaszoOpaHHBI# KIII04 KpHIITOrpaduIecKoro ajiropuTma ¢
OTKPBITBIM KiIt04oM RSA

Xemw u URL ceprudukara X.509 12
Xew u URL cBs3ku (bundle) X.509 13
Pezeps IANA 14-200

JIji 4acTHOTrO IpUMEHEHUS 201-255

11

2.8. ¢opmar 3neMeHTa JaHHBIX 3alpoc cepTU(HKATa IPUBEAEH Ha PUCYHKE 9.

Tun ceptudukara Y noctoBepsroiuii HEHTP

Pucynok 9

IIpumeuanue:

nosne «Tun ceprudukaray (1 okTeT) TOIHKHO coaepkaTh HHPOPMALHIO O CrIocobe
KOAUpOBaHUs cepTu(uKara,

1oJIe «Y IOCTOBEPAIOLIUHN LIEHTP» JOJIKHO UMETh NIepEeMEHHEBIH pa3Mep.

2.9. onemMeHT [aHHBIX MpeHTuduxanus OOIDKEH COHEp)KaTb OaHHBIE,
UCIIOJIb3yeMBble I USHTU(UKALIUM.

®opmart deMeHTa JaHHBIX VnenTudukaius npuseieH Ha pucyHke 10.

Meroxa uaeHTrpUKaIIH Pezeps

UnentuduxanvuoHHble JaHHBIE

Pucynok 10




IIpumeuanue:

none «Merox uaeHTHOHUKAUK» (1 OKTET) HOJDKHO COIEpKaTh MHGOPMALMIO O
HCIIOJIE3yeMOM METOMe HACHTH(GUKALUY U IPUHUMATh 3HAYCHUS

RSA uudpoas mommuce (1) (HOKHO pacCUUTHIBATBCS C HCIIOJIB30BAHUEM
npuBatHoro kimo4da RSA u xsm-3navenns PKCSNel ¢ 3anonHeHuem);

Shared Key Message Integrity Code (2) (mOMXHO paccUUTBIBATBCI C
HCIIONIb30BAHUEM pa3felIIeMOro KII04a, CBS3aHHOrOo ¢ OOBEKTOM M3 3leMeHTa Tun
HIeHTH(QUKAIMK U COrNIacOBaHHOH QyHKImu prf);

DSS (Digital Signature Standard) wmudposas mnommuce (3) (TODKHO
pacCUMTHIBATBCS C HCIONB30BaHHEM 3akphiToro kmoda DSS u  Xom-3HaueHus
anroputMa Kpunrorpadudeckoro xemuponanus SHA-1 (Secure Hash Algorithm);

3navenre 0 u 4 - 200 momkHEI OBITH 3ape3epBupoBaHbl IANA, 201-255 moinKHED
OBITH BBIIETICHBI IJIS1 YaCTHBIX [IPHIIOKEHUH;

noJie «MneHTrduKamoHHbIE JaHHBIe» TOJKHO UMETh [IEpEMEHHBIN pa3sMep;

2.10. amemenT panueix CiydailHoe 4YHCIO JOJDKHO HMETh OOHO II0jie
IIEPEMEHHOr0 pa3Mepa, CoAepKalllee CO3aHHOE Iepeaollied CTOPOHOM CilydaiHOoe
3HAYEHHE, pa3Mep dJIeMeHTa JO/DKEH HaxXxOOUThCs B AuanazoHe (16 - 256) oxreros
BKJIIOYMTENBHO, I[IOBTOPHOE  HCIOJB30BaHMe 3HaueHuss CiydailHoro  4mcia
He JI0IyCKaeTcs;

3. DJEeMEHT JaHHBIX YBEJOMIIEHHE JOJDKEH HCIIONb30BaThCs AL IEpeladyu
ciry>xe0HOM uH(pOpMaIUH.

dopmar 3r1eMeHTa JaHHBIX Y BeJOMIIEHHE IPUBEICH Ha pUCYHKe 11.

nentudukarop Pazmep SPI Tun yBegomiieHHs1
IIPOTOKOJIa
SPI
J{aHHBIE YBEOMIIEHUS
Pucynok 11
IIpumeuanue:

none «Maentrdurarop npotokosay (1 okKTeT) HOIKHO NOKAa3EIBAaTh TUI SA, eCiH
yBEJIOMJIEHHE OTHOCHTCS K CyliecTBylomed SA, JOmKHO OBITE paBHO «1»
nns yeenomiennii IKE_SA, «2» mns nporokona AH unu «3» ana nporokona ESP s
yBeoMIIeHHH, Kacatomuxcs IPsec, n «0» npu nepegave 1 HTHOPUPOBATHCS HA MIPUEME
I71s YBEIOMIIEHHH, He OTHOCAIIUXCS K CyIIecTBYroIUM SA. Bee octaipHble 3HAUYCHU
IOJDKHBI OBITH 3ape3epBupoBanbl IANA 1y HCTIONB30BaHKA B Oy IyIIEM.

none «Pasmep SPI» (Security Parameter Index) (1 oxTer) HOMKHO yKa3bIBaTh
pa3mep SPI B okTeTax;

noje «Tun yBemomiieHIsD (2 OKTeTa) JOIKEH 330aBaTh THII YBEIOMIICHUS;

none «SPI» MOMKHO MMeTh HEepPEMEHHBIN pa3Mep U coAepXkaTh MACHTH(PUKATOD
IIapaMeTpOB 3allUTHI;

rione «JlaHHBIE YBEAOMIICHISD TOJDKHO UMETh NIEPEMEHHEBIN pasMep U COAEPKaTh
JOMOJIHATENBHYI0 HHPOPMAIUIO K TUITY YBEAOMIICHHS,

3.1. ¢dopMar 3/eMeHTa JaHHBIX Y alleHne NpUBe/IeH Ha pucyHKe 12.
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DneMeHT JaHHBIX YHalleHHe JOJDKEH COIEpXKaTh OIpeAelsseMbl IPOTOKOJIOM
UACHTU(PUKATOP 3AILUIICHHON CBA3H.

Wnentuguxarop Pasmep SPI KomuuectBo SPI
IIPOTOKOJIa
Wupexc napamerpos 6e3omacHocTH (SPI)
Pucynoxk 12
IIpumeuanue:

none «Mnenrtudukarop mporokona» (1 oxrer) AOMKHO OBITE paBHO «I»
g IKE _SA, 3 «2» - g AH, «3» - g ESP;

none «Pasmep SPI» (1 okTeT) HOIKHO conepkaTk pasmep SPI ykasaHHOTO
IIPOTOKOJIA (B OKTETax);

none «KonuuectBo SPI» (2 okrera) MOMKHO comepkarh konuuectBo SPI B
3JIEeMEHTe JJaHHBIX Y JAJICHHE;

none «HMHnexc mapamerpoB GezomacHocT» (SPI) NOKHO MMETh NEpEeMEHHBIN
pasMep U UIeHTADUIHPOBATh YAAIAEMOE 3alUINEHHOE COSAUHEHHE;

3.2. oneMeHT AaHHbIX Maentudukarop peanu3alud JODKEH HMEETh OJHO IOJIE
TIEPEMEHHOTO pa3Mepa, CofepKalee YHUKaIbHbINA HACHTH(GUKATOP IPOU3BOAUTENS;

3.3. >ieMeHThI JTaHHBIX Cenektop Tpaduxa — Wuunparop,
Cenekrop Tpaduxa — OTBETYHK.

®opmar snemenrta Cenekrop Tpahuka NpUBEIEHBI Ha PUCYHKe 13.

KonnuecTBo ceneKTOpoB
Pezeps
Tpaduka
Cenexrop(s1) Tpaduka
Pucynok 13
[Ipumeuanue:

rose «Konu4decTBo ceneKTopoB Tpaduka» JOKHO UMETh pasMep 1 OKTeT;

none «PeszepB» (3 okxrera) JnokHO OBITE paBHO «0» mnpH mepenade
1 ITHOPHPOBATHCs HA IIPUEME,

none «Cenekrop Tpadukay» IODKHO MMETh IEPEMEHHBIN pasMep M COICPKaTh
OJIMH WM HECKOJIBKO OTAENBHBIX yKa3arelel THIIa TpaduKa;

3.4. onement maHHbIX Kommposamme (Encrypted - nanee E), momkeH
collepXaTh APyrHe >JIEMEHTH B 3amudpoBaHHoM Buje. Ilpy Hamuyuu B COOOLICHUH
snemenTa KonupoBpanue OH AOJDKEH GBITh MOCTIEIHAM B COOOLICHHH.

dopMaty dIeMeHTa JanHbix KonupoBaHue mpyBesieH Ha pUCYHKe 14.

Initialization Vector
Jannsie IKE
Padding (0 — 255) oxreToB Pad Length
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Integrity Checksum Data

Pucysnok 14

IIpuMeuanue: ‘

none «Initialization Vecto» mOWKHO comepxaTe ciydaiiHOe 3HaueHHe,
COBIajaloliee ¢ pasMepoM OllOKa HCIOIB3yeMOr0 airopuTMa INH(pPOBAHMS.
Iomy4arenn NOIDKHBI BOCHPUHMMATD JIOObIE 3HAYEHHMS ITOTO MOJSA, a OTHPABHTEIIM
CIIEAyeT TeHEPUPOBATh IICEBAOCIy4YaliHOEe 3HA4YEHHE HE3aBUCHMO U1 KaXIOro
COOOIUEHH WJIM MCIONB30BAaTh JUIS BbIGOpa 3HaueHWH IMH(POBAHHEIA GIOK
IpeabIAYIIero COOOIIEHH;

none «/lanuple IKE» [JOMKHO OBITH IEpPeMEHHOM [UIMHEBL, CONEpPXKaTh
mr¢posannsie dneMeHThl IKE ¥ mmdpoBaThcs ¢ HMCIONB30BaHHEM COTJIACOBAHHOIO
AJITOPUTMA,;

nore «Padding» mMoxer conepxath 000e 3HaYeHHe, BEIGPAHHOE OTHPaBUTEIIEM,
JOJDKHO HMETh pasMep, KOTOPHIM [enaeT CyMMapHBIA pasMmep MM(POBaHHBIX
aneMeHToB, noist «Padding» um moms «Pad Length» kpatHeiM pasmepy 61oka
wudpoBanus  «Initialization Vecto» u mmbpoBaThcs ¢  HCHONB30BAHHEM
COINIACOBAaHHOT'O aJITOPUTMA,;

nonte «Pad Length» (1 okTeT) HOIKHO cofepKaTh HHPOPMALIHIO O PasMepe MO
Padding wu mmdpoBaThcss ¢ HCMONB30BaHMEM COTTACOBAHHOTO  AITOPUTMA.
Otnpasutesmo ciexyer ycraHaBnuBaTh B mone «Pad Lengthy MunuManbHoe 3Hauenue,
KOTOpOE JieIaeT pa3Mep HoJjied mu@poBaHHEIX 31eMeHToB «Padding» u «Pad Length»
KpaTHBIMU pa3mepy Onoka mmdpopanmsa. Ilomydarens NODKeH NPHHHAMAThH JIOOBIE
3HaYeHHs, obecreunBaromme TpeOyeMoe BBIpaBHHBAaHHE. OJTO Iojle MUbpyeTcs
C HCIIOJIE30BaHHEM COIIACOBAHHOTO aJITOPHUTMA,;

none «Integrity Checksum Data» pomkxHO comepxarh KpHNTOrpaduyYecKyIo
KOHTPOJBHYIO CYMMY BCETO COOOIIECHN, HaunHas ¢ GpukcHpoBaHHoro 3arojoska IKE u
3akanumBas noyneM «Pad Length». KoHTponbHas cyMMa I0/KHA pPacCUMTHIBATBCS VIS
3alIM(ppoBaHHOrO coolImeHNs. Pa3mep mojis JOIDKEH ONMpeleNnsThCs COTTIacOBAaHHBIM
aJIFOPUTMOM 3aILUTHI UETOCTHOCTH;

3.5. omemeHT pAaHHBIX Kouowurypaums (CP) HOMKEH HCIONB30BATHCS VIS
0OMeHa KOHUTYpallHOHHBIMH [TapaMeTpaMu Mexay naptaepamu IKE.

TpeboBanusas k dQopmary oneMeHTa naHHBIX KoHQUrypanms npuBefeHEI
Ha pUCyHKe 15.

Tumn obmena Pezeps

ATpuOyTHl KOHOUTYpaLIKH

Pucynok 15

OneMeHT paHHbIX KoHdurypanus moxxed Bximrodarh 0a30BbIM 3aronosok IKE

¥ CJIeyIOolTre HOJIs:
none «Tum obmeHa» (1 OKTeT) HOIKHO comepikaTh HHPOPMAIHIO O THIIE 0OMeHa
nanueiMu Kongurypanuu (REQUEST-1, REPLY-2, SET-3, ACK-4);
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none «PesepB» (3 oxrtera) nomkHO OBITH paBHO «0» TmpH mepenaue
¥ UTHOPHPOBATHCS Ha IPUEME;

noine «ATpuOyTel KOHGQUrypauuw» IODKHO HMETh IIepeMEeHHBIH pasMmep H
cofepxath aTpuOyThl KOHQUTYpALUU B popMaTe «TUI-pa3Mep-3HaAYCHHEY.

OnemeHT naHHbIX KoHurypanus MoxeT cofep>kaTh HECKOJIBKO aTpHOyTOB UM
HE COJEPXKUT aTpuOyTEHI;

3.6. snemeHT paHHbIX Pacmupsiemas wuneHtudukauus (EAP) pomxeH
NI03BOJIATh BEINONHATE uacHTU(UKamuio IKE SA c ucnons3oBanuem nporokona EAP.
®opmMmar anemenTa faHHbIX EAP nipuBeseH Ha pucyHke 16.

Kon Unentudukarop Jnuna
Tun JlaHHBIE
Pucynok 16
ITpumeqanue:

noste «Kom» (1 oKTeT) MOIKHO IMOKa3bIBaTh THII COOOINEHHE W TOJDKHO OBITH
paHo «1» mpu 3ampoce (Request), «2» mpu otkiuke (Response), «3» mpu yclienHoM
3aBepiieHueM (Success) win «4» npu otkasze (Failure);

nosie «nentudukarop» (1 OKTET) MOMKHO HCHOIB30BaThCs B MpoTokoie PPP,
YTOOBl OTJIMYUTH IIOBTOPHOE MKCIIONB30BaHHE COOOILIEHWI OT IOBTOPHOH Iepenayu.
B otknukax nose «MaeHTHhUKaTOP» AOHKHO OBITH PaBHO 3HAYEHUIO UIeHTH(UKATOpa
B COOTBETCTBYIOIIEM 3aIIpOCe, @ B OCTAIBHBIX COOOLIEHUAX MOXET NMPHHUMATH JIF000e
3Ha4YeHMe;

nosne «JlnmHa» (2 oOKTeTa) HOJDKHO conepxarh HHGOpMAaIlUI0O O pa3sMepe
coobmenus EAP u 651Th B 4 pa3a MeHble 3Ha4eHUs Mo «Pa3Mep Tekylero ajeMeHTa
(Payload Lenqth) 6a3oBoro 3aronoBka;

noiie «Tum» (1 oxTeT) KOIKHO OBITH TONBKO B COOOIIEHUAX ¢ KoJoM Request (1)
w Response (2). s gpyrux komoB pasmep coobmenus EAP HomKHO cocTaBiATh
yeThlpe OKTera, a mnoya «Tum» u «JlaHHBIe» JOJDKHBI OTCYTCTBOBaTh. B 3ampocax (1)
noje «Tum» JODKHO yKa3blBaTh 3alpallliBaeMble JaHHBIE, a B OTKJIMKax (2) mone
«THum» TOIHKHO OBITH MMyCTHIM HJIM COOTBETCTBOBATH THILY 3allpOILIEHHBIX JAHHBIX.

3nauenus nons « Tum»:

1 — TOXIeCTBEHHOCTD,

2 — yBeJOMJICHUE;

3 — TOJIBKO OTKJIMKH,;

4-MDS5 — BBI30OB;

S — OIHOKpATHBIN MapOoJIb;

6 — MapKepHas Kapta 6a30BoOro THuma.

[Tone «JlaHHBIE» HNODKHO OBITH MEPEMEHHOTO pa3Mepa M 3aBHUCETh OT THIIA
3arpoca U CBA3aHHOTO ¢ HUM OTKIIHKA.
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IIpunoxenue Ne 20
K IIpaBunam npumeHeHus oGopyrOBaHUS
KOMMYTaIliH cerei MOJBIKHOM

paanorenedonHoit cBsa3u. Yacte VIL
[IpaBuna mpuMeHeHUss OOOPYyZOBaHUS
KOMMYTalLuu cTaHJapTa LTE,
YTBEP)KACHHBIM NpUKa3oM MuHucTepcTBa
(G POBOTrO pa3BUTHUSA, CBI3M U MAaCCOBBIX
KoMMyHUKalui Poccutickoi ®enepanuu

or L5 06 20,8 N3/ S

TpeGoBanus k nporokouy IPSec

1. TpebGoBanns K naeHTUDUKALMOHHOMY 3arojaoBKy AH:

1.1. wneHTHUKAIMOHHBIA 3aroioBok nporokona IPSec (AH) pmomxen
HCIIOJIB30BATECA I OOecledeHus LeocTHOCTH aedrarpamMMm IP u mpeHTHdUKanyum
HCTOYHUKA JTaHHBIX Oe3 OpraHu3allii CICIUAIFHBIX COSIVUHEHUN W 3alUThl IPOTUB
MIOBTOPHOTO KCITOJIB30BaHUs MakeToB. AH MoXeT HCIoIB30BaThCsl B KOMOMHAILMH C
ESP wiu myTeM BIOXXeHHS. YCIYyTH II0 3alIUTe MOTYT 00eCIeuMBaThCs MEXIY Iapoi
B3aMMOJIEHCTBYIOMINX 3J1€MEHTOB ceTH IP.

1.2. dbopmar 3aronoska uaeHtTuukanuy AH npuseaeHs! Ha pucyHke 1.

Crnenyromui

JnuHa 3aroinoska Pezeps
3aroJIOBOK

Unentudukarop napamerpos 3amuTsl (SPI)

IMopsakoBelil HOMED

AyTeHTHGUKANUOHHEIEe AaHHbIe (3HaYeHne KOHTposbHOH cyMMBI (ICV))
(nepemen.)

Pucynoxk 1

[Mpumeuanue:

none «Cnenyromuit 3aronoBok» (1 OKTeT) MJODKHO MOKasbIBaTh THII
MH(pOPMAIIH, PACTIONIOKEHHOM Hocie uaeHTUrKanoHHoro 3aronoska AH. 3nauenus
3TOrO IOJISA JHOJDKHBI BRIOHUPATHCS U3 CIFCKAa HOMEPOB IIPOTOKOJIOB, NMPEIOCTaBICHHOTO
AnMunuCcTpaIeit agpecHoro mpoctpancTBa MHTepHeT IANA;

nojie «J{nuua 3aronoska» (1 OKTET) JOJDKHO coAepkaTh HH(GOPMAIHIO O pasMepe
3arosioBka AH B 32-6MTOBEIX cltoBax (4-0aiToBhIx 0710Kax) MUHYC 2;

nojie «Pe3eps» (2 okTeTa) JOIDKHO OBITH PE3€PBHBIM, PaBHO «0»H HTHOPHUPYETCS
nojyJaTeneM. 3HaYeHHe STOTO IIOJ AOMKHO YyIHTHIBaThCA Npu Beraucinenuu ICV, Ho
HUrHOPUPOBATHCS MOIydaTelleM;

none «Mnentudukxarop mnapamerpoB samutb» (SPI) gmomkHO  OHITH
NpPOU3BOJBHEIM  32-OMTOBBIM  3HAYEHHEM, HCIIONL3YyEeMBIM TMOIydareneM  Jjs
uaenTaguKamu SA, ¢ KOTOpoil cBA3aH BXOAAIMM naker. [ WHAMBUIYaJIbHBIX SA
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3HayeHre SPI moxer maeHTHPUIUMpPOBaTH SA WM HCIIONB30BAaThCI B KOMOWHALIAU
¢ tunoM mnpotokoia [Psec (B manHom ciyuae AH). Ilome SPI gomknHO OBITH
00s3aTeNbHBIM U MEXaHU3M OTOOpa)XeHHUS BXONALIETrO Tpaduka Ha HHAMBHUIYAIbHEBIE
SA momkeH noaaepKuBaThCs BceMH peanuzaunsamu AH;

noisie «IlopsakoBeiif HOMep» (4 OKTeTa) JOMHKHO COJEPXKATh 3HAUECHUE CUETYHMKA
IIaKETOB, YBEJIIMYMBaeMoOe Ha «1» Ui KaXA0ro nepeqaHHoOro nakera (CY4eT4YHMK IaKeTOB
s SA). Oto mone OMKHO OBITh 00sA3aTeNbHBIM M MPHCYTCTBOBATh JIAXE B ClIydae,
KOrJa ModydYaTelb He MOJb3yeTcs YCIyraMd IO NPeJOTBPAIEHUIO IIOBTOPHOTO
UCIIONb30BaHUsl MAaKeTOB M KoHKpeTHoM SA. OtnpaButens IOJDKEH IepeAaBaTh
yKa3zaHHOe I10JI€, HO IToJIyqaTelb He 00513aH IPUHUMATH ero Bo BHUMaHue. CYETYHKH Ha
CTOPOHE OTIIPAaBHUTENId M HOJIydaTels NOJDKHBI MHHULHUAIA3UPOBATHCA IIPH 3HAYCHUU
nonsa «llopsmkoBeli Homep» paBHOM «0» npu co3gaHuu SA (HepBbId Maker,
IIEpeJaHHbIN C UCIIOIb30BaHNeM JaHHOU SA, OyneT uMeTh NOPSAKOBBIH HoMep — «1»).
Ecnu npenoTepallieHre NOBTOPHOTO MCIONb30BAaHMUS IIaKETOB BKJIIOUEHO (UCMONIB3YeTCs
IO YMONYaHHIO), IlepelaBaeMble IIOPSAAKOBBIE HOMepa HHUKOrZa He JOJDKHBI
HOBTOPSAThCA. PaciivpeHHBIH MOPAIKOBBIA HOMEpP OJKEH MO3BOJIATH HCIOIB30BATh
s SA 64-6utoBble MOpAOKOBbie HOMepa. B 3aromoBke AH kaxmoro makera JTOJIKHBI
niepefaBaTbCs TONBKO Mianmue 32 Oura paclIMpeHHOro MOPSOKOBOIO HOMepa, a
crapumie 32 OuTa JOMKHBI YYMTHIBAaTBCH KaK dYacTh IIOPAJKOBOTO HOMepa
OTIIpaBUTENIEM M IOJlydyaTeleM U BKmo4YaTtbes B pacder ICV, HO He IODKHEI
nepeaBaThCs;

nojge «AyTeHTH(UKAlMOHHBIE MJaHHBIE» JOJDKHO COIepXaTh 3Ha4YeHUe
KOHTponbHOM cyMMbl ICV i manHoro maketa. Pasmep monst mommkeH OBITH KpaTHBIM
32 6utam kak mis IPv4, tak u nig IPv6. YkasanHoe mojie MOXKET BKIIIOYATh 3al0IHEHNE
st obecriedeHnsl KpaTHOCTU pa3Mmepa 3aroyioBka AH B nenom 32 (IPv4) umm 64 (IPv6)
OutaM. 3anonHeHHE AOJDKHBI MOANEP)KUBATh BCe pealu3alldid U pa3sMep 3aloJHEHHs
JOJDKeH OBITh MHHHUMAJIBHO [JIOCTATOYHBIM JJI1 BBIPABHHBAaHHS  3arojioBKOB
B COOTBETCTBUH C TpeboBanusamu [Pv4/IPv6;

1.3. MecToHaxoxneHHe 3arojioBka AH:

AH pomxHo oOecneunBaTh paboTy B JABYX peXHMax: TPaHCIOPTHOM U
TYHHEJIbHOM:

a) B TpaHCHOpTHOM pexkxume AH momkeH momemiatbcs MeEXIY 3aroioBKOM
npoTtokosa IP u 3aro0oBKOM NMpPOTOKONA TPaHCIOPTHOIO YPOBHS WIH INepel APYTHMHU
3arooBkaMu IPsec mpu Hammunu. TpeOoBanus K MeCTOHaxXOXXIeHUio 3aronoBka AH
B TPAHCIIOPTHOM peXXUMe IMPUBEACHBI Ha PUCYHKE 2.

3aroyioBoK 3ArO/IOBOK
ucxoaHoro IP 3aronoBok AH TCP (UDP) Jlannsie
MaKeTa
Pucynok 2

IMpu ucnons3osanuu IPv4 AH nomken pasmemarbes nocie 3aronoska IP ( mocie
BCcex omiuii 3arojoBka IP), HO mepen 3arojloBKOM IIPOTOKOJIA CIELYIOLIET0 YPOBHS.
IMpu ucnons3oBanuu IPv6 3aromoBox AH moipkeH pasMelaThes I0CTE 3arojioBkos IP
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U pacluupeHus. BpacmupeHHOM 3aroioBke HEOOXOAMMO OOECHEYHTh PacIOIOKEHHE
onuui nomyvarens nepen 3aroiaoskoM AH, nocie Hero wid o o6e CTOpOHEI;

6) B TyHHENbHOM pexume 3aronoBok AH noimkeH 3amuinate UCXonHeId IP
HaKeT LEeTHKOM (BKJIFOYas ero 3arojioBOK).

TpeboBaHuss K MECTOHAaxXOXIEHHIO 3arojioBka AH B TYHHEIBHOM peXHMe
IIpUBEJICHBI HA PUCYHKE 3;

3aroJioBok 3arojioBoK | 3aroJIoBok
BHemHero [P 3aromoBox AH HCXOIHOTO TCP JlaHHbIE
naKerTa IP naketa (UDP)

Pucynok 3

2. Tpebosanus k nporokoiy ESP:

2.1. mpotokon ESP (IP Encapsulating Security Payload) momxen
HCIIONB30BaThCA s OOecledeHusl LEJNOCTHOCTH M KOH(GUACHIHMAIBHOCTH NAaHHBIX
nyreM ux mupoBaHHs. B 3aBUCHMOCTH OT HOJB30BaTENbCKUX TpeOoBaHMIl K
0e30maCHOCTH 3TOT MEXaHU3M ClleyeT HNpUMEeHSTh M1 MHQpOBaHUA MAKETOB
TpaHcnopTHOro yposHs (Hanpumep, TCP, UDP, ICMP, IGMP) umu peiitarpamm IP
noinHocTeio. B mpotokone ESP nmomkxHO OBITH 00ecrieueHO OIHOBPEMEHHOE HIIH
pa3fenbHOe MCIOJb30BaHHEe (YHKUUI ayTeHTH(PUKALMK H KpUITOrpaduuecKoit
3alllUTHl BMECTE;

2.2. JlomkHa obecnieunBaThes BO3MOXXHOCTE copepxanusa ESP B mobom mecte
MeXIy 3arojoBkoM IP M KOHEYHBIM MPOTOKOJIOM TPAHCIOPTHOro YpoBHA. Jlns
npotokona ESP nomxeH wucmone3oBatbes uaeHtuguxkatop IANA 50. 3aronoBok,
PacmoJIoXKEeHHBIN HeMOCPeICTBEHHO Nepes 3aroinoBkoM ESP, nomkeH Becerna coaepxarth
3HaueHue paBHoe «50» B moie «Crnexyromuid 3aronoBok» s IPv6 unu «IIpoTtokom»
s [Pv4. ESP nomkeH cocTosTh U3 HEMHU(POBaHHOTO 3arojioBKa, 32 KOTOPBIM JOJIKHEI
ClleZloBaTh 3allindpoBaHHbIe JaHHEBIe. [1Iudpyemble NaHHBIE NOJKHBI BKIIOYATh B ceOs
3allMINeHHble ToJia 3arojioBka ESP W 3amuimaeMble MONb30BaTEIbCKHE JaHHEBIE:
Jertarpammy [P uny nakeT MpoTOKOJIa BEILIENEXAIIETO YPOBHS.

®dopwmart 3aronoska ESP npuseneH Ha pucyHke 4.

Wnentudukarop napamerpos 3amutsl (SPI)

IlopsnkoBelit HOMED

IlanHble (TepeMeH. )

Janusle (epeMeH. ) 3anoHUTEIh

3aI0JIHATEND IIJ'II/IHa 3aIIOJIHUTCIIA Cneuyroumﬁ 3arojoBOK

AyTeHTH()UKAIIUOHHEIE TaHHbIE (IEpPEMEH.)

Pucynox 4

2.3. MecToHaxoxneuue 3arosgoBka ESP:
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JlomxHa obOecIerneYnBaTbCd BO3MOXXHOCTh paboTel ESP B TpaHcmopTHOM #
TYHHEJIbHOM pPeXUMax.

a) B  TPaAHCIIOPTHOM  pexuMme  3almd(poBaHHBIE  J@HHBIE  JOJDKHEI
TPaHCIIOPTUPOBATECS MEXAY XOCTaMH, 3aroloBoK ucxoxHoro IP-makera xomkeH
0CTaBaThCs BHEIIHUM, a 3arojioBok ESP noibkeH momemiaTecsl B epeqaBacMblil MakeT
MEXIY 3aroJIOBKaMH IMPOTOKOJIOB TPETHETO ¥ YETBEPTOrO YPOBHEH.

IndposaTecs JOJIKHBI TOJILKO IaHHBIE UCXOOHOTO IP-naketa
Y 3aKII0UMTENbHas yacTh ESP 3aronoska. B atoM pexxume ESP He pomkeH mudpoBaTh
3arojioBok [P-nakera, monsa «SPI» u «IlopsakoBeiit HOMep».

0) OyHKUMM TYHHEJIBHOTO DPEXKMMa JOJDKHBI DPEalM30BHIBATBCA B IILIIO3aX
0e30macHOCTH.

B TyHHeNBHOM peXHMe B KadeCTBE BHEIIHETO 3arojOBKa JOJDKEH CO3aBaThCs
HOBBII 3aroyioBok IP, ESP 3aronoBok MomKeH IOMEIIAThCs Iepell 3aroJIOBKOM
ucxonHoro IP-naketa, a Bech MCXOAHBIN IP-nakeT U 3aK/IIOYUTENBHAS YacTh 3aroj0OBKa
ESP nomxsbl mmdpoBaThcsa. 3arooBoK BHewHero IP-naketa He HOJDKEH 3allUINAThCS
npoTtokosom ESP.
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IIpunoxenune Ne 21

K IlpaBunam npumeHeHHs] 000pyIOBaHHS
KOMMYTalli{ ceTei TIOIBHOKHOI
panuotenedonHoit cBasu. Yactes VIL
IIpaBuna npumeHeHHs 00OPYIOBaHHUA
KOMMYTalLlu{ CTaHJapTa LTE,
YTBEPXKIECHHBIM IIpHKa30M MuHucrepcTBa
IU(PPOBOro pa3BUTHSA, CBA3M M MAaCCOBBIX
KOMMyHHKau#i Poccuiickoii @eneparmn

of 24806 20/ Ne 374

Ilepeuenn coo6mennii nporokona Diameter npu peannsauun untepdeiicos S6b,
SWx, SWm, STa, SWd, SWa

Tabnuua Ne 1. Coobmenus nporokona Diameter Ha untepdeiice S6b, onpexenensie
UIeHTH(GHKAaTOpOM mpuwioxeHus (manmee -— Auth-Application-Id),

paBHBIM «16777272»

Coo01ieHue

Kon coobmmenus

HanpasneHnue nepenadn

Diameter-EAP-Request
(DER)

268, 6ut R B noire
KoMaHabl «Diary
YCTaHOBJIEH B «1»

oT P-GW x 3GPP AAA cepBepy

Diameter-EAP-Answer
(DEA)

268, out R B noite
KoMaHIb! «Dnar»
OYHIIEH

ot 3GPP AAA cepBepa k P-GW

Nndopmanus o ceccum.
3anpoc (AA-Request
(AAR))

265, 6ut R B nosie
KoMaHIE! «Diar»
YCTaHOBJIEH B «1»

ot P-GW x 3GPP AAA cepgepy

Hndopmarus o ceccun.
OtBet (AA-Answer
(AAA))

265, 6ut R B nosie
KoMaHb! «Piar»
OYHILIEH

ot 3GPP AAA cepsepa xk P-GW

OxoHuYaHHE CECCHUM.
3ampoc (Session-
Termination-Request
(STR))

275, 6ut R B noste
KoMaH[Ibl «Dar»
YCTaHOBJIEH B «1»

oT P-GW kx 3GPP AAA cepBepy
WA
ot 3GPP AAA cepsepa k P-GW

Oxonuanue ceccun. OTBeT
(Session-Termination-
Answer (STA))

275, 6ut R B mosie
KoMaHsl «Daary»
OYHIIIECH

ot 3GPP AAA cepsepa k P-GW
17007
ot P-GW k 3GPP AAA cepsepy

ABapuitHOe TIpeKpalleHue
ceccuu. 3amnpoc (Abort-
Session-Request (ASR))

274, 6ut R B mone
KoMaHAs! «Dmary
YCTaHOBJICH B «1»

ot 3GPP AAA cepsepa k P-GW

ABapuifHO€ IIpeKpalleHue

274, out R B none

ot P-GW k 3GPP AAA cepsepy
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Coobuienue Kog coobmenus Hanpasnenne nepenaun
ceccun. OtBet (Abort- KoMaHIbI «Diar»
Session-Answer (ASA)) OUHIIIEH

OO6HOBIEHME NAaHHBIX
aBTopu3anuy. 3ampoc (Re-

Auth-Request (RAR))

258, 6ut R B noste
KoMaHael «Diar
YCTaHOBJIEH B «1»

ot 3GPP AAA ceprepa/mpokcu
k P-GW

OO6HoBIeHHE NaHHBIX
aBTopu3auuu. OtBeT (Re-
Auth-Answer (RAA))

258, 6ut R B mosne
KoMaHJBI «Dar»
OYHIIEH

ot P-GW x 3GPP AAA
cepBepy/TIPOKCH

Tabmuna Ne 2. Coobienus mporokona Diameter na uHTepdeiice SWx, onpeneneHsie
Auth-Application-Id, paBueiM «16777265»

CoobOuienue Kon coobmienus Hampasnenue nepenaun
AyTeHTUdUKAIHS TPU 303, 6ur R Bmone | ot 3GPP AAA cepaepa k
MYJIbTUMEIUIHON CECCHU. KOMaHbI «Diar» HSS
3ampoc. (Multimedia- YCTaHOBJIEH B «1»

Authentication-Request

(MAR))

AyTeHTHUKAIMA TIPH 303, 6ut R Bote | or HSS k 3GPP AAA

MYJIETUMEIURHOM CECCHH. KoMaH[el «Djar» | cepBepy

Otset (Multimedia- OUMUIIEH

Authentication-Answer

(MAA))

O6noBIIeHHE TpOduITEH. 305,6ur R Bnote | or HSS x 3GPP AAA

3anpoc.( Push-Profile-Request komaHzael «Daar» | cepBepy

PPR)) YCTaHOBJIEH B «1»

O6HoBIEeHNE TPOBHIIEH. 305, 6ur R Bmone | ot 3GPP AAA cepaepa k

Ortser.( Push-Profile-Answer KoMaH1bl «®@nar» | HSS

(PPA)) OYHIIEH

Perucrpanus cepsepa cepsepa. 301, 6ur R Bmone | or 3GPP AAA cepsepa k

3ampoc.(Server-Assignment- koMaHabl «®@mar» | HSS

Request (SAR)) YCTaHOBJIEH B «1»

Peructpanus cepsepa. Otser. 301, 6ur R Bote | or HSS x 3GPP AAA

(Server-Assignment-Answer KomaHgsl «Pnar» | cepBepy

(SAA)) OYHIIIEeH

OkoHuaHue perucTpaIum. 304, 6ut R B mosie ot HSS x 3GPP AAA

3ampoc. (Registration- KoMaHzbl «Pnar» | cepepy miu

Termination-Request (RTR) ycraHoBieH B «1» | or 3GPP AAA cepsepa
HSS

OxoH4aHMe perucTpaLum. 304, 6bur R Bmone | or 3GPP AAA cepsepa k

Ortset (Registration- KoMaHIel «@nar» | HSS wimm ot HSS x 3GPP

Termination-Answer (RTA)) OYUIIICH AAA cepsepy




Ta6numa Ne 3. Coolbmienus mpoTtokona Diameter Ha unTepdeiice SWm, onpeneneHsle

106

Auth-Application-Id, paBHbIM «16777264»

CooO1eHue

Kon coolmmenus

HanpaBneHHe nepeaaun

Diameter-EAP-Request
(DER)

268, out R B mone
KoMaHIb! «Par»
YCTaHOBJIEH B «1»

ot ePDG k 3GPP AAA
cepBepy/IPOKCH

Diameter-EAP-Answer
(DEA)

268, out R B mmone
KoMaHIb! «Dar»
OYHILeH

ot 3GPP AAA cepBepa/nipokcu
k ePDG

Hudbopmanus o ceccum.
3anpoc (AA-Request
(AAR))

265, out R B none
KoMaHabl «Diar»
yCTaHOBJEH B «1»

ot ePDG k 3GPP AAA
cepBepy/IpOKCH

Hudopmanus o ceccuu.
Otset (AA-Answer
(AAA))

265, out R B one
KoMaHIbI «Dar»
OUMILIEH

oT 3GPP AAA cepsepa/mipokcu
k ePDG

Termination-Answer
(STA))

OYHUIICH

OxoHuaHHEe CeCCHHU. 275, 6ut R B mone oT ePDG k 3GPP AAA

3armpoc (Session- koMaHIbl «@jar» | cepBepy/IpOKCH
Termination-Request YCTaHOBIEH B «1»

(STR))

OKOHYaHHE CECCHU. 275,6ur R sone | or 3GPP AAA cepBepa/mpokcu
OtBeT (Session- KoMaHAsl «Paar» kK ePDG

ABapuiiHoe IpeKpalieHue
ceccun. 3ampoc (Abort-
Session-Request (ASR))

274, 6ut R B mmone
koMauasl «Paary
yCTaHOBJIEH B «1»

ot 3GPP AAA cepBepa/mpokcu
x ePDG

Auth-Answer (RAA))

OYHIIICH

ABapuiiHoe npekpautenue | 274, 6ur R Bmone | or ePDG x 3GPP AAA

ceccud. OtBer (Abort- KoMmaHel «Djar» | cepBepy/IPOKCH
Session-Answer (ASA)) OUHIICH

OO06HOBIEHHE JaHHBIX 258, 6ut R Bmote | or 3GPP AAA cepBepa/TIpokcH
aBTOPU3AIMH. 3apoC KoMaHOB! «Pnar» Kk ePDG

(Re-Auth-Request YCTaHOBIIEH B «1»

(RAR))

OO0HOBIIEHHE JaHHBIX 258, 6ut R B nose ot ePDG k 3GPP AAA
aBTopusanuu. OteeT (Re- KoMaHbl «@gar» | cepBepy/NPOKCH

Ta6muua Ne 4. Coobuienns mporokona Diameter Ha uHTepdeiice STa, ompenenerbie

Auth-Application-Id, pasabM «16777250»

Coo0uienue

Kox coobmmenus

HanpasneHue nepenayu

Diameter-EAP-Request

268, out R B mosie

ot TWAN k 3GPP AAA
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CoolOuieHue

Kon coobuienus

Hanpasnenne mepenaun

(DER)

KoMaHaw! «Daary
YCTaHOBJIEH B «1»

cepBepy

Diameter-EAP-Answer
(DEA)

268, 6ut R B nosie
KoMaHbI «Prnar»
OYHIIEH

ot 3GPP AAA cepgepa k
TWAN

ABapuiiHoe IpeKpaleHue
ceccud. 3anpoc (Abort-
Session-Request (ASR))

274, 6ut R B nosne
KoMaHas! «Dary
YCTaHOBJIEH B «1»

ot 3GPP AAA cepBepa/mpokcu
kK TWAN

Termination-Answer
(STA))

OYHIIIEH

Asapuiinoe npexpamenue | 274, 6ut R Bmone | or TWAN k 3GPP AAA
ceccuu. OtBet (Abort- KoMaHne! «Djar» | cepBepy/TIpoKcH
Session-Answer (ASA)) OUHIIEH

OkoHuaHHEe ceccHi. 275,6ur RBmone | or TWAN x 3GPP AAA
3ampoc (Session- komaHzel «Dar» | cepBepy/mpoKCcH
Termination-Request YCTaHOBJEH B «1»

(STR))

OxoHuaHMe ceccui. 275, 6ur R Bnone | or 3GPP AAA cepsepa/mpoxcu
Ortser (Session- KoMaHpl «Dmar» kK TWAN

OOHoOBNeHHE TAaHHBIX
aBTOPM3aLUHU. 3aIpoc
(Re-Auth-Request
(RAR))

258, 6ut R B noste
KoMmaHasl «Diary
YCTaHOBJIEH B «1»

ot 3GPP AAA cepBepa/mpokcu
k TWAN

(AAR))

YCTaHOBJIEH B «1»

OOHOBIIEHHE JaHHBIX 258, out R B mone oT TWAN k 3GPP AAA
aBropu3anuu. OreeT (Re- KoMaHzsl «Djar» | cepBepy/IIpoOKCcH
Auth-Answer (RAA)) OYHIIEH

Hudopmanus o ceccun. 265, 6utr R Bnone | or TWAN k 3GPP AAA
3ampoc (AA-Request KoMaH[e! «Dar» | cepBepy/TIPOKCH

Hndopmanms o ceccu.
Otset (AA-Answer
(AAA))

265, out R B mone
KoMaHIb! «Piar»
OYHINEeH

ot 3GPP AAA cepsepa/nipokcu
k TWAN

Tabanua Ne 5. Coobmenust npotokona Diameter Ha uHTepdeiice SWa, OIIpeieIeHbIe

Auth-Application-Id, paBueim «16777250%»

Coobenne Ko coobmenns Hamnpasnenue mepenaun
Diameter-EAP-Request 268,6utr R Brnone | or UTWAN k 3GPP AAA
(DER) KoMmaHAs! «Dyary cepBepy

YCTaHOBJIEH B «1»
Diameter-EAP-Answer 268, 6but R Bmone | ot 3GPP AAA cepsepa k
(DEA) Komauael «®mar» | UTWAN
OYHIIIEeH
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Auth-Answer (RAA))

OYHIIEH

Coobmienmne Koz coobmenns Hanpasnenne nepenaun
ABapuiiHoe NpeKpauieHHe 274,6ur R Bnone | ot 3GPP AAA
ceccun. 3amnpoc (Abort- xoMmaH el «®@nar» | cepBepa/mpokcu k UTWAN
Session-Request (ASR)) YCTaHOBJIEH B «1»
ABapuiiHoe npekpaiieHue 274,6ur R Bnone | ot UTWAN k 3GPP AAA
ceccun. OtBet (Abort- KoMaH/bl «@Pnar» | cepBepy/IIPOKCH
Session-Answer (ASA)) OUMILEH
OxoHnuyanue ceccuu. 3ampoc 275,6utr RBmone | or UTWAN k 3GPP AAA
(Session-Termination- KoMaHzel «®Pnar» | cepBepy/mpoKcH
Request (STR)) YCTaHOBJIEH B «1»
Oxonuanne ceccuu. OTBET 275,6utr R Bmone | ot 3GPP AAA
(Session-Termination- koMauasl «®aar» | cepBepa/mpokcu kK UTWAN
Answer (STA)) OYHIIEH
OOHOBIIEHHE JaHHBIX 258, 6ut R B one ot 3GPP AAA
asropusanuu. 3anpoc (Re- koMmanzsl «®nar» | cepepa/mpokcu k UTWAN
Auth-Request (RAR)) YCTaHOBJIEH B «1»
OGHOBIIEHHE NAHHBIX 258, 6ur R Bmome | or UTWAN x 3GPP AAA
asropu3anuu. Oteet (Re- KoMaHasl «Dar» cepBepy/IpoKcH
Auth-Answer (RAA)) OUHILEH
Wnudopmarust o ceccuu. 265, 6utr R Bnonre | or UTWAN k 3GPP AAA
3ampoc (AA-Request (AAR)) KoMmaHIpl «Paar» | cepBepy/IPOKCH
YCTAHOBJIEH B «1»
HNudopmanus o ceccun. 265, 6ut R Bone | or 3GPP AAA
Otset (AA-Answer (AAA)) KoMaHIbl «®Pnar» | cepBepa/mpokcu k UTWAN
OYHIIECH
OOHOBIIEHNE JAHHBIX 258, 6ut R B none or UTWAN k 3GPP AAA
aBropu3auuu. Oteet (Re- koMmaHsl «@Drar» | cepBepy/mpPOKCH

Ha wunrepdeiice SWd 1OOKHEI TpaHCIHPOBAaTHCSA COOOILIEHHS MPOTOKOJIA

Diameter ¢ unTepdeiicoB S6b, SWm, STa, npusenennsle B Tabmumax NeNe 1, 3, 4

COOTBCTCTBCHHO.
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Ipunoxenne Ne 22

K [IpaBWiaM npuMeHeHUS 060OpYHOBaHUS
KOMMYyTaluu ceren TTOABHKHOM
paguorenedponHol cBssu. Yacte VIL
IlpaBuna mnpuMeHeHHs 0GOpYAOBAaHHS
KOMMYTalu{ CTaHJapTa LTE,
YTBEPKACHHBIM IpuKa3oM MUHHCTepCTBa
HU(pPOBOro pasBUTHS, CBSI3H M MAacCCOBEIX
KoMMyHuKauuii Poccuiickoit ®eneparyn

ot 15,06 20/P N F/G

Ilepeyenn rauHbIX, Xpausmuxca B HSS, MME, S-GW, P-GW,
ePDG, 3GPP AAA cepBepe, 3GPP AAA npokcn cepBepe,
npu peasusanun non-3GPP nocryna

Tabmumna.

Iapamerp

HSS

MME |S-GW |P-GW | ePDG

3GPP
AAA | AAA
cepBep| Mpok-
cH
cepBep

MesxnyHapoaHbIii
nnentupukatop MS
(IMSI)

Mexnynaponusiit Homep
MS B cern ISDN
(MSISDN)

IlapameTpsr mist
ayTeHTU(HKALIMK B CETH
UMTS (RAND, XRES,
CK, IK, AUTN)

ITapameTps oiis
ayTeHTH(QUKALUHU B CETH
LTE (RAND, XRES,
KASME, AUTN)

Pexxum moctyna x cetu
(Network Access Mode)

Ilompo6Hoe omucanue
tpetica 2 (Trace Reference
2)

YpoBeHs rryOuHBI Tpeiica
(Trace depth)

CEeTEBBIX
KOTOPBIX

Crucok
3JIEMEHTOB, B

3GPP Tun map.
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[Tapamerp

HSS

MME

S-GW

P-GW

ePDG

3GPP
AAA
cepBep

3GPP
AAA
IIPOK-
cH
cepBep

Tun nap.

IPOBOAUTCH cOOp TpeiicoB
(List of NE types to trace)

IlapameTphl, yKa3bIBaeMBIE]
B Tpeiicax  (Triggering
events)

Ilepeuenrs  uHTEpdeiicoB
CETEBBIX JJIEMEHTOB  [JIf
KOTOPBIX  (OPMUPYIOTCS]
tpeiicel (List of interfaces
to trace)

IP appeca s KOTOPBIX|
¢dopmupyrorcs Tpeticel (1P
address of Trace Collection|
Entity)

Ilpopmnu uMeH  ToueK
JIOCTYyTIa (APN-
Configuration-Profile)

Vka3aHHas B  IOAIHUCKE
ob1ast MaKCUMaJbHA
CKOpPOCTh  Iepeaadu ,zmj
TOYKH JOCTyTa

(Subscribed APN-AMBR)

Hcnonesyemas
MaKCHUMaJlbHasi  CKOPOCTH
nepenayl g TOYKY|
moctyna  (Used  APN-
AMBR)

Azlpec  ceTm  mepenady
nanHbIX (PDN Address)

Pasperennsliit anpec
BU3UTHOH ceTH
paauoTenedoHHON CBA3H
(VPLMN Address
Allowed)

Unentuduxatop PDN GW
(PDN GW identity)

Hcnonp3yemas Touka
noctyna (APN in Use)

Unentudukarop EPS
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Ilapamerp

HSS

S-GW

P-GW

ePDG

3GPP
AAA
cepBep

3GPP {Tun nap.
AAA
IPOK-
cH
cepBep

(EPS Bearer ID)

KauecTBo 00cmyxuBanus
EPS (EPS Bearer QoS)

XapaKTepUCTHKH y4eTa
CTOMMOCTH COEIUHEHHUS
EPS PDN (EPS PDN
Connection Charging
Characteristics)

Tun Texuonoruu
paguoaocTyIa
(RAT type)

IocTostHHBIN
uaeHTupukaTop
nonb3oBatens (Permanent
user identity)

BoamoxHocTn
MOOHIIBHOCTH TIpH
nocryne He 3GPP
(Mobility Capabilities)

IP appec mumoza MAG
(MAG IP address)

Hnentudukarop
BU3UTHOI cetu (Visited
Network Identifier)

JlaHHbIe mIs
ayreHTUupuKanuu EAP
(EAP payload)

HanHble 06 ucnoaB3yeMOM
IIPOTOKOJIE MOOHIBHOCTH
(MIP Subscriber profile)

Kimouy GRE mns
BOCXOJSIIErO

HanpasleHus HHTepdeiica
S5 (Uplink S5 GRE Key)

Kirou GRE nns
HHUCXOJIAIIETO
HarnpaBleHus uHTepdeiica
S5 (Downlink S5 GRE
Key)
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IlapameTtp HSS | MME |S-GW |P-GW | ePDG | 3GPP | 3GPP |Tun nap.
AAA | AAA
cepBep| MpoK-
cH
cepBep
Kirou GRE pmist y y Y B
BOCXOJSILETO
HarnpaBJIeHUs HHTepdeiica
S8 (Uplink S8 GRE Key)
Kirou GRE nmis v v B
HUCXOZSIIETO
HamnpasJieHUs UHTepdeiica
S8 (Downlink S8 GRE
Key)
Kimoun GRE unTepdeiica \% v v B
S2a (S2a GRE Keys)
Kmoun GRE unrepetica y y v B
S2b (S2b GRE Keys)
Hnentudukarop v v B
MobunsHoro y3na (Mobile
Node Identifier)
AJipec MapuIpyTH3aTopa v Y B
10 yMo/I4anuto popmara
IPv4 (IPv4 Default Router
Address)
JloxanbHBIi afpec auHKa v Y B
(Link-local address)
JlaHHBIe TIOIB30BAaTENS HE v v y B
3GPP (Non 3GPP User
Data)
Wnentudpuxatop 3GPP Y v Y B
AAA Cepsepa (3GPP
AAA Server Identity)
Bri6op pexuma \4 Y v B
HNOJAEPXKKHA MOOHIIBHOCTH
(Selected IP mobility
mode)
Hnentudukarop cepsepa y Y B
Diameter qis HSS
(Diameter Server Identity
of HSS)
HeayrenTndunupoBanHb! v y B
i IMSI (Unauthenticated
IMSI)
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ITapameTtp

HSS

MME

S-GW

P-GW | ePDG | 3GPP
AAA
cepsep

3GPP
AAA
IPOK-
cH
cepBep

Tun nap.

Wnentuduxarop
coequnenuss PDN (PDN
Connection ID)

Wnentndukatop

KOHEYHOHN TOYKH TYHHEIIS

ePDG F nns

S2b(mmockocTh

ynpasienus) (ePDG F-

TEID for S2b (control
lane))

Hnentuduxatop
KOHEYHOH! TOYKH TYHHEJS
ePDG F s
S2b(mockocTh
nonb3oBatels) ePDG F-
TEID for S2b (user
plane)

Wnentuduxarop
KOHEYHOM TOYKH TYHHENSA
PGW F mns
S2b(mmockocTh
ynpasieHus) (PGW F-
TEID for S2b (control

plane))

Wnentuduxatop
KOHEYHO! TOYKHU TYHHEJS
PGW F mna
S2b(nmockocth
nons3oBarens) (PGW F-
TEID for S2b (user plane))

[TapameTps! TapubuKanumn
nosib3oBarens (Subscribed
Charging Characteristics)

Macrtep K04 ceccun)
(Master session Key

Y Y y

B

Ilpumeuanue: B — BpemeHHBle naHHBIE, O —
110 YCIIOBUIO, T — MOCTOSHHEIE TaHHEIE.

o0s13aTeNIbHBIE JAaHHBIC, Y — naHHBIE




114

IIpunoxenne Ne 23

k IlpaBunaM npumeHeHHs 06OpYHOBaHUS
KOMMYTal{ cerel NOABH)XHOU
pamuorenegonHoit cBs3u. Yacte VII.
IlpaBuna npuMeHeHHs 00OpPYyIOBaHMS
KOMMYTaLu{ cTaHaapTa LTE,
YTBePXKIEHHBIM IIpHKa3oM MuHucTEpCTBa
UH(POBOro pa3BHUTHM, CBA3M U MacCOBBIX
KoMMyHHKaui Poccuiickoii @eneparyu

ot L5.0C 20/ NeS72

TpeGosanus x nporokosiam EAP-AKA, EAP-AKA'

1. Ilporokon EAP-AKA nomkeH OblTh paclIMpAeMBIM  POTOKOJIOM
ayTeHTUQUKALMH JUI ayTeHTH(GUKAUWd M COIJIACOBAaHMS IKIIFO4eil IMOJip30BaTeNei
UMTS npu nomoiy yHuBepcanbHOTo MORYIIS uaeHTHUKamuu abonenTa (USIM).

IIpotokon EAP-AKA' nomkeH HpHMEHSTbCS IS NOCTYa K 0GOpYIOBAaHHIO
koMMyTanuu cranaaptoB GSM 900/1800, UMTS, LTE c ucnons3oBaaneM TWAN uiu
UTWAN nocryna.

Ilporokonsr EAP-AKA u EAP-AKA' [OIKHBI II0JB30BaThCs  yCIyraMH
IIPOTOKOJIOB KaHAIBHOT'O YPOBHH.

2. TpeboBanus k mporokony EAP-AKA:

2.1. dopmar nakeroB EAP npuBeens! Ha pucyske 1.

Kon Wpentudukarop JlnuHa
HanHb1e
Pucynox 1
ITpumeuanue:

nosie «Kom» (1 okrer) momxeH comepxars HH(pOpMaIMIo 0 THie nakeTa EAP u
IIPUHUMATh 3HAYCHHUA:

1 —3ampoc (Request);

2 —otBert (Response);

3 — moaTBepxxneHue (Success);

4 — otkas (Failure).

[Taketsr EAP ¢ apyrumm 3HaYeHHMSIMM KOZAa JOJDKHEI OTOPacHIBaThCA 0GEMMM
CTOpOHaMu 6e3 yBeJOMJICHHUS;

none «Hnentudpuxarop» (1 OKTeT) MOMKHO O0OECHEYHMBATL COOTBETCTBHE
3allpOCOB U OTBETOB Ha HUX;

noje «/lnuHa» (2 oxTeTa) HOMKHO COAepKaTh pasMep (B okTerax) makera EAP ¢
yusetoMm mnoned «Kom», «Mnpentudukarop», «Jmuna» u «Jlanneie». OKTETEHL,
BRIXOJAIIKE 3a Mpefenbl YyKa3aHHOTO pa3Mepa, CJHeAyeT CYHTaTh 3aIlojJHEHHEM
KaHaJIbHOIO YPOBHsI, Ha IIPHEME Takue JaHHBIE CleAyeT HTHOPUPoBaTh. COOOIIEHHS CO
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3HaYeHHeM Mojsa «J[ImHay, MpeBBIIAIONIEM pa3Mep IIONyYEHHOI'O IIaKeTa, JOJDKHEI
oTOpaceIBaThCs 0€3 YBEJOMIICHHUS,

none «JlaHHbIe» JO/DKHO MMeTh pasmep 0 miu Gonee okrteroB. PopMaT Mo
JOJDKEH 3aBHCETh OT TUIA IakeTa (3HaueHHs mois «Komy»);

2.2. ¢dopmar naketoB EAP Request u Response, HCIONB3yeMBIX IS
ayTeHTUQUKAIIMKA M corjacoBanus kmoueidl ¢ momompio USIM (mamee — AKA),
IpUBEJieH Ha PUCYHKE 2.

Kon Hnentudukarop Hnuna
Tun (23) IToaTun Peseps
Tun arpubyra Jnuna atpubyta 3nauenwe (2 u Goyee 6aliTOB)
Pucynok 2
ITpumeuanue:

s makeToB Request 1 Response mone «JlaHHBIE» AOKHO HAYMHATHCA C IOJA
«Tumn» (1 okrteT) M comepXkaTh THI 3anpamuBaeMorl MHpopMmanuu. ITakersl Request
JOJDKHEI TepeiaBaThes, II0Ka He OyAeT MOy4YeH KOPPEKTHBIM OTKIIMK, HE 3aBEPIIUTCS
OTCUET YKMCIA IOIBITOK WM HIDKEIe)Kallni ypoBeHb He coodummr o6 orkase. Ilome
«AneHTudUKATOP» JOIKHO COXPAHATH 3HaUEHHE JJIsi TIOBTOPHBIX 3allpOCOB, YTOOBI HX
MOXHO OBLIO OTJIMYUTEH OT HOBBIX 3ampocoB. Conepxumoe nois «JlaHHBIE» JOIKHO
3aBrceTh OT «Tumay» 3ampoca. Ilakersl Response JomxkHBI IlepeAaBaTbcs B OTBET Ha
KOPPEKTHBIH 3ampoc;

o « Tumm» ansa maketoB EAP-AKA nomxHO OBITE paBHO «23»;

noje «JlaHHbpIe» MOJDKHO BKIIo4ath mose «[loartum» (1 oxter) u nmone «Peseps»
(2 okreta). ITone «[ToaTum» JOMKHO yKa3bIBaTh THII 3anpoca/orseTa 1 EAP-AKA;

none «AtpubyThl» ciiefyeT B moie «JlaHHble» 3a moneM «PesepB» u NOIKHO
HCIOIB30BaTh (POpMAT: TUII-AJIMHA-3HAYCHHUE;

2.3. conepxaHue IIaKeTOB EAP-Request/AKA-Identity (oxTHI-5)
(3anpoc uIaeHTUUKAIIMOHHO! HH(OPMALUH).

WneatrdukannoHHo wuHPOpManued i1 MONB30BaTeNsd CETH CTAaHIApTOB
GSM900/1800, UMTS, LTE wu uH(bpOpMaIOHHO-TEIEKOMMYHUKALIMOHHOM CETH
«HnTepreT moimkHbl 6biTh IMSI (TMSI) 1 NAI (uMs mons30BaTens@oneparop).

3anpoc IOJDKEH COJAEepXaTh OIWH U3 TpeX aTpuOyTOB, YKa3BIBAIOIIMX THII
3alpaliruBaeMoro uAeHTuuUKaTopa:

AT PERMANENT ID_REQ;

AT FULLAUTH_ID_REQ;

AT ANY _ID REQ;

2.4. comepxanne maketoB EAP-Response/AKA-Identity (oTBer, comepaiui
3aMpalldBaeMyio HAEHTHGUKAIMOHHYIO HHPOPMALHMIO).

Ortset nomken coaepxarh atpudyt AT _IDENTITY;

2.5. maketr EAP-Request/AKA-Challenge (moatun-1) momKeH comepxaTh
JaHHBlE U TOJHOH ayTeHTH(HKAIMKM [OJNB30BaTeNi M BKIOYATh aTpUOYyTHI
AT RAND, AT MACu AT_AUTN;
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2.6. gaker EAP-Response/AKA-Challenge momkeH cofepXaTh OTKIHK
nojp3oBaresis U BkmodaTs atpubyTel AT MAC u AT _RES;

2.7. mnaker EAP-Response/AKA-Authentication-Reject (mogrum-2) moimkeH
IepeaBaThCs, €CIM IOJb30BaTeNlb HE NPHHUMAET IapaMmeTp ayTeHTH(QHKAIWH CETH
AUTN;

2.8. maker EAP-Response/AKA-Synchronization-Failure (moarun-4) mommken
nepeaBaTbCcss Npu omubke B mopsankoBoM Homepe AUTN u Bkio4aeT atpubyT
AT _AUTS;

2.9. maker EAP-Request/AKA-Reauthentication (moarun-13) momken
IepenaBarbcsl IPU  3apoce CEepBepOM IIOBTOPHOM OBICTpOi  ayTeHTH(HKALH
none3oBarens rocie nomnydeHus EAP-Response/Identity mimu EAP-Response/AKA-
Identity u Bxmouats atpubytr AT _MAC,;

2.10. maker EAP-Response/AKA-Reauthentication mo/mkeH mepenaBaThCs B
oreeT Ha 3ampoc AKA-Reauthentication u Bkmrouats atpubytst AT MAC, AT IV
u AT_ENCR _DATA,;

2.11. maxker EAP-Response/AKA-Client-Error (moxTumn-14) JIOJDKEH
nepenaBaTbCsa NpU OOHapyXeHUHM IoNb30BaTelieM omuOku B nakere EAP /AKA, u
cogepxats atpubyt AT_CLIENT ERROR_CODE;

2.12. maker EAP-Request/AKA-Notification (moarumn-12) moipkeH BKIIOYATH
arpubyr AT _NOTIFICATION AT MAC wu nmepemaBarbcs i Iepeqayd
II0JIL30BATENIO YBEJOMIICHHS OT UISHTU(PHUIUPYIOIIeH CTOPOHBI,

2.13. mnaker EAP-Response/AKA-Notification nomkeH mnepemaBaTbCsi B OTBET
Ha EAP-Request/AKA-Notification u Bxmowats atpubyrei AT ENCR_DATA
u AT _1V;

2.14. reHepalys KI0O4Ya AOJDKHA OCYIIECTBIATHCS C HCIIONB30BaHUEM (DYHKIMU
SHA-1.

3.  Tpebosammss k nporokomy EAP-AKA' H[ODKHBEI COOTBETCTBOBATH
TpeboBaHusaM Kk EAP-AKA 3a HCKITIOUEHHEM:

s naketoB EAP-AKA' 3HadyeHue nons «Tum» IOMKHO yCTaHaBIMBATBCS
paBHBIM «S0»;

JOJDKHBI ucnionb3oBaThes HoBhle aTpudyTel AT KDF, AT KDF INPUT;

reHepanus KIoda JO/DKHA OCYIIECTBISATBCS C HCIOJNB30BaHHEM (GYHKIIUU
SHA-256.
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ITpunoxenue Ne 24

K IlpaBunamM npumeHeHHS 00OPYHOBaHUS
KOMMYTalu{ cerel MOJIBM)XKHOU
paguotenedonHoi cBasu. Yacte VII.
IlpaBuna mnpuMeHeHUs OOOPYIHOBaHUA
KOMMYyTalux cTaHjaapra LTE,
YTBEPXKACHHBIM INpUKa3oM MuUHHCTEPCTBA
IU(QPOBOro PasBUTHUSA, CBA3H W MaCCOBBIX
KoMMyHUuKauuit Poccuiickoit @enepanyu

or J45. 06 28/8 Ne 575

TpebGoBaHHA K NPOTOKOIY B3aUMOAeHCTBHSA

cepsepa aboHenTcKHX AaHHBIX HSS n/nnu nenrpa ayrenrndpukanuun AuC
€ OTACJBLHBIM aNNapaTHLIM MoayJaeM 6esonacHocTd HSM , BLINOJTHSIIOIHM
Kpunrorpagpuyeckne GQyHKIUH ayTeHTHHKAIHN A00HEHTOB

1. JIna B3auMonmeHCTBHsS cepBepa a0OHEHTCKHX MHaHHBIX W/WIH LEHTpa
ayrenTudukanuu HSS/AuC u HSM, BemmonHsmomuM kpunrorpaduueckue (QyHKIHH
ayTeHTH(HKAIKY aOOHEHTOB, TOJDKHBI HCTIONIB30BATHCS CIIEAYIOIIHE COOOIEHHUS :

1.1. 3ampoc

co croponsl HSS/AuC ayreHTHduUKanmMoOHHONW HHGOOPMAIMH

(Authentication Crypto Request — ACR).

Conepxxanue

I/IH(bOpMaIII/IOHHBIX JJICMEHTOB, HCIOJB3YEMBIX B JaHHOM

cooO1eHn , nNpuBeeHo B Tabnuie Ne 1;

Ta6mnua Ne 1.

WNHpopmanroHHBIH Conepxanmne nHPOPMAITMOHHOTO JJIEMEHTA
DJIEMEHT

Code Hndopmaunonnsiit snemenr Code mODKEH coIepxarh KOA
coobmenus HSM. Jinuna nomkHa ObITh 48 OUT.

K HNndopmarmonnslii aneMeHT K JomkeH comepxaTh Kiod K,
KOTOpPBI XpaHUTCA B cepBepe aboHeHTCKuX maHHBIX HSS/AuC.
JnHa nomkHa OpITh 128 OuT.

AMF HNudopmarmonnsiit snemenT AMF (Authentication management
field), npexycmorpennsiii 1m.6.3 ETSI TS 133 102. Qnuna
JIOJKHA OBITH 16 OuT.

SQN HNudopmanmonnslii anement SQN (sequence number),
npexycMmorperHbii 1.6.3 ETSI TS 133 102. [Innna goikHa
OBITE 48 OwHT.

AIR-Filler NHdopmalioHHBIN 3JIEMEHT JIOJDKEeH 00ecrednBaTh

IpeBBILIEHUE NJTUHON 3alpoca JUTHHEI COOTBETCTBYIOMIETO EMY
oTtBeta. JImnHa nomkHa ObITh 448 OuT.
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1.2. orBer HSM c ayrentuduxannonnoit undopmanmeit (Authentication Crypto
Answer — ACA).

Conepxanne HHQOPMAIIMOHHBIX JJIEMEHTOB, HCIOJNB3YEMBIX B JaHHOM
coO0IIeHNH, IpUBEACHO B Tabmuile Ne 2;

Tabmua Ne 2.
NudopmanroHHBIH Copneprxanne HHGOPMAIIOHHOTO 3IeMEHTa
JIEMEHT

Code Hudopmaunonnsiit snemedT Code IODKEH COIEpKaTh KOJ
coobmenus HSM. Jlininna nowkHa ObITE 48 OHT.

Authentication HNudopmarmonnslid  snement Authentication Vector (AV),

Vector npeaycMmorpenssid n.6.3 ETSI TS 133 102. iuna momxHa
OBITH 576 OuT.

1.3. 3ampoc co croporsl HSS/AuC ayTeHTHdHKaIMOHHON HHGOpMAIUU TIPU
pecunxponuzanuu (Resynchronization Crypto Request — RCR).
Conepxanue HMHQOPMALMOHHBEIX 3JIEMEHTOB, HCIONB3YEMBIX B JaHHOM
coo0IeHnH, puBeaeHo B Tabuuie Ne 3;

Tabmmma Ne 3.
HNHpopMaLroHHBIH Conepxanre HHPOPMALIMOHHOIO 3JIEMEHTa
3JIEMEHT
Code Nndopmarmonnsiii snement Code HOMKEH COIEpKaTh KO
coobmenns HSM. JlnnHa momkna OsITh 48 OUT.
K WNedopmanmonnsii smeMeHT K gobkeH copepxarh KO

abonenta K, npexycmorpennsiii 1.6.3 ETSI TS 133 102. dnuna
NoJKHA OBITH 128 OUT.

RAND Undopmarmonnsii snemeHT RAND gnomkxeH copepxaTh
RAND, npenycmotpennsiit 1m1.6.3 ETSI TS 133 102. [lnuna
OJI)KHA OBITH 128 Our.

Conc(SQNys) HNudopmanuonnslit snemenT Conc(SQNys) HOKEH coAepkaThb
Conc(SQNMS), mpemycmorpennsiit m.6.3 ETSI TS 133 102.
Jlnmuna nomxHa OBITE 48 OMT.

1.4. orBer HSM c ayTeHTH(UKAIMOHHOW WHpOpMaLKeld NpU PeCHHXPOHU3AIUU
(Resynchronization Crypto Answer—RCA).

Cogpepxanne HHPOPMAIMOHHBIX DJIEMEHTOB, WCIIOJIB3YyeMbIX B JTaHHOM
coo0IIeHun, MpuBeieHo B Tabmuie Ne 4;
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Tabimia Ne 4.
HNudopmanmoHHbIH Conepxanue WHPOPMAITHOHHOTO 3JIEMEHTA
DJIEMEHT

Code Hudopmanmonnslii snemedT Code TOMKeH comeparh KoOJ
coobmmenus HSM. Jlnuna nomkHa ObITh 48 OUT.

XMACS HNHdopmarmoH eI JJIEMEHT JIOJIKEH COZIEepPXKaTh
Kpunrorpa@uiecky 3aluiieHHyl0 uMHTOBCTaBKY XMACS,
npegycmorpernyro 1m.6.3 ETSI TS 133 102. InuHa momxHa
OBITH 64 OWT.

SQNwms HMudopManuoHHBIH dlieMeHT JokeH comepxath SQNys,
npenycMotpennsii 1.6.3 ETSI TS 133 102. [nuHa xoimkHa
OBITH 48 OWT.

2. HSS/AuC npu peanusauuu mpoTokona B3aumoneictsun ¢ HSM pomxken
obecreunTh:

2.1. ortmpasky 3anpoca B HSM 1u1s reHepaiiny JaHHBIX ayTeHTHQHKAINN;

2.2, yCTaHOBKY A7 KaIOTO OTIPAaBICHHOIO 3ampoca YHHMKAIBHOIO ajpeca
OTMPaBUTENII  COOOIICHMSA COMJIACHO IIPOTOKOJNY B3aUMONEHUCTBHS 4  ypOBHA
(TpaHCTIOPTHOTO NMPOTOKOJIA Nepeiadn AeTarpaMM 1ojs3osatens — UDP);

2.3. oxuAaHue IJIA KaXIOTo OTIIPABJIEHHOTO 3ampoca orseTa oT HSM B TeueHne
YCTaHOBJIEHHOT'O IIPH HACTPOMKE BPEMEHH.

3. HSM npu peanmsanum nporokona B3aumogeictsuun ¢ HSS/AuC momxeH
00€eCTIeUnTb:

3.1. npunarue or HSS/AuC xoppekTHOro 3ampoca i I€HEPAlMd AaHHBIX
ayTeHTH(HUKANUU, 06paboTKy 3amnpoca U nepenady orseta B HSS/AuC;

3.2. coBmaJeHHMEe YKa3aHHOTO B OTBETe ajpeca IOIydarels COOOINEHHs C
ampecoM, YKasaHHEIM B 3aIpoCe OTHPAaBHTENS COOOIIEHHUsS, COTJIAaCHO MPOTOKOJY
B3aMMOACHCTBYS 4 ypOBHS;

3.3. ortka3 B orBeTe npu nocrymreHnd oT HSS/AuC HekOppeKTHHIX 3aIIpoCoB;

3.4. omoBeIIeHHE CUCTEMBI 00 OTKa3e B OTBETE IyTeM OTKIIIOYEHHS HHTepdeiica
Ha (QU3UYECKOM ypOBHE B3aUMO/IEHCTBHS.

4. Peanusanusa  npoTokosna  B3auMoOJeicTBUS 4 YpPOBHA  JOJDKHA
OCYILIECTBIIATBECS C YIETOM CIEAYIOUMX TpeOOoBaHMI:

4.1. nns aapecally 3allpOCOB M OTBETOB COMNIACHO MPOTOKOJY B3aMMOIEHCTBHA
4 ypoBHs AODKHEI ucnonib3oBatbess UDP-niopTel u3 quanaszona 49152 — 65535;

4.2. agpeca moiryyaresns OTBETOB U OTIIPABUTEIS OTBETOB COIIACHO MPOTOKOITY
B3aMMOJEHCTBHS 4 YpOBHS JOJIKHBI yCTaHABIMBATHCS OAMHAKOBBIMH B KOHQUTYpaIUIX
HSS/AuC u HSM cooTBeTCTBEHHO;

4.3. wundopmanus, mneperaBaeMas B COOOIIEHHUAX COMVIACHO TPOTOKOIY
B3aUMoZAeHcTBUs 4 ypOBHS, HOKHA OBITh 3alllMINEHa OT HECAHKIHOHHUPOBAHHOTO
JOCTyIIa K HeM.

5. 3HayeHUsA KoJOB HMH(POPMAIMOHHBIX COOOIIEHHH TNpHU B3aUMOAECHCTBUU
HSS/AuC ¢ HSM 10o/KHBI  COOTBETCTBOBATH  3HAYECHHSIM, IIPUBEICHHBIM
B Ta0nuie Ne 5.
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Tabmuma Ne 5.

HudopmarimonHoe cooOimeHne Coxkparenne SHateHue
koxa/Code
1.1{Authentication = Crypto  Request Ge3 ACR 0
ucnoib3oBaHusg AK
1.2 |Authentication Crypto Request v ACR 1
ycnosp3oBanneM AK
2. |Authentication Crypto Answer ACA 2
3.1|Resynchronization Crypto Request 6e3 RCR 4
ycnoyib3oBannsa AK
3.2|Resynchronization Crypto Request ¢ RCR 5
ucnonas3oBaHuem AK
4. |Resynchronization Crypto Answer RCA 6
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Ilpunosxxenue Ne 25

K IlpaBuinam npumeHeHust 00OpyHOBaHMS
KOMMYTalu ceTen IIOJIBU>KHOM
paguotenedonHoit cBs3m. Yacte VI
IlpaBuna mnpumeHeHHsT 00OpYyIXOBaHHUA
KOMMYTAaIU{ CTaHJapTa LTE,
YTBEPKIACHHBIM IIpHKa3oM MHUHHCTEPCTBA
OU(PPOBOro pa3BUTHS, CBI3M H MaCCOBBIX
KOMMyHuKaui Poccutickoit @enepanun

or 25.06.20/f Ne 379

CrnpaBo4Ho
Chnucok Henosb3yeMbIX COKpaleHunii

1. 3GPP — 3" Generation Partnership Project (xoHCOpLUMYM, pa3padaTHIBAIOIINI
crienvUKaluy U1 ceTed paluoTeNeOHHOM CBS3H).

2. AAA - Authentication, Authorization u Accounting (ayreHTUdHKaIWH,
IpoBEpKa IOJHOMOYHM, yUET).

3. AH - Authentication Header (ayTeHTHGHKAIMOHHEIM 3arollOBOK IS
npotokora IP).

4. ANID — Access Network Identity (unerTH(HKATOp CETH JOCTYyMA).

5. APN - Access Point Name (unentudukaropa Touku goctymna k PDN).

6. ARP — Allocation and Retention Priority (HasHaueHwe u COXpaHEHHE
IIPHOPHUTETA).

7.  AUTN — Authentication Token (cuMBoJI ayTeHTHOHKAIUH).

8. CoA - Care-of Address (ampec, Ha3HayaeMblii B MOMEHT perHCTpaIVH
HIOJIb30BATENS B CETH).

9.  CN —Core Network (6a3oBas ceTs).

10. DA — Diameter Agent (o6opynoBaHue, peanusyiomiee (YHKIHIO areHTa
nporokona Diameter).

11.  DHCP — Dynamic Host Configuration Protocol ( mpoTokos auHaMHU4ecKoit
HACTPOMKH y31a).

12. DSMIP — Dual-Stack Mobile IPv6 (mByxcrexkoBreiii mporokon IPv6 mo
ofecrieueHuI0 MOOMIIBHOCTH).

13. DPXA - Diameter Proxy Agents (byHKIus npokcu mporokona Diameter).

14. DRDA — Diameter Redirect Agents (¢byHKIUS IepeHanpaBiIeHus IPOTOKOIa
Diameter).

15. DRLA - Diameter Relay Agents (GyHKUHS IEpeKIIOUYEeHHS IIPOTOKOJA
Diameter).

16. EAP-AKA - Extensible Authentication Protocol Method for UMTS
Authentication and Key Agreement (pacimmupsieMblii mpOTOKONI AyTeHTH(UKALUU s
ayTeHTU(UKALKUU ¥ COTTIacOBaHUA Kiroueit monp3oBareneir UMTS).
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17.  EIR -~ [Equipment Identity Register (peructp wuaeHTHPHKAIHK
o0opynoBaHus).

18. eNodeB — Evolved NodeB (6a3oBeie craniumm crangapra LTE u LTE-
Advanced). .

19.  ECM —EPS Connection Management (ynpasnenue coequaerreM B EPS).

20. ECM-CONNECTED - EPS Connection Management-CONNECTED
(cocTosiHMe mpoliecca YNpaBIeHUS COeUHEHWEM i «a0OHEHTCKAs PajHOCTAHIMSA -
COEIMHEHHE).

21.  ECM-IDLE — EPS Connection Management-IDLE (ucxomHoe cocTosHHE
npouecca ynpasienus coequaenueM st AC B EPS).

22.  EMM — EPS Mobility Management (ynpaBienue MoOuiIsHOCTEIO B EPS).

23.  EMM-DEREGISTERED - EPS Mobility Management-DEREGISTERED
(cocrosHue mpomecca ynpaBieHus MoOmmeHOCTRIO m1a AC B EPS -
HE 3aperucTprupoOBaHa).

24. EPC - Evolved Packet Core (0a3oBas cerpb crangaptoB LTE
u LTE-Advanced).

25. ePDG - Evolved Packet Data Gateway (oGopymoBaHHe, peau3yroliee
yHkuuu goctyna k obopynoBanmuio kKomMmytaimu crangapra LTE u3 cetu HMutepHer
npu ucnois3oBanuy goctyna UTWAN).

26. EPS — Evolved Packet System (ceTp pamumomoctyma um GasoBasd ceTh
cranaaptoB LTE u LTE-Advanced).

27.  ESP — Encapsulating Security Payload (mpotoxon 3ammrhsl (muudpoBaHus)
JNaHHBIX ).

28. E-UTRAN - Evolved UTRAN (cers pammomoctyma crampapros LTE
u LTE-Advanced).

29. FA —Foreign Agent (areHT BU3UTHOI ceTH).

30. FACoA —Foreign Agent Care-of Address (agpec areHTa BUSHTHOM CeTH).

31. GBR - Guaranteed Bit Rate (rapantupoBaHHas CKOpPOCTh Iepeaavu
JAHHBIX).

32.  GRE - Generic Routing Encapsulation (001ast HHKancCyJSus MapIIpyToB).

33.  GSM - Global System for Mobility (rmoGanpHast cucreMa MOOWIBHOM
CBSI3H).

34. GTP — GPRS Tunnelling Protocol (nporokon Tynnenupoanus GPRS).

35. HA —Home Agent (areHT JOMaIIHEW CETH CETH).

36. HBM —Host Based Mobility (ympaBineHne MOOHMIBHOCTBIO Ha 0a3e XOCTOB).

37. HLR —Home Location Register (momammsuii perucTp MeCTOHaXOXKISHHS).

38. HMAC - hash-based message authentication code (xox ayTeHTH)HKAIIHU
COOOILEHNH, UCTIONIB3YIOUTNH XelI-QYHKIIUN).

39. HPLMN - Home Public Land Mobile Network (cerse Omnepartopa
MOOWIBHOU CBS3U, B KOTOpOil abOHEHT NOANUCaH Ha OKa3aHHe YCIyr MOOMIBHON
CBSI3H).

40. HSS — Home Subscriber Server (cepBep a0OHEHTCKUX JaHHBIX).

41. HSM - Hardware Security Module (anmapatHbIii MOIysib 6€301aCHOCTH).
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42. ICMP - Internet Control Message Protocol (mpoTokon ympaBisroImx
coobmeHuit B IHTEpHET).

43. IKEv2 — Internet Key Exchange version 2(ITporokon oOMeHa Kiouamu B
HHuTepHeT Bepcus 2).

44. IMEI - International Mobile Equipment Identity (MexmyHapomHsIii
uaeHTuGUKaTOp 060pyI0BaHUST aGOHEHTCKOM PaIHOCTAHIINH).

45. IMEISV — International Mobile Equipment Identity and Software Version
(MexIyHapoaHBIH HAeHTH(GUKATOp 00OpYJOBaHUS W HOMEP BEPCHM IPOrPAMMHOIO
obecnedyeHust 000pyRoBaHUS a0OHEHTCKOM PaMOCTaHIUH).

46. IMSI — International Mobile Subscriber Identity (MexxayHapomubiii HoMep
abOHEHTCKOU CTaHIINH).

47.  IP — Internet Protocol (mporoxon MHTEpHET).

48. IPSec — Internet Protocol Security (mpotokosn MHTepHET ¢ MOAIEpPKKOMI
¢byHKUIUH 6€30MaCHOCTH)

49.  KDF —key derivation function (¢pyHkims hopMupoBaHus Kioya).

50. LIPA —Local IP Access (Mectusrit [P gocrtyi).

51. LMA - Local Mobility Anchor (JokanbHbIfi y3en yIOpaBIeHHS
MOOUIIBHOCTEIO).

52. LTE —Long-Term Evolution (3Bontonus Ha JUTATEBHBIN IEPHON).

53. LTE-Advanced — (pa3Butue crangapra LTE).

54. MAG —Mobile Access Gateway (Iutio3 MOGHIIBHOTO HOCTYIIA).

55.  MBR —Maximum Bit Rate (MakcuManbHas CKOPOCTb Iepeadn).

56. MCM — Multi-connection mode (pe>xuM HECKOJIIBKUX COEAUHEHHIA).

57. MD5 —Message Digest 5 (128-OuTHBIi anropuT™M XeIMMPOBAHHUS).

58. MIPv4 — Mobile IP version 4 (pacmupenue ¢pyHKIHOHAIBHOCTH IIPOTOKOJIA
IPv4 o obecnieueHHI0 MOOHIBHOCTH).

59. MME - Mobility Management Entity (Momyne  yrpaBieHus
MOOHIIBHOCTEIO).

60. MSISDN — Mobile Subscriber ISDN Number (Mexunynapoausiit Homep AC
B ceTu ISDN).

61. NAI - Network Access Identifier (uneHTH(HKATOP HOCTYIIA K CETH).

62. NAS protocol — Non-Access-Stratum protocol (mporoxon cios 06e3
JOCTyna).

63. NBM - Network Based Mobility (ympaBieHne MoOHIBHOCTBIO Ha Gaze
CEeTH).

64. NDP - Neighbor Discovery Protocol (mpotokon oGHapykeHus coceeii).

65. Non-3GPP — cets paguonoctyna, oriu4Has ot crangaproB GSM 900/1800,
UMTS, LTE, ucnons3yromas nepeaady JaHHBIX B nuanazoHe ot 30 Ml go 66 I'T1

66. P-GW — Packet Data Networks Gateway (11103 B3auMOJIeHCTBUS C CETIMH,
UCTIOJIB3YIOIMMHU TEXHOJIOTHIO C KOMMYyTalHel IIaKeToB).

67. PCRF — The Policy and Charging Rules Function (pyHKUusS mnpaBmI
MTOJIUTHUKH )

68. PDN — Packet Data Network (cets nepenaun naHHEIX).
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69. PMIPv6 — Proxy Mobile IP version 6 (pacumpeHne hyHKIHOHATEHOCTH
npoTokona IPv6 o o6ecneyenuto cereBoif MoGUIBEHOCTH).

70. PPP - Point-to-Point Protocol (mporokon kaHaga CcBS3H  C
HETIOCPEICTBEHHBIM COSTUHEHHEM).

71.  PRF - PSEUDO_RANDOM_FUNCTION (miceBro ciry4aiinas byHKIHN).

72. QCl - QoS Class Identifier (umeHTHQUKAaTOp Kiacca KadecTsa
06CITy)KUBaHUN).

73. QoS — Quality of Service (ka4ecTBo 06CITyKHBaHM).

74.  RADIUS — Remote Authentication in Dial-In User Service (nporoxon ms
ayTeHTHU(UKALUH, aBTOPH3ALHH yAaIeHHEIX MOJIb30BaTeneit).

75.  S1-AP - S1 Application Protocol (mpuknagHo# mpoTokon ms uHTepdetica
S1).

76.  SCM - Single-connection mode (pexwuM oaHOTO coeTUHEHNS).

77.  SCTP - Stream Control Transmission Protocol (mpoToxon nepesavu
C yIpaBJIeHHEM IIOTOKaMH).

78.  SGSN - Serving GPRS Support Node (o6cmyxuBaromuii y3en IIOAJIEPXKKH
GPRYS).

79.  SGsAP - SGs Application Part (mpukmagHO# IPOTOKON s uHTEepdetica
SGs).

80.  S-GW - Serving Gateway (0GciTy>KUBarOIIHMiA IUTEO3).

8l. SHA - Secure Hash Algorithm (anroputm Kpunrorpadhudeckoro
XEIIUPOBaHUA).

82.  SIPTO - Selected IP Traffic Offload (Bo3MOXHOCTE pacnpezneneHus
Tpaduka IP).

83.  SRVCC - Single Radio Voice Call Continuity (oTnensHas HEIIPEePhIBHOCTH
TOJIOCOBOTO BBEI30Ba Ha paJuoHHTepdeiice).

84.  TCP — Transmission Control Protocol (mporokon ynpasienus mepenadeil).

85.  TEID - Tunnel Endpoint Identifier (umeHTH(MKATOD KOHEYHON TOYKH
TYHHEJIS).

86. TLV — Tag-length-value («Tun-mnuea-3HaueHne», METO] 3aMUCH JAHHBIX B
TEJICKOMMYHUKAI[MOHHBIX IIPOTOKOJIAX).

87.  TMAG - Trusted Mobile Access Gateway (11103 MOGHIIEHOTO HOCTYIIA).

88. TMSI - Temporary Mobile Subscriber Identity (BpemeHHBI
HIECHTUPUKATOP MOGHIBHOrO a6OHEHTA).

89.  TSCM - Transparent single-connection mode (peXuM OIHOTO IPO3PaIHOTO
COEIMHEHHS ).

90. TWAG —TWAN Access Gateway (uumo3 cett TWAN).

91. TWAN - trusted WLAN (moBepeHHSbI1i GeCTIpOBOIHEIH JOCTYI).

92. UDP - User Datagram Protocol (mporokon mepemaun pmedTarpamMm
IIOJIB30BATEA ).
93. UE -~ User Equipment (paguoreneoHHas CTaHIHA CTaHJAPTOB

GSM900/1800/UMTS/LTE, mopnepxuBatomas CTaHAApT OecIpOBOJHOM IIepeqauu
JNaHHBIX B quanasoHe ot 30 MI'u no 66 I'T).
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94.  UMTS - Universal Mobile Telecommunications System (yHuBepcaipHas
CHCTEMa MOOHIIBHOM CBSI3H)

95.  USIM - Universal Subscriber Identity Module (yHuBepcanbHBIl MOXYIIB
HAeHTU(UKALMK abOHEHTa; KapTa MOGHIBHOTO IIONB30BaTeNs s paGoThl B CeTH
UMTS).

96. UTRAN - Universal Terrestrial Radio Access Network (cets pagromocTyma
crangapta UMTS).

97. UTWAN - Untrusted WLAN (HeHaleXHbIH 6eCIIPOBOAHEIH TOCTYII).

98. VPLMN - Visited Public Land Mobile Network (rocreBas cers MOGHIBHOI
CBfA3H, B KOTOPOH B HACTOSAIIMM MOMEHT 00CITy)XKHBaeTCs aGOHEHT).

99.  WLAN - Wireless Local Area Network (okambHas ceTh, HOCTPOEHHas
Ha OCHOBE O€CIIPOBOIHBIX TEXHOJIOTHIA).

WLAN AN — WLAN Access Network (ceTb 6ecripoBo{HOT0 aGOHEHTCKOTO

OCTYIIa).




