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MPE3UJEHTA POCCUMCKOUN ®EAEPALINU

O coBepiIeHCTBOBaHHH
rocyJapCcTBEeHHOI cUCcTeMbl 00HAPY:KeHM s, IPeayNpexIeHus
H JIMKBUAAIIAY NOCIECACTBHH KOMIIbIOTEPHBIX aTaK
Ha HHopMannoHHble pecypcebl Poccuniickoit @egepanmu

B 1memax CcOBepIIEHCTBOBaHUS  OCY/JapCTBEHHOH  CHCTEMBI
oOHapyXeHHus, TpeAyNpeXAeHUs W  JIMKBUAAUUH  TOCIEICTBHI
KOMIBIOTEPHBIX aTak Ha WHOOpMalHUOHHBIE pecypchl Poccuiickoit
denepauii ¥ B COOTBETCTBUU CO cTarheid 6 DenepanbHOro 3akoHa
or 26 wmiona 2017 r. Ne 187-®3 "O 06e30macHOCTH KpPUTHYECKON
uHpopMamoHHON  HMH(pacTpykTypel  Poccuiickoi Ddenepanun”
INOCTAaHOBII IO

1. Boznoxuts Ha PeaepalibHyIO ClIy)0y 6e3omacHocTH Poccuiickoit
Oenepauun QyHKIUU ¢eaepalbHOrO OpraHa MCIOJHUTEILHON BIIACTH,
yIOJTHOMOYEHHOr0o B obmactu  obecreueHus  (PYHKIMOHUPOBAHUS
rOCyJJapCTBEHHOM  cHCTeMbl  OOHapy>KeHHs, TMpeayNpexIeHus U
NMUKBUOAIUN TOCIEACTBHA KOMIIBIOTEPHBIX aTak Ha HH(OpMaIMOHHBIE
pecypcel  Poccmiickoit ®enepaiiun - WHOOPMAIMOHHBIE CHUCTEMBI,
MHQOPMaAIMOHHO-TEIEKOMMYHUKALIMOHHBIE CETH M aBTOMAaTH3WPOBAHHEIE
CHUCTEMBl yIpaBJICHHS, HaxoJdIluecss Ha TeppuTopun Poccuiickoi
Denepanyy, B AUIUIOMATHYECKUX TIPEACTABUTENLCTBAX U KOHCYJIBCKHX
yupexaeHusx Poccuiickoit @enepamym.

2. YcraHOBUTh, YTO  3aJadyaMHd  TIOCYIJApPCTBEHHOH  CHCTEMBI
oOHapyXeHUs, HpeaynpexIeHus W  JHKBHAAIMH  IOCJIEACTBHU
KOMIIBIOTEPHBIX aTak Ha HHQOpPMAIMOHHEIE pecypchl Poccuiickoii
®Denepanyyl ABJIAIOTCS:
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a) IPOrHO3APOBaHWE  CUTyallun B  obOyacTu  obecredeHus
nHpopMalmoHHoH O6e3omacHocT Poccuiickoit @enepanuu;

6) obecrieyueHre B3aMMOJAEHCTBHS BJaJeblieB HH()OPMALMOHHBIX
pecypcoB Poccuiickoii ®enepanuu, onepaTopoB CBSI3H, HHBIX CyOBEKTOB,
OCYIIECTBIISIOMIUAX JIMLEH3UPYEMYIO NEATEIhbHOCTE B OO0JIAaCTHA 3aIlUTHI
uHbOpMallMK, TpH pelIeHud 3a4ady, Kacaloumxcs OOHapyXeHus,
NpeynpexACHHs U JTUKBAJALNH MOCIEeICTBUN KOMITBIOTEPHBIX aTakK;

B) OCYILIECTBIICHHE KOHTPOJIsS CTETIIEH! 3aILUILIEHHOCTH
nHGOPMALIMOHHBIX pecypcoB Poccuiickoii @enepaiiuy OT KOMIBIOTEPHBIX
aTak;

T') yCTaHOBJIEHHE MPUYUH KOMIBIOTEPHBIX UHIIUIEHTOB, CBI3aHHBIX C
(GYHKUHOHHpOBaHHEM  HWHGOpPMalMOHHBIX  pecypcoB  Poccuiickoit
®@epnepanuu.

3. YcranoButh, uto @DenepanbHas ciyxba Oe3omacHOCTH
Poccuiickoii @enepanuu:

a) obecrieynBaeT 7%} KOHTPOJIUPYET (G yHKLMOHUPOBaHHE
roCyapCTBEeHHOM CHCTEMBI, HA3BaHHOM B IMyHKTe | HacTosIero Ykasa;

0) opmupyeT u peanmszyeT B TMpeHeliax CBOUX MOJHOMOYHH
TrOCyIapCTBEHHYI0  HAy4YHO-TEXHMYECKYI0  TIOJUTHKY B  oOjactu
oOHapyxeHHUs, TpeAyNpeXIeHUuss W  JUKBHIALUUH  IOCJEeJICTBHM
KOMIBIOTEPHBIX aTak Ha HWHGpOpMaIMOHHBIE pecypchl Poccuiickoii
®Denepaiuu;

B) pa3pabaTsIBaeT METOAUYECKHAE PEKOMEH TaIliH:

Mo OOHApYy>XEHHIO KOMIIBIOTEPHBEIX aTak Ha HHGOPMAalHOHHBIE
pecypcsl Poccuiickoit @enepanuu;

0 TPEeIyNPEeXACHUI0 M YCTAHOBJIEHHIO IMPHYHH KOMITBIOTEPHBIX
MHIUJIEHTOB, CBS3aHHBIX C (PYHKUMOHHpPOBaHHEM HHPOPMAIIMOHHBIX
pecypcoB Poccuiickoii @enepann, a TakxKe 10 JTHKBHIAIAN TTOCIICCTBUM
STHX UHITUACHTOB.

4.Buectu B mnyHKT 9 Ilonoxenus o @enmepanmbHOil ciryxOe
6esonmacHoctd  Poccuiickoit  Penepannu, YTBEpKAEHHOTO  YKa3oM
IIpesunenta Poccuiickoli ®Penepamu ot 11 aBrycra 2003 r. Ne 960
"Bonpocet  ®enepanbHOit  cimyx0Obl  OesomacHoctd  Poccuiickoit
Depepanun” (Cobpanue 3akoHomatenbcTBa Poccuiickoit Penepanuu,
2003, Ne 33, ct. 3254; 2004, Ne 28, ct. 2883; 2005, Ne 36, cT. 3665; Ne 49,
cT. 5200; 2006, Ne 25, ct. 2699; Ne 31, cr. 3463; 2007, Ne 1, ct. 205; Ne 49,
ct. 6133; Ne 53, ct. 6554; 2008, Ne 36, cT. 4087; Ne 43, ct1. 4921; Ne 47,



cT. 5431; 2010, Ne 17, ct. 2054; Ne 20, ct. 2435; 2011, Ne 2, cT. 267; Ne 9,
ct. 1222; 2012, Ne 7, ct. 818; Ne 8, cT. 993; Ne 32, ct. 4486; 2013, Ne 12,
cT. 1245; Ne 26, ct. 3314; Ne 52, ct. 7137, 7139; 2014, Ne 10, ct. 1020;
Ne 44, ct. 6041; 2015, Ne 4, ct. 641; 2016, Ne 50, ct. 7077; 2017, Ne 21,
cT. 2991), cnenyroniyie K3MEHEHUS:

a) nonyHKT 20' H3TOKUTE B ClIeAYIONIei pefaKIyH:

"20") B mpenenax CBOMX IIONHOMOUMi pa3pabaThiBaeT U yTBEPIKAAET
HOPMATHUBHBIE W METOAMYECKHE JOKYMEHTHI MO BompocaM obecrneueHus
AHGOPMAMOHHON 6e301MacHOCTH HHPOPMALMOHHBIX CHCTEM, CO3IaHHBIX C
WCIIOJIb30BaHUEM CYNEepKOMIBIOTEPHBIX " I'PUI-TEXHOJIOTUH,
uHbopMallMOHHEIX pecypcoB Pocculickoii ®enepanuu, a Takke
OCYILIECTBJISIET  KOHTpOJIb 3a  obecriedeHHeM  HMHGOPMAIMOHHOU
6e30macHOCTH YKa3aHHBIX CUCTEM U PECYpPCOB;";

0) moamyHKT 47 U3JI0KUTH B CIIEAYIOIIEH pelaKiuu:

"47) opraHuzyeT W MPOBOAMT MCCIECAOBAHUS B OOJACTH 3alllUTHI

uHpOpMALIHH, SKCTIEPTHHIE Kpuntorpadpuyeckue, HHXEHEePHO-
Kpunrorpapuveckue W CIeNUalbHbIE HCCIEAOBaHUS IMH(PPOBATHHEIX
CPeICTB, CieHaIbHBIX u 3aKPBITHIX UHGOPMAIIMOHHO-

TeJIeKOMMYHHUKAIIMOHHBIX CHCTEM, HHQOPMALIMOHHBIX CHCTEM, CO3TaHHBIX
C WCIOJH30BaHUEM CYINEPKOMNBIOTEPHBIX UM T'PUI-TEXHOJIOTHH, a TaKKe
nHbOpMaLIMOHHBIX pecypcoB Poccuiickoii ®enepanuu;";

B) IOAMYHKT 49 M3JI0KUTH B CIEAYIOIIEH peaKIIuu:

"49) ocyuiecTBis€T TMOATOTOBKY OKCHEPTHBIX 3aKIIOYEHUH Ha
NpeJIOKEHHST O TMPOBEACHUH padOT MO CO3JaHHIO CIENHAIBHBEIX H
3alIUIICHHBIX ¢ MCIIONb30BaHNEM IU(POBAIBHBIX (KPHUNTOrpadQUUECKUX)
CpeICTB HH(OPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CHCTEM H  ceTei
CBSI3M, WHQPOPMAIIMOHHBIX CHCTEM, CO3JaHHBIX C HCIOJB30BaHUEM
CYNIEPKOMITBIOTEPHBIX U TPHUA-TEXHOJOTHH, a Takke HH()OPMAITHOHHBIX
pecypcoB Poccuiickoit @enepanuu;".

5.Buectu B VYka3z Ilpesmmenra Poccuiickoit  ®exaepanyu
ot 15 suBaps 2013 1. Ne3lc "O co3manum rocymapCTBEHHOH CHCTEMBI
oOHapyXeHHus, TMpPenyNpexXAeHUs W  JIAKBHJIAIHWHA  MOCIEICTBHIA
KOMIIBIOTEPHBIX aTrak Ha WHQOpMalMOHHBE pecypcsl Poccuiickoit
Qenepanuu” (Cobpanue 3akoHomatenbcTBa Poccmiickoit Penepanym,
2013, Ne 3, cr. 178) cnexyromye n3MEeHEHUS:

a)u3 mnyHkta | ciaoBa "- HHQOPMAIMOHHBEIE CHCTEMBI W
MHGOPMALIMOHHO-TEJICKOMMYHUKAIIMOHHBIE  CETH, HaxondIlyecs Ha
tepputopur  Poccuiickod  ®@exepaud ¥ 0B JIHIJIOMATHYECKHX



IPEICTABUTEILCTBAX M  KOHCYJIBCKHUX  YUPEXKIECHHAX POCCHICKOM
Oeneparun 3a pyOexoM" HCKIIOYHTE;

6) myHKT 2 1 MOAMYHKTHL "a" - "e" myHkTa 3 nmpu3HaTh yTPaTUBIIUMHU
CHUITY.

6. Hactosmuit Yka3 Bcrynaer B cuiny ¢ 1 saBapst 2018 1.
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Mocksa, Kpemib
22 nexabps 2017 rona
Ne 620



