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OG onpeaesieHnH yrpo3 6€30NacHOCTH NEPCOHAJbLHBIX JaHHbIX,
aKTyaJIbHbIX IIPH 00paboTKe NEePCOHAIBHBIX JAHHBIX B HHGOpPManHOHHBIX
CHCTEeMAaX NepCcoOHAJbHBIX JaHHbLIX MuHHCcTepeTBa 10cTHINH Poccuiickoi
®egepanun, SIKCILIyaTHPYeMbIX NPH OCyllecTBJIeHHH MHHHCTEePCTBOM IOCTHIHH
Poccuiickoii @eepanun U €ero TEPPpUTOPHAJILHLIMH OpranamMu QyHKIHiA,
onpenejieHHbIX YKa3om Ilpesugenta Poccniickoii @enepamun ot 13.10.2004 Ne 1313
«Bompocsl MunncreperBa 1octunuu Poccuiickoii ®enepanun»

B cootBercTBUM C uYacThio 5 crathu 19 ®expepansHoro 3akoHa ot 27.07.2006
Ne 152-®3 «O mnepcoHanpHbIXx HaHHBEIX» (CoOpaHme 3akoHOmaTenbcTBa Poccuiickoit
®enepammn, 2006, Ne 31 (u. 1), ct. 3451; 2009, Ne 48, ct. 5716, Ne 52 (4. 1), ct. 6439;
2010, Ne 27, ct. 3407, Ne 31, ct. 4173, cT. 4196, Ne 49, ct. 6409, Ne 52 (4. 1), cT. 6974;
2011, Ne 23, ct. 3263, Ne 31, cT. 4701; 2013, Ne 14, ct. 1651, Ne 30 (u. 1), ct. 4038, Ne 51,
cT. 6683; 2014, Ne 23, cr. 2927, Ne 30 (u. 1), ct. 4217, ct. 4243; 2016, Ne 27 (u. 1),
cT. 4164; 2017, Ne 9, ct. 1276, Ne 27, ct. 3945, Ne 31 (4. 1), ct. 4772) u Yka3soMm
Ilpesunenta Poccuiickoii @enepanyu ot 13.10.2004 Ne 1313 «Bompocsl Munucrepctsa
foctuiiud  Poccuiickoit  ®epeparum» (Cobpanue 3akoHOomatenscTBa Poccuiickoit
®enepauun, 2004, Ne 42, ct. 4108; 2005, Ne 44, ct. 4535, Ne 52 (4. 3), ct. 5690; 2006,
Ne 12, ct. 1284, Ne 19, ct1. 2070, Ne 23, cT. 2452, Ne 38, ct. 3975, Ne 39, ct. 4039; 2007,
Ne 13, c1. 1530, Ne 20, ct. 2390; 2008, Ne 10 (u. 2), cT. 909, Ne 29 (u. 1), c1. 3473, Ne 43,
ct. 4921; 2010, Ne 4, ct. 368, Ne 19, ct. 2300; 2011, Ne 21, ct. 2927, ct. 2930, Ne 29,
cT. 4420; 2012, Ne 8, cT. 990, Ne 18, ct. 2166, Ne 22, ct. 2759, Ne 38, ct. 5070, Ne 47,
CT. 6459, Ne 53 (4. 2), ct. 7866; 2013, Ne 26, cT. 3314, Ne 49 (4. 7), ct. 6396, Ne 52 (u. 2),
ct. 7137; 2014, Ne 26 (u. 2), ct. 3515, Ne 50, ct. 7054; 2015, Ne 14, ct. 2108, Ne 19,
cT. 2806, Ne 37, ct. 5130; 2016, Ne 1 (u. 2), ct. 207, ct. 211, Ne 19, ct. 2672, Ne 51,
cT. 7357; 2017, Ne 16, cT. 2397, Ne 17, cT. 2549) npu ka3 b B a 1o:
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1. Onpenenuts yrpo3sl 0€30MacCHOCTH NEPCOHANBHBIX NAaHHBIX, aKTyaJlbHBIE IIPH
00paboTKe NepCOHANTBHBIX JaHHBIX B HMH(OPMAIMOHHBIX CHCTEMax II€PCOHAIBHBIX
JaHHBIX MuHHcTepcTBa locTHIMU Poccuiickoit ®Pepepainu, 3KCINIyaTUPYEMBIX IpHU
ocyliecTBiieHMHn MuHucTepcTBOM IOCcTHIMH  Poccuiickoii ®@exepanud ¥ €ro
TEPPUTOPHANBHBIMA OpraHamMu (yHKUMH, omnpeaeneHHbXx Yka3zom IIpesunenta
Poccuiickoit ®@enepanuu ot 13.10.2004 Ne 1313 «Bompocsl MuUHHUCTEPCTBA IOCTHIUU
Poccuiickoit ~ ®Denepaumm» (maiee —  Yrpos3bl, HH(POPMAaLUOHHBIE  CHUCTEMEI
COOTBETCTBEHHO), COIIACHO MPUJIOKEHHIO.

2. lenapTamMeHTy opranmzanud ¥ KoHTpons (A.B. YymakoB), [lemaprameHTy
ynpaeineHuss gnenamu (C.B. byiiBonos), ®bY HIIIA npu Munrwocre Poccuun
(A.B. ®enuueB) omnpenensTh yrpo3sl O€30MaCHOCTH IEPCOHAIBHBIX JNaHHBIX IPH
ux o6paboTke B HHOOPMAIIMOHHBIX CHCTEMax HUCXOISI U3 YTIpo3 C y4eTOM CTPyKTypHO-
(YHKIMOHAJTBHBIX XapaKTEPUCTHK HHPOPMAITMOHHBIX CHCTEM.

3. KoHTpons 3a HCIONHEHHWEM HaCTOSIIEro NpHKa3a BO3JIOXUTh Ha IMEPBOIO
3amectutens Munucrtpa O.A. IInoxoro.

Munnctp A.B. KoHoBainos

E.H. Kavaiikug
(495) 955-59-56



IMPUJIOXKEHHUE

K puKa3sy MUHUCTEPCTBA JOCTHIIHH
Poccuiickoit @enepanuu
or 23.10.20I7 Ne 208

Yrpo3nl 6e30nacHOCTH NEPCOHANbHBIX AaHHBIX, AKTyabHbIE HPH 00paboTke
NePCOHAILHBIX JaHHBIX B HH(POPMAIHOHHLIX CHCTEMAX NMEPCOHATbHBIX JaHHBIX
MunucreperBa ocTunuu Poccniickoi @exepanun, IKCNIyaTHPYeMbIX NPH
ocymecTiaennn Munucrepersom loctannn Poccniickoii ®eaepanny H ero
TePPHTOPHAJIBLHBLIMH OpranaMu (pyHKIMH, onpeaeneHHbix YKkazom IlpesugenTa
Poccuiickoii ®eaepamun ot 13.10.2004 Ne 1313 «Bonpocsl MHHHCTEPCTBA IOCTHIHH
Poccuiickoii ®enepanum»

1. Yrpo3amu 6€301aCHOCTH MEPCOHATBHBIX JAHHBIX, aKTyaJlbHBIMU IIpH 06paboTke
MEPCOHAJBHEIX JaHHBIX B MH(MOPMALMOHHBIX CHCTEMaXx IEPCOHANBHBIX JaHHBIX
MunncrepctBa roctunuud  Poccuiicko — @enepanuu, SKCIUTyaTHPyeMbIX — IIpH
oCyIlecTBIIeHHM MuHHCcTepcTBOM  focTHiuH  Poccmiickot  @enepand  H - €ro
TEPPUTOPHAIBHEIME Opranamu (QyHKUOWH, ompefeneHHBIX YkasoM Ilpesupenta
Poccuiickoit ®emeparun ot 13.10.2004 Ne 1313 «Bompockl MuHHCTEPCTBa IOCTHLMH
Poccuiickoit @enepanumn» (Hanee — HHPOPMAOHHbIE CHCTEMBI), SBIIAIOTCS:

yIpo3sl G€30IMaCHOCTH MEPCOHANBHBIX JaHHBIX, 3aIlUIaeMBIX 6e3 HCIIONb30BaHHUA
CpenCTB KpumTorpahuyeckoii 3amutsl nHpopmamnuy (aanee — CK3N);

yrpo3sl  lieJICHAallpaBIE€HHBIX JEHCTBHM C  HCHONBL30BAaHHEM  alIapaTHBIX
U (WIH) MPOrpaMMHEIX CPEACTB C UENbI0 HapylleHHs Oe30IacHOCTH 3alllMINAaeMbIX
¢ wucnois3oBanueM CK3U nepcoHanbHBIX JaHHBIX WM CO3JaHUSA  YCIIOBHH
JUISL 5TOTO .

2. Yrpo3pl  0€30macHOCTH  TMEPCOHANBHBIX  JaHHBIX,  3alllMIaeMbIX  Oe3
ucrojb3oBanusg CK3U, Bximouaror:

1) yrpossl, cBsi3aHHbIE C OCOOEHHOCTAMHM (YHKIHOHHPOBAaHHS TEXHUYECKHUX,
IPOrPaMMHO-TEXHHYECKHX M IIPOTPaMMHBIX CpEICTB, OOeCcTIeYMBaIOIIUX xpaHeHHe
06paboTKy U nepeady UHGOpPMALIUY;

2) yrpo3sl HECAaHKIMOHHPOBAHHOTO JOCTyna (BO3AEHCTBUSA) K IEPCOHAILHBIM
OaHHEBIM JIUI, 00TaJaloNiX MOJTHOMOYHAMHU B HHPOPMALIMOHHBIX CUCTEMAX, B TOM YHCIIE
B XOJI€ CO3JaHMs, pa3BUTHH, BBOJAa B OKCIUTyaTallMlO, 3KCIULyaTallud M BBIBOJA U3
9KCILTyaTallii HHGOPMAITHOHHBIX CHCTEM M JaJbHEHIIEro XpaHeHHs COJepKallehcs B UX
6a3ax naHHBIX UHQOpPMALINH;

3) yrpo3sl BO3AEWCTBHS BPEIOHOCHOrO KoAa W (WJIM) BpeOOHOCHOH IIPOrpaMMEI,
BHEIIHHX II0 OTHOIIEHHUIO K HHPOPMAIIMOHHBIM CHCTEMaM;

! CocTar ¥ conepikanHe OpPraHM3ALMOHHBIX M TEXHHUECKHX Mep 10 06eCTieYeH IO 6e30MIaCHOCTH NEPCOHANBHBIX JAHHBIX NPH
X 00paboTke B MH(OPMALMOHHEIX CHCTEMaX IEPCOHANBHBIX NAHHBIX C HCIOJB30BAaHHEM CPEICTB Kpumrorpaduieckoin
3amuTel MHQOpPMALMH, HEOOXOOMMBLIX IS BBHITIONHEHHA YcTaHOBIeHHBIX [IpaBurennctBoM Poccuiickoit Penepanuu
TpeGOBaHMI{ K 3amMTe MEPCOHANbHBLIX NAHHBIX I KXOOTO W3 YPOBHEH 3alIUINEHHOCTH, YTBEPKACHHbIC NPHKa3OM
®CB Poccuu ot 10.07.2014 Ne 378 (sapeructpuposan Mumrocrom Poccun 18.08.2014, peructpannonssrif Ne 33620).
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4) yrpo3sl KCHOJNB30BaHUS METOAOB CONMAIBHOIO HMHXHMHHPHHIA K JIHIaM,
00/1a1al0IKM TOTHOMOYHAMHE B HHPOPMAIIMOHHBIX CHCTEMAX;

5) yrpo3bl HECAHKIMOHMPOBAHHOTO JOCTyma (BO3MEHMCTBHSA) K OTYYKIAEMBIM
HOCHUTEISAM IEPCOHAJBHBIX JaHHBIX, BKIIOYas IIEPEHOCHBIE MEPCOHANIBHBIE KOMITBIOTEPHI
HO0JIb30BaTelleid HHYOPMAITHOHHBIX CHCTEM;

6) yrpo3sl HECAaHKIIHOHHPOBAaHHOTO JOCTynma (BO3AEHCTBHA) K IEPCOHAIBHBIM
OAHHBIM JIMIl, HE OONAJajolMX IIOJJHOMOYHMSMH B HWH(QOPMALMOHHBIX CHCTEMAX,
C MCIIOJIb30BAHMEM YSA3BHMOCTEl B OpraHW3alUy 3aIlIUThI IEPCOHANBHBIX TaHHBIX;

7) yrpo3sl HECAaHKIIHOHHPOBAaHHOTO JOCTyma (BO3JCHCTBHA) K IEPCOHAIBHBIM
JAHHBIM JIMI, He OOJaJaoIuX IIOJHOMOYHMSMH B WH(POPMALMOHHBIX CHCTEMAX,
C WCIONB30BaHHEM YSI3BUMOCTEH B CHCTEMHOM M MNPHUKIAJHOM IPOrpaMMHOM
obecriedeHnH HHOOPMAILTHOHHBIX CHCTEM;

8) yrpo3sl HECAaHKIMOHHPOBAHHOTO JOCTyHa (BO3HEHCTBHMA) K IE€PCOHAIBHBIM
JaHHBIM JIMIl, HE OOJNaJalolUMX TIIOJJHOMOYHMSMH B HWH(QOPMALMOHHBIX CHCTEMAX,
C HCIONB30BaHHEM YS3BMMOCTEHl B OOECHEUCHHMH 3alllUTHI CETEBOIO B3aHMOMIEHCTBHSA
M KaHAJIOB TIepefadyl AaHHBIX, B TOM YHCIIE C UCTIONb30BaHUEM IIPOTOKOIOB MEKCETEBOTO
B3aHMOJICHCTBHS;

9) yrpo3sl HECAaHKIIMOHHPOBAHHOTO JOCTyma (BO3AEHCTBHA) K IE€PCOHAIBHBIM
JaHHBIM JIMI[, He OOJ3JalolIMX TOJHOMOYHMSAMH B WH(QOPMALIMOHHBIX CHCTEMAX,
C MHCIOJB30BAHMEM YA3BHMOCTEH B 00ecleYeHWH 3alUThl BBIYHCIMTENBHBIX CETEM
WH(OPMAITHOHHEBIX CUCTEM;

10) yrpo3sl HECaHKIHOHHPOBAHHOTO JAOCTyNa (BO3JEHCTBHS) K IEPCOHAIBHBIM
NaHHBIM JIMI[, He OOJNAJalomMX IOJHOMOYHMAMH B HWH(QOPMALMOHHBIX CHCTEMAX,
C  MWCIOJB30BaHMEM  VA3BHMOCTEH, BBI3BAaHHBIX HecoOMogeHHWeM TpeGoBaHMi
II0 SKCILTYaTaI[dHl CPEACTB 3allUThl HHGOpMAITIH;

11) yrpo3sl,  cBsi3aHHblE C  BO3MOJXKHOCTBIO  HCIIOJIb30BaHMSA  HOBBIX
UHQOPMAIIMOHHBIX  TEXHOJNOTHN  (TEXHOJOTMH  BHpTyalM3allid, OeCrpOBOIHEIE
TEXHOJIOTHH, OOJIaYHbIE TEXHOJIOI'MH, TEXHOJIOTHU YIAIEHHOIO NOCTyNa M WHBIE HOBEIE
TEXHOJIOTHH ).

3. Yrpo3bl LieNeHanpaBlIeHHBIX JEHCTBUHA C HCIOJIB30OBAHMEM  AalllIAPATHBIX
¥ (WIH) TPOTPaMMHBIX CPENCTB C LENbl0 HapylmeHus 6e30mMacHOCTH 3alUINacMBIX
¢ wucnomszoBanieM CK3W nepcoHambHBIX [JNaHHBIX WM CO3JaHHA  YCIIOBHMH
IUISL 3TOTO BKJIFOYAIOT:

1) yrpo3sl IpoBeAeHUS aTaK{ NPU HaXO0XIEHHUH BHE KOHTPOIUPYEMOM 30HEI,

2) yrpo3sl MpoBeleHHS Ha 3Tamax pa3paboTku (MOZEpHM3alluH), NPOH3BOJCTEA,
xpaHenusi, TpaHcuoptupoBkd CK3M wu osrtame BBoga B okcmtyaranmio CK3U
(TmyckoHaJaMoYHbIe paboThI) aTaKy IyTeM BHECEHUS HECAHKIMOHHUPOBAHHBIX W3MEHEHHM
B CK3M u (unM) B KOMIIOHEHTHI amiapaTHBIX M MPOTPaMMHBIX CPEICTB, COBMECTHO
¢ koTopsiMH ITaTHO QyHKIHOHEUPYIOT CK3U U KOTOpBIE B COBOKYIIHOCTH IIPEJICTABISIOT
cpeny ¢ynxuuonupoBanus CK3U (manee — CP), a Taxke KOTOpbIE CHOCOOHEI TIOBJIUATH
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Ha BeIonHeHue npeabsaBisieMbix K CK3U Tpe6oBanuii, B TOM 4YHCJI€ C HCIOJIB30BaHUEM
BPEIOHOCHBIX IIPOrpaMM;

3) yrpo3sl poBeIeHus aTak Ha stare skciuryataid CK3U na:

a) KIIIOYEBYIO, ayTeHTHQUIMPYIOIIYIO U MapoibHyio HHbopManmio CK3H;

6) nporpammusie komnoHeHTs CK3H;

B) anmapatHbie komnoHeHTs CK3H;

r) nporpamMmHsie kommoneHThl C®, BKmovas 6a30ByI0 CHCTeMy BBOJa (BHIBOJA)
(BIOS);

1) anmapaTHble KoOMIOHEHTH CD;

€) JaHHbIe, TiepeaaBaeMble 110 KaHalaM CBSI3Y;

4) yrpo3sl MOJyYeHHs W3 HaXONAIMIUXCS B CBOOOZHOM JOCTYIlE HMCTOYHHKOB
(Bkimrovass MH(POPMAIMOHHO-TEICKOMMYHHKALIMOHHBIE CETH, JOCTyl K KOTOPBIM
He OlpaHHYEH ONpEIEICHHBIM KpPYroM JIHI, B TOM 4HCIe HH(DOPMAIHOHHO-
TeJEKOMMYHHKAIIMOHHYI0 ceThb «VHTepHeT») wuH(OpMammu 06 HHPOPMAIMOHHBIX
cHcTEMax, B KOTOpHIX Hcnoinb3ytoTes CK3U:

a) o0mux cBeZieHHit 00 WHGOPMALMOHHBIX CHCTEMaX, B KOTOPBIX HCIIOJB3YHOTCS
CK3U (uasHaveHHe, COCTaB, OINEPaTOp, OOBEKTH, B KOTOPBIX Pa3sMEILEHBI pPECYpCHI
HHGOPMAIIMOHHBIX CHCTEM);

0) cBefieHnii 06 HH(OPMAIIHOHHEIX TEXHOJIOTHAX, 0a3ax MaHHBIX, allllapaTHBIX
cpeactBax (manee — AC), mporpamMmmHOM obecriedennu (manee — I1O), HCHONB3yeMBIX
B uH(pOpManmMoHHBIX cHucTeMax coBMecTHO ¢ CK3H, 3a wHCKIIOYEHHMEM CBEJCHUH,
COEPXALMXCA TOJNBKO B KOHCTPYKTOPCKON IOKYMEHTalMH Ha HHGOPMalMOHHEIE
TexHooruy, 6a3el AaHHBIX, AC, T1O, ucmons3yemble B WHQOPMALMOHHBIX CHCTEMAaX
coBMmectHo ¢ CK3H;

B) COAEp)KaHHSA  Haxopflleidics B  CBOOOJZHOM  JOCTyNe  JOKYMEHTALMH
Ha armapaTHele u mporpammHubie komMnoHeHTbl CK3U u CO;

r) OOMX CBeACHH O 3amuInaeMoi HHGpOpMaluy, HUCHOIB3yEMOH B Ipolecce
skciutyatauuu CK3H;

1) CBEIIEHHM O KaHajiax CBA3M, 10 KOTOphIM Hepenatorcs 3amuiaembie CK3U
IepCOHANIbHEIE JaHHBIE;

€) CBe/ICHHI, TMOoJydaeMblXx B  pe3ylbTaTe aHauu3a JHOOBIX  CHTHAIOB
ot anmnapatHbix komnoHeHToB CK3U u CD;

5) yrpo3sl npuMeHeHNs crienranbHo paspabotanHsix AC u I10;

6) yrpo3sl HCIIOJIE30BaHMsl Ha 3Tame SKCIUTyaTalldd B KadecTBe Cpellbl NEepeHoca
oT cyOpekTa K 00beKTy (0T 00BeKTa K CyOBEeKTY) aTaku ACHCTBUH, OCYIIECTBIIIEMBIX MIPH
IOArOTOBKe H (WJIM) TPOBEJEHWH AaTaKd KaHalOB paclpOCTPaHEHHs CHIHAJIOB,
compoBoxaaromux pynkuronuposanne CK3U u CO;

7) yrpo3sl TPOBENEHHS aTaKd IPH HAXOXKIECHUH B Ipelellax KOHTPOIHPYEMOH
30HBH];

8) yrpo3sl mpoBeaeHus aTak Ha 3tane 3kciuryaranuu CK3U na:
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a) nokyMenTtanuio Ha CK3M ¥ KOMIIOHEHTBI Co;

6) IOMELIEHUs, B  KOTOPBIX  HaXOAUTCA  COBOKYIIHOCTh  IIPOrPaMMHBIX
1 TEXHHYECKHMX JIEMEHTOB CHCTeM OOpaGOTKH [JaHHBIX, CHOCOOHBIX (yHKLHOHUPOBAThH
CAMOCTOATENLHO WM B COCTaBe APYTHMX CHCTEM, Ha KOTOphIX peammsopanbl CK3W
u CoP;

9) yrpo3sl TONTy4eHHs B paMKaxX MPEJOCTAaBIECHHBIX IOJHOMOYME, a TaKxke
B pe3yJibTaTe HaOIIOACHUIN:

a) cBeJlcHHH O (PUIMUECKAX Mepax 3allUTHl OOBEKTOB, B KOTOPBIX Pa3sMEHICHBI
pecypchl HHGOPMAMOHHBIX CHCTEM;

6) cBeleHHMH O Mepax IO OOECIIEYEeHHIO KOHTPOIHMPYeMOH 30HBI OOBEKTOB,
B KOTOPBIX pa3MeIlleHbl pecypchl HHQOPMALIMOHHEIX CHCTEM;

B) CBEIEHHI O Mepax IO pasTpaHHYECHHIO JOCTyIla B IIOMEIICHHs, B KOTOPBIX
HaXOJATCS CPECTBA BEIYMCIIMTENILHON TEXHHKH, Ha KOTOpHIX peanu3obanbl CK3U u CD;

10) yrpo3sl (M3UYECKOr0 [JOCTyHa K CPEACTBAM BBIYHCIHTENBHONW TEXHHKH,
Ha KOTOpEIX peanm3oBaHbl CK3U.



